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Abstract—This paper investigates the harvesting of RF power
using the existing electrostatic discharge (ESD) protection circuits
of most ICs. Because of the internal diode configuration, a
single off-chip capacitor is enough to create a charge pump
circuit for rectifying and storing sufficient DC power to passively
operate a microcontroller. This paper explores ESD circuitry and
shows the feasibility of ESD-based power harvesting. A proof-
of-concept device demonstrates a fully-passive backscatter link
created using a MSP430. Backscatter communication is achieved
through modulation of the internal configuration of a General
Purpose Input Output (GPIO) pin on a microcontroller. This
type of circuit enables two types of communication: zombie-links
in which data is able to be transferred after a device has had its
battery removed, as well as a mechanism for hidden identification
or verification data, such as chip dielets.

I. INTRODUCTION

The Internet of Things (IoT) continues to be an ever
present economic force and demands that radio links be ever
examined. Current market predictions estimate that IoT is
ushering in a 4" industrial revolution centered around data-
driven decisions with 75B devices in use by 2025 [1]. With
data serving as the raw material necessary for this new industry
makeup, efficient means to transport sensed and collected
information are paramount to improving device lifetime and
successful deployments.

To operate in this low-power communication space, the
IoT field has adopted many technologies developed by RFID
practitioners. Since the first complete RFID tag was developed
[2], research within RFID has closely examined efficient wire-
less power transfer [3]-[5], protocol efficiency [6], generalized
RFID-based platforms [7]-[9], and backscatter communication
[10]-[13], among other topics. The result has been a large
variety of low-power applications [14]-[18] that rely funda-
mentally on the backscattering techniques first introduced in
the middle of the 20™ century [19].

One central theme to RFID research has been the expansion
and diversification of backscattering systems beyond the mere
transfer of a 96-bit EPC identification code [20]. At least with
regard to the academic literature, the dream of a “wireless
barcode” technology has shifted to a focus on low-power,
efficient wireless sensing and collection of data. It is no
coincidence that this has happened alongside the rise of IoT
and ubiquitous sensing. Recent work has examined ways to
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Fig. 1. Photograph of a single-component backscattering device.

combine low-power backscatter with the extant devices that
speak traditional protocols. The Ensworth BLE modulator [17]
is one example of this device expansion. Further work has
shown that all modern digital devices with general purpose
input/output (GPIO) pins are capable of backscattering infor-
mation in a UHF context [21] as well as a fully-passive LF
tag [22].

In this work, we expand upon Zeroscatter modulation [21],
and present a proof-of-concept device that is capable of fully-
passive UHF backscatter communication using a commercial,
off-the-shelf (COTS) microcontroller and a single, off-chip
component. We see single-component, fully-passive backscat-
tering from COTS digital devices directly benefiting two main
areas. Firstly, single-component microcontroller backscattering
allows for so-called “zombie links” that can extend device life-
time well beyond the limitation of a battery storage element.
Once drained of power, an IoT device with a zombie link
will still be capable of being powered wirelessly, allowing
for stored data or sensed data to be wirelessly telemetered.
For deployments where physical access to the IoT device is
difficult, if not impossible, this link allows a device to still
sense or transmit information and maintain some utility func-
tions well after battery storage elements have been depleted or
removed. Secondly, remotely powering devices can allow for
wireless verification of Integrated Circuits (ICs) in the supply
chain. DARPA kicked off the Supply Chain Hardware Integrity
for Electronics Defense (SHIELD) program in 2015 with the
purpose of embedding RFID SHIELD dielets for insertion
into the packaging devices for verifying component source
integrity. As ICs already have a diode-capacitor structure in
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Fig. 2. The image presents the boundary conditions for the current of a silicon
diode. For ng = 1, one can see that the “turn on” voltage is lower than that
of a diode with lower quality. Furthermore, by changing to a direct band-gap
material with a narrower band, one would expect that the diode would “turn
on” with less voltage.

the ESD protection, the same security that is available via a
SHIELD dielet can be envisioned by the addition of circuitry
to the existing silicon of a die, instead of a separate die
integrated into the package of an IC, which was the approach
in the SHIELD program.

In this paper, we present the theoretical background for
harvesting wireless power from COTS circuits in Section
II. Section IIT presents the proposed system for ESD-based
power harvesting with simulation results. The proof-of-concept
measurements are shown in Section IV. Section V provides a
discussion followed by a conclusion.

II. THEORY AND BACKGROUND

In passively-powered RFID systems, the minimum nec-
essary blocks are power capture and reflection modulation.
Power capture can be simplified to a diode with a capacitor to
hold charge, and reflection can be achieved by a FET device
that shorts the antenna to a reference.

A. Diode and Charge Pump Basics

The current of a diode is generalized as
(767)
1=15 (elF) -1), )

with Ig as the zero-bias current where

I, ox e~ Fe/@nalr), )

and where F is the band gap, n, is the diode “quality” and
Ur is the thermal voltage. The value for n, is expected to be
between 1 and 2 and is a function of fabrication. Eqn. (2) is the
slope of an extrapolated line between the measured minimum
drain currents at each temperature for a diode. The effective
band gap changes between materials that will thereby alter the
“turn on” voltage, which historically was the voltage across the
diode what was required to pass 1 A of current. The “quality”
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Fig. 3. The illustration depicts the I/O structure of the Microchip
PIC12F1822 [23]. The ESD diodes are like isolated from VDD line,
and this is suggested by the measured currents. This also suggests that
the ESD diodes could be used as a rectifier with the digital load as a
modulator under the appropriate conditions.
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Fig. 4. The illustration depicts a simplified ESD structure where an ESD
diode is used to place charge on capacitor. The GPIO driver enable line
is then used as a backscatter load.

factor will also change the diode behavior. An illustration of
the boundary conditions for a typical silicon diode is presented
in Fig. 2. The rectifier that will act as a charge pump is simply
a diode and a capacitor, and this configuration is illustrated in
Fig. 4.

B. ESD architectures

ESD mitigation structures vary between pins as the struc-
tures are designed to protect the circuits that a pin contains.
High current can destroy the device or decrease its reliability.
The existence and magnitude of the current depend on the I/O
type and the ESD protection device it contains. In the purely
analog case, they are often as simple as passing the signal
through a resistor to diodes tied to the voltage rails [24]. For
purely digital pins, the ESD protection is often a simple diode
and a voltage clamp. The general purpose GPIO pins of a
MCU are more complex, with both types of ESD structure.
This structure is illustrated in Fig. 3 with its simplification
illustrated in Fig. 4.
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Fig. 5. The graph reports for the measured current data for a sweep of the
VDD pin and a GPIO (RAS5) pin on a logarithmic scale. The illustration
depicts the test setup for a Microchip PIC12F1822 that was used to measure
currents to ground through a picoammeter. The GPIO pin, as well as power,
were ramped from OV to 5.5V through the pins shown in the illustration.

C. MCU measurements

To show the broad application of ESD power harvesting, the
work presented uses two microcontrollers: a Texas Instruments
MSP430 series device and a Microchip PIC12 series device.
Owing to availability, the MSP430 was characterized in an
RF context. The current to the PIC12F1822 was measured by
a sweep from OV to 5V on both a power pin and a GPIO
pin. The results are reported in Fig. 5. The data supports the
conjectured ESD and 10O structures that are presented in Fig. 3.

III. PROPOSED SYSTEM

The proposed single-component, far-field, backscatter sys-
tem consists of a microcontroller with a large capacitor con-
nected between DC ground and the VDD supply pin combined
with an antenna whose feed points are connected to the
VDD supply pin and a GPIO pin. Because the antenna can
be embedded in the associated circuit board traces (or even
completely lacking in the case of a connectorized, cabled
setup), this is not considered an extra component.

To show the connection between the ESD circuitry and a
typical charge pump, a simplified circuit model for this system
is shown in Fig. 6. Note that the RF return (i.e., ground)
is separate from the DC circuit ground. This model shows
the ESD diode configuration for a single GPIO pin. Items
in gray (antenna connector and external capacitor) represent
off-chip components. This circuit resembles a single-stage
charge pump, or voltage multiplier, although it lacks the series
capacitor [4].

To characterize the RF power harvesting performance, non-
linear harmonic balance simulations were performed in AWR
Design Environment (formerly “Microwave Office”) using the
circuit in Fig. 6. The results from sweeping RF input power
from a 915 MHz input signal are shown in Fig. 7. Simulations
were carried out using both the standard SPICE diode model as
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Fig. 6. Simplified schematic of ESD power harvesting circuit with off-chip
components shown in gray used for nonlinear harmonic balance simulation.
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Fig. 7. Simulated and measured harvested voltage at 915 MHz.

well as a low-threshold Schottky model. With simplicity as an
ultimate goal, no attempt in matching (whether in simulation
or in experimental data) was performed. Although the 1.8V
turn-on logic level was reached at the relatively high value—
as compared to RFID ICs—of approximately +10 dBm, further
improvements can be gained by both inclusion of a matching
network or inclusion of a series capacitor in the charge pump.

For experimental data, the microcontroller was programmed
to perform one of two tasks, selected at power-on-reset. By
reading the logic value of a designated GPIO pin at startup, the
software determined if it was in an active state or a “zombie”
state. Execution was then passed to the appropriate task. The
active state allows for normal operations of the device. If
the appropriate logic level was not detected at startup, the
device assumes it is in the zombie state, and all clocks are
slowed to conserve power and the GPIO pin with the antenna
connected is used to wirelessly telemeter data. This dual-mode
also allows the device to be powered by the harvested power
by providing time for the capacitor to accumulate sufficient
charge for operation.

IV. MEASUREMENTS

A. Cabled setup

The simplified circuit from Fig. 6 was assembled using
a Texas Instruments MSP430F2011 and a 22 pF capacitor,
as shown in Fig. 1. To measure the harvested voltage, the
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Fig. 8. Block diagram of the bistatic reader setup.
TABLE I
MEASURED CURRENT DRAW FOR CPU TASKS

Current (at 3.3 V)
mean

min. max.
Active 307 pA 306 pA  307.7 pA
“Zombie” 38 uA 422 nA 56.7 nA

antenna was replaced with a SMA connector and connected
to a Agilent E4438C RF signal generator through a 50 {2 cable.
A continuous wave 915MHz MHz signal was sent to the
device under test. As RF power was varied, DC voltage across
the capacitor was recorded. This data is shown in Fig. 7 and
closely follows the simulation data. The device’s measured
sensitivity was +10 dBm.

Current draw for the two microcontroller tasks was then
measured. This data is presented in Table I. The measured data
only represents the microcontroller itself and not other external
peripherals. As expected, the zombie task draws significantly
less current as it operates at a much lower clock frequency
and communication duty cycle. It is also worth noting that
the measured current draw is below the recommended 2 mA
continuous current limit of the ESD protection diodes [25].

After programming the microcontroller, a wire dipole an-
tenna was connected to the communications pin and VDD
pin. Passive backscatter modulation is achieved through the
zeroscatter modulation method by switching a GPIO pin’s
input/output direction register [21].

B. Over-the-air measurements

The single component backscattering device was then tested
in an over-the-air (OTA) scenario in an indoor lab environment
using a bistatic receiver. A block diagram of the reader is
shown in Fig. 8. A +27dBm, 915MHz, CW source was
transmitted to the device through a +6 dBi horizontally-
polarized patch antenna (yielding a +33dBm EIRP signal).
The signal received by the RX antenna (+6 dBi, horizontally
polarized patch antenna) was mixed with the local oscillator
(LO) to perform direct to baseband conversion. The baseband I
and Q signals were filtered and then captured using a benchtop
oscilloscope. A photograph of the experimental setup is shown
in Fig. 9.

Using this setup, the backscatter device was placed approxi-
mately 0.5 m away from the source. A simple resistive divider
network connecting a voltage source to a GPIO pin allowed
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Fig. 9. Photograph of over-the-air bistatic experimental setup.

for the microcontroller to be switched between the so-called
“active” modes and the “zombie” modes. By powering off
the voltage source—mimicking a power source that has failed
open—the microcontroller rectified the incoming RF signal
through its ESD protection diodes, and powered the device,
selecting the zombie task to execute. In this scenario, the
MCU initialization code detects the presence or lack of a
voltage source by reading the appropriate pin, and then hands
off execution to either the normal task or an ultra-low-power
task. For this prototype, the normal task or ‘“active” mode
consists of backscattering a payload. The ultra-low-power task
or “zombie” mode reduces all clocks to minimal speed, and
backscatters a second, shorter payload at a slower modulation
rate.

Captured data is shown in Fig. 10. A packet consists of a
short pilot tone, a Barker code, and the data payload containing
data stored in memory. Fig. 10 shows the full packet (top)
along with zooms of the three sections of the packet (bottom).
In the bottom row, both the raw data is shown, along with
the digitally processed data consisting of the sign of the
normalized signal.

In this example, the air encoding for the bits consisted of a
binary FSK encoding scheme with logic ‘1’ encoded using a
high frequency symbol (transition in the middle and end of a
bit period) and logic ‘0’ encoded with a low frequency symbol
(transition only at the end of a bit period). Data recovery was
performed using a zero crossing detector. In the packet shown,
there were zero bit errors.

V. DISCUSSION

As we show in this work, in the simplest sense, it is possible
to turn every existing IC into a fully-passive backscatter link
with minimal additional components. However, there remains
the question of power. The primary limitation is the ability
for the ESD diodes to act as a rectifier, combined with the
power-on-reset circuitry in the ICs. If the voltage and current
requirements can be satisfied, a low-power method for IC
communication or remote verification can indeed be realized
based on the data presented in this work. It remains open
question whether an MCU can act as a fully-passive device
with no additional components. This would require sufficient
internal capacitance allowing either a significant reduction of
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Fig. 10. Measured, over-the-air data from the fully-passive link with pilot
tone, Barker code, and segment of data shown in the second row (respectively).

the off-chip capacitor, or its complete removal. Further modi-
fication of the standard ESD structures themselves may yield
improved performance from a power harvesting perspective,
while maintaining the intended protection function. Intention-
ally using power-harvesting-friendly ESD structures leaves
open the possibility for wireless verification of ICs without a
need for additional dielets introduced at the packaging stage.

However, it is also worth considering the possibility that
these power harvesting structures may leave open a new
avenue for malicious attacks. The possibility exists for a
malicious agent to send high-powered RF signals with intent to
either destroy or harm vulnerable circuits. Further, by sending
a large RF signal and monitoring the return side-channels, it
may be possible to extract sensitizing information from the
ICs.

In this study, we have shown that it is possible for a micro-
controller (or other digital device) to both harvest UHF power
and wirelessly backscatter information. This demonstration
shows an example of data uplink from a battery-free device.
Such a system is primarily limited by a few factors. Firstly, the
current limitations of the protection diodes. This provides an
upper limit of the power consumption of the task—including
sensors and computation. As mentioned, Texas Instruments
specifies the diodes can sustain a continuous DC current of
2mA [25] Secondly, the choice of capacitor, which serves
as the energy reservoir during fully-passive operation, limits
the task options. In this study, a 22 uF capacitor was used.
Lastly, the protocol of choice will affect device performance.
Faster modulation (and therefore switching) rates require faster
clocks and ultimately higher power consumption. Protocols
involving long sequences of pilot tones or other preambles, can
rapidly drain the stored energy. The latter limitations can be
overcome through use of a larger storage capacitor and duty-
cycling the data rate to keep the time spent harvesting much
greater than the time spent communicating. With increasing
capacitor size comes an increased dwell time to allow for the
capacitor to sufficiently charge. However, given the relatively
high power levels in this study, such a long dwell time is not
expected to significantly impact performance. Dynamic power

consumption related to capacitor selection is not included in
this study. Protocols that include transport mechanisms for
framing data can help reduce the transmission duty cycle
while also putting further power and complexity burden on
the device to appropriately frame and transport the data. For
large transmissions, this also extends the total time that the
device must be illuminated and powered by RF. Concerning
protocol, it should also be noted that this work does not
examine the reader-to-tag downlink. This work considers the
downlink to transmit a single bit encoded as RF presence or
lack. While randomized time delay protocols [6] could allow
for simultaneous time-divisioned transmissions, a further study
of the demodulation capabilities of the protection diodes is
needed.

With regard to the expanding IoT device infrastructure,
this study yields promising results that integration of IoT
devices with the low-power communication means well-known
to the RFID community is possible. Enabling IoT devices to
hold “dual-mode” functionality has promise to greatly extend
device lifetime well beyond the utility of a single battery
charge.

VI. CONCLUSION

In this paper, we have examine the feasibility of harvesting
wireless power through the ESD protection structures that are
present in existing microcontrollers. We present a theoretical
basis for the operation of the ESD structures as a charge pump
and measured data using a PICI12F1822 and MSP430F2011
MCU.

We also present an over-the-air demonstration of a fully-
passive backscatter device consisting of an MSP430F2011
microcontroller with a single off-chip capacitor. This device is
capable of operating as a zombie-link when no voltage source
is present and wirelessly telemetering data from 0.5 m from a
+27 dBm source.
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