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Abstract — A Verification Cross-Reference Matrix (VCRM) is
a table that depicts the verification methods for requirements in a
specification. Usually requirement labels are rows, available test
methods are columns, and an “X” in a cell indicates usage of a
verification method for that requirement. Verification methods
include Demonstration, Inspection, Analysis and Test, and
sometimes Certification, Similarity and/or Analogy. VCRMs
enable acquirers and stakeholders to quickly understand how a
product’s requirements will be tested.

Maintaining consistency of very large VCRMs can be
challenging, and inconsistent verification methods can result in a
large set of uncoordinated “spaghetti tests”. Natural language
processing algorithms that can identify similarities between
requirements offer promise in addressing this challenge.

This paper applies and compares compares four natural
language processing algorithms to the problem of automatically
populating VCRMs from natural language requirements: Naive
Bayesian inference, (b) Nearest Neighbor by weighted Dice
similarity, (c) Nearest Neighbor with Latent Semantic Analysis
similarity, and (d) an ensemble method combining the first three
approaches. The VCRMs used for this study are for slot machine
technical requirements derived from gaming regulations from the
countries of Australia and New Zealand, the province of Nova
Scotia (Canada), the state of Michigan (United States) and
recommendations from the International Association of Gaming
Regulators (IAGR).

Keywords—requirements analysis, natural language processing,
verification matrices, verification methods, slot machines.

I. INTRODUCTION

Stakeholder requirements often form the basis of product
acceptance testing, and a verification cross reference matrix
(VCRM) table can be used to document plans and agreements
on how each requirement should be tested. VCRMs are tables
with requirements labels as rows and verification methods (such
as (Demonstration, Inspection, Analysis, and Test) as columns.
The test method for a particular requirement is designated by
placing an “X” in the cell of the corresponding row and column.
The VCRM links requirements engineering and test planning.

Verification methods include (summarizing from [1]):

* Inspection — Visual or dimensional examination of an
element, relying on human senses or simple measurements,

* Analysis — Use of analytical evidence obtained from
mathematical or logical reasoning and/or simulations
without any intervention on the submitted element,

* Demonstration — Show of correct operation of the examined
element against operational and observable characteristics
without physical measurement, and

o Test — Quantitative verification of measurable
characteristics, operability, supportability or performance
capability when subjected to controlled conditions.

Other methods that are sometimes included are Analogy or
Similarity (forms of analysis comparing one product to a similar
product) and Certification (verification by a third party or
previous event).

Requirements can often be verified by any of several means.
For example, correctly computed quantities can often be verified
by either Demonstration on a display, or Test with
instrumentation to show the inputs and outputs of a calculation.

On very large programs, a VCRM may include tens of
thousands of entries. Verification method consistency is
important, because an internally inconsistent VCRM can result
in a large collection of uncoordinated “spaghetti tests”. Also,
for programs that intend to leverage product reuse, an
inconsistent VCRM can impair test program reuse efforts.

Natural language processing (NLP) algorithms offer promise
in addressing the challenge of maintaining VCRM consistency
by grouping requirements that are by some measure similar to
each other. This study compares four different NLP approaches
for automatically populating VCRMs from natural language
requirements.

Section 2 describes prior work in this area and the
significance of this contribution.

Section 3 discusses the data sets and their preparation.
Section 3.1 describes the data used in this study. Technical
requirements were extracted from four sets of slot machine
gaming regulations, one from Australia and New Zealand [2],
one from Nova Scotia (Canada) [3], one from the International
Association of Gaming Regulators [4] and one from Michigan
(United States) [5]. Section 3.2 describes the data pre-
processing performed on this data. Pre-processing includes
requirements transformation and extraction from the
regulations, removing stop words and punctuation, and



stemming the remaining keywords. It also includes assigning
“truth data” verification methods (VMs) using a rules model and
domain knowledge. The result is a “truth VCRM” matrix used
to assess model accuracy.

Section 4 describes the models analyzed. Four models were
compared: Naive Bayes, Nearest Neighbor (NN) by weighted
Dice similarity, NN with Latent Semantic Analysis (LSA)
weights, and an ensemble model.

Analysis of model results is found in Section 5. The three
standalone models showed VM accuracy of 77%-83%, and NN
with LSA weights performed the best. Better yet was the
ensemble model, which had a VM accuracy of 85%. Modeling
and human error sources that reduced model accuracy are also
analyzed in this section.

Conclusions and next steps are in Section 6. Given the
accuracy of these models, they can be used as analysis tools for
VCRM consistency checking. None of the four algorithms
evaluated were robust enough to replace the engineer with
domain expertise, however.

II. PRIOR WORK AND THIS CONTRIBUTION

Many papers have applied Natural Language Processing
(NLP) to requirements engineering, and [6] lists over 400 of
them. A high-level summary of recent thrusts to apply NLP to
problems in requirements engineering can also be found in [7].
One of these thrusts is similarity analysis.

Similarity analyses within and between engineering
documents are found in [8, 9, 10]. Cluster analysis to identify
requirement similarities across a product line is found in [11].
Similarity analysis to identify functional and non-functional
requirements from user app reviews is found in [12, 13]. A
similar effort using requirements derived from mathematical
software is found in [14]. NLP was used to identify non-
functional requirements from natural language documents in
[15]. A similar approach for slot machine development, the
technical domain of this paper, is found in [16].

On the test side, [17, 18, 19, 20] have all proposed NLP
techniques for auto-generation of test cases. These approaches
have had varying degrees of success, as the test problem has the
potential for exponential explosion in test case counts. An effort
to optimize test cases by clustering is described in [21].

To date, however, similarity analysis has not been used to
automatically generate a VCRM. That is the focus of this paper.

III. DATA SETS
3.1. Casino Regulation Source Data

Slot machine technical requirements were selected for this
study because of the plethora of freely available technical
requirements for their construction from regulatory bodies. This
study used natural language technical requirements derived from
compliance regulations from Australia and New Zealand [2],
Nova Scotia [3], the International Association of Gaming
Regulators (IAGR) [4], and the state of Michigan [5]. These
regulations are described below.

3.1.1. Australia/New Zealand

The Australia/New Zealand Gaming Machine National
Standard 2016 [2] is the national standard of both Australian and
New Zealand for electronic gaming machines. It contains both
exposition and definition information as well as numerous
technical requirements for electronic gaming machines. This
includes requirements for payouts, progressive awards, displays
(“artwork™), cybersecurity and auditability. The standard also
contains process instructions for certifying new electronic
gaming machines. This document is one of the most
comprehensive gaming machine regulations available, 82 pages
long and containing 1,191 paragraphs and sub-paragraphs.

3.1.2. Nova Scotia

Nova Scotia’s Casino Regulations made under Section 127
of the Gaming Control Act [3] contains both regulations for
casino operations in Nova Scotia as well as detailed technical
requirements for slot machines. The requirements include
requirements for hardware, software, error handling (including
tilt conditions), and odds calculations and progressive payouts.
The document contains 201 paragraphs and subparagraphs.

3.1.3. International Association of Gaming Regulators

In an effort to consolidate electronic gaming requirements
into an international standard, the International Association of
Gaming Regulators (IAGR) developed the International
Technical Standards for Electronic Gaming Machines [4]. This
42-page, 353 paragraph proposed standard includes
requirements for hardware, interference effects, software,
memory, electronic ledgers (“meters”), communications and
artwork. Though it contains a few definitions and some
background information, this document is almost entirely
comprised of technical requirements.

3.1.4. Michigan

Michigan Gaming Control Board Casino Gaming [5], like
the Nova Scotia regulations, serves as both a set of regulations
for casino operations as well as a set of detailed technical
requirements for slot machines. Almost all of the slot machine
technical requirements are found in Part 8, Conduct of
Gaming/Gaming Equipment, which contains 294 paragraphs
and sub-paragraphs. Like the other standards, these
requirements include security, error handling, software,
hardware, communications and artwork.

3.2. Data Preprocessing

Data preprocessing consisted of three activities. First, the
technical requirements had to be extracted from the regulations.
Then, VMs were tagged to each requirement. These “truth data”
VMs formed the basis by which the accuracy of the four NLP
models would be judged. Finally, the requirement text was
prepared for analysis by removing stop words and punctuation,
stemming the remaining words, and discarding one- and two-
letter words.

3.2.1. Requirements Extraction

Gaming regulations are written in natural language by
administrators, lawyers or regulators, and often lack the word
“shall”. Requirements extraction from the regulations was
performed in two passes. First, a rule-based heuristic was used
to extract candidate requirements. Then, recommendations from



the rule-based heuristic were manually reviewed and updated by
a systems engineering requirements expert.

A 12-rule heuristic algorithm that had over 99% accuracy in
extracting technical slot machine product requirements from
Nevada and South Dakota gaming regulations is described in
[16]. That ruleset was adopted for this study but extended to 14
rules so as to take into account phrasing variations across the
different English-speaking countries (Canada, New Zealand,
Australia and United States). The 14-rule heuristic employed to
transform the text into requirement “shall” statements and
conditional “may” statements for this study was:

1) “must”, “should”, “may” in “may not” or “may only”,
“will”=> “shall”,

2) “[is, are] required to”, “[is, are] to” = “shall”,

3) “can” 2 “may”,

4) “[is, are] (not) permitted”, “[is, are] (not) allowed” >
“shall (not) be allowed”,

5) “cannot” - “shall not”

6) “[is, are] required” = “shall be required”,

7) “[is, are] only to” = “shall only”

8) “[is, are] (not) to be” > “shall (not) be”

9) “requires a” > “shall require a”,

10) “[is, are] [responsible, determined]”—>“shall be
[responsible, determined]”,

11) “if ... are” - “if ... shall be”,

12) “responsibility ... lies” = “responsibility ... shall lie”,

13) “no ... may” = “no ... shall”

14) Each bullet in a requirement is itself a requirement.

To illustrate this last rule, consider the requirement:
Each machine shall contain: a) a hopper, and b) a payout meter.

This requirement is transformed into the following two
requirements:

Each machine shall contain a coin hopper.
Each machine shall contain a payout meter.

These rules were able to extract operational and technical
requirements from the regulations with 98% accuracy. Rule
failures occurred when the ruleset tried to create requirements
out of definitions and for certain edge-case negative
requirements. This simple 14-rule heuristic cannot handle
complex requirement rewording, and hence the human-in-the-
loop was critical to this process. Consider for example the
almost nonsensical regulation from Michigan:

“Direct collection of the random number data from the
actual submitted (game) is required unless it is not possible.”

On first blush, this requirement may seem to have no
meaning at all, equivalent to “do X unless you cannot do X”.
Though poorly worded, the intent of this regulation is to levy a
conditional requirement, with the condition that the requirement
applies if the vendor selects a random number generator that can
be monitored without interfering with the random number
generation process itself. For example, a random number
generator relying on quantum processes might not be able to be

monitored without affecting its state. A rewording of this
requirement to make it clearer might read:

“If the slot machine random number generator permits
direct collection of random data without affecting the
generator’s state, then that data shall be collected, stored and
made available for post-test analysis.”

This type of complex transformation was beyond the scope
of our simple ruleset, and so required a human-in-the-loop.

3.2.3. Setting Verification Method Truth Data

VM selection is somewhat subjective, because a requirement
may be verifiable by any of several means. Test engineers may
have different preferences for how to test certain types of
requirements. Therefore, it was important to have a consistent
and repeatable approach for setting VM truth data. The approach
selected for this study was:

e Any requirement could be verified by physical inspection
was tagged as “Inspection”. This includes requirements
verified by inspection of the artwork on the game machine.

e For any other requirement, if it is most easily verified
through analysis then the VM is set to “Analysis”. This
includes requirements verified by calculations showing the
game machine’s payout profile. It also includes statistical
analyses, such as calculating the independence of random
numbers.

e For any other requirement, if it could be by an actor

performing a use case on the game machine without
instrumenting the machine, then the VM was set to
“Demonstration”. This included both requirements involving
game play as well as requirements for machine maintenance.

e Requirements that needed instrumentation and detailed

examination of captured data to verify them had VMs set to
“Test”. Examples included requirements for memory and
software integrity checks.

e  Summary requirements rollups (i.e., those requirements that

are completely verified when other, subordinate
requirements are verified) and non-technical process
requirements for casino operations were tagged as “Not
Applicable”.

When a requirement needed multiple VMs for full
verification, the predominant VM was chosen. When no one
method was clearly predominant, the requirement was split into
constituent parts, each part having its own VM.

Table 1 shows the distribution of the game machine technical
requirements by source and VM at the end of this activity.

Table 1: Verification Method Counts per Regulation Set

Regulation Set Technical Reqs| Demo [Inspection| Analysis Test
Australia/New Zealand 618 249 227 88 54
Nova Scotia 75 51 13 8 3
IAGR 222 119 23 47 33
Michigan 177 98 22 18 39

3.3 Requirement Text Preparation

After requirements were extracted and truth VMs specified,
the requirement text was prepared for analysis by removing stop



words and punctuation and stemming the remaining words.
Only stemmed words at least three letters long were retained.

4. VM Prediction of Michigan Requirements

Each of the four models was trained on Australia/New
Zealand, Nova Scotia and IAGR VM data and then the models
were used to to predict Michigan VM data. The four models
analyzed were: Naive Bayesian inference, NN by weighted
Dice similarity, NN with LSA weights, and an ensemble
majority-vote model that combined the results of the other three
model. These models are described in the sections below.

4.1. Naive Bayes Model Description

A Naive Bayes model used Bayesian inference to estimate
the probability that a Michigan requirement belonged to each of
the four VM categories: Demo, Inspection, Analysis or Test.
The predicted VM was then set to the category with the highest
probability.

To illustrate how this model works, let X be a word in the
requirements control set, and define the frequency of the wofd
X in the control set Demonstration, Inspection, Analysis and
Test requirements to be fp(X), fi(X), f1(X), and fr(X),
respectively. Set fi,(X) to be the overall frequency of X in the
control set corpus. From Bayes’ theorem, for any randomly
selected word X and requirement R, the probability that R has
a verification method of Demonstration given that it contains
word X is:

P(R is Demo N X inR)
P(XinR)

P(R is Demo)
P(X inR)

P(R is Demo|X inR) =

= P(X in R|R is Demo) *

P(R is Demo) (1)

- £ (X
X =20

But all three of the terms in this last expression can be
calculated:  fp(X) and f;,.(X) are the word frequencies
described earlier, and P(R is Demo) is the fraction of control
requirements that have a verification method of demonstration.

Now Suppose that a new requirement not in the control
dataset consists of n words, with m<n of the words in control

requirements. Ifthe m words are denoted by X}, X5, ..., X, then
the equation
P(R is Demo|Xy, X5, ..., X in R)
~ P(R is Demo) [[* Iol*i) )

=1 e (X))

provides an estimate of the probability that R has a VM of
Demonstration. (Similar equations can be written for the other
VMs.) The n — m words that are in requirement R but not in
the control requirement set are ignored in the computation.

Equation (2) is approximate because equality is valid only if
the words within the requirement are independent, and this
assumption is usually violated. Despite this “naive”
assumption, Naive Bayes’ algorithm often works well.

Another problem with this approach is that if a word
appears in the control set but never appears in Demonstration
requirements, then the probability from (2) always computes
to exactly 0.0. Laplacian smoothing is used to avoid this
situation. With Laplacian smoothing, word frequencies are
adjusted by a factor

L=(s+a)/(N + da), 3)

where s is the number of word occurrences in the corpus, N is
the total number of words in the corpus (including repeats), and
o and d are smoothing factors. This study used the values a=1
and d=0. With N=14,370 total words in the control
requirements set, this guaranteed that any word X; had a
frequency of at least 1/14,370 =.0000696 in (2).

4.2. Nearest Neighbors by weighted Dice similarity

This algorithm found the control requirement most similar
to each validation (Michigan) requirement, where closeness
was defined using Dice similarity weighted by Term
Frequency-Inverse Document Frequency (TF-IDF) scores. The
predicted verification method of the Michigan requirement was
then set to the verification method of the nearest neighbor.

The TF of each stemmed word in each requirement was
computed for both the control and the validation requirements.
Also computed was the document frequencies (DF), which is
the counts of the number of requirements that contained each
word. From these values, the TF-IDF for each word in each
requirement is evaluated as:

—) )

fX.0)

TFIDF(X.D)= f(X,D) * log (

where

C is a corpus of documents,

D is a particular document within the corpus C,

X is a particular word in the document D, and

S(XY) is the frequency of word X amongst all words in the
document or corpus Y.

With TF-IDF, a frequently occurring word appearing in only
a few documents is weighted heavily, implying that this word
has important meaning.

Dice similarity [22] defines the closeness d between two
sets S and N by
2(SN)
(SI+IND

d(S,N) = &)
where denotes the number of objects in each set, and “S-N”
is the raw count of items that S and N have in common. A more
general metric, where objects X; in S and Y; in N are weighted
by positive weighting factors w;and v;, is to define the distance
between S and N by:

“‘ ‘79

Wi-H/"j

d(S,N) = Xx=v,esnn) TSI (6)
with the norm given by the sum of the weights:

ISI= Xx;es wir IN[I= ZY]-EN Vj (7)



This weighted Dice similarity metric is 0 if S and N have no
common elements, increasing as commonality increases, and
evaluates to 1 if they contain exactly the same elements.

The weighted Dice similarity using TF-IDF weights was
computed for each requirement paragraph pair, one drawn from
the control set (Australia/New Zealand, TAGR and Nova
Scotia) and one from the validation set (Michigan). The control
set requirement most similar to each validation set requirement
was determined, and the VM of the closest control set
requirement was used to predict the VM of the validation set
requirement.

4.3. Nearest Neighbor with Latent Semantic Analysis

A term-document matrix is a two-dimensional matrix
comprised of terms in one dimension (usually rows), document
in the other dimension (columns), and a frequency measure in
each matrix cell. For example, the frequency measure could be
the percentage of words in the document matching the term.

With latent semantic analysis, the term-document matrix is
decomposed using singular value decomposition (SVD) and
approximated using the most significant eigenvectors. Each
document column is then estimated as a linear sum of the
resultant eigenvectors, and document “closeness” is computed
as the vector dot product between two matrix columns.

Mathematically, let X be the term-document matrix, with
terms as rows, documents as columns, and matrix entries as the
TF-IDF score for each term in each document. From linear
algebra, we know that X has a SVD of

X=UsvT ®)
where U and V are orthogonal matrices and S is diagonal.

In the LSA algorithm, the & largest eigenvalues in S are selected
and used to form a sub-matrix S;. A sub-matrix U; is also
formed from U by retaining only the rows corresponding to the
k largest eigenvalues in S. Similarly, a sub-matrix V;7 from V7
is formed by retaining the columns corresponding to the
columns of the largest eigenvalues in S. The matrix X is then
approximated by

X = USiVyl )

This approximation X; to X is made because X may be too
large for practical computation.

With this representation, the correlation matrix between
columns in Xj is given by

Cr = X}ka = (UkSkaT)T(UkSkaT)
= (VkSkUID(UkSkaT)
= VkSkUIZUkSkVIZ =~ VkSkSkVI;T (10)

where the last expression is approximate because Ui is an
approximation of U, and not necessarily strictly orthonormal.

Using this approximate correlation matrix, for any document
J, the document “closest” to it is given by document i, where

C[i,j] = max (Ci[m, j], m # j) (11)

and Ci[i, j] denotes the element in row i and column j of matrix
Cy.

An LSA model was created that used a term-document
matrix with stemmed words at least three letters long as the
terms, requirements as the documents, and TF-IDF scores as the
matrix entries. All requirements from all four datasets were
included, and the top £A=450 eigenvalues were used for the
approximation. The requirement in the control set (Australia,
IAGR, Nova Scotia) closest to each validation set (Michigan)
was selected and the Michigan predicted requirement VM was
then set to the VM of that closest requirement.

4.4. Ensemble Model

The last model examined was an ensemble model containing
all three of the other three models. Majority vote of the
ensemble was used, with predictions randomized when all three
models disagreed.

IV. RESULTS AND RESULTS ANALYSIS

The Naive Bayes (NB) model with Laplacian smoothing,
Nearest Neighbor model with Dice (NN-Dice) weights, and
Nearest Neighbor model with LSA (NN-LSA) weights, and the
ensemble model were each used to predict the Michigan VMs.
Confusion matrices for each model and each VM are shown in
Tables 2-5 below.

Table 1: Michigan VM Results, Naive Bayes

Predicted Predicted
Actual Not Demo | Demo Actual |Not Inspection|Inspection
Not Demo 62 17 Not Insp. 149 3
Demo 15 80 Inspection 6 16
Predicted Predicted
Actual  [Not Analysis|Analysis@l  Actual Not Test Test
Not Analysis 142 14 Not Test 129 6
Analysis 5 13 Test 14 25
Table 2: Michigan VM Results, NN-Dice
Predicted Predicted
Actual Not Demo | Demo Actual |Not Inspection|Inspection
Not Demo 63 16 Not Insp. 144 8
Demo 10 85 Inspection 6 16
Predicted Predicted
Actual  [Not Analysis|Analysis@l  Actual Not Test Test
Not Analysis 154 2 Not Test 131 4
Analysis 6 12 Test 8 31
Table 3: Michigan VM Results, NN-LSA
Predicted Predicted
Actual Not Demo | Demo Actual |Not Inspection|Inspection
Not Demo 63 16 Not Insp. 144 8
Demo 10 85 Inspection 6 16
Predicted Predicted
Actual  [Not Analysis|Analysis@l  Actual Not Test Test
Not Analysis 154 2 Not Test 131 4
Analysis 6 12 Test 8 31




Table 5: Michigan VM Results, Ensemble Model

Predicted Predicted
Actual Not Demo | Demo Actual Not Insp.  [Inspection
Not Demo 62.00 17.00 Not Insp. 149.00 3.00
Demo 8.33 86.67 [Inspection 6.67 15.33
Predicted Predicted
Actual  [Not Analysis|Analysisf@l  Actual Not Test Test
Not Analysis 154.00 2.00 Not Test 130.00 5.00
Analysis 4.67 13.33 Test 7.00 32.00

Table 6, below, compares model performance across several
factors: sensitivity and specificity by VM, overall accuracy,
and the overall sensitivity-specificity geometric mean (SSGM)
across all VMs. This latter metric is defined by:

SSGM = [lyum,(Sensitivity; » Specificity;)™*  (12)

where VM; are the verification methods. This metric (12)
weights sensitivity and specificity equally, irrespective of the
frequency of positives or negatives, and was added because
model accuracy sometimes underweights false negatives when
positives are rare in the dataset.

We see from Table 6 that the performance of each of the
standalone algorithms is comparable to the others across all
measures: sensitivity, specificity, accuracy and SSGM,
although the NN-Dice performs slightly better. The ensemble
model outperformed all of the other models, however, with a
model accuracy of 84.7% and SSGM of 85.4%.

Table 6: Comparison of Model Correctness

Metric\Method NB |NN-Dice|NN-LSA|Ensemble
Demo Sensitivity |[84.2%| 89.5% | 83.2% | 91.2%
Demo Specificity [78.5%| 79.7% | 81.0% | 78.5%
Inspection Sensitivity|72.7%| 72.7% | 63.6% | 69.7%
Inspection Specificity|98.0%| 94.7% | 94.1% | 98.0%
Analysis Sensitivity [72.2%| 66.7% | 61.1% | 74.1%
Analysis Specificity [91.0%| 98.7% | 97.4% | 98.7%
Test Sensitivity 64.1%| 79.5% | 79.5% | 82.1%
Test Specificity 95.6%| 97.0% | 91.9% | 96.3%
Overall Accuracy |[77.0%| 82.8% | 77.6% | 84.7%
Overall SSGM 81.2%| 84.1% | 80.4% | 85.4%

Lowest accuracies occurred with NB and NN-LSA. NN-
LSA used 450 eigenvectors in the SVD approximation. This
result was relatively insensitive to increases in basis size;
doubling the basis size to 900 only improved the overall model
SSGM from 80.4% to 80.6%, and the overall accuracy from
77.6% to 78.2%.

Two types of errors contributed to the model correctness
scores: truth data errors and model errors. This first, an error
in the truth data itself, is a human error since truth VMs were
manually set using systems engineering expertise. For example,
consider the following requirement from [5]:

(A slot machine) “must have its logic boards, computer
chips, and any other devices that store memory secured in a
locked enclosure...”

This was assigned a truth VM of Inspection. However, the
following requirement IAGR regulation below was assigned a
truth VM of Demonstration:

“Logic boards and memory components for (slot machines)
and the access to the logic boards and memory components
must be sealed, secured and alarmed”.

These two requirements are similar, but the second includes
the phrase “and alarmed”. This makes the requirement difficult
to verify by inspection alone. Nevertheless, both of the Nearest
Neighbor algorithms paired these two requirements, and as a
result predicted (incorrectly) that the Michigan VM should be
“Demonstration”.

Following our rules for assigning truth VMs, the IAGR
requirement should have been (manually) factored into two
parts to separate out the different VMs.

These human engineering errors were retained in the model
results, because the alternative — fixing the data and rerunning
the model — could be considered “fitting the model to match the
desired result”. Hence the analysis results would not have been
representative  of real-life  requirements engineering.
Approximately 5% of the verification methods were
inconsistently or incorrectly tagged during pre-processing,
which happens to be approximately the same as the accuracy
range of the standalone models (NB, NN-Dice, NN-LSA).

Overall model accuracy was very good, with standalone
models correctly predicting the VM 77%-83% of the time, and
the ensemble model correctly predicting the VM 85% of the
time (Table 6). As expected, the model errors tended to occur
when word contexts differed between the control corpus and the
validation corpus. For a striking example of this, consider the
following Michigan requirement with a truth VM of Test:

“The Random Number Generator and random selection
process must be impervious to influences from outside the
EGD, including, but not limited to Electrostatic
interference”.

However, the NN-Dice algorithm found the following
Australia/New Zealand regulation as its closest match, driven
by the matching of the words “select”, “limit” and “include”:

“Double-down rules are to be clearly explained including
limitations of which totals may allow a double down to be
selected.”

The second requirement, which had a truth VM of
Inspection, is significantly different and completely unrelated
to its paired requirement. This illustrates a weakness of all of
the models considered; they rely on strictly word-based text
analyses without additional semantic or syntactic analyses.

V. SUMMARY AND CONCLUSION

Correctly capture stakeholder requirements and their VMs is
an essential part of requirements engineering. The VCRM is a
mechanism that ensures requirements and test plans are aligned.



Using slot machine legal regulations from Australia/New
Zealand, Nova Scotia and Michigan, together with proposed
regulations from the IAGR, this paper evaluated four
approaches for automatically generating VMs from natural
language requirements: Naive Bayes, Nearest Neighbor using
weighted Dice similarity, Nearest Neighbor with LSA weights,
and an ensemble approach combining the other three.

Requirements were initially extracted from the regulations
using simple heuristics and subsequently reviewed and updated
using requirements engineering knowledge. Stop words and
punctuation were removed, and the remaining words were
stemmed. Using this data, the models were trained on the
Australia/New Zealand, Nova Scotia and IAGR data to predict
Michigan VMs.

All four models had similar prediction accuracy. Of the
standalone algorithms, the NN-Dice model performed the best
(82.8% overall accuracy). Better yet was an ensemble model
using a majority voting scheme for all three standalone models,
which achieved an 84.7% accuracy.

Although these models were good at predicting VMs, they
were not good enough to eliminate the role of the requirements
engineer. The best model, the ensemble model, had an 85%
accuracy meant that 15% of the requirements were mismatched
to their VM.

However, when sufficient similar-to requirements data is
available, any of these approaches would useful for creating an
initial VCRM or discovering inconsistencies in an existing
VCRM. About 5% of the truth data VMs were inconsistently
tagged during data preparation for this study. As noted in [21],
inconsistent VMs can drive up test costs, sometimes
considerably.

The algorithms studied in this paper were all word frequency
analyses and lacked syntactical or semantical considerations. To
improve upon these results, other algorithms that incorporate
syntax and/or semantics will most likely be needed. This is the
focus of the author’s continuing investigations.
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