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Abstract—Blockchain is a revolutionary technology that en-
ables users to communicate in a trust-less manner. It enables
users to store data globally on thousands of computers in an
immutable format and empowers users to deploy small pieces of
programs known as smart contracts. The blockchain-based smart
contract enables auto enforcement of the agreed terms between
two untrusted parties. There are several security vulnerabilities
in Ethereum blockchain-based smart contracts, due to which
sometimes it does not behave as intended. Because a smart
contract can hold millions of dollars as cryptocurrency, so these
security vulnerabilities can lead to losses. We present a review
of the security issues in the Ethereum ecosystem.

I. SURVEY METHODOLOGY

In this survey our main focus is on the security issues in
this Ethereum ecosystem. We highlight the the research papers
that deals with different kinds of economic attacks and market
manipulation strategies, different kinds of vulnerabilities and
their detections. For that we surveyed, the last five years of
research papers oublished in top tier security venues.

II. SURVEY

Here we present a survey of the attacks and vulnerabilities
in the Ethereum ecosystem,
Economic attacks: Blockchain has been the target of many
economic attacks. In Ethereum, miners are incentivized through
gas for their hard work. Uncommitted transactions and their
gas bids are visible to other network participants. Therefore, an
attacker can get their transactions mined earlier that the victim
transaction by paying higher gas price. This is known as front-
running [20]. They are the first to introduce a frontrunning
taxonomy for blockchains. In [18], the authors show how
arbitrage bots front-run transactions to generate revenues.
Bonneau [11] is the first to study bribery attacks in the context
of Bitcoin-style consensus. In Sandwich attacks, both front- and
back-running happens. Flashloans allow a borrower immediate
access to a large amount of funds without offering any collateral,
under the condition that the loan needs to be repaid in the same
transaction. Qin et.al [40] analyzed how flashloans have been
used to execute arbitrage and oracle manipulation attacks, and
they presented a constrained optimization framework to cleverly
choose the attack parameters that maximize the profit. In [54],
the authors propose how to generate profit through complex
transactions. [31], [25], [52], [19] also investigated pump-
and-dump schemes, a price manipulation schemes, security
issues and market manipulation happening [4], [1] in the NFT
ecosystem.

Vulnerabilities: Vulnerability detection is an old area research.
Prior research in vulnerability detection spanned across differ-
ent domains—vulnerability detection in iot devices, user-space
applications, linux kernel etc [46], [13], [45], [55], [39], [9],
[22], [36], [41], [14], [51], [15], [42], [17], [35], [34], [43]. In
the recent years, research have been focusing on vulnerabilities
in Ethereum ecosystem, specifically in smart contracts since
they have been very popular and building block of many
Decentralized protocols. However, a vulnerability in a smart
contract can result in million of dollar in losses. One such
attach happened in 2016 [8]. Since then there has been several
such attacks [5], [7], [10].

Static analysis tools [48], [26], [30], [47], [21] have been
developed to detect specific vulnerabilities in smart contracts.
Madmax [26] uses a logic-based paradigm for gas-focused
vulnerabilities. Securify [48] checks for compliance and viola-
tion signatures by checking control and data flows. Zeus [30]
employs a static analysis to instrument the contract code
with policy assertions, which are then lifted to LLVM IR.
Slither’s [21] analysis is scoped within a single function.
Similarly, Smartcheck [47] uses XML as its intermediate
representation, and issues XPath queries to find violation
patterns.

Symbolic execution based tools [3], [33], [24], [23], [6]
explore the state-space of the contract. Ethbmc [24], EVM trans-
actions as state transitions. Teether [32] generates constraints
along a critical path having attacker-controlled instructions.
Maian [38] performs a symbolic analysis followed by a concrete
validation phase to verify certain safety and liveness properties.
All these tools encode a path as a set of constraints, and then
ask the constraint solver to generate a counter-example that
both violates (bug) a pre-defined security property, and act as a
witness (exploit) for the same. Since enumerating all the paths
in the contracts translates to an unbounded search space, These
tools make unsound choices to enable scalable path exploration.
Smartcopy [23] proposes a summary-based symbolic evaluation
technique that attempts to reduce the number of paths without
sacrificing the precision. Instead of solely relying on symbolic
evaluation, Sailfish [12] uses the combination of static analysis
and symbolic execution to detect reentrancy and tod bugs.

Ethertrust [27], based on formal verification, translates the
semantics of EVM bytecode to a set of Horn clauses. Although
providing strong security guarantees and sound results, such
techniques require manual effort to encode the semantics of
the execution environment.



Sereum [44] and Soda [16] perform run-time checks, and
Txspector [53] performs a post-mortem analysis of transactions.
Ecfchecker [28] checks whether a contract is callback-free. Dy-
namic analysis tools [29], [49], [50], [2], [37], [29], [49], [50],
[2], [37] rely on test oracles to detect violations. Echidna [2]
is a grammar-based fuzzer that generates inputs conforming
to the contract ABI. Bran [50] combines the power of static
analysis to augment greybox fuzzing.

III. CONCLUSION
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