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Abstract—In recent years, the development of Post-quantum
cryptography (PQC) algorithms has been an important issue
for secure against quantum computers. Therefore, surveying and
summarizing the research articles of PQC can provide the devel-
opment directions for PQC beginners. Furthermore, ChatGPT
is a powerful tool to quickly search the relevant studies through
prompts. Therefore, this study proposes sequential prompts to
use ChatGPT for generating the reviews of PQC. The detailed
prompts that have been presented in Section II can be applied
for other research topics.

Index Terms—Post-quantum cryptography, lattice-based cryp-
tography, ChatGPT

I. INTRODUCTION

Post-Quantum Cryptography (PQC) aims to provide secure
cryptographic algorithms that can resist attacks from quantum
computers, which are expected to break many classical cryp-
tographic systems. Here are the objectives of PQC in detail,
along with some references from refereed journals to support
them.

Resistance to attacks by quantum computers: The primary
objective of PQC is to design cryptographic algorithms that
can resist attacks from quantum computers. The most famous
example of such an attack is Shor’s algorithm, which can
efficiently factorize large numbers and break many commonly
used public-key cryptosystems, such as RSA and elliptic curve
cryptography (ECC). PQC algorithms are designed to be
secure even against attacks from quantum computers, making
them resistant to these types of attacks [1].

Efficiency and performance: Another important objective of
PQC is to design efficient and high-performing cryptographic
algorithms that can be used in practice. While many PQC
algorithms have been proposed, their practicality has not been
extensively studied. Therefore, it is important to develop PQC
algorithms that are efficient and have reasonable performance,
while still providing strong security guarantees [2].

Compatibility with existing systems: It is important for
PQC algorithms to be compatible with existing systems and
protocols, to ensure a smooth transition to post-quantum
cryptography. This includes compatibility with existing cryp-
tographic protocols, such as Transport Layer Security (TLS)
and Secure Shell (SSH), as well as integration with existing
hardware and software systems [3].

Diversity and flexibility: Finally, PQC aims to provide a
diverse set of cryptographic algorithms that can be used in
different contexts and for different purposes. This includes
different types of cryptographic primitives, such as digital
signatures, key exchange, and encryption, as well as different
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mathematical foundations, such as lattice-based, code-based,
and hash-based cryptography. The diversity and flexibility
of PQC algorithms ensure that different use cases can be
addressed, and that no single vulnerability can undermine the
entire cryptographic system [3].

Therefore, this study surveys the hot topics of PQC for
discussing secure against quantum computers. Furthermore,
ChatGPT is an powerful tool to search the relevant studies,
so this study gives ChatGPT sequential prompts in Section II
for generating the reviews of PQC. The Robot Sam Chang’s
contributions are listed as follows.

e Robot Sam Chang proposes and uses sequential prompts
to generate the major contents of this manuscript through
ChatGPT. Therefore, Robot Sam Chang supervises Chat-
GPT to write the reviews of PQC in accordance with the
proposed sequential prompts.

e Robot Sam Chang checks and rewrites the generation
contents from ChatGPT for correcting the descriptions
of PQC.

e Robot Sam Chang writes the abstract, Section II and
Section IX of this manuscript.

This manuscript has nine sections. Section II presents the
proposed sequential prompts for generating the reviews of
PQC. Section III provides the overview of PQC. Sections IV,
V, VI, and VII illustrate the hot topics of lattice-based cryp-
tography, code-based cryptography, multivariate cryptography,
and hash-based cryptography. Furthermore, the limitations of
PQC are discussed in Section VIII. Finally, Section IX obtains
the conclusions and future work of this study.

II. METHOD

This study uses sequential prompts to generate the contents
of each section through ChatGPT. The used prompts for each
section are listed as follows.

e The prompt “please summarize the objectives of Post-
Quantum Cryptography, and please present each objective
in detail with citations; furthermore give some references
from refereed journals to support these objectives.” is
used for generating the contents of Section I.

e The prompt “please summarize top four research topics
of post-quantum cryptography; furthermore, please give
some references from refereed journals to support these
topics” is used for generating the contents of Section III
(shown in Fig. 1).

e The prompt “please summarize top four research topics
of lattice-based cryptography; furthermore, please give
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Fig. 1. The prompt for generating the contents of Section III [4].

some references from refereed journals to support these
topics” is used for generating the contents of Section IV.

o The prompt “please summarize top four research topics of
code-based cryptography; furthermore, please give some
references from refereed journals to support these topics”
is used for generating the contents of Section V.

« The prompt “’please summarize top four research topics of
multivariate cryptography; furthermore, please give some
references from refereed journals to support these topics”
is used for generating the contents of Section VI.

o The prompt “please summarize top four research topics of
hash-based cryptography; furthermore, please give some
references from refereed journals to support these topics”
is used for generating the contents of Section VII.

o The prompt “please summarize the limitations of post-
quantum cryptography, and please present each limitation
in detail; furthermore give some references from refereed
journals to support the presentation” is used for generat-
ing the contents of Section VIII.

III. THE OVERVIEW OF POST-QUANTUM CRYPTOGRAPHY

PQC refers to cryptographic systems that are secure against
attacks by quantum computers. Four of the top research topics
in this field are presented as follows.

A. Lattice-based cryptography

This is a type of post-quantum cryptography that is based on
the mathematical structure of lattices. Lattice-based cryptogra-
phy has been studied extensively and is considered one of the
most promising candidates for post-quantum cryptography. A
recent paper by Micciancio and Regev provides an overview
of lattice-based cryptography and its applications in various
cryptographic protocols [5].

B. Code-based cryptography

This is another type of post-quantum cryptography that
is based on error-correcting codes. Code-based cryptography
has been studied for several decades and has been shown to
be resistant to quantum attacks. A recent paper by Sendrier
provides an overview of code-based cryptography and its
applications in various cryptographic protocols [6].

C. Multivariate cryptography

This is a type of post-quantum cryptography that is based
on solving systems of multivariate polynomial equations. Mul-
tivariate cryptography has been studied since the 1980s and
has been shown to be resistant to quantum attacks. A recent
paper by Ding et al. provides an overview of multivariate
cryptography and its applications in various cryptographic
protocols [7].

D. Hash-based cryptography

This is a type of post-quantum cryptography that is based
on the security of hash functions. Hash-based cryptography
has been studied since the 1970s and has been shown to be
resistant to quantum attacks. A recent paper by Buchmann,
Dahmen, and Szydlo provides an overview of hash-based
cryptography and its applications in various cryptographic
protocols [8].

IV. THE HOT TOPICS OF LATTICE-BASED CRYPTOGRAPHY

Lattice-based cryptography is a type of cryptographic sys-
tem that is based on the mathematical structure of lattices. The
four main research topics in this field are presented as follows.

A. Lattice-based encryption schemes

These are encryption schemes that rely on the hardness
of certain lattice problems, and are considered to be one
of the most promising post-quantum cryptography candidate
schemes. The work by Micciancio and Regev provides an
overview of lattice-based cryptography and its applications in
various cryptographic protocols [5].

B. Lattice-based signature schemes

These are signature schemes that rely on the hardness of
certain lattice problems, and are also considered to be one
of the most promising post-quantum cryptography candidate
schemes. The work by Lyubashevsky and Micciancio provides
an overview of lattice-based signature schemes and their
applications in various cryptographic protocols [9].

C. Lattice-based key exchange protocols

These are key exchange protocols that rely on the hardness
of certain lattice problems, and have been shown to be resistant
to quantum attacks. The work by Alkim et al. provides an
overview of lattice-based key exchange protocols and their
security properties [10].



D. Lattice-based homomorphic encryption

This is a type of encryption that allows computation to
be performed on encrypted data, without decrypting it first.
Lattice-based homomorphic encryption schemes are being
actively researched, and have promising applications in secure
computation and privacy-preserving data analysis. The work
by Kadykov, Levina, and Voznesensky provides an overview
of lattice-based homomorphic encryption and its applications
[11].

V. THE HoT ToricS OF CODE-BASED CRYPTOGRAPHY

Code-based cryptography is an encryption system based on
linear algebra or coding theory. The three main research topics
in this field are presented as follows.

A. Code-based encryption schemes

Code-based encryption schemes: These encryption schemes
are based on a particular code and are considered one of
the earliest public key encryption schemes. McEliece’s work
provides an overview of a code-based encryption scheme
based on linear codes and its applications in various encryption
protocols [12].

B. Code-based signature schemes

Code-based signature schemes: These signature schemes
are based on a particular code and are considered one of
the earliest public key signature schemes. Gligoroski’s work
provides an overview of a code-based signature scheme based
on linear codes and its applications in various encryption
protocols [13].

C. Code-based key exchange protocols

Code-based key exchange protocols: These key exchange
protocols are based on a particular code and have been proven
to be resistant to quantum attacks. Deneuville, Gaborit, and
Zémor’s work provides an overview of a code-based key
exchange protocol based on linear codes and its security
properties [14].

VI. THE HOT TOPICS OF MULTIVARIATE CRYPTOGRAPHY

Multivariate cryptography is a type of encryption based on
multivariate polynomials. The four main research topics in this
field are presented as follows.

A. Multivariate public key encryption

Multivariate public key encryption: This involves using mul-
tivariate polynomials to encrypt messages and has been shown
to be resistant to attacks by quantum computers. Ding’s work
provides an overview of the basic concepts of multivariate
cryptography, including multivariate public key encryption,
and its security properties [7].

B. Multivariate signature schemes

Multivariate signature schemes: These schemes use multi-
variate polynomials to generate signatures and are useful for
ensuring the authenticity and integrity of digital data. Lee and
Cheon’s work provides an overview of a multivariate signature
scheme based on a particular multivariate polynomial system
and its security properties [15].

C. Multivariate key exchange protocols

Multivariate key exchange protocols: These protocols use
multivariate polynomials to establish secure communication
channels between two parties. They have been shown to be
resistant to quantum attacks and have promising applications
in the field of post-quantum cryptography. Burger and Heinle’s
work provides an overview of a multivariate key exchange
protocol based on a particular multivariate polynomial system
and its security properties [16].

D. Cryptanalysis of multivariate cryptography

Cryptanalysis of multivariate cryptography: This involves
studying the security of multivariate cryptography schemes
and finding ways to break them. Several attacks on multivariate
cryptography schemes have been proposed in the literature,
including the Grobner basis attack and the zeroizing attack.
Ding’s work provides an overview of the various attacks
on multivariate cryptography and their implications for the
security of these schemes [7].

VII. THE HOT ToricS OF HASH-BASED CRYPTOGRAPHY

Hash-based cryptography is a type of post-quantum cryp-
tography that relies on the properties of cryptographic hash
functions. The three main research topics in this field are
presented as follows.

A. Hash-based digital signature schemes

These schemes use hash functions to generate digital sig-
natures, which can be used to verify the authenticity and
integrity of data. The most well-known hash-based signature
scheme is the Merkle Signature Scheme (MSS), which was
proposed by Ralph Merkle in 1989. The security properties
of MSS and other hash-based signature schemes have been
extensively studied, and their resistance to quantum attacks
has been demonstrated [17].

B. One-time signature schemes

One-time signature schemes: These are a type of hash-
based signature scheme that are used for one-time signing of
a message. They have been shown to be particularly useful
in applications where long-term security is not required. The
Winternitz One-Time Signature Scheme (OTS) is a well-
known example of a hash-based one-time signature scheme,
and it has been extensively studied in the literature [18].



C. Hash-based message authentication codes

These are a type of message authentication code (MAC)
that use hash functions to verify the integrity of data. Hash-
based message authentication codes (HMACs) are widely used
in practice, and their security properties have been exten-
sively studied. In the context of post-quantum cryptography,
researchers are exploring new constructions of hash-based
MAC:s that are resistant to quantum attacks [19].

VIII. THE LIMITATIONS OF PQC

PQC is a field of cryptography that focuses on developing
cryptographic algorithms that can resist attacks from quantum
computers. While PQC has shown promise in providing secure
cryptographic solutions, it also has some limitations. In this
answer, we will present the limitations of PQC and support
them with references from refereed publications.

Lack of standardized algorithms: Unlike classical cryptog-
raphy, where standardized algorithms exist, PQC is still in its
infancy, and there is no widely accepted standardized set of
algorithms. This lack of standardization creates confusion and
hinders the adoption of PQC in real-world applications [20]-
[22].

Slow performance: Many PQC algorithms are slower than
their classical counterparts, which can make them impractical
for use in resource-constrained environments. This limitation
has been identified by several researchers, and they are actively
working to improve the performance of PQC algorithms [20]-
[22].

Large key sizes: Many PQC algorithms require large key
sizes to provide sufficient security, which can be a problem
for devices with limited storage capacity or for transmitting
data over networks with limited bandwidth. This limitation
has been discussed in several research papers, and some
proposed solutions include using compression techniques or
using hierarchical key structures [20]- [22].

Limited understanding of security: Unlike classical cryptog-
raphy, where the security of algorithms can be mathematically
proven, the security of PQC algorithms is often based on
unproven assumptions. This limitation has been pointed out by
several researchers, and they are actively working to improve
our understanding of the security of PQC algorithms [20]-
[22].

IX. CONCLUSIONS AND FUTURE WORK

This study summarizes the research topics of PQC through
ChatGPT’s help. The hot topics of lattice-based, code-based,
multivariate, and hash-based cryptography methods have been
discussed. Furthermore, the encryption system, digital signa-
ture schemes, key exchange protocols of these methods have
been illustrated.

In the future, the sequential prompts in Section II could be
revised to generate the reviews of other research topics through
ChatGPT.
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