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Abstract—Due to the importance of security for Vehicular
Ad-hoc NETwork (VANET), Security Credential Management
System (SCMS) and Secure Vehicle-to-Everything (V2X) commu-
nication are surveyed in this study for SCMS researchers. This
study designs sequential prompts that are presented in Section II
to supervise ChatGPT for generating the reviews of SCMS and
secure V2X. The hot research topics of security and privacy in
V2X communications, authentication and access control in V2X
networks, key management in V2X networks, and security and
privacy in SCMS have been summarized and discussed. Finally,
the limitations of SCMS and secure V2X are also surveyed for
indicating the future work.

Index Terms—Security credential management system, SCMS,
secure V2X, ChatGPT

I. INTRODUCTION

The objectives of a Security Credential Management System
(SCMS) and Secure Vehicle-to-Everything (V2X) communica-
tion are to provide secure and trusted communication between
vehicles and infrastructure components, to manage the distri-
bution of security credentials, and to ensure the authenticity
and integrity of the information exchanged between devices.

Provide secure and trusted communication between vehicles
and infrastructure components: The first objective of SCMS
and Secure V2X communication is to provide secure and
trusted communication between vehicles and infrastructure
components in a connected vehicle environment. This is
achieved by implementing strong authentication and encryp-
tion mechanisms, and by ensuring that only authenticated and
authorized devices are granted access to the communication
network [1], [2].

Manage the distribution of security credentials: Another
objective of SCMS and Secure V2X communication is to
manage the distribution of security credentials, including the
issuance, renewal, and revocation of security credentials. This
is necessary to ensure that the security credentials are up-
to-date and valid, and that any compromised or unauthorized
credentials are promptly revoked [3], [4].

Ensure the authenticity and integrity of the information
exchanged between devices: The final objective of SCMS and
Secure V2X communication is to ensure the authenticity and
integrity of the information exchanged between devices. This
is accomplished through the use of security measures, such as
digital signatures and encryption, which ensure that informa-
tion is not tampered with or altered during transmission [5],
[6].

In summary, the objectives of SCMS and Secure V2X com-
munication are to provide secure and trusted communication
between vehicles and infrastructure components, manage the
distribution of security credentials, and ensure the authenticity
and integrity of the information exchanged between devices.
These objectives are crucial for the secure and efficient func-
tioning of connected vehicle environments.

SCMS and secure V2X are important issues to build secure
communications in Vehicular Ad-hoc NETwork (VANET), so
this study reviews and summarizes the hot research topics
of SCMS and secure V2X to obtain a guildline for SCMS
and secure V2X beginners. For surveying the relevant studies,
Robot Sam Chang supervises ChatGPT (i.e. an intelligent
content generator) [7] to write the major contents of this
manuscript through sequential prompts. The contributions of
this study are summarized as follows.

• For generating the major contents of this manuscript,
Robot Sam Chang proposes and creates original sequen-
tial prompts to write the surveys of SCMS and secure
V2X through ChatGPT.

• For correcting the generation contents from ChatGTP,
Robot Sam Chang rewrites the generation contents and
removes the incorrect contents.

• For highlighting the contributions from Robot Sam
Chang, the abstract, Section II and Section IX of this
manuscript are written by Robot Sam Chang.

Nine sections are described in this manuscript. The proposed
sequential prompts are shown in Section II for generating the
surveys of SCMS and secure V2X by ChatGPT. The overview
of SCMS and secure V2X including four research directions
is presented in Section III, and the detailed hot topics of each
research direction are summarized in Sections IV, V, VI, and
VII. Moreover, Section VIII discusses the limitations SCMS
and secure V2X for future work. Finally, the conclusions of
this study are illustrated in Section IX.

II. METHOD

This study uses sequential prompts to generate the contents
of each section through ChatGPT. The used prompts for each
section are listed as follows.

• Section I is generated based on the prompt ”Please sum-
marize the objectives of security credential management
system and secure V2X, and please present each objective
in detail with citations; furthermore give some references
from refereed journals to support these objectives”.



• Section III is generated based on the prompt ”Please
summarize top four research topics of security credential
management system and secure V2X; furthermore, please
give some references from refereed journals to support
these topics”.

• Section IV is generated based on the prompt ”Please sum-
marize top four research topics of security and privacy
in V2X communications; furthermore, please give some
references from refereed journals to support these topics”.

• Section V is generated based on the prompt ”Please
summarize top four research topics of authentication and
access control in V2X networks; furthermore, please give
some references from refereed journals to support these
topics”.

• Section VI is generated based on the prompt ”Please
summarize top four research topics of key management in
V2X networks; furthermore, please give some references
from refereed journals to support these topics”.

• Section VII is generated based on the prompt ”Please
summarize top four research topics of security and pri-
vacy in security credential management system; further-
more, please give some references from refereed journals
to support these topics”.

• Section VIII is generated based on the prompt ”Please
summarize the limitations of security credential man-
agement system and secure V2X, and please present
each limitation in detail; furthermore give some refer-
ences from refereed journals to support the presentation”
(shown in Fig. 1).

Fig. 1. The prompt for generating the contents of Section III [7].

III. THE OVERVIEW OF SCMS AND SECURE V2X

The top four research topics of SCMS and Secure V2X
(shown in Fig. 2) are illustrated in the following subsections.

Fig. 2. The research topics of SCMS and Secure V2X

A. Security and privacy in V2X communications

The security and privacy of V2X communications is a criti-
cal issue that has received significant attention in recent years.
Researchers have proposed various approaches to enhance
the security and privacy of V2X communications, such as
lightweight encryption algorithms, anonymous authentication
schemes, and secure key management protocols [8], [9].

B. Authentication and access control in V2X networks

Authentication and access control are critical for securing
V2X networks. Researchers have proposed various authen-
tication and access control schemes, such as identity-based
authentication, attribute-based access control, and trust-based
access control [2], [10].

C. Key management in V2X networks

Key management is crucial for securing V2X networks.
Researchers have proposed various key management schemes,
such as certificate-based key management, group key manage-
ment, and hybrid key management [11], [12].

D. Security and privacy in SCMS

SCMS is a critical component of V2X security infras-
tructure. Researchers have proposed various approaches to
enhance the security and privacy of SCMS, such as lightweight
certificate revocation schemes, secure communication proto-
cols, and intrusion detection systems [13], [14].

IV. THE HOT TOPICS OF SECURITY AND PRIVACY IN V2X
COMMUNICATIONS

This section presents the summary of four research topics on
security and privacy in V2X communications (shown in Fig.
3) along with some references from refereed publications.

A. Lightweight and secure authentication schemes

Efficient authentication schemes are required in V2X com-
munications to ensure security and privacy. Researchers
have proposed various lightweight and secure authentication
schemes for V2X communications, such as certificateless
authentication and privacy-preserving authentication schemes
[15], [16].



Fig. 3. The research topics of security and privacy in V2X communications

B. Secure communication protocols

Various secure communication protocols have been pro-
posed for V2X communications, such as group key agreement
protocols, privacy-preserving protocols, and secure message
dissemination protocols [17], [18].

C. Privacy-preserving techniques

Privacy-preserving techniques are essential to protect the
privacy of V2X users, such as location privacy and identity
privacy. Researchers have proposed various privacy-preserving
techniques, such as pseudonymous certificates, location obfus-
cation, and anonymous message authentication [13], [19].

D. Intrusion detection systems

Intrusion detection systems are used to detect and pre-
vent various security attacks in V2X networks. Researchers
have proposed various intrusion detection systems, such as
behavior-based intrusion detection systems, machine learning-
based intrusion detection systems, and anomaly-based intru-
sion detection systems [20], [21].

V. THE HOT TOPICS OF AUTHENTICATION AND ACCESS
CONTROL IN V2X NETWORKS

This section presents the four research topics related to
authentication and access control in V2X networks (shown in
Fig. 4) along with some references from refereed publications.

Fig. 4. The research topics of authentication and access control in V2X
networks

A. Lightweight authentication and privacy-preserving tech-
niques

With the increasing number of V2X devices and the need for
secure communication, lightweight authentication techniques
that can provide privacy and security are becoming more
important. Some of the techniques include Identity-Based

Encryption (IBE), Attribute-Based Encryption (ABE), and
Anonymous Authentication (AA) [22].

B. Mutual authentication and key agreement protocols

Mutual authentication is an essential requirement for secure
communication in V2X networks. Key agreement protocols
like Elliptic Curve Diffie-Hellman (ECDH) and Password-
Authenticated Key Exchange (PAKE) can provide secure
mutual authentication [23].

C. Access control policies and mechanisms

Access control policies and mechanisms can prevent unau-
thorized access and ensure the confidentiality and integrity of
V2X communication. Techniques like Attribute-Based Access
Control (ABAC) and Role-Based Access Control (RBAC) can
be used to define and enforce access control policies [24].

D. Secure and scalable certificate management

Certificate management is crucial for secure communication
in V2X networks. Traditional Public Key Infrastructure (PKI)
based approaches may not be scalable and efficient for V2X
networks. Techniques like Certificateless Public Key Cryptog-
raphy (CL-PKC) and Distributed PKI (DPKI) can be used to
provide scalable and secure certificate management [25].

VI. THE HOT TOPICS OF KEY MANAGEMENT IN V2X
NETWORKS

This section presents the four research topics related to key
management in V2X networks (shown in Fig. 5) along with
some references from refereed publications.

Fig. 5. The research topics of key management in V2X networks

A. Key revocation and update

Since V2X networks may involve a large number of devices
and vehicles, key revocation and update become essential to
ensure the security of the system. Researchers have proposed
various methods to achieve efficient key revocation and update,
such as using hash chains and symmetric key encryption
algorithms [26].

B. Key distribution

Key distribution is a critical issue in V2X networks, as
it determines the ability of the system to authenticate and
securely communicate with other vehicles and devices. Various
methods have been proposed for key distribution, including
centralized and decentralized approaches [27].



C. Group key management

Group key management involves managing the keys of
a group of vehicles or devices in V2X networks. This is
particularly important in safety-critical applications, such as
collision warning systems, where groups of vehicles need to
securely exchange information in real-time. Researchers have
proposed different group key management schemes to improve
the security and efficiency of V2X networks [28].

D. Lightweight key management

As V2X networks often involve resource-constrained de-
vices, such as sensors and small-scale devices, lightweight
key management schemes are required. These schemes aim
to reduce the computational overhead and energy consump-
tion of key management operations while maintaining the
required level of security. Researchers have proposed various
lightweight key management schemes, such as elliptic curve
cryptography-based schemes and lightweight certificate man-
agement schemes [29].

VII. THE HOT TOPICS OF SECURITY AND PRIVACY IN
SCMS

This section presents the four research topics related to
security and privacy in SCMS (shown in Fig. 6) along with
some references from refereed publications.

Fig. 6. The research topics of security and privacy in SCMS

A. SCMS Security

One of the primary concerns with SCMS is its security.
Researchers have explored various security issues and pro-
posed solutions to make SCMS more secure. Some of the
issues include certificate revocation, certificate management,
and certificate authentication. For example, a paper by Wu et
al. proposed a certificate management framework for SCMS
that is resilient to different types of attacks [30].

B. Privacy in SCMS

Another important aspect of SCMS is privacy. Researchers
have explored ways to enhance the privacy of vehicles and
their users in SCMS. One approach is to use pseudonyms
that are periodically changed to avoid tracking. A paper by
Blomer et al. proposed a privacy-enhanced SCMS that uses
group signatures to protect the privacy of vehicles and their
users [31].

C. Usability of SCMS

The usability of SCMS is also a critical research area.
SCMS needs to be easy to use and deploy for both vehi-
cle manufacturers and end-users. Researchers have explored
different ways to simplify SCMS, including using lightweight
cryptographic algorithms and automating the certificate man-
agement process. For example, a paper by Wang et al.
proposed a lightweight certificate management scheme that
reduces the computational overhead of SCMS [32].

D. Scalability of SCMS

As the number of connected vehicles increases, the scalabil-
ity of SCMS becomes a concern. Researchers have proposed
solutions to address this issue, including distributed certificate
management systems and efficient key management schemes.
For example, a paper by Zhang et al. proposed a distributed
certificate management scheme for SCMS that improves the
scalability and efficiency of the system [33].

VIII. THE LIMITATIONS OF SCMS AND SECURE V2X

A. The limitations of SCMS

Scalability: SCMS relies on a centralized Public Key Infras-
tructure (PKI) for issuing and revoking certificates, which can
be a bottleneck in large-scale deployments. The centralized
architecture of SCMS makes it difficult to manage a large
number of connected vehicles [34], [35].

Single point of failure: The centralized architecture of
SCMS also makes it vulnerable to single-point-of-failure at-
tacks. If the central PKI is compromised, the entire system
can be rendered useless [34], [35].

Complexity: SCMS is a complex system that requires sig-
nificant expertise to implement and operate. The complexity of
SCMS can result in deployment and maintenance challenges
[34], [35].

Privacy: SCMS does not provide adequate privacy protec-
tion for users. Although pseudonyms are used to protect user
identities, the system can still be vulnerable to tracking attacks
[34], [35].

B. The limitations of Secure V2X

Availability: Secure V2X relies on a reliable and unin-
terrupted network connection for the exchange of messages.
In the absence of network connectivity, Secure V2X cannot
function properly [36]- [38].

False positives: Secure V2X uses a trust-based model to
validate received messages. However, this can result in false
positives, where valid messages are incorrectly rejected due to
a lack of trust [36]- [38].

Privacy: Secure V2X does not provide adequate privacy
protection for users. Although pseudonyms are used to protect
user identities, the system can still be vulnerable to tracking
attacks [36]- [38].

Scalability: As the number of connected vehicles increases,
the scalability of Secure V2X becomes a concern. The system
needs to be able to handle a large number of connected
vehicles while maintaining a high level of security [36]- [38].



IX. CONCLUSIONS AND FUTURE WORK

This study proposes sequential prompts including the re-
search directions of SCMS and the hot topics of each direction
to summarize the surveys of relevant studies by ChatGPT.
In accordance with the sequential prompts, the hot topics of
security and privacy in V2X communications, authentication
and access control in V2X networks, key management in
V2X networks, and security and privacy in SCMS have been
discussed, and the research issues of each topic have been
indicated. In the future, more detailed sequential prompts
could be designed to write deeper reviews.
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