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Abstract—In cyber security, it has long been understood that some
cyber security procedures can be utilised for malicious purposes as
well as cyber defence. The focus of this paper lies on one such
procedure called port scanning. In port scanning, vulnerabilities are
discovered through searching hosts and networks for open ports and
closed ports. In this paper, a thorough analysis of modern port
scanning tools, techniques and detection methods is presented.
Finally, this paper will discuss and propose an argument for the
implementation of one specific port scanning detection technique
aside from any other techniques.
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|. INTRODUCTION

As the symbiosis of people and technology increases, the
vulnerability of confidential data has also increased
exponentially. Due to the increase in vulnerability, it is
paramount that potential cyber attacks are detected early and
that unauthorised users are refused access to sensitive data
instantly. Port scanning allows both attackers and cyber
security experts to gather information such as the presence of
firewalls, open ports and the overall structure of a network.
Port scanning attacks can cause organisations to breach the
confidentiality, integrity and availability CIA triad and
therefore, severely compromise the sensitive data of
individuals. Existing work which is relevant to port scanning is
examined in order to establish a strong link between existing
research and my own arguments put forward in this paper. This
paper contains a critical analysis of UDP scans, TCP scans and
SYN scans etc as well as an in-depth discussion of the legal,
social, ethical and professional issues (LSEPI) surrounding the
whole port scanning procedure.

II. RELATED WORK

Most recently, a lot of research has been carried out in order
to solve problems related to port scanning. More specifically,
the accuracy of port scanning techniques has been sacrificed
in order to increase the speed of port scans. For instance, [1]
argue that the Scanrand tool is fast mostly due to it
compromising reliability for a faster scanning speed through
changing the timeout period of connections. The detection of

port scanning attacks is a popular trend in the research relating
to port scanning especially where machine learning is
implemented in order to aid the detection of port scanning
attacks. A machine learning approach is proposed by [2] to
detect port scanning attacks through applying traditional
supervised learning algorithms such as Random Forest,
AdaBoost, K-nearest neighbors and Linear SVM. On the other
hand, the authors in [3] propose a more traditional approach
for detection which is anomaly detection that is based on a
mathematical model which then analyses the packets that
have been captured. This mathematical model is then
implemented through software which detected ACK scans
within 19 seconds on average. Port scanning detection involves
challenges such as false positives and false negatives, in order
to combat this particular issue, [4] put forward an application
of a custom fuzzy logic controller with Snort in order to combat
false positives during the detection process. However, the
major risk of this approach is that it has not been tested
thoroughly enough to accurately conclude that it can in fact
outperform Snort without the additional fuzzy logic controller.

Many different techniques to carry out port scanning rather
than detecting it have also been proposed. A UDP scanning
technique presented by [5] is claimed to be around 190 times
faster than other traditional port scanning techniques.
However, the technique proposed by them has a prerequisite
that the connection must exist with a network that has no port
address translation (PAT) or network address translation (NAT).

11l. TECHNIQUES
A. UDP Scans

The user datagram protocol (UDP) is used to transmit time-
sensitive data over the internet as it does not require a
connection to be established prior to the transmission of any
data. Due to the connectionless property of the UDP protocol,
there are very few indications from which we can collect any
information about the current status of a UDP port. A UDP port
scan is initiated by either an attacker or a cyber security
professional through dispatching a UDP packet to a port. Upon



receiving the UDP packet, the port will not respond with a reply
if it is open and if the port is closed, it will reply with an error
message alongside an ICMP packet. From an attacker’s
perspective, a UDP scan would be avoided due to it’s
unreliability from being easily blocked and as it is
connectionless. The authors [6] state that the UDP scan is not
detectable at the firewall level. However, a UDP scan would
immediately fail as the packet would be dropped as even
though in theory it would not be detected at a firewall level, it
would be filtered out as most organisations block UDP by
default because it has no mechanism to prevent congestion
[20]. Therefore, UDP scans are not used very often by attackers
to carry out reconnaissance prior to a major cyber attack and
they do not pose a big threat to a network. Nmap is the most
widely used tool for udp port scan due to it’s ability to adjust
the rate of a scan in order to avoid flooding a target network.
A major issue surrounding UDP scans which is not noted by [7]
is that if no ICMP response is received, it should not be
assumed that the port is open if there is a lack of ICMP
response as some systems do not send ICMP responses by
default even if UDP ports are open. A consequence of this
could be that network security administrators could waste
valuable time and resources on trying to solve issues with open
UDP ports even though they are not open in reality and the
scanner is detecting false positives due to not receiving ICMP
responses.

B. TCP Scans

The transmission control protocol (TCP), allows the exchange
of messages between devices and programs over a network.
Unlike UDP, TCP creates a connection between a source and a
destination prior to any transmission of data [21]. SYN and ACK
scans are two forms of TCP scans. The most widely
implemented form of a TCP scan is SYN due to it’s speed and
ability to withstand firewalls. Another reason for the popularity
of an SYN scan is that it can easily distinguish closed, filtered
and open ports from one another. The most valuable trait of
the SYN scan is that it does not require it’s user to have much
prior knowledge of TCP. Many port scanning tools such as
Nmap, carry out SYN scans by delivering a TCP packet with an
SYN flag to a port. The port then responds with a SYN flag and
for an ACK scan, it will also return an ACK flag alongside the
SYN flag [11].

In the domain of SYN detection, many different algorithms
have been developed and discussed. The rank-based SYN
detection algorithm implemented by [8] is a union of three
different techniques used which are Entropy-based failed
connections detection, Half open connections detection and
vertical-horizontal port scans detection. The largest and the
most obvious advantage of the rank-based SYN detection
algorithm is that if attackers try to counter one of the three
techniques included in this algorithm, their port scanning
process would more than likely be detected by one of the two

other techniques [22]. On the other hand, a machine learning
approach for detection could also be applied here for SYN port
scans. For instance, a logistic regression machine learning
model was applied to a port scan attack dataset by [9], this
model could perhaps be applied specifically to SYN port scan
detection. The large distinction between the two approaches
and accuracy results for detection between [9] and [8] suggests
to me that the modern approach of using machine learning for
scan detection is more feasible due to higher accuracy of
”99.4%", which is the case when linear regression in particular
is applied.

If SYN scan methods i.e. SYN packets are blocked by hosts,
the form of TCP scans called ACK scans can be applied. ACK
scans are carried out by port scanning tools by sending a TCP
packet along with an ACK flag set to the port 80. Compared to
the other port scanning techniques such as SYN, ACK does not
explain to the user which ports are open or closed but it can
only compute if certain ports are filtered or unfiltered with the
use of “nmap -sP -PA” [10]. The ACK scan allows users to
discover if the firewalls being used by the host are stateful or
stateless. Firewalls that apply rules to filter packets are
described as stateless and firewalls which can monitor the
states of all of the traffic on a network are known as stateful.
Due to not being able to connect to a remote host, the major
drawback to using the ACK scan procedure is that no open
ports can be identified by the user.

Similarly to SYN scans, ACK scans can be detected with the
use of both supervised and unsupervised machine learning
models. Sequential neural networks are implemented to aid
port scan detection by [12] whereas, [14] opted for the
supervised deep learning approach by implementing
convolutional neural networks. The “MAWI 2017” dataset used
by [14] to train their model is much larger compared to the
dataset used by [12] however, the proportions of anomalies in
the "MAWI 2017” dataset vary a lot and could lead to poor
generalization or detection of port scanning. However, the
model developed by [12] struggles to detect TCP scans but
performs very well when other forms of port scans take place.
The lower accuracy of the model developed by [12] at
detecting TCP scans when compared to Wireshark could be
due to the TCP used by them not having labels for each of the
different forms of TCP scans such as SYN scans.

When carrying out port scans, attackers or network security
administrator need to make the important decision on which
ports to scan. This decision can be made easier with the
implementation of the Naive Bayes classifier. The Naive Bayes
classifier can aid in the prediction of potential ports that are
likely to change state from closed to open or from open to
closed [13]. The event probabilities of the ports and their
corresponding states can be vital in saving time and resources
as time is not wasted scanning ports which will always remain



closed and such ports can be explicitly excluded from scans
when tools like Nmap are used.

C. Bounce Scans

FTP bounce scanning is an old technique that capitalises on
the vulnerabilities in the FTP protocol. By design, the FTP
protocol is extremely vulnerable to misuse as it allows
connection to an FTP server so that files can then be delivered
to a third-party server of an attacker’s choice. An FTP bounce
scan is carried out by delivering a file to the ports of a target
host and the status of the port is indicated through an error
message received [23]. However, this form of FTP scan is no
longer feasible as vulnerabilities in FTP servers and most FTP
servers will block any port commands by default [15]. The
command below was most commonly used for FTP bounce
scans.

nmap-b < targetFTPServer > (1)

D. Idle Scans

Idle port scans are a subset of TCP scans where the user
sends deceptive packets to a passive host. This form of scan
allows the attacker to mask their digital location with the use
of a zombie computer. Idle port scans are often labelled as
stealth scans due to the fact that they can bypass intrusion
detection systems.The advantage to this property of being able
to use a zombie computer is not just anonymity but it also
prevents the attacker from being blocked from a network
directly as the zombie computer would be blocked instead. The
zombie computer allows an attacker to scan each and every
TCP port.

The results obtained by the attacker from this scan can
indicate to the attacker where they can initiate an attack on a
network. Reference [16] highlight an obstacle in idle scans
which is the fact that idle scans make the assumption that the
zombie computer being used by an attacker is idle. Despite the
anonymity Idle scans can provide an attacker, the speed of the
scan is dependent on the latency between the zombie
computer and the attacker [24]. Therefore, this means that the
attacker may have to compromise on speed to gain anonymity
when using this form of port scanning. However, zombie
computers are very readily available to attackers and if the
latency between the attacker and the zombie computer is very
low, the idle scan will be completed relatively quickly. One
major issue surrounding idle scanning is that false positives for
open ports can easily occur if the zombie delivers packets to
any irrelevant hosts and it’s IP id increases leading to a false
positive open port being found by the tool used.

IV. ARGUMENT FOR A DETECTION TECHNIQUE

The most suitable approach for the detection of port scans
is the application of a linear support vector machine (SVM)
machine learning model. Compared to the other approaches
for detection such as carrying out anomaly detection through
implementing clustering algorithms (Fuzzy C-means and KNN
etc), SVM outperforms every other classifier when classifying
scans into more classes as demonstrated by [17] and [18]. The
difference in accuracy alone is not the only justification for the
SVM approach [25]. | believe that due to the limited datasets
available for port scans, a SVM approach for detection is also
favourable over deep learning as a deep learning model will
struggle to generalize when trained on a small dataset and
produce many false negatives/positives leading to the breach

Algorithm Application Training Classification
Naive Bayes Classification o(nf) o)
Decision Tree Classification/Regression on’f) o)
SVM (kernel based) | Classification/Regression | () (p 3)( +n?) O(ng, f)
KNN Classification/Regression O(nf)
Linear Regression Regression O *n+f") o)
Random Forest Classification/Regression | O (p 3 fn,..) o(fn,,,)

Fig. 1. Complexity of Machine Learning algorithms [19]

of sensitive data. One downside to my argument for SVM
application could be the higher amount of time it takes to train
an SVM classifier compared to for instance, a Random Forest
(RF) classifier [26]. | believe that an SVM classifier would take
longer and require more resources due to its higher
computational complexity.

V. LSEPI

Several legal, social, ethical and professional issues (LSEPI)
arise when attackers carry out port scans and when port
scanning is implemented by network security administrators.
The legality of port scans is widely debated as some classify
port scanning as illegal no matter what the circumstances are
while others believe that under certain circumstances port
scanning is legal. In the UK, the Computer Misuse Act 1990
regards unauthorised access to a computer as a criminal
offence. As a result of the Computer Misuse Act, social, ethical
and professional issues also arise when port scanning is carried
out. The trust between an organisation and individuals would
deteriorate if sensitive data of individuals was leaked after port
scanning from attackers and the organisation was not aware of
vulnerabilities as it could not carry out port scans on its own



network because of the Computer Misuse Act. An ethical issue
that would also arise is that if an employer’s network security
officials for instance are carrying out port scanning on
employee’s computers, employees may feel that their privacy
is being invaded despite the intention of the security officials
being positive. Here, there are two sides to the ethics of and
views towards port scanning as there is no distinct line to
determine if a scan is malicious or administrative. | believe that
this split in legal and ethical views is due to vague laws and
because of the fact that a person’s real intentions can never be
known. The vague laws around port scanning present attackers
with a grey area and an opportunity to steal confidential
information and therefore, destroy the CIA triad organisations
try to follow meticulously.

In order to combat these issues, | believe that organisations
should have clear policies regarding port scanning permissions
and a disciplinary policy that clearly states consequences for
those who carry out port scanning within an organisation
despite not being authorised to. On the other hand, outside of
organisations, it is unfortunately very difficult to outline clear
policies to combat these legal, social, ethical and professional
issues. Governments or internet service providers (ISP) could
possibly collaborate and produce less vague policies and laws
to draw a distinguished line between circumstances where
port scanning is legal and other circumstances where it is
illegal.

VI. CONCLUSION

The rate at which cyber attacks occur is rising exponentially
and port scanning is a preliminary step which allows such
attacks to take place. In this report, | presented some different
techniques and tools for carrying out port scans as well as
detecting port scans. My personal view of utilising a support
vector machine model for port scan detection is also
presented. | also discussed and referred to different detection
methods proposed by other authors. Properties of different
forms of port scans were compared like their speed, reliability,
usability and their popularity. | believe that much more
progress is required in both the detection of port scans and the
different laws and policies surrounding port scans to
counteract the rapid rise in cyber crime. Finally, | believe that
proactive efforts need to take place to educate members of
society on port scans and how they could prevent themselves
from becoming targets of scans which can lead to cyber attacks
and sensitive data being breached.
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