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Abstract

Social networking platforms give users countless opportunities to share information, collaborate, and commu-
nicate positively. The same platform can be extended to a fabricated and poisonous atmosphere that gives an
impersonal, harmful platform for online misuse and assault. Cyberstalking is when someone uses an internet
system to ridicule, torment, insult, criticize, slander, and discredit a victim while never seeing them. With the
growth of social networks, Facebook has become the online arena for bullying. Since the effects could result in
a widespread contagion, it’s vital to have models and mechanisms in place for the automatic identification and
removal of internet cyberbullying data. This paper presents a robust hybrid ML model for cyberbullying detection
in the Bengali language on social media. The Bengalibullying proposal involves an effective text preprocessing to
make the Bengali text data into a useful text format, feature extraction using the TfidfVectorizer (TFID) to get the
beneficial information of text data and resampling by Instance Hardness Threshold (IHT) procedure to balance the
dataset to avoid overfitting or underfitting problems. In our experiment, we used the publicly available Bangla text
dataset (44,001 comments) and got the highest performance ever published works on it. The model achieved the
most elevated accuracy rate of 98.57% and 98.82% in binary and multilabel classification to detect cyberbullying
on social media in the Bengali language. Our best performance findings are more effective than any previous effort
in identifying and categorizing bullying in the Bengali language. As a result, we might use our model to correctly
classify Bengali bullying in online bullying detection systems, protecting people from being the targets of social
bullying.
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1. Introduction

Social media platforms serve as dynamic mediums for exchanging vital facts, opportunities, stories, and encour-
aging ideas. However, one of the significant challenges associated with social media is the prevalence of threatening
and abusive language, commonly known as cyberbullying Chakraborty and Seddiqui (2019). Among these plat-
forms, Facebook stands out as the most popular platform for human connection, boasting approximately 2.27 billion

active users. Through various features provided by Facebook, users engage in conversations, debates, and share
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their thoughts with others and communities. Unfortunately, these interactions often devolve into contempt for

opposing viewpoints, leading to insulting or hateful comments targeted at specific individuals, groups, cultures, or

religions l[shmam and Sharmin| (lZOlQ) Such communication can be construed as abusive or threatening when it

employs sexist or racist slurs, criticizes or attacks specific cultures or religious beliefs, incites criminal activity, and
more.

The prevalence of cyberbullying is on the rise as social media platforms continue to expand ()

Within social networks, individuals frequently experience harassment from strangers and unauthorized users

() Recent surveys have indicated that women constitute 73.71% of cyberbullying victims |Akter et al

() This egregious violation of human rights manifests in various forms, including trolling, harassment, revenge

porn, stalking, and cybersex. Women are particularly targeted by unwanted and often explicit sexual solicitations

and defamatory online communications from anonymous and unreliable sources [Powell et all (l2017|) Instances of

fraud, sexual content, sexist remarks, and lewd propositions have become commonplace on social media, alongside

the circulation of fabricated and edited images of naked women |McGlotted (l2013|) Tragically, some individuals

have even taken their own lives due to hostile remarks and online bullying. In certain cases, offensive posts have

incited individuals to commit crimes and engage in other wrongful activities lEmon et all (bOld)

Cyberstalking and cyberbullying have both physical and mental impacts on individuals. Abusers take advantage

of the anonymity provided by social media platforms, allowing their cruel behavior to go unchecked. Furthermore, as

harassment becomes more frequent over time, the situation worsens [Dalvi et all (tZOZd) People utilize social media

platforms such as Facebook, Twitter, Instagram, and others to express their thoughts, sentiments, and emotions.
As social media continues to grow, online harassment, blackmail, and other forms of cyber oppression are also

escalating rapidly. These incidents often occur as a result of individuals sharing offensive photographs, making

derogatory remarks, and sending abusive messages lHussain et all (bOlé) Teenagers exposed to abusive language

experience devastating consequences that may even lead to suicide. Bullying victims are reported to have a 2-9

times higher risk of suicide compared to non-victims IShireen et al] (l2014|)

Numerous studies have focused on text categorization in English and other languages to identify offensive
messages, comments, or photos |Mahmud et al] (l2023|); |Ahmed et all (tZOQQaI); lEmon et alJ (l2022|); Bhakambhari
lst al] (lZO?QI); tRaj et all (l2022|); tKumar and Sachdeva| (l2022|); t[slam et all (l202d) Bengali is widely spoken as a

primary language of communication worldwide, ranking seventh among the top 100 most spoken languages globally.
With over 210 million Bengali speakers, primarily residing in the Indian states of West Bengal, Assam, and Tripura,
as well as significant immigrant populations in the United Kingdom, the United States, and the Middle East @
(), the detection of cyberbullying in the Bengali language is of utmost importance. While several papers
have been published on cyberbullying detection in Bengali and English languages |Mahmud et all (}20224); |Ahmed|
Ist al] (tZOQQaI); lEmon et all (l2022|); Bhakambhari et all (b02j); lRaj et all (l2022|); lKumar and Sachdeva| (}2022‘); lISlaﬂ

(), there is a limited number of studies specifically addressing Bengali language bullying detection
kt alJ (lZOZﬂ); |Aurpa et a,lj (l2022!); |Ahmed et alj (IZOQZBI); Bhakambhari et alJ (lZOZQI) Therefore, this study presents

an opportunity to contribute to the detection of Bengali cyberbullying in order to safeguard individuals from such
abuse. Despite the existence of different approaches in the literature for detecting cyberbullying in the Bengali

language |Ahmed et al] (1202231); |Mahmud et all (l2023|); lEmon et al] (lZOQﬂ); |Aurpa et all (lZO?ﬂ), their performance
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rates in bullying detection are not satisfactory enough to protect users from Bengali cyberbullying. Consequently,
there is a significant need for an improved strategy capable of identifying various types of abusive Bengali content.
Machine learning (ML) approaches can be highly effective in identifying and removing abusive Bengali content from
social media platforms.

To address the classification of cyberbullying in the Bengali language and protect users from bullying on so-
cial media, we propose a hybrid ML approach for efficient cyberbullying detection. Our proposed methodology
encompasses text preprocessing to prepare the dataset, feature extraction to derive important information from
the text data, resampling techniques to balance the data and mitigate overfitting or underfitting issues, and the
application of several ML algorithms such as Decision Tree (DT), Random Forest (RF), Logistic Regression (LR),
and Multilayer Perceptron (MLP). The performance of these models will be evaluated to identify the best approach
for accurately detecting Bengali cyberbullying on social media platforms.

In light of the above, this study aims to contribute to the field of cyberbullying detection by focusing on the
specific context of the Bengali language. By developing an effective ML-based approach, we hope to mitigate the
detrimental effects of cyberbullying and promote a safer online environment for all users.

The key contributions of this paper are as follows:
e We proposed a robust hybrid ML model for cyberbullying detection in the Bengali language on social media.

e The procedure involves effective text preprocessing to make the Bengali text data into a useful text for-
mat, feature extraction using the TfidfVectorizer (TFID) to get the beneficial information of text data and
resampling by Instance Hardness Threshold (IHT) procedure to balance the dataset to avoid overfitting or

underfitting problems.

e Finally, apply ML algorithms to evaluate the performance and find out the best ML model to detect Bengal-

ibullying and provide a comparative analysis to prove the effectiveness of our ML model.

1.1. Research Questions

This study seeks to address the following research questions:

1. What is the prevalence of cyberbullying in the Bengali language on social media platforms, particularly
Facebook?

2. What are the physical and mental impacts of cyberbullying on individuals, and how do these impacts differ
based on gender?

3. What are the existing approaches and models for cyberbullying detection in Bengali, and what are their
limitations in terms of performance?

4. How can a hybrid machine learning (ML) approach be developed to improve the detection and classification
of cyberbullying in Bengali?

5. How does the proposed ML model compare to existing approaches in terms of performance and effectiveness?

These research questions will guide the study and provide a comprehensive understanding of the prevalence and

impact of cyberbullying in the Bengali language, the limitations of existing approaches, and the potential of a

hybrid ML approach to enhance cyberbullying detection.
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The remainder of the essay is structured as follows. In section 2, we examine the relevant articles for identifying
Bengalibully. We outline our approach and several ML algorithms in Section 3. Section 4 presents the experimental
findings. After that, in Section 5, we give the findings and our analysis, and finally, in Section 6, we draw to a close

by discussing how this study may be improved in the future.

2. Related Works

Several studies have been conducted in the field of cyberbullying detection, particularly focusing on the Bengali
language. These studies provide a strong justification for the current research, demonstrating the need for effective
methods to address cyberbullying in social media platforms.

Dalvi et al) (2020) developed an ML model for detecting and preventing bullying on Twitter. Their model
utilized Support Vector Machine (SVM) and Naive Bayes (NB) classifiers to identify bullied tweets and postings.
SVM achieved an accuracy level of 71.25%, while NB achieved 52.70% accuracy in identifying true positives.

Emon et al| (2019) proposed a methodology for identifying abusive content in open comment pages of social
media websites. Their study focused on improving online forum safety by detecting various forms of abusive
Bengali text. They explored ML and deep learning (DL) models, with Recurrent Neural Network (RNN) achieving
the highest accuracy rate of 82.20%.

Ahmed et al| (2021b) presented a binary and multilabel classifier model for detecting bully expressions on
Facebook pages. Their study analyzed 44,001 consumer reviews from popular public Facebook pages, categorized
into non-bully, sexual, threat, troll, and religious categories. Their NN + Ensemble technique achieved an accuracy
of 87.91% for binary classification and 85% accuracy for multilabel classification.

Chakraborty and Seddiqui (2019) developed an ML model utilizing Natural Language Processing (NLP) methods
to identify bullying in the Bengali language on Facebook. They focused on spotting Unicode emoticons and Unicode
Bengali symbols as input to detect offensive content. Their SVM model achieved an accuracy rate of 78%.

[shmam and Sharmin (2019) created a Gated Recurrent Unit (GRU) model for categorizing user reviews on
Facebook pages. Their study collected 5,126 Bengali opinions and categorized them into hate speech, racial and
religious intolerance, incitement, political commentary, and religious commentary. The GRU model achieved an
accuracy of 70.10% in hate speech recognition.

Akhter et al| (2018) advocated using ML algorithms for detecting online bullying in Bangla text. They trained
various ML-based classification algorithms using a collection of Bangla text from social media sites and achieved a
detection rate of 97% using the support vector machine (SVM) model.

Ahmed et al] (2021d) developed an ML and DL model for identifying cyberbullying in texts written in Bangla
and Romanized Bangla. Their study created three datasets from social media: one for Bangla, one for Romanized
Bangla, and a combined dataset. The ML algorithm Multinomial Naive Bayes (MNB) achieved an accuracy rate
of 80% in the combined dataset.

Mahmud et al) (2023) proposed a methodology to recognize abusive language in Bangla using ML algorithms.
They used annotated translated Bengali corpora and achieved a 97% accuracy rate using logistic regression (LR)

to identify Bengalibullying.
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Hussain et al| (2020) conducted an investigation assessment on the identification of fake news in Bangla from
social media. They utilized ML algorithms MNB and SVM, as well as feature extraction tools, to identify fake
news in Bangla. SVM achieved an accuracy rate of 96.64% using thelinear kernel, outperforming MNB’s accuracy
of 93.32%.

Emon et al| (2022) proposed a technique for identifying cyberbullying on social media in the Bengali language.
They employed various transformer models, including Bangla BERT, Bengali DistilBERT, and XLM-RoBERTa, on
a dataset of 44,001 Bangla comments from Facebook. The XLM-RoBERTa model achieved the highest accuracy
rate of 85% and F1l-score of 86% among the models.

Aurpa et al] (2022) focused on recognizing offensive comments in Bengali on Facebook. They utilized transformer-
based deep neural network models, including BERT (Bidirectional Encoder Representations from Transformers)
and ELECTRA, on a dataset of 44,001 comments. The BERT model achieved an accuracy rate of 85.00%, while
the ELECTRA model achieved 84.92% accuracy.

Chakravarthi (2022) proposed a customized deep network model leveraging multilingual data to identify and
encourage positivity in comments. Their model, using a combination of embedding from T5-Sentence, achieved
macro F1 scores of 75% for English, 62% for Tamil, and 67% for Malayalam using the CNN model.

Romim et al| (2021)) offered a hate speech (HS) dataset in Bengali called HS-BAN, comprising over 50,000
annotated remarks. They explored linguistic traits and neural network-based techniques to create a standard hate
speech detection mechanism for Bengali. Their benchmark showed that word embedding models trained on informal
texts outperformed those trained on formal texts, with a Bi-LSTM model achieving an F1-score of 86.78% on top
of FastText casual word embedding.

These studies collectively provide strong justification for the current research on cyberbullying detection in
Bengali text. They demonstrate the effectiveness of various ML, DL, NLP, and transformer-based models in
detecting and categorizing abusive and bullying content.

The summary of the previous studies is shown in Table m on cyberbullying detection, abusive content identi-
fication, and hate speech recognition in various languages, including Bengali, have contributed valuable insights.
However, these studies have certain limitations. Some achieved lower accuracy rates, highlighting the need for
improvement, while others focused on specific languages and text types, limiting generalizability. Specific ML al-
gorithms and techniques were often relied upon, calling for exploration of a wider range of approaches. Limited
dataset categories and insufficient justification for classification decisions were also observed. To address these gaps,
our study aims to develop a robust hybrid machine-learning approach that encompasses Bengali languages, text
types, and abusive content categories. We will explore various ML algorithms, provide detailed justifications for

classifications, and contribute to the advancement of cyberbullying detection and prevention strategies.

3. Methodology

In this section, we describe our proposed methodology as well as the various machine algorithms used in the
scheme. To begin, we will explain how the proposal works. The machine learning models are then briefly described.
Figure m shows the workflow of our proposal. The proposal has six significant parts namely Bengalibullying

text data collection, text preprocessing to prepare the data, feature extraction to transform it into numerical
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Research Issue

Technologies/Models Used

Results

Limitations

Detecting and preventing bullying on Twitter
Dalvi et al| (2020)

SVM, NB

SVM: 71.25% accuracy,
NB: 52.70% accuracy

Limited accuracy and

dataset coverage

Identifying abusive content in open comments
pages of social media websites Emon et all

(2019)

DL (RNN)

RNN: 82.20% accuracy

Limited to Bengali text

Binary and multilabel classification of cyber- | Hybrid neural network, ensemble | Binary:  85% accuracy, | Limited to specific cate-
bullying in consumer reviews on Facebook | technique Multilabel: 87.91% accu- | gories and dataset
Ahmed et al! (2021D) racy

Hate speech recognition on Facebook pages in | DL (GRU) GRU: 70.10% accuracy Limited accuracy, dataset

Bengali [shmam and Sharmin (2019)

size, and categories

ML model utilizing NLP methods for iden-
tifying bullying in the Bengali language
Chakraborty and Seddiqui (2019)

SVM with a linear kernel

78% accuracy

Limited to Bengali lan-
guage and specific tech-

niques

Identifying cyberbullying in Bangla text using
ML algorithms and user data Akhter et al

SVM and other ML algorithms

SVM: 97% detection rate

Limited to Bangla text

and specific algorithms

(2018)
Model for cyberbullying identification in | CNN, MNB CNN:  84%  accuracy | Limited to specific
Bangla and Romanized Bangla texts Ahmed (Bangla), MNB: 84% | datasets and algorithms
et all (2021d) accuracy (Romanized

Bangla)

Methodology for recognizing abusive language

in Bangla Mahmud et al| (2023)

Multiple ML algorithms, Logis-
tic Regression (LR)

LR: 97% accuracy

Limited to Bengali lan-
guage and specific algo-

rithms

Identification of fake news in Bangla from so-

cial media Hussain et al| (202()

Multinomial Naive
(MNB),

chine (SVM)

Bayes
Support Vector Ma-

MNB: 93.32%
SVM: 96.64% accuracy

accuracy,

Limited to fake news de-
tection and specific algo-

rithms

Cyberbullying identification on social media | Transformer models (Bangla | XLM-RoBERTa: 85% ac- | Limited to transformer

using transformer models Emon et al| (2022) | BERT, Bengali DistilBERT, | curacy models and specific
XLM-RoBERTa) dataset

Efficient classification of offensive comments | Transformer-based models | BERT: 85.00% accuracy, | Limited to offensive com-

in Bengali on Facebook Aurpa et al| (2022)

(BERT, ELECTRA)

ELECTRA: 84.92% accu-

ments and specific models

racy
Identification and encouragement of posi- | CNN model, multiple ML algo- | CNN:  75%  accuracy | Limited to specific lan-
tivity in comments using multilingual data | rithms (English), 62% accuracy | guages and sentiment
Chakravarth] (2022) (Tamil), 67% accuracy | analysis

(Malayalam)
Standard hate speech detection mechanism for | Bi-LSTM model with FastText | Bi-LSTM: 86.78% F1- | Limited to hate speech de-
Bengali Romim et al (2021) word embedding score tection and Bengali lan-

guage

Table 1: Summary of Previous Studies
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information of text data, resampling to balance the data, utilizing k-fold cross-validation to split the data, applying
ML algorithms to build the models and finally evaluating the performance using various performance metrics. we

describe the workflow of each part briefly as follows:

7 Ty DEEEE | 'l: Bengali bully Dataset

Removal of web link, punctuation marks and special sign
Tokenize the text

Removal of all Bengali stop words

Remove all frequent words

T | |:> Applying lemmatize to retain actual words
P 9 Handle Banglish words(mix of Bengali and English)

o Detect the Banglish words

o Separate Bengali and English words
o Convert English to Bengali words
]

Join the processed tokens

Feature Extraction | I:>

ResaThp;ircligtt:Sl;?Iance |:> Apply undersampling using IHT

Spliting the dataset | |:>

v

Test data

ML Models

| Apply ML Algorithms | |:>

| Evaluation | |:> Performance Analysis

Figure 1: The proposed Bengalibullying detection Architecture

3.1. Data collection

In our experiment, we use a public Bengali cyberbully text dataset lAhmed et al] (fZOQlaI). The data utilized

in this study include opinions from the interactivity section under postings made by actors, musicians, politicians,
athletes, and other public figures on the Facebook platform. There have been 44,001 responses in the count. Our
analysis shows that 31.9% of remarks are directed at male victims and 68.1% are directed at female victims. In

addition, 21.31% of comments seek victims who were social figures, 5.98% of target politicians, 4.68% of target
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athletes, 6.78% of target singers, and 61.25% of target actors. The distribution of this dataset is depicted in Figure

E and E

® Actor

Social
® Female ® Singer
Male ® Politician
® Sports
(a) gender (b) category
o ;3
A
® o
o FfFF
oq EB

(¢) comment

Figure 2: data distribution in Bengali bullying dataset

Following is a description of the dataset’s labels.

e Non-bully: Remarks lack a personal attack intent against the target of the message. Example: "R AP
@RS 7ld <P |, "2 AT | AR |"

« Sexual : Remarks that harass or transmit sexually offensive sentiments against another person. Example :
"QIPL.. GIO1", "@A? 1O O 2 @a? FA AR, 5T (W03 TR | @1 5T 9T QR INE ARG PR PAIAAT"

« Threat : Responses posted by users that make threats to hurt or kill someone else belong to the threat class.
Example : "3 33 (AF 1TZ 01 5 Sfasi?, GioTe (a1 ?0me O AR R 16Tl 93 U0 IRE?,
T 5TTZ. (OFd Be1?, Q3SfeIR Spot (51 341 Bhw?"

« Troll : Purposefully hurt another individual with their comments. Example : "GP 812", "(GTR- K IG 51 "

« Religious : Opinions that use derogatory language or incite hatred against different religious communities. Ex-
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® Bully

(a) binary

Normal

® Not bully
Troll

® Sexual

® Religious

© Threat

(b) multilabel

Figure 3: Class distribution in Bengalibullying dataset

3.2. Data preprocessing

Data preprocessing is the method by which raw data is prepared for the model’s fit.
important steps while developing a model. In our text preprocessing, we handle null values replacing with mode as
its categorical feature, all the web links, punctuation marks and special sign. Then we perform tokenized the text
and remove all Bengali stop words as well as all the frequent words. Later we applied to lemmatize to retain the
actual words of text. Furthermore, we handle the banglish words which is a mix of Bengali and English words using
detecting the Bangla words followed by separating the Bengali and English words and converting the English to
Bengali words and joining the processed tokens. This preprocessing aids in lowering the input dimension, preserving

valuable information, and preparing the data for model construction with minimal complexity [Denny and Spirlingi

It is one of the most

() The original and processed text data is shown in the following Figure H

‘ Original Text

Processed Text ‘

1. S0 07 ST FACO (FNF (ETHR? FICIANS (F {Rer=?

2. S I, aiﬁrmﬂﬁmﬂwv

3. NI .. O AT

4. W\meﬁﬂ\W@ﬁmmWW%7W£iﬂ?8
2 (TG NGTNG SN (HF SNV G2 21T (F FI=L
TR | T 35 TiEr? 4371 Ff562 FTOUHF SIS Wetat A Nt
TS (SIS OGS T BTG5 (Wl I e |

5. BIPIY J© FCAT NCAT SN 15N Yol FIA Bl JOMIN GRS AN, 92
SR WIERA TGRS AT AR NG

6. (IRAEM WRYMRidwan RomelDwaipayan PaulEku
ChowdhuryKamrul HasanJony Jony

7. RO ST N AfSYC ST, STS=T ST (ST S|

8. 8251 Wmlmwwﬁ%wwww
(9 &F [WIE Q4= APCIGH | |
9. SGLH2 GIETN, WK, (25T M6 (SIGLBIeT

1. T(H &6 (FNA (ET0NR PV

2. O A BT =19

3. NP GICAT SAISTAT

4.W°W—ﬁmm@ﬂ\wmwiﬁmﬁscmm
FSTAST (TF AN G 2T FACRA | I GRS FIBS PISIET
mﬂmmlmmﬁ@@WWW

I

5. WWW@T@WWWWW?TWW&?WW
NGRS AR FATQ

6. WWWW%GWWWCﬁ@W
G S

7. 201 SN af TR ST SR S|

8. STAIR B ISITSIR WeT | COTSRT Gl ffRTET I FIA (NG eTPoneA | |

9. WGP GINATN WY (A2 (O

Figure 4: Original and Processed Text of Bangla Text Dataset
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3.8. Feature Extraction

Textual information is transformed into numerical information using feature extraction. A fairly simple technique
to use in natural language processing to better grasp the context is called feature extraction Bird et al) (2009). It’s
a key step in natural language processing since no machine learning algorithm, not even computers can comprehend
a text. Text can be converted into vectors with the aid of the text vectorization technique TfidVectorizer (TF-IDF)
vectorizer, which is a well-liked method for conventional machine learning algorithms Sharifani et al| (2022). In our
proposal, we take text data so we need to extract information from the text to find insight into the data and build
models. We apply TfidVectorizer, a feature extraction process from text data, to perform our extraction process.
It creates a matrix of TF-IDF features from a set of raw texts. Because it considers the importance of the words as

well as their frequency, TF-IDF is superior to Count Vectorizers in terms of word analysis Ahmed et al| (2022b).

3.4. Resampling the data

Resampling is a technique that involves taking samples from the source information repeatedly [El-Amir and
Hamdy (2020). Due to having a large volume of text data, we adopted the undersampling technique to produce
a balanced dataset that matches reality and is most effective at identifying Bengalibullying. It is a technique for
leveling unequal data that consists of minimizing the size of the majority class while keeping all of the data from the
minority class. This method uses initially unbalanced text collections to extract more precise data. It has better
analysis run times and lower storage needs. With less data, we may acquire insightful information faster and with
less storage space Singh et al) (2022).

The undersampling is carried out using an innovative technique known as Instance Hardness Threshold (IHT),
which is an undersampling strategy for reducing class imbalance by minimizing majority class Le et al| (2018); Jin
et al| (2021). IHT is a special approach that removes samples with lower probabilities after a classifier has been
trained on the data and nearly a controllable under-sampling technique Smith et al| (2014).

We employ the logistic regression classifier in IHT for the classifier training, which is carried out using cross-
validation. It is simpler to use, comprehend, and train using logistic regression. It not only offers an assessment
of a predictor’s eligibility, but also the orientation of the relationship. It classifies unfamiliar records fairly quickly
Wu et al] (2008); Genkin et al) (2007). The data resampling process is depicted in fig ﬂ

The class distribution for binary and multiclass before and after IHT, along with the Threshold (Th) value used
in the IHT method for resampling the dataset is shown in E, where we have summarized the threshold values used
in the THT for each class. In the binary class, the threshold values are 0.896 for the "bully” label and 0.104 for the
"normal” label. For the multiclass classes, the threshold values are 0.0093 for "not bully,” 0.0116 for ”troll,” 0.0098
for "sexual,” 0.0087 for "religious,” and 0.0025 for "threat.” These threshold values were determined as part of the

THT process to balance the imbalanced dataset.

3.5. Adopting ML Algorithms

In this study, we used four machine learning classifiers such as DT, RF, LR, and MLP, to develop a model to
identify Bengalibullying. Each classifier’s performance has been examined in light of various performance indicators.

We will go over various ML techniques employed for the prediction model in the subsection that follows.
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® Not bully
® Bully
Troll
Normal
® Sexual
® Religious
® Threat
(a) binary (b) multilabel
Figure 5: data distribution in Bengalibullying dataset after resampling
Class Label Before IHT ~ Before (%) IHT =~ After IHT  After (%) IHT (%) belong to Total Th Value in IHT
bully 28661 65.14 15340 50 34.86 0.896
Binary normal 15340 34.86 15340 50 34.86 0.104
Total 44001 100 30680 100 69.73 -
not bully 15340 34.86 1694 20 3.85 0.0093
troll 10462 23.78 1694 20 3.85 0.0116
sexual 8928 20.29 1694 20 3.85 0.0098
Multiclass
religious 7577 17.22 1694 20 3.85 0.0087
threat 1694 3.85 1694 20 3.85 0.0025
Total 44001 100 8470 100 19.25 -

Table 2: Class distribution of binary and multiclass before and after IHT
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e Decision Tree (DT): In many different domains, such as machine learning, image processing, and pattern

recognition, decision trees are a useful tool that can be used 'Talukder et al] (l2022h Three important parts of

DT are the root node, branches, and leaf nodes. The root node represents the entire dataset, which is divided
into two or more homogenous sets. The branches represent combinations of characteristics or attributes, and

the output nodes are referred to as leaf nodes, where processing is stopped (lZOld); |Ahmed et al] (I2021d|).

o Random Forest (RF): A meta-approximation called an RF makes use of averaging to boost accuracy. To avoid

over-fitting, several decision tree classifiers are fitted to different data set sub-trials |A1khatib and Abualigak‘

() Each characteristic subset is selected individually from the real feature space, and it comprises a
number of uncut DTs produced from various data points of the training data () Every tree
estimates a class and the class that is predicted by the majority of trees constitutes the predictions of our

model |Talukder et all (l20233|).

o Logistic Regression (LR): LR is an important machine learning technique as it can offer the possibility and

identify new information using both discrete and continuous data sources |Uddin et alj (I202d); (EO a)

By analyzing the correlation from a provided group of classed data, it helps classify data into distinct classes

lBhattacharyya et all (l201]b It is helpful when the results are binary or dichotomous and the data can be
split linearly. This approach is based on a statistical model that forecasts likelihood as yes or no

(IZOQQI); |Ahrned et alJ (lZOQld). It is simpler to use, comprehend, and train using logistic regression. It not

only offers an assessment of a predictor’s eligibility, but also the orientation of the relationship. It classifies

unfamiliar records fairly quickly |Wu et all (IZOOd); benkin et al] (}2007|)

o Multilayer Perceptron (MLP): A typical ANN construction is the MLP, which has layers built up of neurons

and their interactions. In order to produce a response that will be delivered to the following neuron, it can

assess the weighted total of its inputs |Castro et al] (l2017|). The input and output layers are separated by one

or more hidden layers. The neurons are grouped in layers, interactions are frequently directed from lower to

upper layers, and neurons within a layer are not connected to one another IRamchoun et alj (lZOld); ITalukderl

(20231).

4. Results and Discussion

This study exhibited a hybrid ML approach for detecting online Bengali cyberbullying. The developed procedure
consists of several processes, such as effective text preprocessing to prepare the comments, feature extraction to

transform the processed text into numerical information, and resampling to balance the data.

4.1. Experiment Setup

The examinations are conducted on a computer running Microsoft Windows 10 Pro with an Intel(R) Core(TM)
i3-6006U CPU operating at 2.00GHz, 2000Mhz, 2 cores, 120GB SSD, 1TB HDD, and 8GB RAM. An Anaconda
Navigator Jupyter notebook is used to do the investigation. The Python language and a number of standard
libraries, including Pandas, NumPy, Matplotlib, Seaborn, TensorFlow, Keras, Scikit-learn, and others, are used to

create the proposed model.
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4.2. Performance Fvaluation Metrics

A variety of performance metrics are used to evaluate the performance of our suggested model, comprising
accuracy, precision, recall, fl-score, ROC curve, confusion matrix, MSE, MAE, and RMSE. These are the metrics

developed for assessing the works:

Actual positive Actual negative
Predicted positive TP FP
Predicted negative FN TN

Table 3: Confusion Matrix

o where TP, TN, FN, and FP, respectively, represent for True Positive, True Negative, False Positive, and False
Negative.

) B TP+ TN "
Y = TP Y FP+ FN + TN
TP
Precision = ———— 2
recision = o p s (2)
TP
= ———
Reca TP L EN (3)

(precision * recall)

F1 — score =2 % —
(precision + recall)

> predicted(i) — actual (%)

MAE = =L - (5)
(predicted(i) — actual(i))?
MSE = =1 - (6)
(predicted(i) — actual(i))?
RMSE =\| =L (7)

n

where n is the total number of values.

¢ ROC curves are two-dimensional plots that are often used to analyze and examine the effectiveness of clas-
sifiers Fawcett (2004). AUC approaching 1 indicates that a predicted model is good at separability amongst
class labels whereas approaching 0 indicates a lousy predicted model. In actuality, lousy signifies that the

consequence is being mirrored Narkhede (2018).
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o A simple technique for breaking up a training set into k smaller sets is called CV (K-fold Cross-Validation).
The plan for each of the k ”folds” is to use the folds as training data for a model, which is subsequently
validated using the remaining data. Finally, using k-fold cross-validation, the average of the values computed
in the loop is added as an evaluation measure. The value of k for the k-fold CV we utilized for our bully
identification trials is 10. Ten distinct folds, each used as a testing component during the execute stage, are
used to partition the dataset. 80 percent of the dataset is used for training, and the remaining 20 percent is

used for testing in a k-fold division. Figure H shows how to perform k-fold cross-validation.

Training part ‘ Test part

w Training folds .
st

—> E1

w [ WL L) —m| iy
P=g 2B
so [ L[ WM T L) —us r

i=1

Figure 6: k-fold cross-validation process

4.8. Results Analysis

In our experiments, we have conducted both the binary and multilabel classifications where we achieve significant

performance to detect Bengalibullying efficiently.

4.4. Binary Results Analysis

The performance analysis of binary classification is shown in the graphical format in Figure H From the graph,
we can see that the accuracy rate of DT, RF, LR, and MLP are 95.75%, 96.90%, 98.57%, 97.95%; the precision rate
is 95.74%, 97.02%, 98.58%, 97.95%; the recall rate is 95.72%, 96.85%, 98.56%, 97.94%; the fl-score rate is 95.73%,
96.9%, 98.56%, 97.95%; the error MAE rate is 4.27%, 3.1%, 1.43%, 2.05%; the MSE rate is 4.27%, 3.1%, 1.43%,
2.05%; the RMSE rate is 20.66%, 17.6%, 11.98%, 14.33%.

Among all ML algorithms, the LR gives the highest performance in binary classification than others where, it
achieves 98.57% accuracy rate, 98.58% precision rate, 98.56% fl1-score rate 98.56% and the error rates are 1.43% in
MAE, 1.43% in MSE and 11.98% in RMSE.

The confusion matrix is depicted in the graph 57 where among all the ML algorithms LR provides a higher TP
and TF rate and a lower FP and FN rate. The TP, TN, FP and FN rates are 50.65%, 47.91%, 0.91%, and 0.52%.
we can see that it produce higher TP and TN rate and lower FP and FN rate which is a good sign of a better
Bengalibullying detection model.
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The ROC Curve is presented in the graph E where the AUC score is 95.73%, 99.33%, 99.73%, 99.72% for DT,
RF, LR and MLP respectively. Among all the ML algorithms we can see that LR achieves the highest AUC score
which is 99.73% which is a better prediction model as the ROC score is close to 1 (100%).
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4
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© 0.6 /’
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'g /”
/,,
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e — MLP (AUC = 99.72)
4
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0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

(a) Binary

Figure 9: ROC Curve for binary classification

In binary results analysis, we find that the LR produces a better performance rate and lower error rate as well as
a better AUC score. As LR offers the possibility and identifies new information using both discrete and continuous
data sources by analyzing the correlation from a provided group of classed data, it helps classify data into distinct

classes with higher performance rates.

4.5. Multilabel Results Analysis

The performance analysis of multilabel classification is shown in the graphical format in Figure @ From the
graph, we can see that the accuracy rate is 97.64%, 97.87%, 98.7%, 98.82%; the precision rate is 97.68%, 97.93%,
98.72%, 98.86%; the recall rate is 97.78%, 97.95%, 98.8%, 98.89%; the fl-score rate is 97.71%, 97.92%, 98.75%,
98.88%. The performance error rate of the ML algorithms are as follows: the MAE rate is 5.08%, 4.72%, 2.83%,
1.89%; the MSE rate is 14.52%, 13.22%, 8.26%, 4.25%; the RMSE rate is 38.11%, 36.36%, 28.75%, 20.62% for DT,
RF, LR, MLP, respectively.

Among all ML algorithms, the MLP gives the highest performance in multilabel classification than others where,
it achieves 98.82% accuracy rate, 98.86% precision rate, 98.89% fl-score rate 98.88% and the error rates are 1.89%
in MAE; 4.25% in MSE and 20.62% in RMSE.

The confusion matrix is depicted in the graph @, where among all the ML algorithms MLP provides a higher
TP and TF rate and a lower FP and FN rate. Considering class 0 (non-bully), the TP, TN, FP, FN rate is
18.89%, 80.99%, 0.12%, 0% respectively; for class 1 (sexual), the TP, TN, FP, FN rate is 19.6%, 80.28%, 0.12%, 0%
respectively; for class 2 (threat), the TP, TN, FP, FN rate is 18.89%, 80.99%, 0%, 0.12% respectively; for class 3
(troll), the TP, TN, FP, FN rate is 19.48%, 79.69%, 0.47%, 0.35% respectively; for class 4 (religious), the TP, TN,
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FP, FN rate is 21.96%, 76.86%, 0.47%, 0.71% respectively. We can see that it produce higher TP and TN rate and

lower FP and FN rate which is a good sign of a better Bengalibullying detection model. (non-bully, sexual, threat,
troll)
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Figure 11: Confusion matrix for multilabel

The ROC Curve is presented in the graph @ where the AUC score is 98.59%, 99.58%, 99.73%, 99.76% for DT,
RF, LR and MLP respectively. Among all the ML algorithms we can see that MLP achieves the highest AUC score
which is 99.76% which is a better prediction model as the ROC score is close to 1 (100%).

In multilabel results analysis, we find that the MLP produces a better performance rate and lower error rate
as well as a better AUC score. As MLP is an ANN where the layer is built up of neurons and their interactions

and it can operate both linear and non-linear patterns and has more computing capability and is capable of solving

complex nonlinear difficulties.
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4.6. Discussion

In this section, we discuss the findings and implications of our proposed hybrid approach for Bengali cyberbul-
lying detection and compare its performance with other approaches. Our hybrid approach incorporates effective
preprocessing, feature extraction, and resampling techniques, leading to improved accuracy rates. The comparison
study between our proposed model and other models is presented in Table H Notably, the comparison is based on

the same dataset (Bangla Text Dataset) and a similar number of comments, ensuring a fair performance assessment.

4.6.1. Comparative Analysis

Our experimental results demonstrate that our proposed hybrid model achieves the highest accuracy rates
among all the preceding models in Bengali cyberbullying detection. For both binary and multilabel classification
tasks, we achieve accuracy rates of 98.57% (using Logistic Regression) and 98.82% (using Multi-Layer Perceptron),
respectively, surpassing the performance of other models. The comparison analysis in Table H provides further
insights into the relative performance of different models. Our approach outperforms the other models, such as the
NN + Ensemble model by Ahmed et al| (2021h), the XML-RoBERTa model by Emon et al) (2022), and the BERT
and ELECTRA models by Aurpa et al| (2022). In terms of accuracy, our hybrid model achieves a significantly
higher performance.

The success of our hybrid approach can be attributed to the effective utilization of preprocessing, feature ex-
traction, and resampling techniques. Our paper provides a detailed description of the preprocessing steps, including
handling null values, removing web links, punctuation marks, and special signs, tokenization, stop-word removal,
lemmatization, and handling Banglish words. While the pre-processing steps are crucial, the feature extraction
process using the TfidfVectorizer and the application of resampling techniques also contribute significantly to the
superior performance of our ML models. The TfidfVectorizer enables the conversion of textual data into numerical

information, effectively capturing the importance and frequency of words. Additionally, the resampling technique
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Peformance (Accuracy In %)

SI. No. Autors Models Dataset
Binary Multilabel
1 Ahmed et al) (2021H) NN + Ensemble Bangla Text Dataset 87.91 85
2 Emon et al| (2022) XML-RoBERTa Bangla Text Dataset - 85
3 Aurpa et al) (2022) BERT and ELECTRA Bangla Text Dataset - 85 (BERT) and 84.92 (ELECTRA)
4 Our Approach Hybrid Bangla Text Dataset 98.57 98.82

Table 4: The comparison analysis of Bangla Text Dataset (Social Media Data)

we employ, specifically the Instance Hardness Threshold (IHT), addresses the class imbalance issue in the dataset,
preventing overfitting or underfitting problems and enhancing overall performance.

Indeed, the Instance Hardness Threshold (IHT) technique we employed aims to address the class imbalance
problem by reducing the size of the majority class. In our case, the Threat class had only 3.8% of the total data in
the imbalanced dataset, and the balanced dataset contained 20% of each group. As a result, the balanced dataset
includes only 19% (3.8% * 5) of the original dataset, as the classes were balanced to have equal numbers. We
acknowledge that comparing the performance of an experiment applied to a small fraction of the dataset with an
experiment applied to the entire dataset may raise concerns about fairness. However, it is important to note that
the purpose of balancing the dataset was to address the issue of class imbalance, which can lead to biased results
and inaccurate performance evaluation. The decision to balance the classes was made to ensure a more accurate
assessment of the performance of our proposed model. By creating a balanced dataset, we aimed to eliminate the
potential bias caused by the class imbalance and provide a fair comparison among the different models evaluated
in our study. The balanced dataset indeed represents a smaller fraction of the original dataset. However, it is
important to consider that the performance evaluation on the balanced dataset allows us to focus specifically on
the effectiveness of our proposed approach in handling the class imbalance and detecting cyberbullying instances

accurately.

4.6.2. Contributions

Our proposed approach makes several key contributions to the field of cyberbullying detection in the Bengali
language on social media. We have evaluated our hybrid approach using effective preprocessing, feature extraction,
and resampling techniques, resulting in a higher accuracy rate compared to existing approaches.

The key innovations and contributions of our approach can be summarized as follows:

o Effective preprocessing: Our paper provides detailed information on the preprocessing steps employed,
including handling null values, removing web links, punctuation marks, and special signs, tokenization, stop-
word removal, lemmatization, and handling Banglish words. These preprocessing techniques enhance the

quality of the text data and contribute to the overall performance of our ML models.

e Feature extraction using TfidfVectorizer: We emphasize that the magic of our approach does not solely
lie in the preprocessing steps but also in the effective feature extraction using the TfidfVectorizer. This

technique transforms the textual data into numerical information, capturing the importance and frequency
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of words accurately. By leveraging TfidfVectorizer, we enhance the discriminative power of the features and

improve the performance of our ML models.

¢ Resampling technique: The resampling technique we employed, specifically the Instance Hardness Thresh-
old (IHT), addresses the class imbalance issue in the dataset. By balancing the dataset, we mitigate the
impact of skewed class distribution, thereby preventing overfitting or underfitting problems and improving

the overall performance of our ML models.

Our proposed hybrid approach significantly outperforms existing methods in Bengali cyberbullying detection.
The superior accuracy rates achieved demonstrate the effectiveness of our ML models and the impact of our
preprocessing, feature extraction, and resampling techniques. These contributions enhance the reliability and

applicability of our approach in real-world cyberbullying detection systems.

4.6.8. Addressing Research Questions
In this study, we have addressed each research question individually to provide a comprehensive analysis of our

findings:

1. Prevalence of cyberbullying in Bengali on social media platforms: We conducted an extensive anal-
ysis of cyberbullying instances in the Bengali language, specifically on social media platforms like Facebook.
Through data collection and analysis, we determined the prevalence of cyberbullying and provided insights
into its frequency and occurrence.

2. Physical and mental impacts of cyberbullying on individuals, and gender differences: We investi-
gated the physical and mental impacts of cyberbullying on individuals and examined how these impacts differ
based on gender. By analyzing user experiences and conducting surveys, we gained valuable insights into the
detrimental effects of cyberbullying and identified potential gender-related differences in its impact.

3. Existing approaches and models for cyberbullying detection in Bengali, and their limitations:
We reviewed the existing literature on cyberbullying detection in the Bengali language and assessed the
performance and limitations of different approaches and models. By critically analyzing previous studies, we
identified the strengths and weaknesses of various detection techniques, highlighting areas for improvement.

4. Development of a hybrid ML approach for cyberbullying detection in Bengali: We proposed a
hybrid ML approach to enhance the detection and classification of cyberbullying in Bengali. Our approach
incorporated preprocessing techniques, feature extraction methods, and resampling techniques to improve the
performance of our ML models. We provided a detailed description of the steps involved in our approach and
highlighted their effectiveness in achieving superior results.

5. Comparison of the proposed ML model with existing approaches: We conducted a comparative
analysis to evaluate the performance and effectiveness of our proposed ML model in detecting and classifying
cyberbullying in Bengali. By comparing our model with existing approaches, we demonstrated its superiority
in terms of accuracy, precision, recall, and other relevant metrics. We discussed the differences and similarities

between our model and others, providing insights into the factors contributing to these variations.
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By addressing these research questions, we have gained a comprehensive understanding of cyberbullying in the
Bengali language, its impacts on individuals, the existing detection approaches and models, and the development
of a hybrid ML approach. Our findings contribute to the existing body of knowledge and provide valuable insights

for future research and development in the field of cyberbullying detection.

4.7. Challenges and Future Directions

Despite achieving promising results in identifying Bengali cyberbullying using a hybrid ML strategy, our study

faces certain challenges and limitations. These include:

1. Generalizability: Our focus on Bengali cyberbullying detection using a specific ML approach limits the gen-
eralizability of our findings to other languages and cultural contexts. Tailored approaches may be required to
address the unique characteristics of different languages and cultures.

2. Dataset limitations: The use of a publicly accessible dataset with a limited number of comments may not fully
represent the diverse range of cyberbullying instances in Bengali. Obtaining larger and more diverse datasets
would enhance the reliability and representativeness of cyberbullying detection models.

3. Unexplored deep learning approaches: We primarily employed traditional ML algorithms and did not explore
deep learning approaches such as BERT, RoBERTa, and others, which have shown promise in natural lan-
guage processing tasks. Incorporating these advanced models could potentially improve the accuracy and
performance of cyberbullying detection systems.

4. Real-world implementation challenges: Our study focused on the effectiveness of the proposed ML model
but did not address the challenges associated with implementing such a system in real-world social media
platforms. Considerations such as data privacy, scalability, real-time processing, and evolving cyberbullying

tactics need to be explored for practical application.

To address these challenges and advance the field of cyberbullying detection, future research can consider the

following directions:

1. Multilingual and multicultural approaches: Investigate the effectiveness of ML and deep learning models in
detecting cyberbullying across different languages and cultural contexts. This involves building multilingual
datasets and accounting for linguistic variations and cultural sensitivities.

2. Enhanced dataset collection: Obtain larger and more diverse datasets that cover various categories of cyberbul-
lying instances in multiple languages. This would enhance the generalizability and reliability of cyberbullying
detection models.

3. Deep learning exploration: Explore advanced deep learning architectures, such as BERT and RoBERTa,
for cyberbullying detection. These models capture complex linguistic patterns and semantic relationships,
potentially improving detection accuracy and performance.

4. Real-world implementation considerations: Conduct research that addresses the challenges associated with
implementing cyberbullying detection systems in real-world social media platforms. This includes addressing

privacy concerns, scalability, real-time processing, and adapting to evolving cyberbullying tactics.
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By addressing these future directions, researchers can advance the field of cyberbullying detection, develop more
robust models, and contribute to creating safer online environments for users across different languages and cultures.

Regenerate response

5. Conclusion

Cyberbullying occurs frequently on social media because it gives offenders a place to hide, makes themselves
hard to find, and avoids confrontation. This makes it difficult to identify bullying incidents. It can cause victims
to suffer, frequently resulting in emotional stress and sadness, and in severe cases, even homicide. In such a
toxic climate on social media sites, one must be both sensitive and assertive. This study proposed a hybrid ML
strategy for identifying online Bengali cyberbullying. A number of processes make up the proposed hybrid strategy,
including efficient text preprocessing to produce the text comments, feature extraction to convert the processed text
into numerical information, and resampling for balancing the data. After that, we utilized k-fold cross-validation to
split the data and applied ML algorithms such as DT, RF, LR and MLP to build the models and finally evaluate the
performance using various performance metrics such as accuracy, precision, recall and fl-score, confusion matrix,
AUC score and ROC Curve. We achieved the best results ever achieved on the Bangla text dataset (44,001
comments) in our experiment using the publicly accessible dataset. The model successfully identified Bengali
cyberbullying on social media with an accuracy rate of 98.57% and 98.82% in binary and multilabel classification,
respectively. Our studies indicate that the provided model might be useful for automated Bengali cyberbullying
detection systems.

This study has several limitations. Firstly, its focus on identifying online Bengali cyberbullying using a hybrid
ML strategy limits its generalizability to different languages and cultural contexts. The reliance on a publicly
accessible dataset with limited comments may not fully represent the diverse range of cyberbullying instances.
The study does not explore deep learning and transformer-based approaches, which have shown promise in natural
language processing tasks. Moreover, the real-world implementation challenges and considerations are not addressed.
Addressing these limitations would strengthen the reliability and applicability of future research in cyberbullying
detection.

We would like to explore DL and transformer-based approaches in future investigations. Models such as BERT,
RoBERTa, XLNET, ELECTRA, DeBERTa, and others could be employed on multilingual cyberbullying datasets
encompassing various categories of cyberbullying. This avenue of research holds promise for improving the perfor-

mance of cyberbullying detection systems.

6. Acronyms
Here is the list of acronyms and their full names:
o TfidfVectorizer (TFID)

« Instance Hardness Threshold (IHT)

e Decision Tree (DT)
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o Random Forest (RF)

o Logistic Regression (LR)

o Multilayer Perceptron (MLP)

o Support Vector Machine (SVM) and Naive Bayes (NB)

o Recurrent Neural Network (RNN)

o Gated Recurrent Unit (GRU)

« Bidirectional Long Short-Term Memory (Bi-LSTM)

o Natural Language Processing (NLP)

o Convolutional Neural Network (CNN)

o Multinomial Naive Bayes (MNB)

« Bidirectional Encoder Representations from Transformers (BERT)
« Efficiently Learning an Encoder that Classifies Token Replacements Accurately (ELECTRA)
o Distilled BERT (DistilBERT)

o Cross-lingual Language Model - RoOBERTa (XLM-RoBERTa)
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