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Abstract— In the ever-changing realm of cyber security, 

adversaries are finding ways to compromise businesses and 

organisations for those that require online communications. 

They target those that do not have SSL (Secure Socket Layer) 

on their websites. This report analyses the method of encryption 

and decryption fundamentals by exploring the different types of 

SSL, understanding the definition of SSL and Cryptography 

protocols. This study dives deeper into Certificate validation 

and the different methods used to enhance the security of online 

communications. The primary aim of this report is to revise the 

importance of a secure socket layer, the methods for 

certification validation and the fundamentals of SSL (Secure 

Socket Layer). This report will also address the different types 

of asymmetric and symmetric key algorithms while discussing 

the benefits of each key cryptography to protect organizations. 
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I. INTRODUCTION (WHAT IS SSL?) 

 

The requirement for secure communication has never been 

more vital in a world dominated by electronic transactions and 

data exchange. SSL, a protocol designed to offer a secure 

route for transmitting information over the internet, satisfies 

this requirement through encryption and authentication 

procedures. The secured hypertext transfer protocol (HTTPS) 

is a method of communication protocol which enables 

computers to send and receive encrypted data over the World 

Wide Web also known as WWW. HTTPS corresponds to 

HTTP with a Secure Socket Layer (SSL). A secure socket 

layer (SSL) is a method of encryption utilised on a Web server 

capable of supporting HTTPS. 

 

The core goal of SSL is to maintain data integrity. With SSL 

replacing the old protocol TLS (Transport Layer Socket), 

attackers find it difficult to get in the path of a secure channel 

between a user and a web interface. SSL is one of the most 

essential and well-known protocols that achieve data 

confidentiality, integrity and authentication in web 

transactions [1]. This is commonly known as the CIA triad. 

This protocol operates between the OSI application and 

Transport layers explicitly built to provide client and server 

suitable connection oriented systems to establish an encrypted 

communication channel. While there are many ways in which 

attackers would like to disturb companies websites, a method 

in which an attacker may disrupt a web face is denial of service  

attacks also known as (DoS). DoS attacks, in terms of the web 

interface, are when an attacker commences by obtaining 

messages exchanged between the client and the server. 

Following the completion of this process, the client requests 

are either rejected or replied to via the server, with particular 

error messages causing the handshake authentication stage to 

be unsuccessful. 

Furthermore, SSL is built upon a straightforward but unique 

method to keep data secure. SSL works purely on the base of 

cryptography. Cryptography is a method of encrypting data, 

such as symmetric and asymmetric encryption. If a specific 

recipient is to decode the ciphertext, the sender and receiver 

must employ the same cryptographic technique while 

maintaining a secret, such as a randomly generated number 

(called a key) in the case of symmetric key cryptography. 

Also, this may apply to the private key of a public/private key 

pair in the case of public key cryptography. 

 

II. BACKGROUND OF SSL 

 

A. Background 

SSL is divided into two levels, each utilising lower-layer 

services and delivering functionality to upper layers. Over a 

connection oriented dependable transport protocol such as 

TCP, the SSL record layer protects confidentiality, 

authenticity, and replay. The SSL handshake protocol, which 

is layered atop the record layer, is a key exchange protocol 

that initialises and synchronises the cryptographic state at the 

two endpoints. After completing the key exchange protocol, 

sensitive application data can be transmitted using the SSL 

record layer. Secure Socket Layer aims to establish a secure 

connection between two parties [2]. This means that if a 

customer visits an online shopping website, places an order, 

and enters their credit card information on the shopping 

website, the credit card credentials will travel across the 

internet while being accessible to attackers. SSL was created 

to prevent such secure socket layer attacks on a website and 

to utilise encryption to protect a customer's or consumer's 

identity and credentials online. SSL ensures that anyone who 

intercepts data between a user and a web server sees just a 

scrambled mess of characters by encrypting it [21]. The 

consumer's credit card information is now secure, viewable 

only to the shopping website where it was input. 

B. Types of SSL 

The secure Socket layer protocol was introduced by Netscape 

in 1994. Although most of the internet was growing, many 

implementations and designs for transport security for web 

browsers and multiple TCP protocols existed. Having said 

this, SSL version 1.0 was never released due to the rising 

security flaws [3]. The reason for this was due to weak Cipher 

keys that were used, which attackers were still able to 

intercept. With this in mind, Netscape took this idea, 



redesigned and implemented this new SSL version 2.0, which 

was an official release in 1995. However, version 2.0 had 

many drawbacks, including security and usability issues. One 

of the issues was using duplicate cryptographic keys for 

message authentication and encryption. It has weak MAC 

construction that uses MD5 hash functions with a secret 

prefix, making it vulnerable to length expansion attacks [4]. 

However, due to multiple security flaws in SSL 2.0, it was 

deprecated by the Internet Engineering Task Force, also 

known as IETF.  Following on from this, SSL version 3.0 was 

introduced in 1996. SSL v3.0 aimed to provide privacy and 

reliability between 2 communicating applications [25]. 

However, once SSL v3.0 was released to the public, many 

security issues regarding cipher-block chaining (CBC) 

ciphers were vulnerable [22]. Attacks such as the POODLE 

attack cause devastation towards the public. SSL v3.0, in 

terms of Poodle attack, uses encryption such as RC4 stream 

cipher or block Cipher in CBC mode. RC4 is known to be a 

weakness for many SSL v3.0 as this cipher has the same 

password sent over many connections and is also encrypted 

with many rc4 streams, information will be leaked out and 

attackers can read plain text passwords [5]. 

III. FUNDAMENTALS OF SSL 

A. Cryptography 

SSL uses cryptography to safeguard confidential information 

to achieve a high level of confidentiality; sensitive data is 

encrypted across public networks. PKI primarily uses 

asymmetric cryptography, which is seen as more secure than 

symmetric encryption. Asymmetric algorithms, to put it 

simply, encrypt data using one key and then decrypt it using 

a different key. Because the third party continues to require 

the other key in addition to decrypting the message in the 

opposite direction, asymmetric algorithms are more potent 

than symmetric ones, even if the encryption key is learned in 

one direction. 

B. Symmetric Cryptography 

 

Symmetric cryptography is a cryptography system that uses 

a shared key to convert plaintext into cypher text. Both the 

sender and the receiver possess the same secret key. The 

symmetric cryptography schemes are as follows: 

 

The Data Encryption Standard acronym for DES was 

introduced in early 1970 at IBM. Horst Feistel inspired the 

early design of DES. DES is a symmetric cryptographic 

method used for message encryption and decryption. DES 

uses one secret key for both the encryption and decryption 

stages. The critical size of the data encryption standard is 56 

bits. For the encryption and decryption process to work, the 

sender and receiver must have the same key [6]. The 

approach employs the self-certification method, meaning the 

key is self-certified [23]. The key must be shared through 

encrypted communication. The attacker can quickly decipher 

the encrypted message if the sender key has been 

compromised. The symmetric technique can be unique as it 

provides a faster service without requiring many resources. 

However, there have been several types of developments 

while employing symmetric cryptography. Four of them are 

DES, blowfish, AES, and 3Des [7]. 

 
Fig 1.  Symmetric Key Cryptography 

 

C. Asymmetric Key Cryptography 

 

The use of public keys also refers to asymmetric key 

cryptography. With this technique, the sender encrypts the 

message using the receiver's public key, and the recipient 

decrypts it using their private key. So, with this technique, 

there are two keys used; one is public, and the second key is 

private key [8]. This method only requires a few keys to 

encrypt and decrypt; however, this can be an issue regarding 

long messages. Additionally, there are a few algorithms 

which Asymmetric uses. There are three of them: RSA, 

Diffie-Hellman, and Elliptic Curve Cryptography (ECC). 

 

• RSA, the acronym for Rivest, Shamir and Adleman, 

was introduced for an essential public key 

cryptosystem built around modular exponential 

computing. Although RSA uses a public key 

cryptosystem, it also uses digital signatures. RSA 

algorithm depends on the difficulty of 

decomposition of large numbers [9]. The algorithm 

generates the public and private keys by employing 

two huge prime numbers. The complexity of 

predicting the plaintext from the signal key plus the 

cypher text is comparable to the decomposition of 

the sum of a pair of large prime numbers. 

 

• Whitefield Diffi and Martin Hellman founded 

Diffie-Hellman. The algorithm allows two parties, 

Alice and Bob, who are connected by an 

authenticaton but otherwise insecure channel, to 

produce a secret key that is (believed to be) difficult 

to compute for eavesdropping Alice [10]. 

 

• ECC, short for Elliptic Curve Cryptography, 

produced its first documentation by Certicom and 

NIST in 2000 [11]. Elliptic curve cryptography is 

the process of transforming a mathematical issue 

into a computer technique. This type of encryption 

method is a key which utilises and executes crucial 

security activities such as encryption, 

authentication, and digital signatures. The core of 

elliptic curve arithmetic is an operation called scalar 

point multiplication, which computes Q = kP (a 

point P multiplied k times, resulting in another point 

Q on the curve) [12]. What is meant by this is that 

Scalar multiplication is achieved by combining 

point-additions (which merge two distinct points) 

and point-doublings (which integrate two separate 

instances of a point). Point addition is calculated by 



taking two points along an elliptic curve and adding 

them together (R=P+Q). It must always be a prime 

number, and the value returns x, considering that p -

x is also determined by root. 

 

 

 
Fig 2. Asymmetric Key Cryptography 

 

III. CERTIFICATE VALIDATION 

The validation of certificates in the Secure Socket Layer is 

crucial to Internet security. As a result, it is essential to ensure 

that certificate validation in SSL is executed correctly. 

During the handshake process, SSL authenticates a server or 

client by authenticating its certificate. Certificate verification 

goals is to securely connect a specific public-key to the key 

holder's name. A trusted CA issues a certificate in a PKI to 

ensure the integrity of a user's public key. Since the issuing 

CA digitally signs the certificate, it can be easily transferred 

among users without requiring a central distribution point. 

Each certificate has a set validity period, usually around 3 and 

5 years. However, a certificate may need to be revoked before 

its expiration date due to security events. Some digital 

signatures will be exploited or need to be invalidated in any 

extensive system. Like passports and other kinds of physical 

identification, a compromised private key can be copied, so 

secure revocation checking is critical. 

A. Handshake 

In an SSL enabled application, the client first sends a "hello" 

message to the server, and the server, in turn, then returns the 

server's hello message along with the server's digital 

certificate to the client upon confirming the agreed 

credentials. The digital certificate for the server contains 

information on the server's public key, certificate validation 

term, and ownership and issuer information. Once the client 

authorises the server with the server's certificate, the client 

and server generate the session keys, known as symmetric 

keys, to encrypt and decrypt information transmitted during 

the SSL session and checks message integrity [26]. As a 

result, the SSL enabled application uses an ordinary 

symmetric key encryption algorithm to provide digital 

certificate based server authentication, public key based key 

exchange, and session key based data secrecy. 

B. X.509 Certificates 

An X.509 certificate authenticates a person's identity and 

public key. RFC 5280 primarily defines the structure in which 

the certification information is stored [13]. X.509 presents 

two types of authentications: simple authentication, using a 

password to verify a claimed identity, and strong 

authentication, using cryptographic techniques to form 

credentials. X.509 focuses on developing a system for 

securely rendering information available to a third party. 

X.509, on the other hand, does not seek to address the level 

of work required to validate the information in a certificate, 

nor does it establish a global meaning for that information 

outside of the CA's management acts. The primary function 

of a CA is to bind a public key to the name provided in the 

certificate, thereby assuring third parties that some care was 

taken to guarantee that this binding is valid for both the name 

and key. However, whether a user's DN corresponds to 

identity credentials related to a person or just to an e-mail 

address and how such linkage was validated falls outside the 

scope of X.509 and is determined by each CA's self-defined 

CPS. 

IV. BENEFITS OF SSL  

A. Symmetric Key Cryptography 

As we have discussed, the term Symmetric Key cryptography 

includes at least two independent issues: confidentiality 

protection; preventing information from being released to 

undesirable users and authentication; ensuring that messages 

received originate from the intended source and that they 

have not been altered in transit [14]. There are a couple of 

benefits of using Symmetric Key Cryptography to keep 

organisations safe and in business. 

 

• As we have discussed, the term Symmetric Key 

cryptography includes at least two independent 

issues: confidentiality protection (preventing 

information from being released to undesirable 

users) and authentication (ensuring that messages 

received originate from the intended source and that 

they have not been altered in transit) [14]. This 

beneficial method will allow organisations to keep 

identity protect while ensure that authentication 

procedures are followed.  

 

• Another Benefit of Symmetric Key Cryptography is 

that utilising Fernet Encryption in symmetric key 

cryptography has a more robust algorithm. It has 

much stronger algorithms than the RSA, which 

requires no communication [16]. This is due to the 

algorithm, which guarantees that the message is 

encrypted and ensures that the message cannot be 

manipulated or read without a specific key. 

Furthermore, this prevents attacks such as man-in-

the-middle as the attackers intercept the message 

while it is delivered to the recipient. The attacker 

would need the decryption key in order to intercept 

the message. 

B. Asymmetric Key Cryptography 

As we have discussed, the definition of Asymmetric Key 

Cryptography is that the public key/private key pair encrypts 

the original message into cypher text. The associated 

private/public key is used at the receiver's end to decrypt the 

cypher text and restore plain text from it [17]. There are a 

couple of benefits when utilising Asymmetric Key 



Algorithm, which can be used to keep organisations and 

businesses safe. 

 

• A benefit of utilising the Asymmetric Key 

Algorithm is that RSA's encryption method uses a 

variable-size encryption block and variable-size key 

[18]. A block cipher is a randomised algorithm that 

works with fixed length groupings of bits, also 

known as blocks. Many cryptographic protocols rely 

on block ciphers as their fundamental building 

elements [24]. They are ubiquitous in data storage 

and exchange, where data is protected and validated 

through encryption. It has been utilised in hundreds 

of software applications for key exchange, digital 

signatures, and data encryption. 

 

• Another benefit of utilising the Asymmetric Key 

Algorithm is using ECC, called Elliptic Curve 

Cryptography. ECC depends on the key's size, 

which depends on the curve strength [19]. The 

reasoning is that while ECC provides encryption and 

data security, it also uses fewer bits, increasing 

speed so that the encryption method can travel much 

faster than other algorithms. Furthermore, the ECC 

key size is 256 bits, equivalent to a 3072-bit RSA 

algorithm [20]. 

V. CONCLUSION 

When considering most elements of secure socket layer 

encryption techniques, I agree with most authors on the 

necessity of a secure socket layer. Secure socket layers are 

crucial in cyber security and preserving sensitive data by 

maintaining data integrity. In this review, I endeavoured to 

cover the fundamentals of some advanced forms of secure 

socket layers, the method of certificate verification and the 

benefits of using symmetric and asymmetric key algorithms. 

This review serves as a starting point and offers intermediate-

level knowledge to researchers interested in SSL in cyber 

security.                   
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