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Abstract

Kevin worked on creating the VR application, populating it
with tracked objects, and implementing the cat minigame.
Yuxin worked on implementing both forms of tracking (gaze
and reaction time), integrating them with the VR application,
and exporting data. Wentao worked on overall integration
(including adding more tracked objects and debugging the
VR application), the R script for data analysis, and
designing/running the pilot user studies.

1 Introduction

Virtual reality (VR) applications expose users to potentially
unfamiliar forms of data collection, including gaze tracking
and a wide range of motion and position sensors. As VR
becomes more popular, this data will likely be used by
companies to make inferences about users, as is common
nowadays across the Internet; however, given the relative
novelty of these new forms of tracking, VR users may not
know of or understand the changes and implications
involved. We designed and piloted a user study designed to
answer two research questions:

1. What are people’s perceptions of tracking and
inference in VR when reflecting on examples drawn
from their own activity? How does perceived
acceptability differ by context?

2. How does awareness of possible tracking and inference
affect people’s attitudes towards VR, such as their
expressed level of comfort participating in VR?
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In the rest of this report, we briefly discuss related work;
explain our study method, including the design of the VR
environment we created to expose participants to tracking;
highlight some interesting findings from two pilot studies;

and discuss how we plan to refine our method in preparation
for a full user study.

2 Background

We first present background information on tracking and
inference in VR, before reviewing related studies on user
perceptions of tracking and inference both in VR and in
other contexts.

2.1 Tracking and inference in VR

Previous articles and papers have extensively discussed
tracking and inference in VR. O’Brolchdin et al. categorized
threats posed by VR social networks to privacy and
autonomy [12]. Kelly et al. evaluated seven popular VR
devices (covering all major VR companies) and five popular
third-party VR apps, analyzing what data companies collect
and what they intend to do with personal information [6].
They found that all appear to track and monetize data,
whether by selling it to third parties or by using it to drive
marketing and target ads. Others have raised alarms about
continuing threats to privacy [4,14], focused on specific
forms of tracking as particularly new and concerning,
including tracking eyes [2], facial expressions [5], and digital
bodies (realistic avatars) [7].

In addition to expanding the forms of tracking, VR is also
immersive in a way that is distinctive from most other
applications. While a fitness tracker may collect a user’s
physiological responses, such as heart rate, a VR application
can know exactly what is in the user’s environment that
might prompt certain responses, and it can even alter the
environment to test those responses. This raises additional
concerns for user privacy in VR.

Some researchers have implemented and tested proofs of
concept for novel forms of tracking and inference in VR, such
as identifying users from movement [8,13]. Still others have
developed privacy-enhancing tools to protect users from
tracking [9,15].

In a user study similar to our own, Nair et al. designed a



VR escape room designed to secretly harvest personal data
from users in order to make inferences; they found that they
could make accurate inferences without tipping off users,
who were surprised by the breadth of data collection [11].
While their study shows that bespoke VR environments can
be designed to make accurate inferences about users, ours
aims to add passive tracking in more natural VR contexts,
and our research goals are primarily concerned with users’
reactions rather than accuracy.

2.2 User perceptions of tracking

Limited prior work on user perceptions suggests that novel
forms of tracking and inference in VR may not be top of mind
for users. VR users interviewed by Adams et al. in 2018 were
primarily concerned about data collection from
microphones and infrared sensors, and some felt that
privacy would become a greater issue in the future [1]. In
2015, Motti et al. analyzed comments posted online and
found minimal privacy concern around VR headsets [10].
Through our study, we aim to make privacy issues more
tangible for users in the present so as to explore their
reactions and perceptions.

Other studies outside of the VR context have taken a
similar approach of showing participants how they were
tracked in order to elicit reactions. Weinshel et al. created a
browser extension that mimicked third-party trackers and
visualized tracking data for users [18]; in a longitudinal field
study, they found that this tool helped participants
understand tracking better and led to increased intent to
take privacy-preserving actions. Wei et al. showed
participants their Twitter ad targeting data, identifying
practices that felt more invasive and suggesting
improvements to ad targeting explanations [17]. We take a
similar approach, simulating tracking in VR for our
participants and asking questions to understand their
perceptions.

3 Method

In this section, we first describe how we designed a VR
application to collect data from participants. We then
describe our study method, in which participants interacted
in this VR environment and then answered questions about
their experience and perceptions. We note that the primary
purpose of the VR activity was not to make accurate
inferences about participants, but rather to simulate a
company’s process for making inferences plausibly enough

that the experience would help participants explore new
perspectives.

3.1 Tracking participants in a VR application

As the backbone of our user study, we created a VR
application in Unity, starting from a free apartment asset in
the Unity Asset Store. We chose an apartment because
visiting a friend’s virtual space is a common activity in VR
social networks. To track user preferences from gaze, we
added three categories of objects to the apartment:

1. music album covers on the walls of a bedroom, 2. an
ad for different virtual cars on the living room TV,
3. and recipe books on the kitchen counter.

To increase the likelihood that participants would engage
with these objects, we use a cat-chasing minigame to guide
them to the right locations. The goal of this minigame is for
the user to point the VR controller at the cat and click; the
cat switches between various locations near the objects of
interest after being found, which subtly guides the user to
those locations. Furthermore, there is a spatialized meow
sound effect that plays on loop to help cue the user to where
they should look for the cat.

Since our current headset lacks the capability to provide
accurate gaze-tracking data, our tracking system relies on
the assumption that the user is looking at the center of the
screen. For each frame, we project a ray from the center of
the camera pointing forward and determine the intersection
point of the ray with an object. By measuring the distance
between the intersection point and all objects of interest,
we identify the nearest neighbor. If the distance falls below
a predefined threshold, we infer that the person is looking
at that object. This threshold is carefully selected to
minimize false positives.

Using a similar gaze tracking approach, we also monitor
the user’s reaction time. When the user initially enters the
virtual world, we position the cat from the minigame to their
left. When the cat meows for the first time, we start a timer,
and the timer continues until the user looks at the cat
(presumably guided by the spatialized audio). If this is under
a threshold of about three seconds, we count it as a valid
measurement of the user’s reaction time.

Tracking data can be exported from the VR application in
the form of a JSON file encoding the amount of time a user
spent looking at each object of interest, as well as their
reaction time if one was measured. We developed an R
script that automatically analyzes this data to make
inferences about the user. The types of tracking and
inference we implemented were chosen after a review of
related work based on two criteria: they explored forms of
tracking that are relatively novel to VR, and they represented



data that we believe VR companies could plausibly monetize.

The R script generated a visualization of each inference using
ioslides. We made three different kinds of inferences:

1. For each category of objects for which we tracked a
user’s gaze, we inferred a product interest based what
they spent the most time looking at.

2. Several of the tracked objects were associated with a
liberal or conservative political leaning, based on prior
work [3]; based on the average amount of time a user
spent looking at objects associated with either side, we
made an extremely naive inference of their political
leaning (an ad-relevant trait other than product
interest).

3. Based on a user’s reaction time as compared to a
madeup baseline, we inferred whether their cognitive
processing speed (a health-related trait) was below,
around, or above average.

3.2 User study design

Our user study comprises three main portions, summarized
in

Figure 1. First, participants spent around 10 minutes in our
VR environment, while data about their activities was
automatically collected in the background. We told
participants to imagine they were entering a large virtual
world designed for fun and socializing by a company called
Total VR. We explained that the specific space contained in
our VR application was designed by Total VR to help users
get the hang of moving around in VR, and we instructed
them to play the cat minigame and also spend some time
familiarizing themself with the world and the controls.

Second, after exiting the VR environment, participants
reviewed up to five examples of tracking and inference with
us and answered questions about their sense of surprise and
fairness. We also asked about whether they considered it
acceptable for Total VR to keep these data and inferences to
itself and use them to personalize ads and suggest content,
and whether they considered it acceptable for Total VR to
sell these data and inferences to other companies, who
might combine them with other data about the participant
to build a more complete marketing profile.

Thirdly and finally, we asked participants questions about
their perceptions of VR more broadly, in a semi-structured
interview format. These included questions about whether
they perceived VR social media as a place where they would
feel comfortable acting freely and being themselves, and
about what they would want from a tool or setting like
private browsing mode for VR (if anything).

At the beginning of the study, participants also filled out a
questionnaire on demographic information and their

experience with VR and social media; at the end, they filled
out a questionnaire containing 11 true-or-false questions
about online tracking and inference in the U.S., selected
from a survey run by Turow et al. [16]. Participants
volunteered to take part but were assured of baked goods in
the future.

Analysis. We recorded audio of the second and third
portions of our user studies. When we conduct our full study,
we will transcribe and qualitatively code these interview
portions, but for the purposes of reporting on our pilot
studies, Wentao listened to the recordings and pulled out
segments corresponding to our research questions.

Ethics. This study was reviewed and approved by the
University of Maryland Institutional Review Board. To
protect participant privacy, we have deleted the raw data
collected by our VR application, as well as the inferences
made from them. We told participants that they could take
a break or withdraw from our study at any point for any
reason, including concern about privacy and nausea from
being in VR. We have taken care to not release identifying
data about participants.

4  Findings

We conducted two pilot studies, which we present here as
case studies. Both participants were recruited from
Wentao’s contacts and have highly technical backgrounds,
which is a significant and acknowledged limitation to even
these very preliminary findings. P1 took approximately 40
minutes, had significant experience with VR, and was highly
knowledgeable about tracking in the U.S. (10/11 questions
answered correctly, 1/11 answered unsure). P2 took
approximately 30 minutes, had minimal experience with VR,
and was moderately knowledgeable (above average, based
on the original survey results [16]) about tracking in the U.S.
(6/11 questions answered correctly, 2/11 unsure, 3/11
incorrectly).

Our VR application worked reasonably well for P1, who
spent a while walking around and looking at many objects,
including the tracked ones, although a reaction time was not
registered due to P1 not turning quickly to look for the
source of the noise. In contrast, our VR application did not
work very well for P2, who played the cat minigame very
efficiently without going close to the cat or looking around
more than necessary, resulting in minimal and noisy data;
we did, however, successfully register a reaction time for P2.

In the rest of this section, we highlight some findings
relevant to our research questions.



4.1 RQ1: perceptions of tracking and inference

Neither participant was surprised that a company could or
would do the kinds of tracking and inference we presented.
Interestingly, although P1 knew companies can “draw
shockingly similar data” from how people use websites, they
said this “does feel more invasive . . . maybe because looking
is @ more unconscious activity than purposely moving
around a webpage.” Similarly, they later said, “It was really
interesting to just see that data collected and charted in
front of me. That definitely felt different from just
conceptually knowing that this is a thing that could be done.”
P1 perceived the accuracy of inferences differently based
on the situation. In one instance, they expressed measured

4.2 RQ2: effect on attitudes towards VR

Both of our participants said the types of tracking and
inference they observed in the study were not new or
surprising to them; therefore, they expressed little change in
attitude towards VR. Though this was not a newly developed
opinion, P1 offered, “I find that when this kind of
information is being tracked about me, | find it very off-
putting and it makes me kind of hyper-conscious about how
my behavior’s being
interpreted.”

Both participants said they use privacy-enhancing tools
outside of VR such as private browsing mode, and they both
expressed interest in such tools for VR. P2 suggested that
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Figure 1: A summary of our user study design.

skepticism, saying, “I don’t feel like it makes much sense to
draw much information from [what | was absent-mindedly
gazing at on the TV], but hey, maybe psychologists would
disagree”; in another, they acknowledged that the inference
was fair, saying, “I remember | did distinctly pause to read
those, and | kind of did glaze over the [other cookbook] . . .
But | did make a point to read the title of the spicy food one.”
P2 perceived most inferences as inaccurate, as expected
given the minimal amount of data we were able to collect.

When asked about the acceptability of tracking and
inference in different contexts, P1 said they consider it
“quite invasive” for a company to use or sell this kind of data.
P2, however, said using data is fine if it is disclosed to users
in a privacy policy and the data is anonymized, but it is not
acceptable if the data is non anonymized or if it is sold
without the user making some profit.

they would like a tool to either block tracking or to perturb
it by giving the tracking algorithm wrong information. P1
expressed that it is important that such a tool doesn’t
interfere with the “cool” aspects of VR that allow users to
see each other’s body language and make eye contact.

5 Discussion

Based on promising results from our pilot studies, we aim to
continue this project after making some changes to the VR
application and to the user study protocol.

5.1 Changes to VR application

Gaze tracking is perhaps the most interesting “new” form of
tracking in VR to us; our naive implementation worked
somewhat convincingly in the first pilot study, but we would
like to use a headset with eye tracking to get more accurate
data.



As P2 demonstrated, participants can easily avoid tracking
while in the VR environment, making it difficult to reflect on
plausible inferences in the next portion of the user study. We
can mitigate this by adding more tracking (e.g., more tracked
objects, as well as more types of tracking) to the
environment. We may also want to redesign the activity;
rather than have participants look for a cat, for instance, we
could have them talk to pre-programmed avatars that stand
in for other users in an actual social VR world. This particular
solution would have the double benefit of mimicking actual
social VR more closely and potentially giving participants’
eyes time to roam freely (incurring tracking) as they listen to
these avatars speak.

Reaction time did not produce convincing inferences; P1
did not even turn immediately to look at the cat when the
sound was played, and P2 expressed skepticism about
whether it was fair to compare different users’ reaction
times. We may try to make a different health-related
inference, such as height or posture.

Finally, both participants did experience motion sickness
due in part to the joystick-based controls. Different
locomotion methods might help reduce discomfort.

5.2 Changes to user study protocol

While conducting pilot studies, we observed that some
questions need refining; for example, it is unclear what
exactly the word fair means in “How fair do you think this
inference is, based on your activity?”

The true-or-false questions that we ask at the end were
designed for a survey of Americans’ knowledge specifically,
and some contain U.S.-specific statements, such as “The
Health Insurance Portability and Accountability Act (HIPAA)
prevents apps that provide information about health from
selling data collected about app users to marketers.” This
makes it a poor assessment of knowledge for non-American
participants; P2, who is not from the U.S., noted this as a
reason for not knowing the answer to some questions. We
will need to select questions that are less biased by
nationality.

6 Conclusion

For our class project, we designed a VR application and user
study to elicit people’s perceptions of tracking and
inference in VR. We ran two pilot studies and have
identified changes to make before moving forward with a
full user study.
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