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Abstract

Graph Neural Networks (GNNs) have become critical in the realm of
node classification tasks. Nevertheless, they exhibit significant vulnerabil-
ities to adversarial perturbations, such as adversarial attacks. Traditional
approaches attempt to address this issue but have various shortcomings.
For example, Bayesian approaches may suffer slow convergence during in-
ference. To solve this issue, in this study, we leverage Bayesian methods to
enhance the robustness of GNNs. Specifically, we propose a novel frame-
work, named RobustGraph, that integrates Bayesian methods to defend
GNNSs on perturbed graphs. Our empirical results demonstrate that our
framework can substantially outperform competing models in classifica-
tion tasks.

1 Introduction

In recent years, artificial intelligence (AI) techniques have been widely applied
in various areas, such as computer vision [I}, 2, [3 4 [5l 6], reinforcement learn-
ing [7, [8, 9], graphs [I0], healthcare [11 12} [13] [14], traffic prediction [15], and
other application fields [16]. The Graph is a kind of data structure that is ubiq-
uitous in various domains [I7], representing complex structures or networks,
such as social networks [I8], factor graphs [19] 20, 2T, 22| 23| 24, 25|, 26| 27].
Node classification on these graphs is a pivotal task where Graph Neural Net-
works (GNNs) have shown remarkable success. However, GNNs are prone to
adversarial perturbations that can severely degrade their performance [28] 29).
These perturbations include random noise [30], adversarial attacks [31] 18], etc.
Hence, enhancing the robustness of GNNs against these perturbations is impor-
tant [32, [33].

Recent approaches have explored many approaches to defend the GNNs
against adversarial perturbations [34] 35, [36] [37]. However, most existing mod-
els have various shortcomings. For example, Bayesian approaches may suffer
convergence issues that weaken the defense performance [38]. To address these

*Department of Computer Science, University of Manile



issues, we introduce RobustGraph, a comprehensive framework that integrates
node propagation with Bayesian methods to improve the robustness of GNNs.

In the experiment, we plan to present the advantages of our proposed frame-
work. Overall, our contributions could be summarized as follows.

e We propose a new framework that integrates node propagation with Bayesian
methods to improve the robustness of GNNs.

e We conduct extensive experiments to verify the effectiveness of our frame-
work.

2 Related Work

Artificial intelligence (AI) techniques have been widely applied and the robust-
ness of Al systems is crucial to users [39]. For example, robust Al-assisted
software applied in traffic systems can safeguard passengers’ lives [40]. Ma et
al. conducted impressive and extensive leading research to improve the per-
formance of traffic flow estimation [41] 42} [43] and traffic performance evalua-
tion [44) 45| 46, [7].

On the other hand, graphs are another important application area for Al
techniques, whereas node classification on graphs has spurred extensive re-
search, leading to the development of various GNN architectures and robustness-
enhancing techniques. Among these, GNN-SVD and DropEdge focus on struc-
tural modifications to counter perturbations [48] 49, [50]. GRAND introduces
random propagation strategies to maintain predictive consistency [51}, [52]. Sim-
ilarly, ProGNN leverages perturbed graphs to train robust models, while GDC
employs adaptive connection sampling for improved learning [53], [54].

3 Proposed Method

RobustGraph employs a multi-faceted approach to enhance GNN robustness.
It leverages Bayesian inference [55] to enhance the classification performance
under the cases where the graphs are being attacked. This section details the
components and workflow of RobustGraph.

3.1 Preliminary

First, we introduce the preliminary. A graph is a data structure denoted as
G = (V,E), where V is a set of nodes and FE is a set of edges. Each node v € V
may have associated features x,. Graph Neural Networks (GNNs) utilize these
structures to perform various tasks, such as node classification, by aggregating
information from a node’s neighbors. The aggregation process typically involves
multiple GNN layers, where the [-th layer’s output for a node v is computed as:

h)=o [ > WO{D b0 |, (1)
ueN (v)



where A(v) denotes the neighbors of v, W) and b{) are the learnable weights
and biases, and o is a non-linear activation function. The initial node features

th” are typically the input features x,,.

3.2 Bayesian Inference

Bayesian inference provides a probabilistic approach to model uncertainty in
predictions. In the context of GNNs, Bayesian methods can help mitigate the
effects of adversarial attacks by incorporating uncertainty into the model’s pre-
dictions. The posterior distribution p(W/|D) over the model parameters W
given the data D is computed using Bayes’ theorem:

p(DIW)p(W) o)
p(D)

where p(D|W) is the likelihood of the data given the parameters, p(W) is the

prior distribution over the parameters, and p(D) is the marginal likelihood.

The goal is to estimate the posterior distribution p(W|D) and use it to make
predictions that are robust to perturbations.

p(W|D) =

3.3 Proposed Methods

RobustGraph integrates GNNs with Bayesian inference to enhance robustness.
The key idea is to incorporate Bayesian uncertainty estimates into the node
classification process, thereby improving the model’s ability to withstand ad-
versarial attacks. The proposed method involves the following steps in Algo.

The time complexity of the proposed method is primarily influenced by the
GNN layer computations and the Bayesian inference steps. Assuming n nodes
and m edges, each GNN layer computation typically requires O(m) operations.
The Bayesian inference step involves sampling and updating model parameters,
which can vary in complexity depending on the specific inference algorithm
used. Overall, the method balances computational efficiency with improved
robustness, leveraging the strengths of both GNNs and Bayesian inference.

4 Experiments

We evaluate our proposed framework, RobustGraph, on multiple datasets in-
cluding Cora, Citeseer, and PubMed under various cases. Our results show that
RobustGraph consistently outperforms existing models in terms of accuracy,
particularly in the perturbed graphs [56].

4.1 Experimental Setup

In this section, we describe the datasets, evaluation metrics, and hyperparameter
settings for our experiments. The performance of RobustGraph is compared
against state-of-the-art methods to highlight its advantages.



Algorithm 1 Pseudo-code of RobustGraph

: Input: Graph G = (V, E), node features {x,|v € V'}, initial parameters W
: Output: Node classifications {g,|v € V'}
: for each epoch do

=W N =

Compute node embeddings h{” for each layer

h)=c| Y WO 4+p®
ueN (v)
5. Compute the posterior distribution p(W|D) using Bayesian inference

p(DIW)p(W)

p(WID) = P2

6:  Sample model parameters from the posterior distribution
7. Update node classifications based on the sampled parameters

Uy = arg maXp(y|hv, W)
Y

: end for
9: return Node classification {§,|v € V} =0

oo

Datasets. We conducted experiments on three widely used datasets in the
field of graph-based semi-supervised learning: Cora, Citeseer, and PubMed.
These datasets are commonly utilized for evaluating the performance of graph
neural networks due to their diverse characteristics and labeled node data.

e Cora: A dataset of scientific publications categorized into different classes
based on the content of the papers.

e Citeseer: A citation network dataset where nodes represent documents
and edges represent citations between them.

e PubMed: Another citation network dataset focused on biomedical liter-
ature.

Evaluation Metrics. The primary evaluation metric used in our experiments
is classification accuracy. Accuracy measures the proportion of correctly pre-
dicted nodes to the total number of nodes in the test set. It is a standard
metric for classification tasks and provides a clear assessment of the model’s
classification performance.

Hyperparameters. We adopted hyperparameter settings similar to those
commonly used in Graph Convolutional Networks (GCNs), a popular frame-



work for graph-based learning;:

e Learning Rate: Set to 0.01, ensuring stable and efficient convergence
during training.

e Number of Epochs: Fixed at 200 epochs, allowing the model sufficient
iterations to converge to an optimal solution.

e Hidden Layer Dimensions: For all datasets, the hidden layer dimen-
sions were set to 100, maintaining a balance between model complexity
and computational efficiency.

e Dropout Rate: Employed a dropout rate of 0.5 to prevent overfitting
during training.

e Balance Factor: « was set to 0.5 in our experiments. This hyperparame-
ter controls the balance between the graph-based convolutional operations
and the additional regularization techniques in our proposed model, Ro-
bustGraph.

Comparison Against State-of-the-Art Methods. To demonstrate the ef-
fectiveness of RobustGraph, we compared its performance against state-of-the-
art methods, DropEdge, GRAND, and ProGNN, in graph-based semi-supervised
learning. The comparison highlights the advantages of RobustGraph in achiev-
ing higher accuracy across diverse datasets, including Cora, Citeseer, and PubMed.
This comparison underscores the utility and competitiveness of our proposed
approach in advancing the state of the art in graph neural networks.

4.2 Ablation Study

Table 1: Ablation study of our proposed methods on three public datasets.

Cora Citeseer PubMed
Graphs 80.43 (£ 1.62) 76.45 (+ 0.64) 72.47 (£ 1.31)
Bayes 79.22 (i 1.21) 78.02 (i 0.82) 80.01 (i 1.12)

Graphs+Bayes  82.05 (4 0.80) 79.55 (& 1.34) 83.43 (& 1.02)

In the ablation study presented in Table [I} we analyze the performance of
each component across three public datasets: Cora, Citeseer, and PubMed.
The results indicate that employing graphs alone yields an accuracy of 80.43%
(Cora), 76.45% (Citeseer), and 72.47% (PubMed), each with standard devia-
tions of approximately 1-2%. Introducing Bayesian methods improves perfor-
mance slightly, achieving accuracies of 79.22%, 78.02%, and 80.01% on Cora,
Citeseer, and PubMed, respectively. Notably, combining graphs and Bayesian
techniques enhances accuracy significantly, reaching 82.05%, 79.55%, and 83.43%,



demonstrating synergistic improvements across all datasets. These findings un-
derscore the effectiveness of integrating graphical representations with Bayesian
approaches in enhancing classification performance across different datasets.

4.3 Comparison

We compare our proposed model with three baseline models and present the
results in Table Across three datasets—Cora, Citeseer, and PubMed—the
baseline models exhibit varying levels of accuracy. In comparison, our proposed
model consistently outperforms these baselines, achieving significantly higher
accuracies of 82.05%, 79.55%, and 83.43% on Cora, Citeseer, and PubMed, re-
spectively. This suggests that our model’s integration of graphical and Bayesian
techniques effectively enhances classification performance across diverse datasets,
demonstrating robustness and superior predictive capability compared to exist-
ing SOTA methods.

Table 2: Comparison among baseline models.
Cora Citeseer PubMed

DropEdge 70.13 66.41 62.47
GRAND 69.25  68.02 70.06
ProGNN  72.05  69.32 75.11

Ours 82.05 79.55 83.43

4.4 Analysis of hyperparameters

We conduct experiments to analyze the sensitivity of hyperparameters o and
display the results in Table [3] The table shows the values of « tested across a
range from 0.1 to 0.9, with corresponding accuracy observed during experimen-
tation. The values of a exhibit a gradual trend where increasing o generally
leads to an increase in accuracy. Specifically, « starts at 0.56 when set to 0.1
and increases progressively to 0.82 at 0.5. This trend suggests that higher values
of a tend to enhance the effectiveness of the model, likely indicating a stronger
parameter influence on the model’s performance. Overall, the analysis demon-
strates that « plays a critical role in model performance, influencing outcomes
in a predictable manner across the tested range.

Table 3: Analysis of the sensitivity of hyperparameters.
Values 0.1 02 03 04 05 06 07 08 09

o 0.56 062 0.71 078 082 0.80 0.77 0.75 0.68
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Conclusion

In this paper, we introduce a new framework, RobustGraph, that can en-
hance the robustness of GNNs against adversarial perturbations. By integrat-
ing Bayesian inference with GNNs, we experimentally verify that our proposed
framework achieves superior performance in node classification tasks on per-
turbed graphs. Future work will explore data-centric strategies to further im-
prove the model’s robustness and scalability.
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