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École Normale Supérieure

France
shuri.yen@coldbolt.io

Abstract—In containerized environments, securing inter-
service communication is paramount, and Mutual TLS (mTLS)
offers a robust solution. However, traditional mTLS implemen-
tations face challenges in scaling and scalable environments.
This paper introduces a novel approach to mTLS using Scaling
Policy Assignment (SPA), which leverages Kubernetes’ native
capabilities to automate and optimize policy application based on
service requirements. SPA enables flexible and efficient mTLS en-
forcement, scaling seamlessly with the environment’s complexity.
This approach enhances security, reduces manual configuration,
and ensures consistent policy application across services.

Index Terms—encryption, mutual-tls, containers, security pol-
icy

I. INTRODUCTION

As organizations increasingly adopt containerized environ-
ments and microservices architectures, ensuring secure com-
munication between services has become a critical concern.
Mutual TLS (mTLS) is a security protocol that ensures both
authentication and encryption between services, providing a
strong defense against unauthorized access and man-in-the-
middle attacks. However, the scaling and ephemeral nature of
containers introduces challenges in managing and enforcing
mTLS policies.

In a traditional mTLS setup, policies are often statically
defined, requiring manual configuration and management. This
approach is not scalable and can lead to inconsistencies [1],
particularly in environments with a high rate of change.
Scaling Policy Assignment (SPA) offers a solution by automat-
ing the assignment of mTLS policies [2] based on service
requirements, operational contexts, and security needs. SPA
ensures that the right policies are applied to the right services
at the right time, simplifying the management of mTLS and
enhancing the security of containerized environments.

This paper explores the concept of Scaling Policy Assign-
ment for mTLS, detailing its implementation in Kubernetes,
integration with service meshes, and benefits in terms of
security, scalability, and operational efficiency.

II. BACKGROUND AND RELATED WORK

A. Mutual TLS in Containerized Environments

Mutual TLS is a widely adopted protocol for securing
communication in microservices architectures [3]. It involves
two-way authentication, where both the client and the server
present certificates to verify each other’s identity. This ensures

that communication occurs only between trusted parties, with
encrypted data protecting against eavesdropping and tamper-
ing.

In containerized environments, where services are deployed
as containers, mTLS implementation becomes challenging due
to the scaling nature of containers. Containers are ephemeral,
meaning they can be created, destroyed, and moved frequently.
This requires mTLS policies to be flexible and adaptable to
ensure that all services are consistently secured.

B. Challenges of Traditional mTLS Policy Management

Traditional mTLS implementations often rely on static con-
figurations, where policies are manually defined and applied to
services. This approach has several drawbacks in containerized
environments:

• Manual Configuration: Requires significant manual effort
to define and update mTLS policies, leading to potential
misconfigurations.

• Inflexibility: Static policies do not adapt to changes in
the environment, such as the deployment of new services
or scaling of existing ones.

• Scalability Issues: As the number of services grows, man-
aging and enforcing mTLS policies becomes increasingly
complex and prone to errors.

C. Scaling Policy Assignment: A Novel Approach

Scaling Policy Assignment (SPA) addresses these chal-
lenges by automating the process of policy definition and
enforcement. SPA leverages Kubernetes’ native capabilities,
such as labels, namespaces, and custom resource definitions
(CRDs), to dynamically assign mTLS policies based on real-
time service requirements and operational contexts. This ap-
proach ensures that mTLS policies are consistently applied,
even as the environment changes, enhancing security and
reducing the operational burden.

III. SCALING POLICY ASSIGNMENT: CONCEPT AND
IMPLEMENTATION

A. Concept of Scaling Policy Assignment

Scaling Policy Assignment is built on the principle that
mTLS policies should be flexible and adaptive, responding
to the scaling nature of containerized environments. In SPA,



policies are not statically defined but are dynamically assigned
based on various factors, including:

• Service Labels: Tags or labels associated with services in
Kubernetes, such as ”sensitive-data” or ”external-facing,”
that indicate the level of security required.

• Namespaces: Kubernetes namespaces that group related
services [4], allowing for policies to be applied at the
namespace level for consistency.

• Operational Context: Real-time operational data, such as
the current load on a service, its network configuration, or
the presence of known vulnerabilities, which can trigger
the application of specific mTLS policies. This scaling
approach allows policies to be automatically assigned and
enforced without manual intervention, ensuring that all
services are secured according to their current operational
needs.

B. Implementation in Kubernetes

Implementing Scaling Policy Assignment in Kubernetes
involves several key components:

• Policy Definitions: mTLS policies are defined as cus-
tom resources in Kubernetes. These policies specify the
authentication and encryption requirements for services,
including certificate authorities (CAs), key lengths, and
encryption algorithms.

• Label-Based Assignment: Services are labeled with meta-
data that indicates their security requirements. For exam-
ple, a service handling sensitive data might be labeled as
”sensitive,” triggering the assignment of a stricter mTLS
policy.

• Namespace-Based Policies: Policies can also be applied
at the namespace level [5], ensuring that all services
within a namespace adhere to the same security stan-
dards. This is particularly useful for environments where
services are grouped based on their function or sensitivity.

• Automated Policy Enforcement: Kubernetes operators
and controllers are used to monitor services and enforce
policies. When a new service is deployed or an existing
service is updated, the controller checks the service’s
labels and assigns the appropriate mTLS policy dynami-
cally.

• Policy Updates and Rotation: SPA also supports the au-
tomatic rotation of certificates and updating of policies in
response to changing security requirements. This ensures
that services always use up-to-date security configurations
without manual intervention.

C. Continuous Policy Adaptation

The final component of the SPA framework is continuous
policy adaptation. This involves monitoring the environment
for changes and adjusting mTLS policies in response to these
changes. The SPA framework continuously collects data on
the state of the environment, including service deployments,
traffic patterns, and security events.

Based on this data, the SPA framework can make real-
time adjustments to mTLS policies [2]. For example, if a new

service is deployed in a sensitive environment, the framework
might automatically tighten the mTLS policies for that service.
Similarly, if the traffic between two services increases signif-
icantly, the framework might optimize the mTLS policies to
maintain performance [6] while ensuring security.

Continuous policy adaptation is facilitated by the integration
of the SPA framework with observability tools and security
monitoring systems. These tools provide the necessary data
to make informed decisions about mTLS policies, ensuring
that the security of the environment is maintained without
compromising performance or operational efficiency.

IV. IMPLEMENTATION AND CASE STUDY

To demonstrate the effectiveness of the Scaling Policy
Assignment framework, we implemented it in a Kubernetes
environment using Istio [7] as the service mesh. We applied the
framework to a microservices application composed of several
services with varying levels of security requirements.

A. Implementation Details

Service Metadata Labeling: Each service in the application
was labeled with metadata that described its security require-
ments [8]. For example, the payment service was labeled as
”sensitive” and ”production,” while the logging service was
labeled as ”non-sensitive” and ”development.”

• Policy Engine: We developed a policy engine [9] that
monitored the service metadata and generated mTLS
policies based on predefined rules. The engine was im-
plemented as a Kubernetes controller that continuously
watched for changes in service labels [7].

• Service Mesh Integration: The policy engine communi-
cated with Istio to apply the generated mTLS policies.
Istio’s sidecar proxies were configured to enforce these
policies dynamically, ensuring that all communication
between services was secure.

• Continuous Adaptation: The SPA framework was in-
tegrated with Prometheus and Grafana for observabil-
ity. These tools provided real-time metrics on service
performance and security events, allowing the policy
engine to make informed decisions about mTLS policy
adjustments.

B. Case Study: Securing a Financial Application

We applied the SPA framework to a financial applica-
tion composed of several microservices, including payment
processing, user authentication, and transaction logging. The
application was deployed in a Kubernetes cluster, with Istio
managing the service-to-service communication.

Initial Policy Assignment: Upon deployment, the SPA
framework automatically assigned mTLS policies [10] based
on the service metadata. The payment processing service,
labeled as ”sensitive,” was assigned a strict mTLS policy
with strong encryption and frequent certificate rotations. The
transaction logging service, labeled as ”non-sensitive,” was
assigned a more relaxed mTLS policy.



Real-Time Enforcement: As the application began process-
ing transactions, the service mesh enforced the assigned mTLS
policies. All communication between the payment processing
service and other services was encrypted using mTLS, ensur-
ing that sensitive data was protected.

Continuous Adaptation: During a high-traffic period, the
SPA framework detected an increase in traffic between the user
authentication service and the payment processing service [9].
In response, the framework optimized the mTLS policies to
maintain performance while ensuring security. This included
adjusting the frequency of certificate rotations [11] and opti-
mizing traffic management rules in the service mesh.

V. RESULTS AND EVALUATION

The Scaling Policy Assignment framework was evaluated
on several key metrics, including security, performance, and
scalability.

• Security: The SPA framework successfully enforced
mTLS policies across all services, ensuring that sensitive
data was protected. The framework’s ability to adapt
policies in real-time prevented potential security vulner-
abilities that could arise from outdated or misaligned
policies.

• Performance: The integration with the service mesh en-
sured that mTLS policies were enforced with minimal
impact on service performance [10]. The continuous
policy adaptation mechanism allowed the framework to
maintain a balance between security and performance,
even during periods of high traffic.

• Scalability: The SPA framework demonstrated the ability
to scale with the environment, managing mTLS policies
across a large number of services without introducing
significant overhead. The use of Kubernetes’ labeling
system and the policy engine’s automation capabilities
allowed the framework to handle complex environments
efficiently.

VI. DISCUSSION

The Scaling Policy Assignment framework addresses the
primary challenges of implementing mTLS in containerized
environments. By automating policy generation, enforcing
policies in real-time, and continuously adapting to changes,
the framework provides a robust solution for securing service-
to-service communication in microservices architectures.

One of the key strengths of the SPA framework is its
flexibility. The use of service metadata labels allows for fine-
grained control over mTLS policies, ensuring that each service
is protected according to its specific security requirements.
This flexibility is particularly important in environments where
services have varying levels of sensitivity and where the
security landscape can change rapidly.

Another important aspect of the SPA framework is its
integration with existing tools and platforms. By leveraging
Kubernetes’ native capabilities and integrating with service
meshes like Istio, the framework can be easily adopted in

existing environments without requiring significant changes to
the underlying infrastructure.

However, there are also some limitations to the SPA frame-
work. One of the challenges is ensuring that the policy engine’s
rules are comprehensive and up-to-date. As the environment
evolves, new services and security requirements may emerge,
requiring updates to the policy generation rules. This high-
lights the need for ongoing maintenance and monitoring of
the SPA framework to ensure that it continues to meet the
security needs of the environment.

VII. CONCLUSION

Scaling Policy Assignment offers a novel and effective
approach to implementing mTLS in containerized environ-
ments. By automating the generation and enforcement of
mTLS policies and adapting these policies in real-time, the
SPA framework provides a scalable and flexible solution for
securing microservices communication.

As containerized environments continue to grow in com-
plexity, the need for scaling and adaptable security solutions
will only increase. The SPA framework addresses this need
by providing a robust and scalable approach to mTLS policy
management, ensuring that organizations can maintain the
security of their microservices applications without sacrificing
performance or operational efficiency.

VIII. FUTURE WORK

Future research on Scaling Policy Assignment could explore
several areas:

Advanced Policy Rules: Developing more sophisticated
rules for policy generation that take into account additional
factors such as service dependencies, historical traffic patterns,
and threat intelligence data.

Extended Observability: Enhancing the observability capa-
bilities of the SPA framework to provide deeper insights into
the effectiveness of mTLS policies and to detect potential
security threats in real-time.

Broader Compatibility: Extending the SPA framework to
support a wider range of container orchestration platforms
and service meshes, ensuring that it can be adopted in diverse
environments.

User-Centric Policies: Investigating ways to incorporate user
and developer feedback into the policy generation process,
ensuring that mTLS policies are aligned with the needs and
expectations of the organization.
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