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Abstract— Federated Learning (FL) has emerged as a
groundbreaking approach to Artificial Intelligence (Al) that
preserves user privacy while enabling collaborative model
training across diverse datasets. This survey highlights the
evolution, architecture, methodologies, and applications of FL
in privacy-preserving data sharing across industries such as
healthcare, finance, and edge computing. Challenges such as
communication overhead, data heterogeneity, and security
threats are discussed, alongside solutions leveraging encryption
and differential privacy techniques. Real-world applications
illustrate the transformative potential of FL in enabling secure,
cross-enterprise Al.
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I.INTRODUCTION

Fundamentally, Federated Learning (FL) is a Machine
Learning (ML) technique that maintains local data while
enabling models to be trained across dispersed servers or
devices. Through an iterative approach, local data from
several devices is used to train a global model. An enhanced
global model is then produced by combining the updates from
the local models, guaranteeing privacy by design.

Federated Learning & Privacy-preserving Al

e

A ® —
A =

Fig. 1. Federated Learning and Privacy-preserving Al

A collaborative model training technique called federated
learning builds a global model with predetermined
architecture and parameters, then distributes it to dispersed
devices for local data training. This method solves ethical
issues with Al and data privacy while protecting individual
data privacy and permitting tailored updates without
jeopardising sensitive information.

The increasing demand for privacy-preserving Al has
accelerated the adoption of FL, a decentralized paradigm that
allows collaborative learning without sharing raw data. Unlike
traditional centralized models, FL ensures compliance with
data protection regulations such as GDPR while fostering
innovation across industries.

This paper contributes to the growing body of FL research by
synthesizing recent advancements and identifying gaps in the
literature. It highlights emerging encryption techniques and
their practical implementations, reviews underexplored
domains like FL in Social 10T networks, and proposes a
taxonomy of FL architectures aligned with real-world
applications. By addressing both theoretical and practical
aspects, this survey serves as a resource for researchers and
practitioners seeking to leverage FL for privacy-preserving Al
solutions.

A. Federated Learning Architecture

FL typically adopts the following architectures:

1. Client-Server Model: A central server aggregates
model updates from distributed clients while
preserving local data privacy.

2. Peer-to-Peer Model: Clients communicate directly,
enhancing robustness but increasing coordination
complexity.

To address privacy concerns, methods like homomorphic
encryption and secure multiparty computation are integrated
during data alignment and model training.

B. Methodologies in Federated Learning

FL employs several techniques to address privacy and
efficiency concerns. Differential Privacy introduces noise into
model updates to obscure individual contributions, ensuring
privacy without sacrificing model accuracy. Secure
Multiparty Computation allows computations on encrypted
data, enabling collaborative learning while maintaining
confidentiality. Additionally, communication efficiency is
achieved through techniques like model compression and
asynchronous updates, which reduce bandwidth requirements
and latency. These methodologies collectively address the
unique challenges posed by decentralized learning
environments.

Il.LITERATURE SURVEY

The literature on Federated Learning highlights several
key approaches and challenges. The literature survey
summarized in Table 1 highlights the evolution of Federated
Learning (FL) techniques designed to address critical
challenges such as privacy, security, and communication
efficiency in decentralized machine learning. The reviewed
works demonstrate a range of innovative solutions, from
secure federated learning frameworks that protect intellectual
property (**Yang et al. [1]**) to distributed perturbation
algorithms enhancing privacy preservation (**Chamikara et
al. [2]**). These studies illustrate how FL can balance privacy
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and model performance, while also addressing issues like data
heterogeneity and communication overhead. However, they
also reveal ongoing challenges, such as the scalability of
privacy-preserving methods and the trade-offs between model
accuracy and computational cost. By synthesizing these
contributions, the survey underscores the practical importance
of FL in enabling secure, privacy-preserving Al applications
across industries, while also identifying areas that require
further optimization for large-scale deployment.

Overall, the literature emphasizes that while FL offers
immense potential for privacy-preserving Al, practical
implementation requires overcoming substantial challenges
related to efficiency, scalability, and security.

Table 1. Literature Survey
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Privacy risks are a central concern in federated learning, as
highlighted by numerous studies. These risks include
membership inference attacks, where an adversary attempts to
determine whether a specific data point was included in the
training set, and data leakage during model updates, which can
occur even without direct access to the raw data. For example,
Shokri et al. [7] introduced the concept of membership
inference attacks, which expose potential privacy
vulnerabilities in machine learning models, including those
based on federated learning. A key challenge is securing data
at the client level, where personal or sensitive information
might still be exposed through the model's gradients or
updates. To mitigate these risks, solutions often rely on
cryptographic methods like homomorphic encryption,
differential privacy, and secure aggregation. These techniques
are designed to protect the privacy of individual clients while



enabling collaborative learning. For instance, Wang et al. [9]
propose algorithms for federated learning with differential
privacy, aiming to secure the updates while maintaining
model performance. However, the effectiveness of these
methods varies depending on the specific attack vector and
model architecture.

Another prominent theme in the literature is the tension
between efficiency and privacy in federated learning. While
privacy-preserving techniques are crucial for safeguarding
user data, they often introduce trade-offs in terms of model
accuracy and computational efficiency. As highlighted by
Kairouz et al. [11], enhancing privacy, such as through the use
of differential privacy or secure multiparty computation, often
results in a loss of model performance. Additionally, these
methods can increase the computational and communication
overhead, making them less practical for real-time
applications or environments with limited resources, such as
mobile devices or edge networks. Lim et al. [15] emphasize
the communication costs associated with federated learning in
mobile edge networks, where maintaining efficiency while
ensuring privacy is particularly challenging. Striking a
balance between ensuring strong privacy guarantees and
maintaining system efficiency remains a critical challenge in
the deployment of federated learning systems, especially in
resource-constrained scenarios.

Several studies also focus on the applicability of privacy-
preserving techniques within specific domains or applications.
For example, Kaissis et al. [14] apply federated learning to
medical imaging, addressing privacy concerns specific to
healthcare data, which is subject to strict regulations like
HIPAA. Similarly, Lim et al. [15] explore the challenges of
federated learning in mobile edge networks, highlighting the
need for solutions that minimize communication costs while
preserving privacy. While these domain-specific solutions
offer valuable insights, they may not be universally applicable
to all federated learning contexts. For example, Zhao et al.
[19] use blockchain-based federated learning to address
privacy in loT systems, which presents unique challenges
compared to other domains. Different applications, such as
financial services or 10T, may face distinct privacy challenges
or computational constraints that require alternative
approaches or modifications to existing techniques.

The limitations of many studies stem from their focus on
specific privacy-preserving methods without fully addressing
how these techniques perform in large-scale, real-world
federated learning settings. Often, the theoretical benefits of
these privacy-enhancing techniques do not translate
seamlessly into practical implementations, especially in
decentralized systems where factors like network instability
and client heterogeneity can complicate the deployment of
privacy solutions. As pointed out by Truex et al. [20], the
complexity of implementing privacy-preserving federated
learning techniques, particularly in environments with large
numbers of clients and diverse data sources, remains a
significant challenge. Moreover, the implementation
complexity, particularly in resource-constrained or large-scale
environments, is a recurring challenge that limits the
widespread adoption of these solutions in practical federated
learning applications.

111.CHALLENGES IN FEDERATED LEARNING

Federated learning offers a range of advantages for privacy-
preserving Al but also presents unique challenges:

1. Communication Overhead: Frequent updates between
clients and servers can lead to high communication
costs. Techniques like model compression, gradient
scarification, and asynchronous updates are essential
to reduce these costs without sacrificing model quality.

2. Data Heterogeneity: The data on client devices is often
non-id (non-independent and identically distributed),
which can hinder the training of a global model.
Methods like data augmentation, regularization, and
personalized federated learning are being developed to
address this issue.

3. Security Risks: Federated learning systems are
vulnerable to threats like model poisoning and data
leakage. To mitigate these risks, researchers are
developing secure aggregation protocols, differential
privacy, and homomorphic encryption techniques.

4. Scalability: As the number of clients grows, the
complexity of federated learning systems increases.
Scalability remains a challenge in terms of both
communication and computation. Techniques like
hierarchical federated learning and multi-level
aggregation are being explored to improve scalability.

IV.RESULTS

The results of this study demonstrate that Federated
Learning can effectively balance privacy and performance in
various real-world applications. In healthcare, FL enables
collaborative  research  across  hospitals  without
compromising patient data, ensuring compliance with
privacy regulations like HIPAA. In the financial sector, banks
can develop fraud detection models based on transaction data
from multiple institutions, without sharing sensitive financial
information. In edge computing, FL is shown to significantly
improve model accuracy while reducing the need for constant
communication with central servers.

V.DISCUSSION

Federated Learning represents a significant advancement in
privacy-preserving Al. By keeping data local and sharing
only model updates, FL ensures compliance with privacy
regulations while enabling collaborative Al development.
The integration of privacy-preserving techniques like
differential privacy, secure aggregation, and homomorphic
encryption has made FL a powerful tool for securing sensitive
data during model training.

However, challenges such as communication overhead, data
heterogeneity, and security vulnerabilities remain.
Addressing these challenges requires ongoing research into
more efficient communication protocols, better handling of
non-iid data, and stronger security measures against attacks
like model poisoning and data leakage.

Blockchain also holds promise for enhancing accountability
and transparency in federated learning systems, especially in



decentralized and multi-party settings. However, further
optimization of blockchain integration is necessary for large-
scale deployments.

VI1.CONCLUSION

Federated Learning is revolutionizing the field of privacy-
preserving Al, offering a decentralized approach that
mitigates privacy risks while facilitating collaborative model
training. Its applications across industries like healthcare,
finance, and edge computing demonstrate its potential to
foster innovation while safeguarding sensitive data.

While challenges related to communication efficiency, data
heterogeneity, and security persist, ongoing advancements in
privacy-enhancing techniques, block-chain integration, and
decentralized Al architectures are paving the way for more
secure and scalable federated learning systems. As privacy
concerns continue to grow, FL is poised to play a critical role
in the ethical development of Al, ensuring that privacy and
security remain at the forefront of Al innovation.
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