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Abstract: 

Among several disturbances in power systems, cascading failures (CF) are considered extreme and 

serious hazards to grid procedures, possibly prominent to substantial stability problems or regular 

power blackouts. The growing smart grid (SG) complexity and their correlation to distinct 

infrastructure structures have enhanced their vulnerability to CF incidents. These challenges 

require innovative techniques that integrate developed technologies. This survey studies the 

incorporation of artificial intelligence (AI), blockchain (BC), digital twin (DT), and within an IoT-

permitted Metaverse (MV) environment to mitigate and assess CF in SGs. The technology of DT 

facilitates dynamic simulations, predictive analysis, and real-time monitoring, enabling resolution 

and proactive identification of structure irregularities. Blockchain (BC) presents a decentralized 

framework, secure for data management, and develops transparency in smart contracts, while 

artificial intelligence (AI) forces decision support approaches, predictive analytics, and 

autonomous mitigation policies. The IoT proposes immersive, real-time simulation, collaboration, 

and visualization of failure situations, enabling stakeholders to test and design effective results. 

Despite recent innovations, considerable challenges remain. These involve standardization and 

interoperability across varied policies, scalability to manage energy efficiency, cybersecurity 

threats, vast datasets, and the solutions of cost-effective integration. Adopting these challenges 

demands innovative design and interdisciplinary research to ensure a sustainable, resilient, robust 

SG network. This research survey delivers a comprehensive review of recent advancements, 

outlines future directions, identifies serious research gaps, and leverages these technologies to 

increase the SG resilience against CF. 
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Nomenclature: 

CF Cascading failure 

MAN Multi-agent Network 

ABGP Algorithm Based on Greedy Partition  

CLMILB Critical-Line with Maximum-Impact through Limited Budget 

ADBHE Algorithm of Defense-Based Homogeneous-Equality  

INB IoTs concerned with node betweenness  

TNSOE-E Transmission Network System Operator by European Electricity  

IoT Internet of thing 

WoS Web of Science  

PoP Proof-of-Picket  

GD Grid digitalization 

STS Success tree structure 

CA Cyber attack 

SN Sensing node 

RN Relay node 

BS Base station 

 

I. Introduction: 

The power grid is a standard manufactured multifaceted structure that has enhanced a crucial 

infrastructure in advanced organizations. CF initiated by primary small-scale disasters has been 

established to happen, often indicating power outages at large-scale [1]. Because of the 

catastrophic outcomes of power outages, system engineers and complication scientists have 

allocated considerable determination to examining cascading failure in power networks and have 

presented substantial progress lately [2]. A variation of models with fluctuating amounts of real-

world details has been established [3], [4], from which self-organized cruciality [5], profiles of 

failure spread [6], and further statistical structures [7] in real power, schemes have been effectively 

repeated [8].  

CF begins with the power component's failure and distribution across the network. The 

interdependences between cyber elements and the system’s power imply that an early failure can 

spread throughout the structure and main to blackouts and power outages [9]. The load is 

repeatedly redistributed across the structure when a power component fails [10]. Therefore, power 

components and transmission lines can become disconnected and overloaded from the structure 

[11]. Several studies have explored how to lessen the impact of cyberattacks on CF. For example, 

[12], [13], [14] projected algorithms to classify the greatest vulnerable components and power 

lines in terms of their weakness to occurrences of CF to brace the power network by defending 

these exposed resources [15]. These struggles show the status of focusing on the issue of the attacks 

of CF on SG and the significance of weakening to do so. Several simulations have been projected 

to examine CF in CPS and smart grids [16], [17], [18].  Physics, statistics, and probability methods 

are commonly utilized in modeling diverse network phenomena [19]. Yet, some examines did not 



reflect the function of CF or cyber-attacks in failures of communication factors. Others did not 

reflect the interdependences between communication networks and power or only developed the 

power grid [20]. However, some articles modeled both interdependencies and the networks 

between their several components, the power component’s role, and the power capacity limitations 

[21], [22]. This model's problem is that they underrated the scope to which the power components 

[23].  

CF in the power grid (PG) with huge numbers of components is complex and the interactions and 

dynamics of diverse time scales have made analysis and modeling and make events of blackout 

extremely complex. Focused research on the modeling of CF precisely is still ongoing. Cascading 

failures vulnerability analysis, load-dependent, and complex dynamics models respectively are 

given in ref [24], [25], [26]. Failures assessment with the use of phenomena of time-dependent, 

centrality measure and suppressed failure model [27], [28], [29], [30], [31], [32], [33], [34]. The 

methods offered comprise either the load shedding utilized to avoid the application of CF or 

defense procedures that are designed to lower the probability of CF circumstance. Load shedding 

produces losses to all participants of the power network. This research avoids the CF occurrence 

when a contingency incident without the load shedding usage. The explanation projected to CF 

occupies as capabilities of a Multi-Agent Network (MAN). An agent is an object with carries out 

and sets objectives and actions of self-governing in a world to meet the purposes. An agent has 

capabilities, goals, and knowledge; it suffers logical analysis and takes and makes conclusions. 

Some of the elementary assets of an agent are proactivity, reactivity, sociability, and sovereignty. 

MAN is an agent network connected to attain a global objective while each agent may have local 

or single targets. A thorough summary of MAN and various of its purposes in power networks can 

be given in [35], [36], [37], [38]. MAN was utilized to command the agents of an SG system to 

interact successfully to avoid the CF occurrence after a contingency occurrence [39].  

The metaverse (MV) describes a progressive immersive technology of the internet that supports 

an interface between virtual and physical environments [40]. Metaverse is inspired by numerous 

modern technologies, such as the blockchain, digital twins (DTs), artificial intelligence (AI), and 

the Internet of Things (IoT) [41]. These collective technologies enable cognitive metaverse help 

by proposing capabilities of diverse connectivity [42]. The convergence of DT, AI, and BC, in the 

metaverse is explored in [43]. 

The survey has a flowchart that represents the main contribution of this paper is given in Figure 1. 



 

Figure 1. Flowchart of this survey paper. 

 



1. Contributions: 

Section II explained the introduction of cascading failure (CF) with models of CF, physical 

topological power grid graphs, and interface and simultaneous graphs. CF attack models with a 

strategic algorithm, load distribution unable attack is described in section III. Section IV and 

Section V define the architecture of the IoT structure and digital twin with models. Anticipated 

MAN algorithm with their flowchart, optimality, and combinations are explained in section VI. 

Blackout effects and Cascading failure, cyber security, and grid digitalization with fast and slow 

CF are given in section VIII. Section IX explains the cyber-physical aspects with critical factors 

and categories and damage of transmission lines. Artificial intelligence for system resilience is 

described in section X. Inceptions of BC with a generation model for reliability are explained in 

section XI. Cascading incidents with analysis and modeling of blackouts surrounding the world 

are described in section XII. Challenges for CF analysis are explained in XIII and the conclusion 

is given in XV. The main contributions of previously discussed technologies are given in Table 1. 

Table 1. Main contributions of this survey. 

Reference Year Contribution 

[44] 2023 Discuss the systematic review for cascading failure models 

[45] 2024 Evaluate the dynamic updated CF with digital twin hierarchically. 

[46] 2022 Discuss the cascading reliability of the Internet of Things. 

[47] 2021 Evaluate the models of CF for IoT. 

[48] 2023 Describe the CF scenarios under extreme conditions of rainfall. 

[49] 2023 Discuss the approaches of fast CF in dynamic power systems. 

[50] 2014 Evaluate the stochastic analysis of CF dynamics. 

[51] 2017 Discuss the critical review for analysis and modeling of CF. 

[52] 2024 Mitigation and assessment of cascading failure. 

[53] 2018 Predict the propagation of CF based on machine learning. 

Our 

survey 

 Our survey includes the assessment of CF with different technologies in 

the metaverse. 

 

II. What are Cascading Failures? 

Cascading failures (CF) is the indicating source of wide region blackouts [54], [55]. Though large 

blackouts are irregular, the power law manners demonstrated by the size of blackout distribution 

(e.g., number of tripped transmission lines, records of clients with no service, and calculation of 

the unserved energy terms) permit the require studying such occurrences [56], [57], [58]. Adnan 

et al. suggested the transmission planning structure in [59]. Overload failure like CF in renewable 

smart grids is suggested in [60] and multiple fault contingencies in [61]. A CF can be identified as 

a classification of mutually dependent outage events, admitted by limited disturbances or outages 

[62], [63]. The originating events can be recognized by various aspects such as errors of 

software/hardware, human errors, vegetation disorder (e.g., tree contact), natural disasters, and so 



on. For some years, attacks of physical/cyber on power grids, like the incident of the cyber-attack 

on the Ukrainian in 2015 [64], are also predecessors to CF. After the incidence of the originating 

events, the reliant outages outcomes sequence from numerous inner events such as hidden failures, 

line overloads, angular and voltage instabilities, produced due to the misconduct of protection 

equipment as well as errors linked to human factors, operation, and maintenance [59]. Further, 

several operating situations of the power grid, such as the primary loading situations of the 

apparatuses, also pretend the performance of the complete power grid through cascade procedures 

[65], [66]. Signal stability with aperiodic for CF detection is given in ref [67]. 

1. Cascading Failures Models:  

Studying and modeling CF involves an assorted field of approaches and techniques [68], [69]. 

They comprise interdependent patterns with other organizations (e.g., a communication network), 

hybrid models, simulation-founded models for exploring the dynamic and quasi-steady 

performance of the system, topological models, probabilistic and deterministic models, models of 

high-level statistics, and so on [70]. 

These techniques have been cross-validated, validated, and bench-marked [71], [72]. Since this 

evaluation is mainly dedicated on methods of graph-based, graphs of physical topology-founded 

power grids and their restrictions during CF, are discussed below [73], [74]. 

2. Graphs of Physical Topology-Founded Power Grids:  

studies of initial graph-founded power grids, in [75], [76], [77], [78], were founded on the power 

grid's physical topology. Usually, a power grid can naturally be characterized by a graph, G = (V, 

E), where V signifies the set of load buses, substations, transmission, or generator, and E signifies 

the conventional power lines [79], [80] is given in Figure 2. This displays the physical relationship 

among the network components. Several reviews have been completed on the power grid's 

physical topology by evaluating the properties of the global structure [77], [78], such as degree 

distribution, clustering coefficient, and length of the average path, and for evaluating power grids 

concerning standard complex systems such as graphs of scale-free, random, and small-world [81]. 



 

Figure 2. The physical topological graph on the power grid. 

3. Graph of Interfaces:  

The modeling power network method by interface graphs is examined in two definite categories: 

method of electric distance-based and the data-driven [82], [83]. These procedures build an 

interface graph for the network, denoted by Gl = (Vl, El) in which the properties of vertices Vl are 

the network components whose interfaces are of interest, such as the combination of transmission 

lines or buses. Further, the properties of El signify the rest of influences/interactions among the 

components, that are undirected, directed, unweighted, or weighted (indicating the intensity of 

influences or interactions), or varying on the study of interest [84], [85], [86].  

i. Methods of Data-Driven for Interfaces Graphs (IG):  

Several data-driven techniques have been projected for modeling and inferring interfaces among 

the power grid elements [87]. These methods are based on information from outages of historical 

or simulation datasets. As the limited historical datasets, most findings handle simulation 

information. However, the attention of this study is not on revising the structure for creating 

cascade information, for example, from simulations of power systems. Significantly, the aim is to 

model the cascade information into graphs of interface and the successive reliability consideration 

presented on such interface graphs. 

The datasets of cascade treated in the several methods will be declared. Data-driven approaches 

have five classes that have been reviewed and identified for modeling interface graphs for 

examining CF in power grids as given in Table 2. Next, each method class is reviewed in detail. 



Table 2. Subclasses of the data-driven graph. 

Ref class Subclass Further class 

[87]  Correlation-based  

[105],  Risk-graph  

[88], [89], [90], 

[91], [92], [93] 

Data-driven Interface 

graph 

Sequence of 

outages 

Influence based 

[94], [95], [96], 

[97], [98], [99], 

[100], [101] 

  Consecutive failure 

[102], [103], 

[104], [105], 

[106], [107], 

[108] 

  Simultaneous and 

multiple failure 

[109], [110], 

[111], [112], 

[113], [114], 

[115] 

  Failure relied on the 

generation 

 

ii. Interfaces Graphs Relied on Outage Sequences in CF: 

This method relies on CF data as a chain of failures in every cascade. For order, the sequence 𝑇3 →

𝑇5 → 𝑇7 → 𝑇2 signifies the sequence example of failures in transmission lines (TL) in a cascading 

scenario, where  𝑇𝑖  signifies transmission lines outages and the sign signifies the direction in which 

the failed lines during cascading. These methods rely on failure sequence analysis for focus and 

obtaining interactions on the effect and cause interactions between components failure. Techniques 

in this classification use several statistics and techniques to study such data. 

iii. Interfaces Graph Relied on Sequential Failures: 

 In this outage classification analysis category, only failures of direct sequential in a chain are 

utilized for getting the interaction connections among the sections of the network. We also say that 

network two components have an interaction connection, 𝑒𝑙,𝑘 ∈ 𝐸𝑙, only if they happen as 

sequential outages in the series 𝑇𝑙 → 𝑇𝑘 in the dataset of cascading scenarios. The arrangement of 

the outages signifies the way the links in the interfaces graph, e.g., outage sequence 𝑇3 → 𝑇2 

indicating an outgoing linkage from the node 𝑇3 to node 𝑇2. The intensity of interfaces among the 

components in this event can be described using the occurrences statistics of pairs of sequential 

outages in dataset cascading circumstances. For order, the work in 13] gives weight to the 

interface's sides by statistical exploration of the total of records that a sets of outages in successive 

lines happens in the dataset of the cascade. For example, the interaction link weight from the node 

𝑇𝑎 to node 𝑇𝑏 can be denoted as |𝑇𝑎 → 𝑇𝑏|/ (overall number of sequential sets in the dataset of the 

complete cascade), where |𝑇𝑎 → 𝑇𝑏| is the failure number of times 𝑇𝑎  and 𝑇𝑏 happened 



successively in the dataset of the cascade. These consequences can be clarified as the occurrence 

probability of outages of each set sequential line. Studies examples operating this process to 

happen the interaction graph of comprise [94], [95], [96], [97], [98], [99], [100], where the network 

of transmission lines is the vertices Vl of the interfaces graph Gl. In this analysis presented in [116], 

the consecutive failure sequences are called fault chains. 

iv. Generation-Based Failures Analysis by Interaction Graph: 

 The method relied on successive failures and focused on one effect that the line outage had on the 

other line outage. Yet, in CF, instead of interfaces pairwise including sequential failures, a failures 

group may cause other component failures [117]. Therefore, it is focal to study the effects of failure 

groups and illustrate interfaces amongst the components relying on the impact among component 

groups. The works are shown in [109], [110], [111], [112], [113] describe such groups as the 

failures of generation within a process of cascade, which are failures that happen within a short 

temporal distance. In these workings, the cascade failure sequence is split into a generation 

sequence, and the failure-induced effect and cause connections are measured between successive 

generations. Particularly, outages happening in generation n+1 are imagined to be affected by 

generation outages ‘n’ [118], [119]. 

v. Influence-Based Interfaces Graph:  

In this process, the interfaces between the components are drawn relying on consecutive cascade 

generations; though, the interface weights are described relying on the model influence and the 

framework of the process of branching probabilistic. The model influence is the framework of the 

Markov chain network, formerly informed in [120] and was key functional to a dataset of cascade 

in the effort given in [121]. It also analyses the findings that utilize the influence template in the 

framework of power grids to create the interface graph. In these revisions, the TL in the network 

is measured as the vertices Vl of the interfaces graph Gl and the interactions/influences linking the 

edges lines as the El [78], [122], [123]. 

It combines the information from a matrix of single influence S (indicating the connections of the 

interfaces graph and their weights). The matrix elements are outlined built on the restricted 

probability that a specific component ‘w’ stops in the next group n + 1, assuming that component 

‘l’ has stopped in group ‘n’ and that group n+1 contains exact failures of ‘x’. This probability can 

be distinct as 

𝑃(𝑤|𝑙, 𝑥) = 1 − (1 − 𝑔[𝑤|𝑙])𝑥  (1) 

Then, the uncertain probability 𝑠𝑙,𝑗,𝑛 that element ‘w’ stops in generation ‘n + 1’, assumed that 

component ‘l’ stopped in a generation ‘n’, overall probable ‘x’ values signify the real elements of 

‘S’ and originate by multiplying 𝑃(𝑤|𝑙, 𝑥) with the ‘x’ failures probability happening as follows: 

𝑠𝑙,𝑗,𝑛 = ∑ 1 − (1 − 𝑔[𝑤|𝑙])𝑥

∞

𝑥=0

𝜆𝑙.𝑛
𝑥

𝑥!
𝑒−𝜆𝑙,𝑛 

 
  (2) 



𝑠𝑙,𝑗,𝑛 = ∑ 1 − (1 − 𝑔[𝑤|𝑙])𝑥

∞

𝑥=0

𝜆𝑙.𝑛
𝑥

𝑥!
𝑒−𝜆𝑙,𝑛 

 
  (3) 

Founded on the influence graph, CF can begin with a line outage at a graph node and generate 

probabilistically near the graph-directed links. Patterns of extra works that have utilized the 

approach of influence founded to originate the interfaces power grids graph [91], [92], [93]. 

4. Simultaneous and Multiple Failures Interfaces Graph: 

This method uses the failure sequence to show interactions among network components. Though, 

they study the interfaces with multiple simultaneous failures. In the learning existing in [102], a 

graph with Markovian was established to address the issue of taking the outcome of simultaneous 

multiple outages within groups on the interaction’s representation among the components of the 

succeeding cascade generations. In this problem, the graph nodes denote the conditions of the 

Markov chain specified as the regulated line outages in a cascade generation, and the links signify 

the transition. Hence, each graph node may denote the outage of a multiple line or single lines. 

Graphs of Markovian interface vary from influence-founded and generation-based interface graphs 

as interactions of edges are between succeeding generations of line outage sets in place of the 

individual interfaces between succeeding generations of line outages. Graphs of Markovian 

interaction also think of a null state node, which signifies the state that stops the cascade. This 

condition appears at the end of scenarios of all cascades. The probabilities of transition among the 

states from state ‘l’ to state ‘w’ can be anticipated by holding the consecutive state's number in 

which state ‘l’ and state ‘w’ happen in all the cascades and splitting by the number of state 

circumstances ‘l’ [121]. 

III. Attack Model (AM) for Cascading Failures (CF):  

Study the network from the attacker’s viewpoint to model an algorithm of effective attacking. A 

satisfactory knowledge of the structural susceptibility of smart grids (SG) is expected to benefit 

the protection of better structures. In ref [124], the author explained the SG load flow balancing 

and its future trends. In this phase, we expect to construct an attacking process that can increase 

smart grid damage. It can interpret the destruction as the total users (consumers) impact. This aim 

effects our practical work but also challenging. Future navigation of unleashing energy efficiency 

of the smart grid is given in the ref [125]. To extend the damages to SG, we plan to initially solve 

the highest critical clients (the impact on clients in the 6). Consequently, a specified number of 

relations correlated with the serious clients that their failure can cause an effect of CF, are chosen 

as target relations to be attacked to detach the clients. Since the CF [126], [127], [128], [129],  is 

the focus of this function, we give the CF as follows. Data-driven integration in sustainable and 

resilient smart grid is explained in [130] 

Because of the interdependency of the SGs, an early line failure in the network (for example, by 

attack injection of wrong data) can generate a redistribution progression [131]. Prevention and 

instability detection with asymmetric faults of the smart grid are given in [132].  



The cracked line's power flow is redistributed and expressed by extra lines utilizing the 

redistribution elements. Analysis of transient stability and balancing of load flow is given in [133]. 

The failure signals are transmitted in time phases [134]. The transition of socio-technical with the 

super smart grid is given in ref [135]. Adnan et al. [136] suggested the smart grid network stability 

with a probabilistic approach and stabilizing the smart grid in [137]. Our purpose in this effort 

again is to method the SG employing the near-real-world or at least the practical simulation. Hence, 

study the subsequent elements in this investigation: 

To attain the correlation between the system and the attackers, we believe the attacking funds are 

expressed by a set of attacks (𝐵𝐴𝑇𝐾) for the aggressors. From the viewpoint of SG, line (w,x) has 

a total cost τ (w,x) that indicates the line's robustness [138], [139]. This is the attacker's cost for if 

they choose to line fail. In the network of SG, some areas are more valuable than others. Thus, put 

the significance element to every representing user how the operator is essential in the SGs. Let 

g(w) represent the weight (significant element) of an operator w. 

1. Strategic Algorithm:  

First, propose an attack algorithm, explicitly Algorithm Based on Greedy Partition (ABGP) for 

explaining the Critical-Line with Maximum-Impact through Limited Budget (CLMILB) issues. 

Then, a proper defense algorithm, explicitly the Algorithm of Defense Based Homogeneous-

Equality (ADBHE) is proposed.  

A. Algorithm Based on Greedy Partition (ABGP): 

SG vulnerability assessment terms, focus on present works on the lines or nodes with advanced 

load to introduce attacks. The reason behind the purpose is that the lines or nodes with greater load 

may trigger a heavier effect of CF [140], [141], [142]. Then additional failures can be completed 

(cogitated from the perspective of the attacker). However, the lines or nodes with greater load do 

not indicate they are the highest decisive ones. In other talks, the nodes or lines failure may not 

conduct to a CF, or even if it occurs, no assurance maximized the whole impact. In calculation, the 

CF does not constantly occur in the SG. To give a complete evaluation, we will study both normal 

attacks and CF attacks [143], [144].  

2. CF Attack:  

Primarily, try to determine if the impact of CF happens in the SG. The CF is activated by one or 

more primary failures because of the redistribution procedure. This failure could be a mix-up with 

the links or node failure with a great load that may indicate a greater failure of its next nationals 

but does not affect a CF effect [145], [146], [147]. Then concentrate on determining analytical 

nodes that can initiate a large CF effect. We organize the components of SG as develops:  

• Non-critical connection: Let 𝑈𝐶 signify the establish of non-critical connections A non-

critical link (𝑤, 𝑥) ∈ 𝑈𝐶 is a connection whose failure does not happen to any clients. This 



occurs caused of the network instability or impact of previous attacks, or the connection is 

not indirectly (or directly) linked to any clients.  

• Ranking factor’s citation: There is an approach to construct a prominent collapse that is 

stopping off all retiring power surges from producers. But remember that there is a 

constrained budget for attacks, so deciding the best target limits selects the destruction 

scale from the viewpoint of the attacker. Broadly, the process of redistribution is that the 

flow of power is transmitted by locations (nodes), we will focus on concluding the highest 

critical outgoing connections involving numerous outgoing connections of several nodes 

[148], [149].  

Reflecting the interdependency between links and nodes, we must regulate the greatly vulnerable 

nodes, to establish the highest critical relations. Remember that a node ‘w’ that is a client 

(𝑂(𝑤) − 𝐼(𝑤) < 0), 

is weighted by its value g(w). Providing splendid assistance to these essential clients is the 

significance of the contributor since they are potential and critical clients. Let 𝛽(𝑤) represent the 

inadequate feature of the customer ‘u’. The inadequate feature is assessed relying on overall, 

delivered power in the consumer's demand and incoming connections.  

𝛽(𝑤) =
𝑑𝑤 − |𝐼(𝑤) − 𝑂(𝑤)|

𝑑𝑤
 

 (4) 

 

Eq 5 specifies that the greater 𝛽(𝑤) is, the less consumer ‘w’ satisfaction will be. Spontaneously, 

those nodes with an advanced unsatisfactory feature and greater weight will possibly be aimed at 

attackers. This is for the users with the greater 𝛽(𝑤)  are deficient supply and, thus, possibly are 

exposed to attacks. Hence, we initiate a metric demonstrating the consumer impact (∀𝑤 ∈ 𝑈), 

denoted by 𝛾(𝑤).  

𝛾(𝑤) = 𝛽(𝑤) × 𝑔(𝑤)  (5) 

 

Nonetheless, from the point of view of attackers, choosing an attack target to rely on only the 

consumer impression (γ) may need a greater cost, which may raise significantly developed entire 

applying costs but improve little overall affect. To prevent this development, we classify every 

consumer's new metric (𝑤 ∈ 𝑈), represented as the ordinary impact amount per incremental cost 

of w, signified by 𝑀(𝑤).  

𝑀(𝑤) =
𝛾(𝑤)

𝑂(𝑤)
λ(w)⁄

 
 (6) 

 

Where λ(w) is the entire desired cost to cause a CF at node w. Apparently, in the defective problem, 

all outgoing connections of ‘w’ required to be taken set down:  



λ(w) = ∑ 𝜏(𝑤, 𝑥)

𝑡∈𝑁𝑤
+

  (7) 

 

However, we must study the effect of primary attacked connections to initiate a substantial failure. 

Hence, the collapse of limited outward connections of node ‘w’ is limited to taking down all of its 

outgoing connections. This occurs if the overall load of previously attacked connections is greater 

than the part of the left connection.  

δ(w, x) ≤ ∑ 𝜏(𝑤, 𝑥)

𝑡∈𝑁𝑤
+  \{x}

  (8) 

 

We consider these eq as a sample. In the sample, we have  

𝑓(𝑤, 𝑥1) + 𝑓(𝑤, 𝑥2) ≥ 𝛿(𝑤, 𝑥3)  (9) 

 

Then, the failures of (𝑤, 𝑥1) and (𝑤, 𝑥2) affect the overload at (𝑤, 𝑥3), causing the failure of 

(𝑤, 𝑥3). This indicates that here is no requirement to outbreak all outgoing connections to detach 

a node. If there happens the co-impact can initiate a substantial failure to entirely detach a node w, 

then the entire cost λ(w) can be lowered as below:  

λ(w) = ∑ 𝜏(𝑤, 𝑥)

𝑡∈𝑁𝑤
+

− ∑ 𝜏(𝑤, 𝑡)  (10) 

 

 

∑ 𝛿(𝑤, 𝑡)𝑎𝑛𝑑(𝑢, 𝑡) ∉ 𝑈𝐶 < ∀ 𝑣, 𝑡 ∈ 𝑁𝑤
+/ ∑ 𝑓(𝑤, 𝑥)  (11) 

 

Hence, the ordinary impact worth per incremental node cost is estimated. After assessing the 

ordinary impact value, we can establish the target connections for an attack of CF.  

3. Unstable Attack on Load Distribution:  

The influence on clients can support regulating the serious clients and the ordinary impact value 

per incremental node cost can support target links selection (correlated with the critical nodes) to 

attack with an effect of CF [150], [151]. However, it is not feasible if the budget of the attack is 

not adequate to raise the effect of cascading failure. As stated, when the resources are adequate, to 

separate a node we can tackle a guaranteed number of its exiting connections to prompt a CF effect 

and accomplish an enormous blackout. In contrast, when the attacking budget and resources are 

inadequate, a complicated crisis behind the connection’s relationship is subjected. Let’s cogitate a 

power grid. The failure of 𝑓(𝑤, 𝑥1) causes the redistributed power flow to happen at ‘w’. It appears 



that 𝑓(𝑤, 𝑥1)’s failure impacts on the clients 𝑔4, 𝑔5 𝑎𝑛𝑑 𝑔6, but it is not. Since (𝑤, 𝑥1)’s 

redistributed power flow to 𝑥1𝑎𝑛𝑑 𝑥2, and keeps operating 𝑔4, 𝑔5 𝑎𝑛𝑑 𝑔6. Then neglect the failure 

impact. Call this happening as the restored flow. To conquer this contest, we plan the attack 

approach as given [152], [153]. Because of the absence of a budget for attacking, we first 

categorize power grid sub-sections into unsatisfied sections and satisfied sections. Let 𝑇(𝑥) be the 

tree-rooted Depth-First Search (DFS) at 𝑥. Also, let 𝑆𝐸(𝑤) and 𝐷𝐸(𝑤) indicate the entire power 

supply and the entire node demands for all nodes in 𝐸(𝑤), respectively. 

• Satisfied Section: is the section without the absence of power supplies (𝑆𝐸(𝑤) ≥ 𝐷𝐸(𝑤))  

• Unsatisfied Section: is the region with an absence of power supplies (𝑆𝐸(𝑤) ≤ 𝐷𝐸(𝑤)) 

The objective behind the category is to target the attacks on unsatisfied sections that initially outage 

suffered. Then, the initial outage effect is intensified by the subsequent attacks.  

A. Algorithm of Defense Based Homogeneous-Equality (ADBHE): 

The ABGP is suggested to obtain an ordered connection set of 𝐴𝑇𝐾 such that the effect (whole 

weights) on clients from failures of connections in ATK is extended. To defend the network, we 

plan a defense algorithm to support determining the connections that are required to be safe against 

ABGP, described as the Algorithm of Defense Based Homogeneous-Equality (ADBHE). Since 

there is a restricted attacking resource 𝐵𝐴𝑇𝐾, we also deliberate a restricted shielding budget, 

namely 𝐵𝑅𝐷𝐹. To manage the budget economically, we propose a measured, implied to as 

homogeneous impartiality.  

𝐻𝐸 = [
𝐵𝐴𝑇𝐾 + ∑ 𝜏(𝑤, 𝑥)(𝑤,𝑥)∈𝐴𝑇𝐾

|𝐴𝑇𝐾|
] 

 (11) 

 

Our objective is basic estimate  𝐻𝐸 value for entirely connections. Then, we will initiate the 

damages to collapse individually connection based on its 𝐻𝐸. Further, appraise the network with 

the residual links and nodes (once every F.C collection) modernized. The theory behind ADBHE 

is to save critical connections in ATK with additional charges. Later, the connection budget is 

improved, it is further strong and develops difficulty to be carried down below attacks. But, 

because of the restricted defense budget, importance is shared on the best perilous connections to 

be safe [154].  

IV. IoT system architecture for elaborate the CF:  

CF is elaborated with the help of the Internet of Things (IoT) system architecture.  

1. The encrusted architecture of IoTs: 

The Internet of Things (IoT) system usually comprises many networked apparatuses sited in a wide 

region, the aim of which is to gather and upload environmental data to the Internet [155], [156]. 

To attain this objective, the IoTs need three sorts of networked nodes: base stations, relay nodes, 



and sensing nodes. Its design can be split down into three layers: aggregation layer, relay layer, 

and sensing layer, as illustrated in Figure 3.  

 

Figure 3. IoT architecture with three layers. 

The bottom layer is the sensing layer, compiled with many sensing nodes. These nodes are armed 

with sorts of sensors, and the idea of this node is to gather environmental data. These nodes do not 

connect, and this node is first admitted to establishing a wireless bond with one node of the relay 

on the other layer which is the relay layer. Wireless or wired connections are used in relay nodes 

for communication. Through the transmission of the multi-hop relay, relay nodes can accomplish 

delivery of data in long-distance. A specified relay node's number on the relay layer can determine 

wireless or wired joining on the aggregation layer with base stations [157]. Base stations use 

Internet access, and they are networked devices. from the bottom to the top delivery of IoT data: 

collected data of the sensing node is sent to its relay node; this data is transferred by the relay node 

to the adjoining base station using a multi-hop relay; this data is uploaded by the base station to 

the Internet. According to the IoT layered manner, since the grid apparatuses on the aggregation 

layer and relay layer want other network apparatuses to relay the load, their disasters will origin 

the load of the network to be reorganized, which can cause CF triggers. In distinction, since the 

system apparatuses on the sensing layer do not require to take tasks of data-advancing from other 

nodes, the load distribution of the network cannot renew from their failures and therefore cannot 

CF trigger [158].  

2. Load metrics: 

 In the previous section, the network modules on the aggregation layer and relay layer have an 

essential effect on the IoTs CF activity, so in this section, suggest three load system of measurement 

(i.e., IoTs-concerned with aggregation degree, IoTs-leaning link betweenness, and IoTs-concerned 



with node betweenness) to indicate the relay nodes with load distributions, base stations and links 

on the aggregation layer and relay layer, correspondingly [159]. 

 At the time ‘t’, the IoTs concerned with node betweenness (INB) of relay node ‘k’ may be stated 

as: 

𝑇𝑘(𝑡) = ∑ ∑

𝑝𝑚,𝑗,𝑘(𝑡)𝑏𝑚(𝑡)

𝑝𝑚,𝑗(𝑡)

𝑁𝑒𝑁𝑈𝑖(𝑡)

,

𝑗∈𝐶𝑚𝑚∈𝑁𝑅

 

 (12) 

 

 

𝑈𝑖(𝑡) = {∣ ℎ𝑚,𝑤(𝑡) = min [ℎ𝑚,𝑤(𝑡), 𝑤 ∈ 𝑁𝐵]} 

 

 (13) 

 

‘𝑏𝑚(𝑡)’ is the SN attached to the RN ‘𝑚’; ‘𝑈𝑖(𝑡)’ is the BS set next to the RN ‘𝑚’, and ℎ𝑚,𝑤(𝑡) is 

the least hop number between the BS ‘𝑤’ and RN ‘𝑚’. 𝑁𝐵 and 𝑁𝑅 signify the set of BS and RN in 

the network, correspondingly.  ‘𝑁𝑒’ signifies SN in the system. 𝑝𝑚,𝑗,𝑘(𝑡) is the number of the 

smallest paths from the RN ‘𝑚’ to its closest BS ‘𝑗’ which passes around the RN ‘𝑘’ at time ‘𝑡’. 

𝑝𝑚,𝑗(𝑡) is the smallest path from the RN ‘𝑚’ to its closest BS ‘𝑗’. 𝑁𝑈𝑖(𝑡)
is the closest RN ‘𝑚’ BS. 

All of the smallest paths from some SN to their closest BS to relay node ‘𝑘’; 𝑇𝑘(𝑡) brings the 1 

maximum value. On the basis that SN are not required to pass through relay nodes ‘𝑘’ to 

accomplish their closest base stations, 𝑇𝑘(𝑡) gets the 0 minimum value [160]. 

 At time ‘t’, the IoTs-concerned with link betweenness (ILB) of link 𝑓𝑘,𝑗 can be classified as: 

𝑇𝑓𝑘,𝑗
(𝑡) = ∑ ∑

𝑝𝑚,𝑗,𝑓𝑘,𝑗
(𝑡)𝑏𝑚(𝑡)

𝑝𝑚,𝑗(𝑡)

𝑁𝑒𝑁𝑈𝑖(𝑡)

,

𝑗∈𝐶𝑚𝑚∈𝑁𝑅

 

  
(14) 

 

𝑝𝑚,𝑗,𝑓𝑘,𝑗
(𝑡) are the quickest tracks from the RN ‘𝑚’ to its closest BS ‘𝑗’ which passes via a link 𝑓𝑘,𝑗 

at time ‘t’. In the scenario that each of the smallest paths from some SN to their closest link of BS 

𝑓𝑘,𝑗; 𝑇𝑓𝑘,𝑗
(𝑡) takes the 1 maximum value. SN are not required to pass through the link 𝑓𝑘,𝑗 to access 

their closest BS, 𝑇𝑓𝑘,𝑗
(𝑡) takes the 0 minimum value [161]. 

 At time ‘t’, the IoTs-leaning aggregation degree (IAD) of BS ‘𝑗’ can be stated as: 

𝑀𝑘(𝑡) = ∑
𝑏𝑚(𝑡)𝜑𝑚,𝑗(𝑡)

𝑁𝑒𝑁𝑈𝑖(𝑡)

⁄

𝑚∈𝑁𝑅

 
 (15) 



𝜑𝑚,𝑗(𝑡) = {
0 𝑗 ∉  𝐶𝑚(𝑡)
1 𝑗 ∈  𝐶𝑚(𝑡)

 

 

where 𝜑𝑚,𝑗(𝑡) indicates BS ‘𝑗’ is one of the closest RN ‘𝑚’ BS. According to above eq 14 and eq 

15 if all the SN created data in the structure is accumulated at BS ‘𝑗’; 𝑀𝑘(𝑡) brings the 1 

concentrated quantity. Sensing facts is not collected at base station ‘𝑗’; 𝑀𝑘(𝑡) brings the 0 

minimum quantity. To validate the logic of the recommended metrics IAD, ILB, and INB, we 

suggest two classified topological arrangements (i.e., multiple BS topology and one BS topology) 

[162].  

Figure 4 shows a topology example of the two BS IoTs. In this regional anatomy, it simply obtained 

that RN no 3 and link 𝑓1,3 want to data of relay starting SN (i.e., nodes 5 and node 6); link 𝑓2,4 and 

RN 4 required to transfer data since SN (i.e., nodes 7 to 9); links 𝑓3,5 , 𝑓3,6 , 𝑓4,7 , 𝑓4,8 and 𝑓4,9 only 

required from one SN to RN data; there is no activity of data-advancing among nodes 3 and 4, it 

load-free the link 𝑓1,3; Facts from SN 5 and 6 are gathered at 1 BS; in SN 7, 8, and 9, data are 

gathered at 2 BS . By evaluating the quantities given in Table 1 with the real load distribution, the 

logic of the intended load system of measur validated. 

Table 3.Real load distribution values. 

Links ILB Base 

Stations 

IAD Relay nodes INB 

𝒇𝟏,𝟑 0.4 2 0.6 3 0.4 

𝒇𝟐,𝟒 0.6 1 0.4 C4 0.6 

𝒇𝟑,𝟒 0     

 

 

Figure 4. Topology example of two base stations. 

3. Capacity and Load: 



Existing models generally pretend that the network component's capacity is confidently associated 

to their starting load, but this theory does not concern the IoTs [163]. In some instances, system 

elements in the IoTs of the identical type generally have a similar capacity. Hence, in this 

representation, we explain the relay node ‘𝑚’ load functions, base station ‘𝑗’, and link 𝑓𝑚,𝑘 at time 

‘t’ as: 

𝐻𝑚(𝑡) = 𝑇𝑚(𝑡)𝛼, 
𝐻𝑓𝑚,𝑘

(𝑡) = 𝑇𝑓𝑚,𝑘
(𝑡)𝛼, 

𝐵𝑗(𝑡) = 𝑀𝑗(𝑡)𝛼, 

 (16) 

 

where ∝≥ 0 is the load-exponential factor to modify the load supply of the system. In the example 

of ∝≥ 0, the network components' load is linearly associated with their values of load measured. 

In the real IoTs, the link capability is restricted by bandwidth [164].  Define the link 𝑓𝑚,𝑘 capacity 

in this model as: 

𝑊𝑓𝑚,𝑘
= (1 + 𝜆𝐻)(1 + 𝜔𝑓𝑚,𝑘

)𝐻𝐹(0),  (17) 

 

 

𝐿𝐹(0)=max {𝐻𝑓𝑏,𝑔
(0), 𝑓𝑏,𝑔 ∈ 𝐹𝑅𝐴},  (18) 

 

where 0 ≤ 𝜆𝐻is the link-acceptance measurement to imply the bandwidth suppliers held by every 

link. 𝜔𝑓𝑚,𝑘
is the wired links gain coefficient. When link 𝑓𝑚,𝑘 is a wireless link, 𝜔𝑓𝑚,𝑘

= 0 and 

when link 𝑓𝑚,𝑘 is a installed link, 𝜔𝑓𝑚,𝑘
 is a 0 greater quantity. By advancing the acquire coefficient 

𝜔𝑓𝑚,𝑘
, the wired links compensations in capacity terms can be revealed. 𝐻𝐹(0) is the largest load 

including all network links at t = 0. 𝐹𝑅𝐴 indicates to the links set between links and relay nodes 

between base stations and relay nodes. We can make certain that all initial network links will not 

be overfull [165]. 𝑊𝑓𝑚,𝑘
 can be deemed as the largest load that transferred by link 𝑓𝑚,𝑘. If the 

existing load on link 𝑓𝑚,𝑘 is larger than its size, it will stop at the subsequent instant due to crowding 

of bandwidth.  

In the real IoTs, the node components' capacity (i.e., base stations and relay nodes) are restricted 

by the store gap. In this sort, we describe the relay node size of 𝐻𝑅and the base capacity 𝐻𝐺  as: 

𝑃𝑅 = (1 + 𝜆𝑅)𝐻𝑅(0),  (19) 

 

𝐻𝑅(0) = max{𝐻𝑚(0), 𝑚 ∈ 𝑁𝑅},  (20) 

 

𝑃𝐺 = (1 + 𝜆𝐺)𝐻𝐺(0),  (21) 

 



𝐻𝐺(0) = max{𝐵𝑘(0), 𝑘 ∈ 𝑁𝐺}, 
 

 (22) 

Here the tolerance coefficients are 𝜆𝐺 and 𝜆𝑅 for base stations and relay nodes, correspondingly, 

to distinguish the cache sources they have. 𝐵𝑘(0) and 𝐻𝑚(0) indicate to the load on the base station 

‘k’ and relay node ‘m’ at t = 0, correspondingly. 𝐻𝐺(0) and 𝐻𝑅(0) are the largest network load 

among all base stations and all relay nodes at t = 0, correspondingly. By introducing 𝐻𝐺(0) and 

𝐻𝑅(0), we can make sure that all network base stations and relay nodes will not be burdened at t 

= 0. If the base stations and relay nodes' current load is limited to their ability, at the next moment 

they will collapse due to overflow of cache. 

4. Cascading process: 

The starting load on entire links and nodes on the aggregation layer (AL) and relay layer (RL) is 

fewer than their capability. When nearly links or nodes fail, it renews the system load distribution, 

which fails nearly links and nodes due to burden. This process of CF will resume until no fresh 

links or nodes fail. If a relay node or a SN fails all the lines to BS in the real IoTs, it will crash 

from an operational point of opinion since it cannot resume delivering data. In this instance, we 

think this node type is called an isolated node. 

The next figures explain the process of CF in the IoTs with an example. This system has BS on 1 

and 6 RN, and RN are 2, 3, 4, 5, 7, and 8. RN 3, 4, 8, and 7 are linked to SN. We suppose that the 

coefficient of load-exponential 𝛼 = 1, 0.8 links, BS, and the RN capacity. In Figure 5 it does not 

overload all the network components. As is given in Figure 6, it renewed the load distribution of 

the network and attacked RN 5. As all the lines to BS 6 are separate, the network load has to pass 

through a link 𝑓1,2 and RN 2 to grasp BS 1, which enhances these structure load components to 1. 

The load enhancement will cause them to be burdened. In Figure 7, because all the paths and BS 

stopped, the lasting SN and RN are inaccessible, and the structure is incapacitated due to CF. 

 

Figure 5. The IoT CF process with network components is not overloaded. 



 

Figure 6. Network load distribution is renewed. 

 

Figure 7. Paths and stations have failed. 

5. Survivability metrics: 

 In ref [166], [167], [168], they applied the giant component comparative size after deleting certain 

links or node numbers to evaluate the network survivability versus CF. This measure is enough 

sensible in peer-to-peer structures, but not appropriate for the IoTs. The figure of RN and SN is 

more concerned that can motionlessly connect with BS with CF in the real IoTs. Hence, the new 

theory of ‘IoTs-oriented efficient component” involves RN and SN that claim at minimum one 

logical line to BS. A model of the IoTs-oriented efficient element and the giant element is given in 

Figure 8. In this model, the giant component is completed with 10 SN and 5 RN, though the IoTs-

oriented efficient component is completed with 6 SN and 3 RN that have as a minimum one line 

to BS. 



 

Figure 8. IoTs oriented efficient components. 

Thus, to relatively exhibit the IoTs network survivability, we outline three systems of measurement 

built on the IoTs-oriented efficient element to estimate the system survivability beneath three 

assorted attack approaches (i.e., sole attack approach for relay links, solo attack approach for RN 

and solo attack approach for BS), separately. It must be observed that in this effort we generally 

estimate the system survivability in the failure of a single element. Because in some circumstances, 

the failure prospect of a single module is much greater than the failure possibility of a multi-module 

[169], [170]. 

 In the solo attack approach for relay nodes (SARN), firstly delete a RN ‘m’ from the primary 

structure casually and examine the magnitude of the IoTs-oriented efficient element 𝐸𝑚 [171]. In 

this method, we can acquire the effective element size after eliminating the left relay nodes. Under 

SARN estimate the network survivability, we apply the normalized effective element size, 

𝐸𝑅 =
∑ 𝐸𝑗𝑚∈𝑉𝑅

𝑁𝑅(𝑁𝑒 + 𝑁𝑅 − 1)
 

 

 (23) 

by eliminating every RN, it is the sum of the normalized efficient elements. 𝑁𝑅 indicates the 

number of network RN. 𝐸𝑚 = 0 specifies that any RN failure can incapacitate the intact structure 

and 𝐸𝑚 = 0 signifies that any RN failure cannot activate CF.  

 In the solo attack approach for relay links (SARL), firstly delete a link 𝑓𝑚,𝑘 from the primary 

complex casually and examine the extent of the IoTs-oriented efficient element 𝐸𝑓𝑚,𝑘
. It must be 

stated that the SARL attack aim did not imply the links relating SN and RN since these link failures 

cannot start CF. Similarly, we can obtain the effective component size after eliminating the lasting 

links. Under SARN to estimate the network survivability, we apply the effective component 

normalized size,  



𝐸𝐻 =
∑ 𝐸𝑓𝑚,𝑘𝑓𝑚,𝑘∈𝐹𝑅𝐴

𝑁𝑅𝐴(𝑁𝑒 + 𝑁𝑅)
 

 (24) 

by eliminating each link, it is the sum of the standardized effective elements. 𝐹𝑅𝐴 is the set 

containing all links among BS and RN.  𝑁𝑅𝐴 is the magnitude of the link set 𝐹𝑅𝐴. 𝐸𝐻 = 0  specifies 

that any link failure can incapacitate the whole network and 𝐸𝐻 = 1  shows that any link failure 

cannot initiation CFs. 

In the solo attack approach for base stations (SABS), firstly delete a base station ‘j’ from the 

primary network casually and examine the magnitude of the IoTs-oriented efficient element 𝐸𝑗. 

Similarly, we can obtain the effective element size after deleting lasting base stations. Under SABS 

to estimate the network survivability, we apply the effective component normalized size, 

𝐸𝐺 =
∑ 𝐸𝑗𝑗∈𝑉𝐺

𝑁𝐺(𝑁𝑒 + 𝑁𝑅)
 

 (25) 

 

which is the quantity of standardized efficient elements by eliminating each base station. NB 

signifies the number of BS in the structure. It is calm to recognize that CB = 0 specifies that any 

BS failure can petrify the entire structure. CB = 1 specifies that failure of any BS cannot initiate 

CF. 

6. Load-oriented outline structure: 

 We suggest a load-oriented outline structure (LOS) for BS to optimize the BS outline. Apply the 

outline structure, initially split the evenly network zone into grids. Every grid has at utmost one 

BS. The offered load-oriented outline structure has two stages. The first stage is to choose a grid 

for the primary organized BS. We choose the grid with the greatest next relay node number as the 

primary BS location. Then each network grid is allocated a load assessment. The other BS in the 

grid will be adopted with the greatest load consequence. When a BS is organized, each grid load 

assessment will be reorganized, and the subsequent BS will be employed conferring to the newest 

load value. Each grid load value is depressingly connected to the load of its adjacent RN, and 

absolutely associated to the amount of its adjacent RN is considered by: 

𝑌(𝑥𝑚, 𝑧𝑚) = |𝑉(𝑥𝑚,𝑧𝑚)| ∑ [1 − 𝐻𝑚(𝑡)],

𝑚∈𝑉(𝑥𝑚,𝑧𝑚)

 
 (26) 

 

where 𝑌(𝑥𝑚, 𝑧𝑚) signifies the grid load value whose center synchronizes are (𝑥𝑚, 𝑧𝑚); 𝑉(𝑥𝑚,𝑧𝑚) 

signifies relay nodes set protected by a circle 𝑑𝑇𝑅 as the radius with (𝑥𝑚, 𝑧𝑚) as the center 𝑑𝑇𝑅 is 

the wireless statement sort of node component; |𝑉(𝑥𝑚,𝑧𝑚)| is the size of the set (𝑥𝑚, 𝑧𝑚), is also 

reflected in the amount of adjacent relay nodes. The fundamental idea in eq 26 is to enhance 

structure load harmonizing by adopting new base stations in zones [172].  

V. Digital Twin (DT) for elaborate the network: 



A DT is outlined as a simulated demonstration of a network or ability that assesses network 

situations and built info availability in a system, through data and integrated models, to specify its 

life cycle decision support. The overview of DT model usage dates to NASA’s Apollo sequencer 

in the 1970s during the mission when similar dual space automobiles were developed to mirror the 

requirements of the space automobile [173], [174]. 

Technology DT has acquired widespread purposes across numerous industries, involving 

industries, smart city [175], manufacturing [176], healthcare [177], automotive [178], and 

aerospace [179], etc. DT's early applications are obvious in jet fighters of the US Air Force and 

NASA’s spacecraft [180], [181]. Main sellers like Dassault Systems, PTC, and Siemens have 

combined DT models into their PLM schemes. The DT scheme has also been recommended to 

establish the durable application of the (IoT) [182]. Corporations like TESLA are dynamically 

pursuing the advancement of DTs for all built cars, permitting synchronous information 

transmission between the production facility and the vehicles [183]. 

While the idea of DT is not initially novel, it lacked auxiliary and largely descriptive technologies 

in its initial stages [184], [185]. Figure 9 demonstrates the pitch in investigative activity in the DT 

idea, which is obvious from the spreading number of discoveries gained through examining the 

subject ‘DT’ in the Web of Science (WoS) database. Notably, from 2019, there is a significant rush 

in pursuit from academia and industry, as exposed in the soaring number of found outcomes. 

Permitting to information from WoS, China develops as the ahead country publications of DT, 

tracked by South Korea, the UK, Italy, Germany, and the USA, among others, demonstrating 

engagement and global recognition in this advancing field [186]. 

 

Figure 9. Research activities of DT. 

1. Real-Time Examining and Predictive Analytics: 

Monitoring in real-time is a foundation of DT skill, allowing operators to analyze and capture live 

information from instruments fixed during resources. Some sensors gather a piece of data, 
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involving performance statistics, structural parameters, environmental situations, and operative 

health metrics [187]. By adding these real-time records into the DT structure, operatives acquire 

instant perceptions into ability routine, enabling them to identify anomalies, detect latent problems, 

and select practical portions to guarantee reliability and safety. By employing the energy of DT 

technology, workers advance unprecedented awareness into optimizing energy output, maximizing 

reliability, allowing proactive maintenance interferences, and performance and operational health 

[188], [189], [190]. 

DTs permit operators with capabilities of decision-making data-driven, qualifying them to 

command informed selections concerning strategies of risk mitigation, optimization, and asset 

maintenance [191], [192]. By requiring operators with illegal insights to come from progressed 

operational efficiency, extensive asset lifespans, predictive analytics, and real-time monitoring, 

DTs enable enhanced asset performance. A probabilistic structure was presented in [193] Improve 

the structural reliability of infrastructures by leveraging data from DTs. The acquired information 

from DTs participated in a critical task in revising and quantifying the vagueness associated with 

parameters of load modeling and structural dynamics relating to fatigue harm accumulation. This 

structure was operated done two numerical scenarios starring a distinctive OWT [194], operating 

data from determined DTs [195], [196], as displayed in Figure 10 [197]. 

 

Figure 10. The numerical scenario of the model. 

2. System Model of DT: 

propose a DT-permitted metaverse occupied edge intelligence and communication for low-latency 

and ultra-reliable (CLLUR), which contains the virtual domain and physical domain as presented 

in Figure 11. In the virtual domain, DT facilitates devices' full replication of the physical domain 

involving the present working states, resource budget, and device configuration to cooperate with 

the physical matters in real-time. In the physical domain, there is a device set of 𝑄 Internet of 

Things in Industries (IoTI) (UEs), Ϙ = {1,2, … … , 𝑄} which are casually allocated in an industrial 

section such as a smart factory. These devices of IoTI relate to a retrieve point (RP) via links of 



CLLUR. There is an edge attendant (EA) linked to the RP to present both services of edge caching 

and edge computing to decrease the latency in end-to-end (e2e) tasks of offloaded computation-

intensive from the UEs. In the control edge, metaverse service sources jointly adjust storage 

resources, computation, and communication, and make rapid decisions to effectively manage the 

whole system [198], [199]. 

 

Figure 11. Physical & virtual domain of DT. 

A. DT-Enabled Communication Model with Metaverse: 

The RP is trained with H antennas to help Q single-antenna UEs. 

𝑙𝑖 = √𝑗𝑖 𝑙𝑖  ̅ ∈ ∁𝐻×1  (27) 

 

Let be the station vector between the RP and the q-th UE, where 𝑙𝑖 represents the coefficient of 

the large-scale station, and 𝑙𝑖 is the small-scale vanishing obeying the distribution of ∁ℛ(0,1). 

𝐿 = [𝑙1, 𝑙2, … , 𝑙𝑄] ∈ ∁𝐻×𝑄  (28) 

 

Let be the station matrix from devices of Q to the RP. The coefficient of shared bandwidth of the 

q-th UE is represented by 𝑆𝑞. The sign-to-noise (SNR) of the q-th UE is provided by: 

𝛾𝑞(𝑠𝑞 , 𝑧𝑞) =
𝑍𝑞‖𝐿𝑄‖

2

𝑆𝑞𝑆ℛ0
 

 (29) 

 

where 𝑆 is the structure bandwidth, 𝑍𝑞 is the spread power of the q-th UE, and ℛ0 is the spectral 

density of the single-side noise. Then, the transmission rate (bit/s) of uplink CLLUR is stated as 

follows [200], [201], [202] [203]. 



𝑅𝑞(𝑆𝑞 , 𝑍𝑞) ≈
𝑆

ln 2
[𝑠𝑞 ln (1 + 𝛾𝑞(𝑠𝑞 , 𝑧𝑞))

− √
𝑆𝑞𝑋𝑞(𝑠𝑞, 𝑧𝑞)

∅𝑆
𝑀−1(𝜀𝑞)], 

 (30) 

Here, the transmission time period is the ∅, decoding error probability is the 𝜀𝑞, 𝛾𝑞(𝑠𝑞 , 𝑧𝑞) 

represents the q-th UE SNR, 𝑀−1(. ) is the inverse function of: 

𝑄(𝑤) =
1

√2𝜋
∫ 𝑒

−𝑡2

2 𝑑𝑡
∞

𝑤

 
 (31) 

 

𝑋𝑞(𝑠𝑞, 𝑧𝑞) = 1 − [1 + 𝛾𝑞(𝑠𝑞 , 𝑧𝑞)]−2  (32) 

 

𝑋𝑞 is the channel distribution. As an outcome, the latency of uplink transmission is given by: 

𝑇𝑞
𝑐𝑜(𝛼𝑞, 𝑠𝑞 , 𝑧𝑞) =

𝐶𝑞

𝑅(𝑠𝑞 , 𝑧𝑞)
 

 (33) 

 

where 𝐶𝑞is the size of data in (bits). 

B. Estimation Model with DT-Permitted Metaverse (Mv): 

A tuple illustrates a task that happens from the q-th UE: 

𝐾𝑞 = (𝐶𝑞 , 𝐷𝑞 , 𝑇𝑞
𝑚𝑎𝑥)  (34) 

 

where 𝐷𝑞is the required estimation source (cycles) and 𝑇𝑞
𝑚𝑎𝑥) is the task maximum requirement 

of latency [9]. Let 𝛼 ≜ {𝛼𝑞}∀𝑞 be the tasks part of which is accomplished nearby at the UEs. Then, 

from the q-th UE, the offloaded share affected by the ES is (1 − 𝛼𝑞). The service of DT for local 

q-th UE processing is represented as 𝐷𝑇𝑞
𝑢𝑒, which can be demonstrated as: 

𝐷𝑇𝑞
𝑢𝑒 = (𝑔𝑞

𝑢𝑒 , 𝑔𝑞
𝑢𝑒̂),  (35) 

 

where 𝑔𝑞
𝑢𝑒is the projected q-th UE processing rate, and 𝑔𝑞

𝑢𝑒̂ is the difference between the real worth 

and the processing rate projected value. The deviation can be negative or positive to model the 

simulated DT processing rate [204], [205]. Subsequently, the local q-th latency processing for 

executing a locally task is given by: 



𝑇𝑞
𝑢𝑒(𝛼𝑞 , 𝑔𝑞

𝑢𝑒) =
𝛼𝑞𝐷𝑞

(𝑔𝑞
𝑢𝑒 − 𝑔𝑞

𝑢𝑒̂)
 

 (36) 

It comes from   

𝑇𝑞
𝑢𝑒 = 𝑇𝑞

𝑢𝑒̃ + ∆𝑇𝑞
𝑢𝑒  (37) 

with the estimated processing latency   

𝑇𝑞
𝑢𝑒̃ =

𝛼𝑞𝐷𝑞

𝑔𝑞
𝑢𝑒  

and deviation latency is 

 (38) 

∆𝑇𝑞
𝑢𝑒 =

𝛼𝑞𝐷𝑞𝑔𝑞
𝑢𝑒̂

[𝑔𝑞
𝑢𝑒(𝑔𝑞

𝑢𝑒 − 𝑔𝑞
𝑢𝑒̂)]

 

 (39) 

 

Correspondingly, the ES processing latency to execute the q-th UE offloaded task can be 

determined as follows: 

𝑇𝑞
𝑒𝑠(𝛼𝑞 , 𝑔𝑞

𝑒𝑠) =
(1 − 𝛼𝑞)𝐷𝑞

(𝑔𝑞
𝑒𝑠 − 𝑔𝑞

𝑒𝑠̂)
 

 (40) 

where 𝑔𝑞
𝑒𝑠̂and 𝑔𝑞

𝑒𝑠 are the deviation value and projected processing rate in DT. As we can see from 

these eq, the deviation between the projected processing rate and the real has altered the 

performance of the system. Then, it is essential for the DT to all the parameters exactly estimate 

the physical domain to prevent loss of performance [201], [202]. 

C. Energy and Latency Model with Edge Caching: 

Modeling the strategies of task caching by operating variables of integer decision, 

𝑏 ≜ {𝑏𝑞}|𝑏𝑞 ∈ {0,1}, ∀𝑞  (41) 

 

which specifies whether the task 𝐾𝑞 is cached (𝑏𝑞 = 0) at the ES or not (𝑏𝑞 = 1). At the ES the 

task is cached, and only calculated the processing of edge latency [7], [8]. On the other side, when 

the task is not caught, it is generally handled with the model of offloading computing tasks. The 

outcomes restored from the RP to UEs are typically less (controlled messages) and the RP transfers 

the messages with additional power in the UEs, so we only believe the latency of uplink 

transmission [206], [207], [208]. As an answer, the edge caching latency model is stated as: 

𝑇𝑞
𝑒2𝑒(𝛼𝑞, 𝑔𝑞

𝑒𝑠, 𝑔𝑞
𝑒𝑢, 𝑏𝑞 , 𝑠𝑞 , 𝑧𝑞)

=
𝑏𝑞𝐷𝑞

(𝑔𝑞
𝑒𝑠 − 𝑔𝑞

𝑒𝑠̂)
+ (1 − 𝑏𝑞) × [𝑇𝑞

𝑒𝑠(𝛼𝑞 , 𝑔𝑞
𝑒𝑠)

+ 𝑇𝑞
𝑐𝑜(𝛼𝑞, 𝑠𝑞 , 𝑧𝑞) + 𝑇𝑞

𝑢𝑒(𝛼𝑞 , 𝑔𝑞
𝑢𝑒)] 

 (42) 

 



The whole consumed energy in the q-th UE, containing the energy for estimation 𝑈𝑞
𝑐𝑝

 and 

communication 𝑈𝑞
𝑐𝑚 is given by: 

𝑈𝑞
𝑤ℎ(𝛼𝑞 , 𝑔𝑞

𝑒𝑢, 𝑏𝑞 , 𝑠𝑞 , 𝑧𝑞) = (1 − 𝑏𝑞)(𝑈𝑞
𝑐𝑝 + 𝑈𝑞

𝑐𝑚)

= (1 − 𝑏𝑞)[𝛼𝑞

𝜃

2
(𝑔𝑞

𝑒𝑢 − 𝑔𝑞
𝑒𝑢̂)2 +

(1 − 𝛼𝑞)𝑧𝑞𝐶𝑞

𝑅𝑞(𝑠𝑞, 𝑧𝑞)
, 

 (43) 

 

where the constant ‘θ’ is the estimation power constraint for UE energy consumption 2], 8]. This 

model is proposed as a DT basis to permit metaverse functions by jointly studying the storage, 

computing, and communication, to minimize the latency implementation [209], [210], [211]. 

Adnan et al. examine the policy imperatives and impacts of socio-economic and emerging 

computing techniques in ref [212]. 

VI. Anticipated MAN Algorithm:  

CF can be started by several events. Some of these actions are deprived voltage management and 

reactive power, main outages of TL, poor human reaction to power network procedures [213], and 

unprotected power networks with extremely loaded connection lines [37]. The MAN is initiated 

by the incidence of a contingency in the right network; we treated the N-1-1 and N-1 contingency 

TL [214]. The benefit of this procedure is that it does not need load shedding (LS) to avoid CF. 

Behind these contingencies, there is a superior possibility of the loaded line(s) in the structure; if 

this is the argument, eq 44 consider the loaded line(s): 

𝐼𝑚𝑎𝑥 ≤ 𝐼𝑚  (44) 

 

where 𝐼𝑚𝑎𝑥 is the transmission line (m) current and 𝐼𝑔 is the line's current maximum limit [215], 

[216]. Once the MAN proves there is no less than one overloaded line, the procedure initiates the 

main sequence of power dispatch for the conferred loaded line. Utilizing the initiated sequence, 

the MAN succeeds in power dispatching from the producers till that loaded TL is carried under the 

bound. The procedure then confirms if there is yet a loaded line; if there is a loaded line, the 

algorithm duplicates the procedure immediately expressed till all lines are caused beneath the 

control so the CF incidence and prevented the blackout procedures [217]. Each time the MAN tries 

each sequence, it guarantees that the power shipped constraint by every generator as assured in eq 

45 is not abused:  

𝑃𝑑𝑢𝑚𝑎𝑥 ≥ 𝑃𝑑𝑢
≥ 𝑃𝑑𝑢𝑚𝑖𝑛  (45) 

 

where 𝑃𝑑𝑢
 is the dispatched power by generator ‘u’. 𝑃𝑑𝑢𝑚𝑎𝑥 and 𝑃𝑑𝑢𝑚𝑖𝑛 the maximum and 

minimum power restricts that generator ‘u’ can notice. There are constraints ‘f ‘numbers for a 

power network with ‘f’ numbers of producers.  



The combination whole number 𝑇𝑐 present for every transmission line dispatching power is:  

𝑇𝑐 = (𝐶1
𝑛)𝑓   (46) 

  

where ‘n’ is the potentials for every system generator. The MAN remains on a transmission line 

solution if an individual combination instantaneously suits the constraints, where (47) concerns to 

the transmission line current: 

𝐼𝑚𝑎𝑥 ≥ 𝐼𝑚 

 

 (47) 

 

There are ‘q’ constraint numbers (49) for a power network with ‘q’ transmission line numbers. The 

experimental procedure has to follow the equations of load flow which are: 

𝑃𝑑𝑢
−𝑃𝑞𝑢

− ∑|𝑉𝑢||𝑉𝑣||𝑌𝑢𝑣| cos(𝜃𝑢𝑣 − 𝛿𝑢 + 𝛿𝑣) = 0

𝑛𝑎

𝑣=1

 

  
(48) 

 

𝑄𝑑𝑢
−𝑄𝑞𝑢

− ∑|𝑉𝑢||𝑉𝑣||𝑌𝑢𝑣| sin(𝜃𝑢𝑣 − 𝛿𝑢 + 𝛿𝑣) = 0

𝑛𝑎

𝑣=1

 

 
 (49) 

where 𝑃𝑑𝑢
 and 𝑄𝑑𝑢

 are the wholly real and reactive dispatched power by producers attached to bus 

‘u’. 𝑃𝑞𝑢
 and 𝑄𝑞𝑢

 are the wholly real and reactive loads of power attached to bus ‘u’. 𝛿𝑢 and |𝑉𝑢|  

are the voltage angle and magnitude at Bus ‘u’ correspondingly. 𝛿𝑢 and |𝑉𝑣| are the voltage angle 

and magnitude at Bus ‘v’ correspondingly; 𝑛𝑎 is the network bus number. 𝛿𝑣 and |𝑌𝑢𝑣| are the 

angle and magnitude of the admittance on row ‘u’ and column ‘v’ of the Y-bus matrix or admittance 

of the network [218], [219]. There are 𝑛𝑎 numbers of each of eq 50 and eq 51, Consequently, the 

whole constraint numbers that the MAN must fulfill instantaneously before it can avoid the CF 

occurrence: 

𝑓 + 1 + 2𝑛𝑎 − 1  (50) 

 

in the problem of N-1 contingency and  

𝑓 + 1 + 2𝑛𝑎 − 2  (51) 

 

in the problem of N-1-1 contingency [217], [218].  

1. Collection of MAN Flowchart, Combinations, and Optimality: 

The applicable combination(s) is heuristically preferred from the overall of combinations figure 

for every line no concern about how big the network is by utilizing the studies of power flow and 



history of economic dispatch (i.e., ramping of generators and their impact on TL). For systems of 

real power, services have substantial information on the history of the economic report of these 

networks. Any modifications in the arrangement of economic dispatch affiliate with one of the 

arrangements. If such alteration makes the line ‘m’ current drive above the size edge, the sensitivity 

increase Si of the agreeing combination for line ‘m’ is disciplined; but if such modification varieties 

the overloaded line current of a drive underneath the boundary, Si of the consistent combination 

for line ‘m’ is satisfie, 

𝑆𝑖𝑚𝑥
(𝑝 + ∆𝑝) = {

𝑆𝑖𝑚𝑥
(𝑝) − 𝑆𝑐

𝑆𝑖𝑚𝑥
(𝑝) + 𝑆𝑟

 
 (52) 

 

where 𝑆𝑖𝑚𝑥
(𝑝 + ∆𝑝) is the sensitivity increase for combination ‘x’ of line ‘m’ at period 𝑝 + ∆𝑝; 

while 𝑆𝑐and 𝑆𝑟 are the sensitivity discipline and reward values correspondingly. The last sensitivity 

value for every pattern for every line is determined utilizing the squashing work.  

𝑆𝑚𝑥(𝑝) =
1

1 + exp (0.5 − 𝑆𝑖𝑚𝑥
(𝑝))

 
 (53) 

 

where 𝑆𝑚𝑥(𝑝) is the sensitivity of combination ‘x’ for line ‘m’ at period ‘p’. Choice of the primary 

quantities of 𝑆𝑖𝑚𝑥
 varies on the clients, though the identical value 𝑆𝑖𝑛𝑡 relates to all combinations. 

Hence, 

𝑆𝑖𝑚𝑥
(0) = 𝐼1×𝑁 × 𝑆𝑖𝑛𝑡  (54) 

 

Eq 54 confirms at all-time 0 ≤ 𝑆𝑚𝑥(𝑝) ≤ 1. The suitable combination(s) for every row is 

heuristically chosen from the patterns with the maximum values of understanding [220]. 

The sensitivities support the MAN in the process of decision-making as transferring the network 

from one position to alternative [221]. This method will permit the algorithm completion on 

substantial networks wherever the combination number is too great to finish if directed in a fashion 

ad-hoc. It was learned from the outcomes, that the huge generator numbers in large networks 

support the algorithm quicker than it does for tiny networks which have controlled combinations 

and resources [222].  

In optimality terms, two modes of MAN are applied. In the initial mode which has a limited 

optimality, when the procedure is determining the overload of a link ‘m’, it does not examine if 

other lines that were not initially burdened shoot over the size edge. The procedure only examines 

for the other lines municipal after it has resolved effectively the overload of line ‘m’. In global 

optimality, the procedure examines the condition of all lines by dynamically solving the overload 

of line ‘m’. If the procedure determines that the initiated grouping is about to enhance the 

overloaded line number, it finishes the practice of the mixture and repeals its moves and effects to 



try the lines' next grouping [223], [224]. A flowchart gives the MAN operation in Figure 12. In the 

flowchart, damaged lines indicate that the box input receives/sends over the line. During every 

implementation of a combination iteration, adequate time delays are inserted in the procedure to 

guarantee the network is briefly secure to each variation and prevent disrupting either network 

synchronism or solidity [225], [226].  

 

Figure 12. Flowchart of MAN algorithm from ref. [39]. 

2. MAN, Requirements and Assumptions:  

The initial established of constraints is the main condition of hardware for any MAN 

comprehension in the real creation. This hardware necessity has shared pro programmability and 

communication competence. The second requirement set is the network assumption or state 

requirement which is needed for the restricted MAN applied to successfully halt the CF occurrence 

without load shedding usage. The first of these constraints is the presence of an adequate study of 

power flow and the history of economic dispatch needed to determine each combination's 

sensitivity. This is mostly present with the effectiveness or can be produced over studies of intricate 

simulation. The procedure must fulfill the constraints entire number performed relying on the 

contingency deemed as it stops CF [227]. If the generator loss is contingency, then there is a 

requirement for a reasonable equilibrium between the remaining generator's dispatchable power in 

the networks and the loads attached to the network. In this condition, none of the power 

organization constraints will be destroyed as the procedure attempts to avoid CF; else, the 

procedure will barely locate a resolution fact for avoiding CF in the network [39].  

VII. Blackouts Effects (BE): 



Unintended power blackouts and outages have noteworthy effects on industries working in the 

involved zones [228], [229], [230]. Human actions worldwide are substantially determined by 

power source to a level that, when a power network downfall, several impacts are suffered. In 

Figure 13, power blackouts have political, economic, and social effects on today’s human actions 

[231]. 

Informally, when experiencing a blackout, road and rail traffic schemes, and medical systems, are 

heavily disturbed [232], [233]. Facilities in towns and big cities, like water source, relied on 

electricity to pump and treat water for industrial and domestic usage. The power loss effects in 

such advantages basis to an end. Water damage for big cities puts a giant health danger—for 

instance, in specific nations, disease outbursts appear, which can gross lives. Drugs and vaccines 

that make refrigeration are in danger in the experience of a lengthy blackout [234], [235]. 

In business, massive economic victims appear due to downtime of production and manufacturing 

industries, closure of payment networks, and internet breakdown [236]. Industries, although 

having reserve generators, can immobile drop generation hours ensuing in failures in revenue from 

declining to encounter targets or demand [237]. Entry ports (rail/road/air/sea) push economies and 

heavily rely on control tower electricity to handle vessels that make winches to transport goods. 

The wait in offloading/loading of cargo at seaports can have CF impacts i.e., essential goods like 

food, medicines, and oil. Unpreserved goods at ports are in danger due to a failure of refrigeration 

and delay in delivery or shipping [238]. 

21st-century Agriculture has become broadly determined by mechanization to extend 

the appropriate yield needed to forage the extending residents. Significant apparatus such as 

irrigation meets the usage of pumps to obtain water from rivers and boreholes for animals and 

crops to treat the yield. The power damage can produce farmer overwhelming loss to a in the farm 

line of making. The blackouts have major effects on the utility corporations that are needed to 

compact with the blackouts [239], [240]. 

Through a blackout, the safety techniques are halted, and, if there are rejection backup power 

resources, this can be a radical warning to a state [241], [242]. 



 

Figure 13. Effects of power blackouts. 

VIII. Blackouts and Cascading Failures: 

Mostly blackout is demarcated by the Transmission Network System Operator by European 

Electricity (TNSOE-E) as, ‘‘the processes of electricity interruption in transmission, generation, 

consumption, and distribution when transmission network operation or a portion thence is 

finished.’’ The effects of blackouts are well known, with socioeconomic ramifications and simple 

technological [243], [244], affecting all societal effectiveness. In ref [245]The author explained 

the electric power infrastructure and resilient network implementation to avoid blackouts. It is 

viewed that outages of power are a persistent issue, affected by various reasons. most general 

reasons involve, but are not constrained to, poor network planning, high demand of load, extreme 

weather, etc. Hence, a blackout is affected by an order of jointly exclusive, multiple, low-

probability actions. This creates into the process play of CF. A CF is ‘‘the unrestrained sequential 

system loss triggered quantities by an event at any situation [246]. Some blackouts are instructed 

by some power grid general disorder, indicating propagation of CF across the whole system [247], 

[248]. The affected user's number, occurrence year, and origin country, of some main global 

blackouts from the 2003-2022. The heaviest blackout, in conditions of affected users in 2012 

appeared in India during a critical blackout of 15 hours, involving an alternating 620 million 

humans. Other important blackouts occurred in 2015 in Turkey for about 8 hours, involving 70 

million, and in 2021 in Pakistan (affecting 200 million humans, 9 hours). The most general details 

of these blackouts were poor weather requirements, extremely strained networks, or a mixture 

thereof. The rising combination of RES and the rapid power system digitalization has substantial 

inferences on power system CF. This builds a combination of complicated interactions between 

aspects of cyber-physical and physical power structure. The faith in interdependent and 

interconnected networks may increase the potential impact of CF. A failure or localized disturbance 

in one portion of the network can spread through physical components and networks of digital 

communication, leading to disruptions and widespread outages [249].  



1. Cyber Security and Grid Digitalization (GD): 

The outcome of enhanced power grid digitalization is the convergence between systems of 

Operational Technology (OT) and Information Technology (IT). While presenting control 

capabilities and greater monitoring, this has carried forth severe concerns about cyber security. CF 

accelerates and is triggered by power grids with mean cyber-attacks, indicating harmful concerns. 

A coordinated and sophisticated cyber-attack through numerous places may fail the entire 

organized power grid of continents or nations. This is a threat of real modern-day, as proven by 

the Ukrainian power grid CA in 2015 and 2016 [250]. It is the power outages cyber-attacks results.  

Figure 14 describes the past 5-6 years of incidents of cyber-attacks in power systems.  There is an 

enhancing cyber-attack threat on the power network. In 2015, the Ukraine attack initiated 

intermittent power outages, concerning above than 225,000 individuals. In 2016, complicated 

malware was applied which managed to be a distraction in the distribution network. In the end, 

over 200 MW of power outage and load is lost. However, on March 9, 2020, it was informed that 

the IT association of TNSOE-E was cooperated in a cyber interference. A current study has 

exposed that the outage was associated with ‘RedEcho’, a group of active hackers. The 

sophisticated malware is used by attackers to object a center of regional controller, in an operation 

taking over 6 months [251]. Thus, power systems cyber protocol has occurred as a critical and 

dynamic research area [252], [253].  

 

Figure 14. History of Cyber-attacks. 

2. The power network blackout anatomy is summarized as given:  

i. Prerequisites: describe the underlying vulnerabilities or conditions in the power 

network that may occur earlier to a blackout. These can involve operational limitations, 

ineffective maintenance, or deficient infrastructure.  

ii. Triggers: factors or events that originate the blackout. They can be exterior incidents 

such as human errors, equipment failures, natural disasters, or severe weather 

circumstances. Initiates can also be core factors like voltage instability or network 

overloads.  



iii. Remedial procedures and Emergency disorder: once the triggers begin, the power 

organization states an crisis. At this phase, several remedial events must be agreed upon 

to prevent a concluded blackout and stabilize the network. This program may involve 

redirecting power flows, generation alterations, or load shedding.  

iv. Additional triggers: In addition to the primary triggers, additional causes can add to the 

blackout rise. These can add a lack of contingency plans, or ineffective actions by the 

system operator. 

v. Fast and slow CF: refers to the interconnected and progressive failures that happen in 

a power network. They can be classified as fast or slow relying on the pace at which 

they generate.  

a. Fast CF: 

On the other side, exhibits a simultaneous and rapid multiple elements collapse, leading to a severe 

and sudden blackout. 

b. Slow CF: 

It is depicted by a power system's steady deterioration, where one failure of an element leads to 

enhanced stress on others, ultimately resulting in disruptions system-wide. 

The Point of No Return (PNR) is reached sometime among these two levels. This signifies an 

inflection stage between the results and stages in a blackout, i.e., deficiency of power resources to 

a substantial portion of the whole power network. This process can also be imagined through the 

arising Figure 15. All power grids are proposed to fulfill the N-1 principle, i.e., a failure of one 

element/component does not affect the entire system ruin. However, a single failure combination 

can cause an effect of CF through the link [254], [255]. Impacts like operational errors and relays 

Hidden Failures (HF) [256], [257] can increase the effects and worsen network conditions of a 

specific failure. 

 

Figure 15. Two stages of blackouts. 

 

IX. Cyber-Physical Aspects: 



Operations in a power system have large disturbances that can be caused by a chain of incidents. 

If these incidents are not controlled or managed, they can start to blackout similar a CF. For a 

certain power network with ‘l’ successive failures and ‘n’ components, the component's successive 

failure is presented by ‘nl’ combinations [258]. Thus, it is unworkable to verify all combinations. 

However, CF-induced blackouts reveal some continual properties, such as:  

• failures at system-level, 

• Hidden Failures [259], 

• Human errors,  

• natural disasters and Extreme weather. 

A sequence of CF, power network dynamics cooperates a crucial role [260], [261]. A critical event 

or major disturbance in the power grid begins a divergence between demand and power generation, 

primary to the system's unsafe operation. Accordingly, transmission lines and generators can 

become overloaded, triggering the voltages and system frequency to decline. To maintain the 

voltage and frequency within acceptable constraints, load shedding is frequently assumed. Still, if 

the curbed load is not enough or if the activity is suspended, extra generators and transmission 

lines may trip, indicating a domino CF effect. A whole CF can require everywhere between minutes 

to hours, containing two discrete stages, i.e., ‘fast’ and ‘slow’ [262], [263]. This can be visualized 

in Figure 16 which explains the two stages for the blackout in Canada USA 2003. The maximum 

harm is affected in the ‘fast’ stage, causing a domino impact that implies interruption of 

components and rapid tripping. This stage typically happens at the end of a structure of CF, with 

an end of no revert. It comprises dynamic phenomena and highly non-linear, such as: 

• frequency variations, 

• overloading of transmission line, 

• synchronism loss, 

• voltage instabilities, 

• generator disconnections, 

It plays a major physical phenomena function in the spread of CF. Power network subtleties can 

also be substantially altered by ICT organizations [264], [265]. This contains protective relays, 

generator controls, protection systems, substation automation, etc. With the cyber-attacks looming 

threat on power structure, the effect evaluation of Cas on the dynamics of power systems is a 

fundamental subject. 

Hence, a complete assessment of the key phenomena and dynamic factors influencing CF is 

granted in the following subsection in the Figure 17. 



 

Figure 16. Damage of elements in blackout. 

1. Critical Factors and Categories:  

A. Transient Stability: 

CF's most impactful incident is the synchronism loss and generator units’ disconnection. Lacking 

adequate power manufacture destabilizes the power grid promptly. The main contributing reasons 

to transient instabilities in CF are the arising: 

(i) Time required for Fault-clearing: 

 The main transient stability necessity is the approval of the identical-area condition, i.e., the 

generator rotor absorbed kinetic energy (KE) during fault or acceleration situation must be 

equivalent the dissipated KE throughout post-fault, deceleration. Therefore, faults must disappear 

as fast as possible to stop synchronism loss. Hence, a cyberattack that controls their linked 

communications and protection schemes to cause enhanced times of fault-clearing can result in a 

synchronism loss. This may be feasible via attacks of Denial-of-Service (DoS) which pause the 

transmission of essential limit orders, as examined in [266], [267]. 

(ii) Demise of generation: 

In CF incidents, angular variabilities may appear due to abrupt system changes or components' 

significant disconnections, leading to rotor angle variabilities. The quick harm of a line switch or 

substantial generator can generate transient instabilities. As argued in [268], [269], pursuing the 

wave rapidly switching and generator controlling them out of period can end in transient 

variabilities. Thus, the generator can get disconnected and consume synchronism or even be 

harmed. 

(iii) Generator Restraints: 

The decisive view to confirm transient stability is the generator's fatal voltage, AVR is used for 

controlling finished-field excitation. Therefore, a CA modifying the parameters of field excitation 



can pretend system transient stability. This is particularly confirmed in a synchronized attack, 

indicating multiple components loss. Usually, generators are supplied with various interface 

schemes and protection relays, to protect them in the case of a major fault situation. While 

confirming the generator safety that can cooperate the rest of the network with similar protection 

relays, during the process of CF. This directly degrades the CF process of the system [270]. 

Generators have switching attacks that are significantly discussed in [271]. This study proves how 

CA can initiate CF and separate generators. Furthermore, ref [272] reveals the substantial effects 

of such Cas on the power system and machine. Thus, a CA to cooperate with transient variability 

can promptly disconnect and link the primary circuit breaker of generators. Such an enhanced 

attack can disrupt the whole power structure in an issue of a few seconds [273]. This can outcome 

in a synchronism shortfall in the system's remaining functions. Successively, other units of the 

generator may be tripped, causing a blackout on a large scale, and probably involving significant 

quantities of restorative forces. 

B. Damage of Transmission Lines (TL):  

Approximately all blackouts and damage to TL have performed a general part [274], [275]. The 

major IEs beforehand the CF involve interaction with vegetation, extreme weather terms, 

unplanned or excessive power transfers, etc. Several critical causes within this sort have given to 

real-world CF.  

(i) Protection operation in the distance of Zone 3:  

A fundamental aspect that is constantly examined in numerous critical CF outages is the inaccurate 

protection strategy of zone 3 TL distance. Extreme loading, linked with comparatively low network 

voltage, confuses the distance relay with the overloading circumstances for an uncleared fault in 

zone 3 as the impedance competes in the protection 3rd zone. Such an occurrence has been 

described in the sources [276] and signed in real-world blackouts and CF such as Turkey 2015 and 

in 2003 USA-Canada [277]. Such severe aspects can be guided by cyber-attacks that trick 

communication dimensions with schemes of supported protection [278]. Modifying the 

measurements of current or voltage suspected by relays may make it feasible to trip them wickedly. 

Furthermore, this aspect can be indirectly initiated in the incident of multiple line loss and 

switching attacks.  

(ii) Overloaded Lines:  

When overloaded transmission lines are outside their nominal parameters, due to enhanced I2R 

losses, they turn to dissipate and sag substantial heat. This concerns both electrical and thermal 

facts. If left unimpeded beyond a particular period, by using overload protection they are tripped 

automatically. In adverse incidents, it can sag the overhead lines, encounter vegetation, and due to 

flashover trips happen. Hence, overloading resolved off a chain of CF; systems with additional 

parallel lines may get trip as well and overloaded [279], thereby strictly cooperating network 



integrity. It is observed that the overloading of the overhead line is a ‘slow’ incident, in association 

with other categories and dynamic parameters argued subsequently. 

 Flashovers and line sags can take place everywhere from minutes to hours. Remarkably, the 

propagation of CF non-locally, i.e., the beginning incident might be a substantial distance away 

from following trips the line [280]. This line loss disconnects equipment and indicates system 

constraints such as frequency and voltage cross their limits. By obtaining access at once to the 

opening of several circuit breakers and substation controls, lines can be put out of examination, as 

observed during the attack on Ukraine in 2015 [281]. Therefore, it overloaded the parallel lines. If 

the primary lines are not put back into maintenance promptly, the parallel lines that are overloaded 

can also trip, starting a domino impact and probably a voltage failure. This can have a specifically 

damaging impact on the whole power network, as noted in Canada and Italy in 2003 [282] 

C. Frequency Instability: 

The frequency instability root cause is an inequality between demand and supply. This can be 

exhibited in multiple ways, as follows: 

(i) Supply-demand inequality:  

To initiate an inequality between demand and supply, multiple strategies of cyber-attack are 

feasible. In [283], tells how botnets may be required to quickly enhance power needs before it can 

answer to the mechanisms of frequency control. Using an example of continental Europe, they 

explain how this can indicate generation and load loss. Likewise, [284] presents a scenario of a 

cyber-attack to unnaturally control the demand for power through a signal of the spoofed market 

estimate.  

(ii) Islanding:  

CF affects connected generators tripping and overloading of transmission lines. This may outcome 

in islanding, i.e., the area's formation with a large inequality between demand and power supply. 

In the end, the islanded system's frequency can change greatly. This can also happen due to quick 

disconnections of large loads. In the system, relying on the synchronous generator inertia such a 

variance can initiate a Changing of Frequency Rate (CFR) protection to defend the generator units. 

Expected the system inertias to reduce further, With the arrival of more generation from RES 

power [285]. Hence, CFR protection is a crucial parameter concerning CF and analysis of 

frequency stability. A cyber-attack resonance targeting load frequency and ROCOF generator 

control is discussed in [286]. In this class of attack, the opponent changes to modify the generator 

controllers from input signals founded on a significance basis, e.g., CFR. This outcome is a minus 

response to control of load frequency, such that the stability is lost from the targeted generator. 

Moreover, it concludes that the modified mean inputs remain within the common performing limit, 

thereby yielding the attack substantially cautious. 

(iii) Loadshedding (LS): 



To avoid cases such as corrective trial, islanding techniques such as Load Shedding in Under 

Frequency (LSUF) are accepted. These techniques lead to a load loss, thereby designing a power 

inequity. These techniques should be fast sufficient to avoid dropping the frequency; else, the 

network can be more disrupted. Persistent over-frequency or under-frequency situations can 

initiate automatic trips of the generators [287]. 

Hence, a cyber-attack DoS which affects a pause in load shedding command communication can 

ruin frequency strength, as given in [288], [289]. It is to be directed that all of the discussed things 

as mentioned earlier, and categories are not equally complete but intertwined [290]. For example, 

instabilities of voltage and transient usually happen together and are strongly linked. Likewise, 

transient instability and frequency unpredictability also affect each other. It is significant that 

exploiting cyber-attacks even one of the essential groups may cause CF due to the intense 

interaction connecting all the occurrences. Delaying this thought line, an organized cyber-attack 

can accelerate the structure of CF. A recent experiment has proven this mechanism of acceleration 

being monitored in main chronological CF outages [286]. In the incident of a corresponding cyber-

attack, the power grid reached a point where a revert is not possible, initiating a substantial failure. 

D. Voltage Stability: 

System voltage is maintained at nominal principles and is vital to confirm and guarantee network 

control. The elementary justification for the volatility of voltage is the failure to satisfy the demand 

for reactivity. Therefore, losses of reactive power can rise, indicating voltage sags. Through a CF 

activity, due to rapid and sudden elements falling, it drastically changes the bus voltages, causing 

serious voltage instabilities. Reactive or active power output changes can cause issues in reactive 

power and power swings, respectively. Hence, either backup or primary protection relays can fall, 

causing a voltage collapse. This usually activates protection schemes or LSUVs that remove 

sections due to particularly down voltage points. The deficiency of adequate voltage points 

collapses the whole power structure, causing a blackout. The voltage stability concerning critical 

factors during a CF is as follows: 

(i) Excitation of generator:  

for every synchronous generator grid-tied, Var/voltage control is presented by the Regulator of 

Automatic Voltage (RAV) by modifying current on-field excitement. Hence, generators can be 

over or under-excited, relying on the requirements of voltage adopt. In the incident of over or 

under-excitation, can trip the generator's AVRs for safety purposes. This can hypothetically initiate 

issues of voltage stability in the other contingencies case. In such a superior scenario of cyber-

attack, AVRs targeting generator is considered [284] 

(ii) Line overloading: 

Due to the risen flow of reactive power, it can heavily load the transmission lines, affecting voltage 

drops. Consequently, due to distance or overload protection, they can be tripped, combining further 

issues. The cyber security influence of this reason is discussed earlier. 



(iii) Compensation of reactive function: 

The root of voltage variability is the unacceptable compensation of reactive.  Reactive power 

defense devices such as Static Compensators (STATCOMs) and Static VAr Compensators (SVCs) 

can be affected by attacks of data modification to modify injections of reactive power [282]. In the 

worst situation, this can cause critical instabilities in voltage and direct a voltage collapse. 

(iv) Voltage regulation: 

Voltage-regulating tap changer mechanisms are used for compromise to affect voltage stability. 

Resources of Distributed Energy (RDE) with increased presence give a further attack area in the 

future. These DERs are estimated to interact with grid edge, via the Internet of thing (IoT) that are 

also at risk. Ref [274] examine the vulnerability exploitation in photovoltaic (PV) inverters to 

connect remedial processes and initiate unusual voltages to prevent this situation. 

 

Figure 17. Dynamic categories and factors of CF. 

X. Artificial Intelligence (AI) for system resilience: 

AI incorporates various approaches, algorithms, and techniques to permit computers to achieve 

tasks that classically require language translation, visual perception, speech recognition, human 

intelligence, decision-making, problem-solving, and further. Although its general integration 

throughout several phases of human existence, AI rests a moderately evolving and nascent domain, 

requiring a formal definition and universally acknowledged [291]. Ref [292], the author suggested 

the network instability situations, transformation for  



The AI landscape constantly evolves, incorporating numerous methods and technologies that track 

the common intention of evolving AI systems [293]. Amongst the divisions of AI, here is Machine 

Learning (ML), which states “the determined procedures that can repeatedly detect data patterns, 

and then utilize the exposed designs to expect forecast information, or to achieve another choice 

assembly type below uncertainty” [294]. Then, while the two phrases are often swapped, ML is 

studied as an AI subset directed at procedures that can study information and utilize the acquired 

facts to make predictions or take action. Phrases are frequently swapped, and ML is deemed a 

subgroup of AI-fixing procedures that can discover information and usage the obtained learning to 

take actions or make estimates. 

1. Topical zones with AI in reliability and safety:  

A. System prognosis (SP): 

 SP states the procedure of assessing the system's future health state, which usually includes 

components or predicting the system's Remaining Suitable Life (RSL), given its present condition 

and running history [295]. The target of SP is to provide caution against failures of potential tackle 

and allow state-based schemes of predictive protection. These methods can upgrade overall 

network reliability, lower maintenance costs, and minimize downtime. There are main primary 

methodologies to SP, which are generally grouped as data-driven and non-data-driven [296]. The 

end directs on analytical, physical models, or developed models across expert data. In the earlier, 

data is utilized to create a model that can forecast the status of the forecast health of a scheme; 

here, past facts from other sources or sensors are utilized to progress a model that forecasts the 

other health displays or RSL of a network. Together methods have their disadvantages and 

compensations, and the selection of methodology relies on circumstances such as the expertise of 

the specialists, the complication of the technique, and the availability of information. Data-driven 

methods are repeatedly utilized when a huge data extent is accessible, and when the structure is 

extremely complicated for physics-based or analytical forms [297].  

B. Fault diagnosis and detection (FDD): 

FDD is a critical procedure in various industries, such as chemical, energy, aerospace, and 

manufacturing [298]. Fault detection engrosses detecting when a fault happens in a equipment or 

system. It usually involves monitoring several data streams, signals, or sensors or detecting any 

variations from the supposed behavior of the method [299]. Previously a fault is identified, an 

alarm may be produced to notify the applicable workforce to examine more. Fault detection's main 

goal is to primarily trap problems before they become more substantial concerns. In distinction, 

fault diagnosis implies establishing the fault root cause has been discovered. This route relates to 

evaluating facts from numerous causes to verify the inherent reason [300]. FDD can be a time-

consuming and complex manner that forces the proficiency of technicians or engineers who are 

intimate with the system or equipment. The focal target of fault diagnosis is to dismiss repair costs 

and downtime by instantly fixing and identifying the trouble. In short, FDD is the procedure of 



detecting when a fault appears, but the process of FDD is of concluding the fundamental fault 

cause [301]. 

C. Risk Evaluation: 

Risk estimation is essential in several power plants, incorporating chemical trades, projects of civil 

manufacturing, nuclear facilities, and industrial sectors [302]. In these manufacturing, networks 

are frequently compound and have sharp hazards, where redundant consequences may end in 

substantial values, such as injury, financial losses, environmental destruction, or regular harm to 

existence [303]. Risk estimation extends to an organized method to evaluate and identify potential 

risks, and ultimately reckon their potential and likelihood outcomes. Risk estimation approaches 

point to measuring the incidence of discarded events (e.g., damage of physical reliability, loss of 

containment) and the difficulty of the effects (e.g., financial loss, number of accidents), which are 

ultimately gathered to make widespread risk facts. Lastly, risk stages are associated with risk-

getting standards to appraise if the lasting hazard is needed or acceptable to be declined by 

executing risk-dropping procedures [304]. By accompanying risk evaluation, engineers can style 

learned conclusions concerning the operation, structure, and design of serious structures to lessen 

the impact and likelihood of dangers, confirming the sustainability, consistency, and safety, of 

these structures [305]. 

D. Reliability analysis (RA): 

RA implies a process, element, or system's capacity to steadily execute its anticipated performance 

over indicated and below-described settings. It is a determination of how trustworthy and 

dependable a structure is and is frequently extracted as the network probability without failure will 

perform appropriately. Consistency determines influences such as operational conditions, 

maintenance, construction, and design, and can be evaluated via several techniques, involving 

analysis, demonstrating, and testing. Despite its significance, the assessment of reliability poses 

various tasks that must be defeated to confirm a perfect evaluation of network functioning. 

Including the others, there is difficulty. It develops progressively challenging to estimate method 

RA as interconnectedness and complexity improve. Also, uncertainty performances a critical part 

in RA as it can substantially bearing the accuracy of decisions and predictions. Particularly, it is 

hard to model uncertainty in different bases, such as material properties, assembly errors, 

manufacturing, and uncertain operating restrictions [306]. 

E. Anomaly detection (AD): 

AD involves recognizing observations or data stages that divert radically from the sample expected 

or behavior in each approach [307]. Unlike fault diagnosis and detection, which identify the 

objective for the existence of a diagnosed burden or specific fault that has previously happened, 

[308] the designated “anomaly” specifies that the structure is different from standard operational 

circumstances, so further info is unavailable. Anomalies can be initiated by numerous causes, such 

as disturbances of several nature, incorrect operations, and equipment disasters, and can have 



substantial concerns if left hidden [309]. Hence, anomaly finding shows a desperate function in 

arguing the efficiency, reliability, and safety of several industrial methods [310][311]. 

2. AI Methodologies and Functionalities for Reliability: 

This elaborates on methodologies and functions of AI for reliability-adjusted maintenance. In ref 

[312], the author explained the artificial intelligence in navigating hybrid models in load 

forecasting. As a capable, practical point and the purpose relating to AI, the scholars categorized 

the vital resolves of AI as [313], [314], [315]: 

• Classification,  

• Optimization, 

• Exploration of Data structure (DS),   

• Regression 

These are valuable means for progressing attributes of database evaluation, such as planning 

prospects, logic, and database analysis, as given in Figure 18. 

A. Classification:  

Scholars have recognized that fault diagnostics and abnormality findings identifiable arrangement 

task maintenance can choose fault tags with monitoring data condition. Yet, the reliable database 

might contain noise labeled in [316], including non-logical errors [317]. Scholars have also broadly 

studied methodologies of ML and deep learning and observed that they precisely deal with 

delivering input data essentials with a tag indicating the modules of k discrete [318], [319], [320]. 

B. Optimization:  

Scholars have recognized that the optimization purpose offers a consideration of the most 

appropriate solution by diminishing or exploiting the unbiased purposes, comprising a particular 

set of available substitutes that are given disproportions, independence, or limits to please the 

results [321]. 

C. Exploration of Data Structure: 

The scholars proposed that data structure includes gathering of the database. It regulates clusters 

of comparable information within a dataset, density calculation that directs the dataset supply 

within the planetary of input, and density of database those strategies of higher-measurement 

dataset down to a dataset of lesser-dimension for the futuristic failure [322]. 

D. Regression: 

Historical databases spread much data to users. Furthermore, the precision of the forecasted 

approach is essential [323]. Then, effectiveness and accuracy interchange are essential for the 

methodologies of forecasted dataset-triggered energy [324], [325]. The investigators in [326] 

noticed that the shorter-term memory (STM) and more extensive and convolutional neural network 



(CNN)-unified method [327] fails the discrete method in failing the error while seeking to 

integrate. This approach acknowledges the association between output parameters and erratic input 

to approximate the inference of extra active constraints on the estimated input limits. The 

professors in learned that among the SVM [328], and procedures of random forest (RF), 

polynomials predicted a small daily error at 0.58%. However, the algorithm’s RF methods are 

unacceptable for long-term prediction. For example, in [329] the researchers discovered that the 

regression model (RM) could enable an intellectual controller among the modifying parameters of 

electrical output and input regulated [330]. 

 

Figure 18. Database analysis of AI. 

XI. Inceptions of Blockchain (BC): 

The formation of BC began starting a white document printed in 2008 by Nakamoto Satoshi [331]. 

BC, also named spread ledger, admits sequential blocks, which relate to each other finished earlier 

block header with the hash value. The other timestamp-fated cryptographic hash, transaction data, 

and nonce are also comprised of a block [332]. The block timestamp is judged acceptable only if 

its estimate is greater than the two hours’ time plus network-adjusted and more than the prior 

eleven blocks' median timestamp, which blocks challenger to affect the possible BC. Note that 

time refers to network-adjusted timestamps median from whole joined nodes. The blockchain's 

smooth execution is not just preserved by one or many nodes, as an alternative, each network 

blockchain node should obey a widespread consent protocol to validate and generate novel blocks. 

The consent procedure is the blockchain pillar where the legitimate actions and controlling laws 

are all structured [333]. 



The recognized bitcoin embraces the Proof of Work (PoW) method, which claims sappers supply 

a famous computing power number to guess out a solution for casual mathematical issues [334]. 

To prevent centralization of the difficulty, computing power, also entitled nonce of generation of 

the following block, is energetically modified based on per block in 10 minutes. While incredible 

computation power delays the mass of aggressors, PoW also directs to extreme energy 

consumption and a high rate of inefficient transactions. Proof-of-Picket (PoP) alleviates the 

difficulties carried by PoW, so the collier who suits the decisive success varies on their holding’s 

extent in the consistent cryptocurrency more readily than computation supremacy [335]. The 

recent promising System of Interplanetary Folder (SIPF) spreads consensus of Proof of Space (Po 

Space), which makes applicants supply some space of storage to evidence a trial declared by the 

facility source [336]. The operation information is arranged according to the method used for each 

block Merkle tree, which develops the verification competence. Merkle tree allows clients to move 

any section for verification without completing documents of transactions. The overall blockchain 

parts and the handling of the transaction in a BC are illustrated in Figure 19 and Figure 20 

correspondingly [337]. 

 

Figure 19. The general parts of blockchain. 

BC is a capable key in this esteem due to its evident characteristics of transparency, immutableness, 

and decentralization. To improved recognize the role of BC in the MV, try to give massive research 

on the functions of BC for the MV [338]. Extensively review blockchain-based techniques for the 

metaverse (MV) from expert perceptions, such as privacy preservation of information, facts 

interoperability, data distribution, data storage, and facts acquisition [339]. 



 

Figure 20. Transaction process of blockchain. 

1. BC Model Generation for Reliability Framework: 

A. Generation of Activity diagram (AD): 

ADs symbolize the operation logic, the business logic flow or the use case. An AD can be exploited 

to imagine the dynamic actions of an approach through the unique flows of actions, such as 

concurrent and parallel activities [340]. An AD is applied here to characterize the oracle processes 

flow from demand to objection for external data, to the oracle carrying data off-chain, through to 

suggesting the data back to the BC. The description in these processes modeling was held at the 

equal level for all mechanisms of oracle to admit comparable evaluation of the processes of oracle. 

Centralized oracle schemes have an easier AD than decentralized oracle schemes. The generated 

AD for chain-link. 

B. Generation of Success Tree Structure (STS):  

The next stage in the approach engages the AD for the generation of an STS [341]. An STS is a 

tree structure that is used to identify and analyze the required components to accomplish the 

proposed success. The STS exhibits the elements and conditions to accomplish the top incident 

through a sequence of basic actions and several logic gates. An STS can be transformed into a risk 

analysis and FTD for reliability. The AD illustrated in Figure 21, examines that five actions are 



essential for the oracle Chain-link to accomplish in asking for external data. Transforming gave us 

an STS with five procedures required to inquire about the external data [342]. 

 

Figure 21. Five actions of oracle chain-link in blockchain. 

C. Diagram of Fault Tree (DFT): 

DFT is the set of an STS. DFTs are regularly used to investigate the hazards to economically 

critical and safe assets. It’s widely applied in recognizing the risks of a system or software. DFTs 

are usually guided acyclic diagrams, where faults of components are developed at the leaves of the 

diagram. Logic gates embody how the faults reproduce. The DFT actions are the set from the STS, 

and gates are also switched, e.g. an AND gate from the STS is altered into an OR gate in the DFT 

[343]. From an AD it is the restriction of creating a tree structure that might not protect all lower-

level sections isolated from publications, GitHub, and forums that impact the top incident. These 

lower-level sections are drawn onto the produced DFT to form the entire DFT, as displayed in 

Figure 22. 

D. Reliability Assessment: 

Reliability assessment is essential to operating, constructing, and designing economically essential 

technical procedures [344]. Numerous models and methods have been found to confirm systematic 

assessment of the risk and reliability of a scheme and DFTs are one of the most used models. A 

DFT created in the earlier step can be applied to conduct both quantitative and qualitative 

assessments for the reliability of the BC oracle approach. A cut set (CS) is an exceptional set of 

outcomes attained from a DFT that is enough to base the top event to occur. It gives a procedure 

for probability estimates and also shows the decisive links in the method design [344]. The lowest 

CS (MCS) is the CS with less events number that can basis the happening of the top event. By 

applying the complete DFT chain link in Figure 22 as an example, we can create the MCS equation 

(Eq.) for the DFT as below: 



𝑍 =
𝑄1 + 𝑄2 + 𝑄3 + 𝑄4 + 𝑄5 + 𝐽

𝑀[𝑄6 + 𝑄7 + 𝑄8 + 𝑄9 + 𝑄10]
 

 (55) 

 

 

Figure 22. Procedure of DFT. 

Chain-link includes 10 single-factor lowest cut sets [345], [346]. Any of the smaller incidents from 

𝑄1 to 𝑄10 is enough to produce the top incident ′𝑍′ to happen. Lower actions from 𝑄6 to 𝑄10 are 

limited by the gate, later we operated the reliability Eq. for J-out-of-M to lower actions 𝑄6 to 𝑄10. 

To estimate the reliability of BC oracles using DFT, use the reliability Eq. for a structure and 

reliability Eq. for the structure of J-out-of-M.  

𝐹 = ∑
𝑚!

𝑗! (𝑚 − 𝑗)!
(𝑒−𝜆𝑧)𝑗

𝑚

𝑗

(1 − 𝑒−𝜆𝑧)𝑚−𝑗 
 (56) 

 

Eq 56 is the Eq. for the J-out-of-M system 

𝐹Chain−Link =  𝐹𝑄1 × 𝐹𝑄2 × 𝐹𝑄3 … × 𝐹𝑄10  (57) 

 

Eq 57 below is taken from the MCS for the FTD Chain-link 

 By replacing the equation of system reliability 𝐹 = (𝑒−𝜆𝑧)𝑗and the complete Eq. can be produced: 

𝐹𝑄1……𝑄5 = 𝑒−𝜆𝑄1𝑧 × 𝑒−𝜆𝑄2𝑧 … . . 𝑒−𝜆𝑄5𝑧  (58) 



 

𝐹𝑄6……𝑄10 = ∑
𝑚!

𝑗!(𝑚−𝑗)!
(𝑒−𝜆𝑄6𝑧)𝑗𝑚

𝑗 (1 − 𝑒−𝜆𝑄6𝑧)𝑚−𝑗 × …  

× ∑
𝑚!

𝑗! (𝑚 − 𝑗)!
(𝑒−𝜆𝑄10𝑧)𝑗

𝑚

𝑗

(1 − 𝑒−𝜆𝑄10𝑧)𝑚−𝑗 

 (59) 

 

Components failure rates are substituted into the Eq. to determine the overall oracle mechanism 

reliability [347]. BC oracle services and platforms are too latest to have enough historical 

information to estimate the component's failure rate empirically. Hence, to display the 

methodology used for reported failure rates for fixed software components. Some previous 

research on failure rates of smart contracts. The input values of the model are presented in Table 

4. There are three types of general errors, which are human error, server error, and smart contract 

error. All matters related to infrastructure errors, data sources, and server hacks are gathered under 

the server failure classification [348], [349]. 

Table 4.Error types with failure rates. 

Errors type  Failure rate Examples 

 Server error 0.001-0.005 Server hacked 

   Infrastructure error 

 Hard task 0.1-0.25  Update new factors 

 Routine task 0.06  Client-side error 

Human error   Reporter not reporting 

 Smart contract error  Suicidal contract 

  0.003678  Prodigal contract 

   Greedy contract  

 Simple task 0.0005 Close invalid data source 

 

XII. Cascading Incident Analysis and Modeling:  

Several serious CFs have been recorded, therefore; it is of major significance to develop proper 

models that classify the critical primary disturbances and prevent the cascading blackout of power 

networks in advance [350], [351]. Primarily, the cascading process and cause of blackouts must be 

experienced. Commonly, a blackout mostly begins as a solo failure of the system, which can, start 

to CF [352], [353], [354]. These cascading blackouts drop several people and can result in 

substantial economic losses. Earlier model making, figuring out the process and cause of cascading 

blackouts in essential power systems. Three main types of models describe power systems CFs.  

• The first model type only explains the topological assets of power systems and overlooks 

the primary physics laws of electrotechnics principles [355], [356], [357].  



• The second model type deems the quasi-steady state of power networks and determines the 

power flow by resolving the power flow equations of the alternate current (AC) or direct 

current (DC) [358], [359], [360].  

• The third model explores the occurrence of CF by modeling the dynamic of power network 

components [361], [362].  

Though, the analysis of complicated network approaches in power grids was examined by [363] 

and it was gathered that it is required to integrate the electrical and physical belongings. In the last 

periods, investigators from several domains were involved in the control and coordination of multi-

agent networks [364], [365], [366]. Since in-power grid buses can be studied as smart agents 

competent to interact and communicate with their neighbors, an approach of the multi-agent 

network can be worked to protect and constraint of power system as in [367]. The research 

institutions and industry should have a thorough learning about the outages of cascading [368]. 

Electrical power networks cover considerable geographical regions and comprise numerous types 

of interlinked equipment together. Owing to this nature and structure, it is tough to understand the 

direction by which CF outages [353]. In this concern, investigators have dealt with a range of 

modeling methods of CF [369]. The most familiar technique for examining CF is the quasi-steady 

state (QSS) with the model of DC power flow [370], [371]. These models are robust and simple in 

defining overloads of cascading. The general challenge with the power flow of QSS-DC is that 

they decline to secure nonlinear systems. To model these methods of nonlinear, such as dynamic 

instability or voltage collapse, power flow QSS-AC models are worked.  

In [372], [373], [374], [375], [376], power flow QSS-AC models are managed in cascading 

analysis effect. Just as they can manage the effects of nonlinear, models of QSS-AC have 

conjunction difficulties. As a finding, they need selected machine-developing assumptions. In 

[375], a sequence of together AC and DC models is suggested. This permits the load shedding with 

under-frequency and scenarios of under voltage to the modeled accurately. These procedures are 

better for models of DC but do not justify the voltage collapse effects. Some suggested methods 

based on simulation or historical facts to come up with the general cascading effect types. The 

procedures are generally proven as statistical approaches. In [377], [378], [379], [380] topological 

simulations have been projected. However, when employed for vulnerability assessment of power 

systems, they need adequate grid knowledge; then, the findings will be inadequate [381]. To 

recognize the mid-to-lasting strength effect on outages of cascading, statistical and dynamic 

methods have been concerned [382], [383], [384], [385]. It is essential, however, to also do 

simultaneous modeling of the protection operation and the approach dynamics as in [386]. 

1. Blackouts surrounding the World:  

The power structure's capability to sustain stability and assure customers a constant electrical 

power supply during a disturbance event is critical [387], [388]. In this happening, when a power 

structure blackout appears, the outcomes can be widespread. Reasons of power structure blackouts 

comprise overloading or tripping transmission lines, quick-frequency drops, protection structures 



mal-operation and control, cyber-attacks, equipment failure, voltage collapse, human error, poor 

maintenance, lightning attacks on power system equipment, and others [190].  

In 2010, various power network blackouts happened, which exited millions of clients trapped for 

hours. For example, a power outage happened on 8 September 2011 in the Pacific Southwest, 

which continued for about 12 hours concerning 2.7 million people in Mexico, Arizona, California, 

and San Diego [389]. In this incident, the main transmission line tripping through peak load headed 

to the structure collapse. Throughout this, San Diego suffered a total of simulations and blackout 

in confirmed that inadequate load shedding conducted to the impacts of cascading. On 4 February 

2011, a power network blackout happened in Brazil appropriate to transmission line flaws and it 

survived for about 16 hours. Almost 53 million clients were completely involved [228], [229]. On 

30 July 2012, another blackout, which persisted for about 15 hours, happened, disturbing nearly 

620 million people in the east and north of India. The blackout happened due to transmission lines 

(400 kV Gwali–Binar) overloading [230], [390]. The system collapsed again on the surveying day 

due to an imbalance of demand generation and almost 700 million residents survived when close 

to 32 GW of energy was suspended. This blackout is the heaviest power outage ever recorded in 

which people are affected [391]. In Vietnam, on 22 May 2013, a 500 kV line stumbled, splitting 

the southern and northern grids of Vietnam's power networks [392]. In the Philippines the same 

year, 14 power plants were reduced disturbing their center city Manila, and closing 40 % of the 

Luzon Islands [393]. The affected individuals were probably to be 8 million. The falling of 

transmission lines and generators is directed to the total voltage collapse in the structure. A 

lightning bolt affected Thailand's power network in 2013 assuming nearly 8 million people in 14 

provinces [394], [395]. Bangladesh Power Network (BPN) suffered an overall network collapse 

on 1 November 2014, which continued for about 24 hours [396]. According to outcomes in [397], 

this was due to an unexpected outage of station high voltage direct current (HVDC). The impassive 

facts and rotating reserve around generators were under maintenance degenerated the condition 

[398]. After all stages of the load shedding under-frequency (LSUF) were triggered, the total load 

shed amount was less associated with the qualified disturbance, which controlled the blackout.  

The development of the load-shedding BPN method was recommended as a solution of long-

lasting in the future with comparable outages cases. The BPN power outage involved about 150 

million people. A technical power station fault in Sindh on 26 January 2015 involved almost 140 

million residents in Pakistan 10, [399], [400]. In Turkey, on 31 March 2016, approximately 70 

million individuals had to survive power outages due to the failure of the power network [401]. 

Nevertheless, some areas that are combined with the Iran power system such as Van and Hakkari 

did not suffer the blackout. Approximately 10 million Kenyans on 7 June 2016 had their interrupted 

power supply for more than 4 hours when the transformer subsequently interrupted and tripped 

180 MW of power [402]. Unrestrained events ensuing the power loss of 180 MW get worse the 

condition and headed to structure collapse. Table 5 illustrates the number of recorded power 

outages around the world in 2011. Each outage's average duration is assigned in a similar table in 

hours. From Table 3, it can be observed that of the less number of recorded outages in the 



Caribbean and Latin America, during each outage the average period was extended than in the 

other regions. Almost 1200 power outages with a shorter period were suffered in South Asia. The 

existence of the wide incidence of power network blackouts across the world shown in Table 5 

[403].  

Table 5. Number of recorded power outages across the world. 

Areas Duration of each power 

outage 

Power outages 

North Africa and the Middle 

East 

4.00 50 

Central Asia and Eastern 

Europe 

6.50 100 

Sub Saharan Africa 7.50 210 

Pacific and East Asia 6.00 200 

Caribbean and Latin America 8.00 40 

South Asia 2.50 1200 

The rest of the countries 5.00 250 

 

XIII. Challenges for Analysis and Modeling of CF: 

This sector examines the tasks of analyzing and modeling CF in upcoming power grids. To address 

these challenges, feasibility study guidance is also sought.  

1. Power Network with Cyber-Coupled: 

Contrasting the guidelines of CF in an individual power grid, the combining of cyber directly and 

ultimately convinces opposing impacts on the standard controlling of a power network with cyber-

coupled [404]. Cyber-attacks can indicate the closure of a power substation straightforwardly, 

though signal measurement attained in cyber approaches can be ultimately ruined [405]. Therefore, 

system operators are distorted to elect the wrong outcome in running the power organization. At 

this point, three challenges are declined to further increase the effectiveness and practicality of 

analysis and modeling of CF power systems with cyber-coupled [406].  

• The first task is to understand the interdependence between power networks and cyber. The 

existing courtesy of the topological belongings of the joined network is other from standing 

sufficient in forming an exact template for the investigation of CF [407]. As an alternative 

to consuming some generalized conventions on the means cyber networks offer monitoring 

jobs to power schemes while the power networks are measured by the cyber fragments, 

accurate clarifications of the interdependence between power networks and cyber must be 

appropriately incorporated and considered in the model of failure. This stage will be vital 

to generating outcomes that are reliable with the substantial power grid [408].  



• The next task is to examine the connecting arrangements in power systems with cyber-

coupled [409]. The connection method of one-to-one could not be the appropriate 

interpretation of the correlation between cyber networks and power. Therefore, potential 

patterns of realistic coupling are found on real incidents of SGs is a fundamental step 

concerning an interdependent framework of network-based for exploring CF. Additionally, 

network-based models with multiple layers can be considered [410], [411]. A strategic 

management roadmap for a smart grid with the next generation is suggested in ref [412]. 

• The 3rd task is to examine the relations between defense and attack. The transitory of the 

relations between defense and attack, as explored in the transitory of Tse and Liu [413], is 

favorable to originating actual protective and defensive tactics for the critical organization 

and thus to keeping an extreme safety stage of the power grid with cyber-coupled [414].  

2. Power Grid Penetrated with Power Electronics: 

The superior invasion of power electronics equipment will model two definite topics in the analysis 

and modeling of CF.  

• First, the actions of fast switching may cause new forms of failure of power components.  

• Second, the devices of power electronics have less lenient abnormal voltages and currents 

and are close to zero inertia, as contrasted to traditional power equipment [415].  

Such variations would undermine the standard functioning restrictions of the present power grid. 

Three tasks can be recognized to advance appropriate models in which the complete evaluation in 

the bottom-up approaches has participated in the top-down methods [416].  

• The first task is to recognize new types and causes of failure of power components. The 

cumulative power electronics equipment use will spread the sources of failure of power 

components. Thus, a basic task is to classify and identify these new failure categories and 

have them connected and analytically contained with the presented descriptions of failure 

events [417].  

• Another task is to indicate the crescendos of failure promulgation. The structure that 

influences the failure events happening (failure actions succession and their ensuing time 

moments) is the fundamental tread in the analysis and modeling of CF [418]. because of 

the reorganization of power flows, the mechanism is distant from the overloading tripping, 

and new dynamic forces of failure spread, carried by the fundamental character of power 

electronics equipment, should be appropriately comprised [419]. To contract with this task, 

mutual effects between power networks and power electronics disturbing the failure 

propagation dynamics must be distinguished [420].  

• The 3rd task is to determine the assessment processes of the system’s presentation. The 

greatest empirical aspect of the analysis and modeling of CF is the power system's strength. 

Hence, practically applicable indicative methods that permit examination of the influences 

of raising access to power electronics equipment on coming power grids must be identified 

and applied for comparison and estimation of performance [421], [8]. 



XIV: SG under Sensible Scenarios: 

This survey identifies further tasks when contemplating the SG under sensible scenarios. These 

tasks are summarized here:  

• T1: To recognize the SG vulnerability, not only identify each component's assets but also 

illustrate the interdependence between components for any component failure can indicate 

unpredictable successive collapses. In correlated operations, the researchers fail to study 

the interdependence between elements. It is extremely challenging and involves a 

multifaceted method to recognize profoundly the SG vulnerability [422], [423], [424], 

[425].  

• T2: From the perspective of attackers, achieving the greatest damage, it needs an effective 

attack algorithm in the SG. In previous designs, they proposed some efficient procedures 

for attacks of CF because they studied that the attack budget is infinite. As ever, these 

expectations are idealistic since the attack's scale varies on the resources of the presented 

attack [426]. In the system, there is an insufficient attack budget, and a CF does not always 

succeed. Hence, how to model a full method for defenses and genuine attacks in SG is a 

challenge [427], [428].  

• T3: The 3rd task is how to tentatively examine the structure to plan a real defense and 

attack algorithm. Because the explored issue Critical-Line with Maximum-Impact through 

Limited Budget (CLMILB) is NP-wide-ranging, there is no method to acquire precisely 

the succeeding failures of the entire network, and it is also hard to regulate applicable 

workings for the direction of occurrences. The inquiry of guaranteeing for largest total 

effect of attacks on clients becomes tougher. Thus, the operation of the chosen algorithm 

not only alters a comprehensive assessment but also needs a detailed mechanism and 

technique for the SG susceptibility assessment [126], [127], [128]. 

To focus on these tasks, initially plan a unique attack procedure that reflects the partial attack 

funds, indicated as the Algorithm Based on Greedy Partition (ABGP), to extend the whole effect 

on clients. We then structure an applicable defence procedure, specifically the Algorithm of 

Defense Based Homogeneous-Equality (ADBHE) to defend essential components that support and 

decrease the impact of the ABGP attack on clients [154].  

Table 6. Our work novelty with related reviews. Note: CF- Cascading Failure, AM- Attack Model, 

BE- Blackout Effects, MAN- Multi-agent network, CA- Cyber Attacks, GD- Grid Digitalization, 

SG- Smart Grid, IG- Interfere Graph, DT- Digital Twin, MV- Metaverse, BC-Blockchain. 

Ref Duration CF Relia

bility 

AM BE MA

N 

CA GD SG IG DT MV BC Io

T 

AI 

[210] 2014-

2024 
× √ × × × √ × × × √ × × √ √ 

[121] 2010-

2020 
√ × √ √ × √ × × √ × × × × × 



[249] 2003-

2022 
√ √ √ √ × √ √ √ × × × × × × 

[231] 2008-

2019 
√ × × √ √ √ × √ × × × × × √ 

[41] 2003-

2023 
× √ × × × √ × × × √ √ √ √ √ 

[172] 2010-

2020 
√ × √ × × × × × × × × × √ × 

[330] 2012-

2022 
× √ × × × × × √ × × × × √ √ 

[70] 2007-

2017 
√ √ × √ × √ × √ × × × × × × 

[429] 2012-

2021 
√ √ × √ × √ × √ × × × × √ × 

[430] 2010-

2020 
√ √ √ × × × × √ × × × × × × 

[431] 2012-

2023 
√ √ × √ × × × × × × × × × × 

Our 

work 

Up to 

2023 
√ √ √ √ √ √ √ √ √ √ √ √ √ √ 

 

XV. Conclusion: 

This survey provides an overview of introduction, causing, and attack models for CF, categorizing 

them into probabilistic models and physical models. The integration of DT, BC, and AI within an 

IoT-permitted Metaverse environment signifies a transformative methodology to focus on the 

challenges of CF incidents in SG. By leveraging DT, SG can complete predictive analytics, 

advanced simulations, and real-time monitoring, qualifying proactive interventions to avoid 

failures. BC, with its secure framework and decentralized, enhances automation, transparency, and 

data integrity through smart contracts, raising efficiency and trust in grid controls. Meanwhile, AI 

emboldens autonomous decision-making, adaptive control, and predictive modeling, significantly 

enhancing the grid's resilience. Simultaneously, these technologies establish an immersive MV 

where stakeholders can simulate, visualize, and collaborate solutions in a risk-free, dynamic virtual 

space. 

Although these promising substantial challenges, advancements endure in realizing the deep 

capability of this integration. Interoperability among unrelated structures, scalability for managing 

large datasets, and cybersecurity involvements are pressing concerns that require urgent 

consideration. Furthermore, attaining energy efficiency for AI algorithms and BC operations 

through decreasing operational costs is critical for sustainable assumption. The IoT, while 

innovative, also appears usability encounters that must be addressed to confirm effective and 

accessible decision-making for all investors. Defeating these barriers imposes interdisciplinary, 

collaborative research attempts that merge expertise in data science, engineering, and human-



computer interface. Moving forward, the attention should be on user-friendly systems, cost-

effective, and scalable, and that evaluate technical sophistication with operative feasibility. By 

addressing the recognized research gaps and proceeding with our consideration of this network, 

the integration of these technologies can become a foundation of intelligent, sustainable, and 

resilient, smart grids, accomplished by mitigating CF and confirming reliable energy sources for 

the future. 
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