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Computer Forensics tools «swlall (e AaY) gas &l ol (any 11,6 J 52l

Jaiedidl) ol /el gy Zalil) an)
Ubuntu SANS Investigative Forensics Toolkit -

SIFT

Windows / Linux Digital Forensics Framework
Unix-like/Windows The Sleuth Kit
Linux Open Computer Forensics Architecture

Linux CAINE

Windows / Linux Dumpzilla

Memory Forensics tools ¢ 3l dilu s (e AaY) aas & 5l (223 12,6 J sl

Jeaedidl) aldad /Jand) Liyy ki) aul
Windows CMAT
Windows & Linux Volatililty
Linux Volatililty

Network Forensics tools <ilSuall 8 4sY) aen <l 5l (any 13,6 Jsaal)

Jeedil) aldad /Jand) Ly, ki) aul
Windows / Linux WireShark
Windows / Linux NetworkMiner
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Backup and Off-site Storage
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22013 Open Vulnerability Assessment System (OpenVAS)[87]

22009 Metasploit Project[88]
22013 Pentoo Penetration Testing tool[89]
22013 BackBox[90]
22010 IT Health Check(ITHC)[91]
22013 Burp Proxy[92]
22012 Nessus Vulnerability Scanner[93]
2012 Ollydbg[94]
22012 Nmap[95]
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your quide 10 the best kid sites on the web Categories About Privacy Contact
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www.securitysoft.com

www.onlinesafetysite.com

Wwww.covenanteyes.com

www.familysafemedia.com

www.kidzui.com

Windows ME
Windows NT
Windows 2000
Windows XP
Windows Vista
‘Windows 98
Windows ME
Windows 2000
Windows XP
Windows NT
Macintosh OS
X

Windows Vista
Windows ME
‘Windows NT
Windows 2000
Windows XP
‘Windows 98
Windows ME
‘Windows NT
Windows 2000
Windows XP
Macintosh OS
X

Covenant

CSWEB

Safe Eyes Parental

Control Program

Eyes
Internet

Accountability and
Filtering Software

EyeTimer

KidZui
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National Council of ISACs

MembeI13ACs Member ISACs
.“M
A-SAC The Aviation Information Sharing and Analys:s Center
Mrw (A-1SAC) provides an aviation-focused information
sharing and analysks function to help protect aviation
Publicatons businesses, operations, and services globally. Our
mission is to analyze and share timely, relavant, and
Contact Us. actionable information as it pertains to threats,

vulnerabilities, and incidents. The A-ISAC is a non-

AVIATION ISAC profit organization and membership is open to trusted

private sector companies engaged in aviation business
Aviation globally.
4 DIB-ISAC The DIB ISAC was created to address an all hazards
‘ f DIB ISAC approach to securing the DIB Supply Chain, Trusted
*“ou’nu INDUBTRIAL BABE and effective Threat Collaboration s a critical
W component of the DIB ISAC deliverable to its member
Deferne Industrial Base firms and it is essential that the ISAC provide the

member firms’ cyber analyst or security officers a
broad, multi-sector view of emerging threats that may
extend well beyond the analyst's respective
organizational domain. DIB ISAC analyst threat
sharing and col is made possible
within their respective firm (intra-organization),
amongst hke organizations which comprise the D1B
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@ US-CERT _

US-CERT strives for a safer, stronger Internet for all Contact Us
Americans by responding to major incidents, analyzing {,) (888) 282-0870
threats, and exchanging critical cybersecurity
information with trusted partners around the world.
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Advanced Search

Saecurity planning hieats About CPNI

CPNI protects national security
by providing protective security
advice. Our advice covers
physical security, personnel
security and cyber
ity/information assurance.
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[ Bring Your Own Device

Aol ) i) il Alan S 5l mait ) 5l 11,14 S
Lli, & s 5 Civil Contingencies Secretariat (CCS) «i&s .2
e (& @l sl JS Bacluay agiys (5l shll s b 4 Sall sl
) S e Jalaill bl slac)
Giin ) Lia Jand Gl 5 palall g Unil) Cllisns 3 (0 e sanna Ll lllia 3
Gl Jae (B Gl Leae Jaliiy e sSall pladll Cilange aa
tOloss gall 238 (e ila glaall
The Information lestedl (¥ LY Gadaddl o
Assurance Advisory Council.
British Computer Society < swlall ity il Azasll o
National Computing Centre 4w sall Jhagll 5S4l o
Internet Watch Foundation < yiy) 28l je dsge @
Confederation of British Industryastay il dcliall s o
.(www.chi.org.uk)(CBI)

187



(http:/fwww.iisp.org) Slesadl e ddeall dmaall o
Institute of Information Security
%5 Ayge dmen oo 3jle A5 :Professionals(1ISP)
Al Gl Aleay clegleall el OV G Gl
Ayl

European Information Society <ule slxall Gy dmasl)
(also (http://www.eurim.org.uk/) Group (EURIM)
»3 Jaxi :Called The Information Society Alliance)
Clileal) G paai] e liall Gluwsall 5 oo il ae dpzaal)
A0V Cle g gl

Apagpadll 1

bl s 2

A8 el 3

Al Gk s & jleall 4

il ALl cdlbddl Wl Jde Jeddl 5
A5 S

Aoalaidy) g daelaiay) Canall Ll pass 6

el Jalaill 5 4y jSall ASLall 35 7

i Y e A ) lal SV G WS 8

alal) o ol g JSaall 1A 5.14
Aladll 8 aladl o gl delily Saall Y e as Al Clabidl aal (e
-1t Basiall

Combined Security 4laiuy) s (a3 sasiall de genall 5 Al 1

a8l 4c gana (A :Incident Response Team (CSIRTUK)

188


http://www.iisp.org/�
http://www.eurim.org.uk/�

shladl 5ol clagledll ol cVlae (8 (alall g il saclua
[196] s 5 Y ild) i3 s
12,1438 (http://www.cesg.gov.uk) GovCertUK 4c gana .2
Cla glaall (el Ve (A 0 sSal) g Uail) sacliay a5 de sana A
Aaall eVl 8 sl ) acall ani g Hlalaall 3 )
Ministry of 4slegleall 5 lshlly Laiudl gldall 3,55 &4 .3
Defense  Computer Emergency Response  Team
2 Aejse S)yevae 4l Jlaglea (38 oo 3 e s ((MODCERT)
dapall VA b maill 5ol 138 a0l D0 Jsk e dilisg (3lalie
Gl all G Gl puall Jol aads e Jany g Glaslaall Sl ghaial
.GovCertUK 5 (CSIRTUK) (s JS 0 By s

b The National Technical Authority
-H\ for Information Assurance.

CESGW i
\..

GovCertUK You ari horo: Home > Bolicy & Guidonce » GavCertUK
Repon an incident Welcome 3 E
WARPs GenCH 5 Emergency Response Team [CERT) for UK G o GovCERTUI
il e s s M

01242 709311

Enguines

01242 108141 |

enquinesgoasg gaLgov To assistin ine icentification and categorisation of 3n event please read GovCenUics Incigant
SELONES Guigelings (P 148KB - v1.2 19 Jun 2013} for furiher information and guigance.

s OF 145KB 9 Jun 2013} for furihes Information and gu

Please contact GovCentUK directly about any suspected incidents

GovCertUK provides support 24hours a day 7 days a week
Phone: 01242 709311

General Enquines:

& Crown Copyright 2013

Conltact us Site map Accessibility Terms & condilions. RES feeds

Ay el i) 5 a3 Banall A ganall panst Sl @ sall 12,14 JSE
.(http://mwww.cesg.gov.uk)

189


http://www.cesg.gov.uk/�
http://www.cesg.gov.uk/�

Ao ¢ Ao Jory caidad alse 58 5:3.14 A GetSafeOnline g .4
Lalall ibaill andyy VLAV Clasleall Gal e guia gay aainall
i O ) aladiad) e Al

(Al www.getsatecniine.arg

OHLINE Free expert advice Foliowur EY B | P tooking for semething
i

Action Required I Chiine vehigle fraud

f ) Bepd moru,
(4 Norton Internet Security has detected . Watch out for Likasih foan
é threats that require your attention mkash S
Bead morsu,

W Fans wamed o avond ke
[l oothal ks
'\_ W Huadmore.,

o Rettownin R DO YOU HAVE

’ ]
?_0 ?"l g A QUESTION
Socia ABOUT ONLINE

M CACETVTD

Real life

saadl (GetSafeOnling) ¥ Jsadl desanal i)l adsddl (3,14 JSA)
.(https://www.getsafeonline.org/)

I die JUikY) Llas 6.14

Child Exploitation 3l vie Jubyl desd 58 ye dplay ) A sSall el
daglaal ¢llys 22006 Jixl 8 and Online Protection Centre (CEOP)
st il e 3SHal dery JUbY) e diasiuadls 3 phall K al)
Jal e Al slaal) 38l Cilign g lalaiall (e de gana o alaillys allall
dpadi ) dadiall miag 4,14 JSE) (Apiadl) A IV day ) 3 jeala
Gl a2 () 58N pe (31 5ia e (s sine (5 e W e gl S Nl S all
) bl 13) A gal) A gl Calgad) o Lia 5 4z Jaladl

ThinkUKnow il oaalad malin aew Sl Ak
(il adsdl mas 514 JRA (http://www.thinkuknow.co.uk/)

190


https://www.getsafeonline.org/�
http://www.thinkuknow.co.uk/�

agalay s aSloy i i) mial e JUlY) (e dlisall lee ) a8 gall 13 2ol
Sl Calide aa dalatll 488

iw | Arer Meip Fport

CEOP Command .

Home About CEOP  Media Conire  [dhucation  Pubibcaions.  Partners aned fupporters.  Hesrumend  Contact s

safety centre

-

Ocr M Follow us Rigister for Child Rescus Alerts by leator
Fone HHH|xE ===Emm
= rescue gert danger

Latest Stats Want to know how to use webcam safely? Latest Anncuncements s
Tha st warice of Aot Flanh et Waticom wh Conbdonss trbot t .

Playee £ regerst 25 v 1 WEA sstemant on Progect Spade
et [,

Al sie JukY) dles a8 gal A )l Andiall 14,14 JS&

Come in 1o find the latest information on the sites you like to visil, mobiles and new laechnology. Find out
what's good, what's not and what you can do about it. If you look after young people there's an area for you
100 - with resources you can use in the classroom of at home. Mos! importantly, there's also a place which
anyone can use 1o repod if they feel uncombortable or worried about somaone they are chatting lo online. All
the information here is brought 1o you by the leam at tha NCA's CEOP Command We hope you like it!

Teacher/
14+? Trainer?

11137

(http://www.thinkuknow.co.uk/) ThinkUKnow (s )l a8 sall 15,14 JSil)

BeatBulling dadalll Llaa dc sana Leal Slla
£LA i) ai e Jead Al (http://www.beatbullying.org/)

191


http://www.thinkuknow.co.uk/�
http://www.beatbullying.org/�

O 6,14 JSa) Akl 4 jlae Jiae (8 JUlDU mileaill analiy G jaall g
B sall i Il dgal M)

Beat ABOUT WHOIS PROTECTING  SAFETY  DOSOMETHING
Bullying THIS SITE ON HERE? You CENTRE POSITIVE

Are you a parent or teacher
looking for advice?

Do you want to support
BeatBultying?

Cick here 1o ind cul whal we
do & how you can gel invoived

CHAT ROOM WHO'S ONLINE NOW | NEED HELP

7-‘;’ lm rlunﬁusr; at gancing . I NEED HELP ON
s e €. THE SITE

I'M WORRIED
T OMEONET

Aakald) 4yl de ganal (it )l a8 5all 16,14 JS)
Gy ) g (il 1) 7.14
OYLaiY g Glaslaall dlaal Gl il e waell sastiell ASladll Camia
o Lo Lia S3 Al il
Telecommunications (Fraud) Act alall ¥Lai¥ly Juia¥l o #E |1
1997:
Data Protection Act 1998: <lilull Alea o5& 2
Electronic =~ <lis iSlyly  <Vla®™d 2000 oo o5l 3
s sl alasiu) o 8l 13a asly :Communications Bill 2000:
J197] ds iS5 lailly dliaiall ) sa¥) 5 dsliadl)

Terrorism Act 2000: Y o$d 4

192



Police and Justice Act 2006:[198]4llaxll 5 ada &l (53 5

Child »1996 alyl dsdl & JUbYl Hosiul gie o6 6
& kY aladiul ¢ 58l 13 o 3 :Pornography Prevention Act
[199] Gl o 5l

1 2aay :Sexual Offences Act 22003 4wl dswiall 23 2l o d 7
5 Jilu gy Loy Adlaiall Cilysiall s alSaY)y Laial) a3l all o 50
[200] 3V (e Y dlas

LY agad o6l 138 jaa :Children Act 22004 Jikll 56 8
JUb3U dasiall cleadl) e aSall Sy A (e Sl 5 JLakad 4y sia
L e 5 Alaall el 8 (e Sl

Lagal) @) gal) (10 22y 8.14
sasiall ASleall & il slaall (ol & gam g Aaigall Cilgall dagall a8 sl 11,14 Js2nd)

A 1) algal)

& sall o) sis

T3]

paliy Agall Clill s
uAi U padn SJ}JLJ\J c..a.\l\
Gila glzall

5 siall g AGH sl

u\)dﬂ\éﬂjjg_u”)ﬂ\
g_a\JJsl\ Cﬁ)} L?"@“d\ g_uJ.J_J\
duigall

Clsiaal G 330 S
Cril gall Al
el 5 algus)

croally  clialgall A

www.cpni.gov.uk

[about/cni/

www.cesg.gov.uk

www.bcs.org

www.ncc.co.uk/

www.iwf.org.uk

www.cbi.org.uk

WWW.1isp.org

il e S je adse
A giatll

el g All Al o)) dalaial

il slaall
G sulall dillay ) dpmaal)
Luwsall  hdll Sl
National Computing

Centre

i N A e dosas e

Ailay ) cilelial) slas)

Y Adedl  damaall

193


http://www.cpni.gov.uk/about/cni/�
http://www.cpni.gov.uk/about/cni/�
http://www.cesg.gov.uk/�
http://www.ncc.co.uk/�

o daladll Jea dale milai  www.getsafeonlin GetSafeOnline

dual gl adlse) s juy) e.org
A S Bl elaial
(Sl staal) el 5

Jdaw (B laadic dpmea ceop.police.uk e JulY) dles Sy

Al vie Jualadi dglaa 3aal)

194


http://www.saferinternet.org/�
http://www.saferinternet.org/�
http://ceop.police.uk/�
http://www.thinkuknow.co.uk/�
http://www.thinkuknow.co.uk/�

s GuaAl) Jadll
LﬁJJJ‘i\ Ay 4y jad

dsila glaal) dolia U ATl cilalaty) g Alalid) ddadll 115
O astll alle 5 5isall Ll A sall Cle ganall o ) sY) A3V jiing
YLy alai el dalaiall clud jall s Egad) Jlae g alen¥ls 2gall Cua
3aaY) e AV duiasiall cailef 22010 alall A ileslrall 555 ani
Caags Al s 22020 o2l A Digital Agenda for Europe 4us_s¥) dd
2017559 sl s Vsl (& shaill ) ddle 5 ) gy

Ay pall Glad) SIS aladinly YL o Uad oLy
YL Al glaall sl chluidd) s gl

(Dl b Jardl (8 g aoa g 4 il o)) gall o shat
o sbeal) gl s g shas

A S AL () 5k

Ao sall Lo gl alasinl aaads

A s S cleliall aed

~ o o M W N P

el s il e A )Y A giall caile el dalall Calaa Y (Gaaac]
:[202] Jai ) 5 fualtll dulyuail
Broadband Network gas el Uil 4<uly AVl J50 e 43haii @
22013 alall dley
Broadband Network g sadl Uil 4<uly AVl J50 apen 43haii @
#2020 Alall ey B8 8 s lisa 30 (355 s
Glaill Ak s A e %650 e ST ddi e

Al 8w Lae 100 (58 daw Broadband Network =gl
22020 alad) ket

195



A e oladll @Ollaall el al e eV GSu e %50 GaSal
02015 alall duleiy 4 g STV 24 g1l

z o) Alsall 4 laill COlelaall ¢ ja) e AV S (10 %20 (S
22015 alad) ey A 5 IV 380 gall A (e (2 52a)

22015 aladl Algis sauall ) Aad¥) Jga Jala (Jsall J sl dad Jls
< %60 o« regular internet usage<ui yiY) aladiul Jaea 3345
22015 olall 41e3 %75

P e dasSall Ol el jal e AV S (e %50 Gl
22015 ol dlesy e-Government 4 s iSIY1 4 sSall 3) 53

daiall pshilly cludjally Gl cVlae 4 3wy dicloae
22020 aladl gy 55 Jlle 11 () YLaTY) 5 Sl slaall L ol 535
22020 pladl dlet 9620 Apuiy 3 LY 8 ASlgtunall A8Ual) s

Giiall 5 3 5al) 5 julall Dpandl) i laleall gaan ¢l sal o Gaibal sall (S
pladl dileiy 45 IV 381 5l B e Ll gal (0 22011 alall 8 el
.»2015

L) i) luad)  cileUail)

2.15

Gle g gall (po VLAY 5 Al sheall A jall dgiadll i) dles & gan 5
Caai 8 Gasl) e Ak 8l A sY) Gl S e s S degal)
Jsa¥) elli Ll e alasd 4Kl 5 lay) ddadd g da jal) Jolay) calll
syl Jaadl e calig gl ol 1Y)l il s e glaall akiig A0 il
Y LB alall ) S dsiall e 1 jeae 1 st o (8 o
iy Wil e 309 Gl sall dldie) &5 Cay il 138 e sl slzae) Jall

s s Ll

Energy iUl

196



Information and Communication <&le sleall 3 SYLATY) Lin 51 63S5 @
Technologies (ICT)

water olull o

Food <132l e

Health i~all

Financial System Jll 2Uaill e

Civil Administration 4zl 5 )l2Y) e

Transport <l sall olai o

Chemical and Nuclear Industry 45 sl cilelicall § cililuesl o

Space Research sbadll cisil o

& gaal) g &l yalaall g Aalal) Sluwbd) 315
L) Apatl) il el o e sy s¥) Al Ja o plaa) 4l clllia
QA (il sder Jand ) e slaall alai gy T ilin Ul )l Jasi ya da sl
DMa (o e ghaall (el i okt Aglee e (s y¥) a3V Al S
b Lo Lgie S Aalall Cgall gl joliall (e de ganne
Green 4a_all 4iadll bl dlea maliye Al ol ol pudldl 48 )40 1
»3a &S ) :Paper on a European Program for CIP (EPCIP)
-:[203] A il sl Al jo e A3 )0
e slrall (el Alen i ) Al Calaall o
Al fobdl puay e
2381 o glladll Yl e
Aa sl Gl paaisciy 25 @
AaVL pala g Loy (Usaly (ald) hy s e g 34 o

.gf’})}‘\)ﬂ

197



Al Al aadid) g Jrdall g il claal s A L @
Aginll bl 4Dl 8 anil) s 480 el Alee 550 @

Critical 4a sl uluY) clady Al play) dsud ol |
Infrastructure Warning Information Network
Sl debaia (e 3 ke a5 chttps://ciwin.europa.eu)(CIWIN)
Gl 5 gl s il yualdl Jols e a5 sY1 Y (8 eliac Y1 sl
[204]45 a dgaill el dlas 5 Slasladl) al Jlae (8 Aileall
European Network and <lesbeall (oY a5)5¥) alas¥) 48
s Asuall o3 Jesd Information Security Agency (ENISA)
Lol shlly Laindl Gaulall Sl acall aas e S
Oely dileiall V) paan A aladY) L sliac ) Jsall Al sleal)
Industrial ) deliall bl caly 4 5P 5l il sbeal
seli€l) b e AUS Sl 038 2e Lo Lyl (Control systems/SCADA
GAla day @ A8 jliay ol PR e alas¥) Jgal 55l
[205] (salall Canll 5 Ll all

Information <leslaall el L €8 dalall Enll Cle gana |
I e @l Society Technologies (IST) FP6 and FP7
skl e o) painall gy 835 s Adad) Gl send
o slaall el Jlaa 8 ISEYI

European Clesball ol cle pmse 8 canll g5 gabisdll |
os soke mlinll 1 Security Research Program (ESRP)
e slaall (el Jlae (8 il Jall g & gal acal 340l

Critical 4s_all 4l sleall Gl & gm0 (4 Canall Gualli de gana
Information  Infrastructure  Research  Co-ordination

198



O Adiaall dgeall Gty aca ) maliodl 1 gy (CI2RCO)
elac ) Jsal)

EU Computer 2s05¥) Golshlly aiudl cpulall S 5e 7
o Gty S a1 Jesy [Emergency Response Team
o JlEll e gloacY) Jsall Aalaldl g o AY) il y dualall S0 )
Ly ) dadall gy 1,15 JSAN Any Sy Cleagll jeadl SV
(30 5¥) AU Al LAY 5 () shall G gulall & 5al

e cemeuropa.a/cen /il

_ Latest Nows About - Ongoing threats

Top Staries

D000 0BRDODs 40

Hackers Defeat Apple’s TowdhiD on an IPhone 55

ays: Cybercoge culf & blokes

D anaiversary of et 1t seems like 4 good tme to ook back on the
we can go from | e up in & rural rea. SUspeCting but mever fully realizing the tsolaticn from

Frodect Velnerabimies +

3 hours ago

Macking] Techniques [ Adticles

he SundayBusingss section of The New York Times of
redith Perry, came ug with an idea for charging tasguages (R
ot

Y 4

L3 a3 il AtV 5 (5l shall G gulald) 18 sl dpunss I dadiall 17,1508

JEL sie QYY) laa 4,15

dpmaal) callal 2@ eyl e dall e JUlY) A g gnge dnaY
B leall 28 Cargind [206] 21999 ale dia o ol Baly 3 sae s Ay g5V
Jsall &l )l oddia s aalll Gl sus c el 5 GV 5 JakaY) e SIS
anlgi o ey ) Al hlaally Cay gl dge gl alasY) 8 elacd)
sy @l bl gead LI Gl Y Ganli (K e yuyl e JakY)

199

M



(anY)) Sl sdaal) eliadll 3 Hhlaall oy il o

bl sdgale o5 Gla e

bl oda Jlil dpale il joshi o

bl sda Jidi L aclus o (Sa Al ¥l 8l yaldl Jols e

Jald aBga eli) a3 AaY) Jg0 G Gaadilly Gl puall Jald dalee Jagd]
a8 5l Al Anibiall e 5y 2,15 JSEN 3l tie eV Talall cile gu sally
aldll a8l gall JS ) Sl a3 e oS 15 (Wwwv.saferinternet.org)

eleac Y1 Jsalls Matl) aie by

. THE SLASPERN NN

HOME | ONLINE ISSUES | RESOURCES | COUNTRIES | SAFER INTERNET DAY | NEWS & EVENTS

R i fe L_

SAFER INTERNET
DAY 2015

Let's ereate o betier internet together!

FIND AN AWARENESS
CENTRE IN YOUR
COUNTRY

‘ r S

Al vie 2l o sacbuall s )51 3D i I &85l 12,15 <)

Cilay pdll g (il A1) 515
Aleal cliac¥) Joall ALl clag il (e aall s )Y AaiY) auag
b Lo Lgie S da el Al el g oV LaiV) 5 Al sleall

200


http://www.saferinternet.org/�

S_» :Data Protection Directive 1995 diwl ciblall e (56
Gl e daladll e dpagadll Alea ailss e s 13a
1aa | seal Lust | a5y sY) AatY) Clase Aand g 2l A duadil)
eelia¥l Jual gill 28] say Aalatiall g Aaal) (il sall (e LIS 3 o Al
OB 1) 3 8 (gAY Aaallall il g8 e 381 sl 5 CASLAN A g
General Data Protection s Jesy 52012 alall & doa
plall & sl 13 w4 o adsid)l e Regulation (GDPR)
[209-207].» 2014

Directive on Electronic »1999 4id S, sy @eaill o8
sl Jeo aglll Yl ol I aas Signature[210]
et ) Lyl Caagys Ay IV Ainbiaall il aladind ag,5Y)
Ui 5308 Ly (8 yima prana (85 ot 5 SOV (e i) ZBalaall aladiiad
[211] slme 91 Jsall Jals

Directive 0on #2002 <¥lady) obil duagpaedll 4l 4l
Privacy Protection in the Electronic Communications
s aldin) de dpapadll sy Ul 13a L3 :Sectors
o pmid) (e KU s (slime Y1 Jsall) sl Jals YLy
8 sl e aaall Blall 5 4l (il glaall g YL L ol 635 Jlae
[213,212] #2009 sl

a3 A8yl o2 A :Treaty of Lisbon 2007 45 il (52alas) dadlé) |
[214] 25059 aninal) Aald) Jlaa A V) Cllll aa g

laa 5L :Directive on Data Retention 2006 <Ulall Laés o ¢lE
e Badaa 3yl bl ey Jhasy VLAY Gl ,E g 6l
YLtV 5 Al slaally Alaiall a3l all & Baatl) dulee 8 Lealadin
[216 ,215]

201



Council Framework Decision on Attacks Against o5& .6
aladl JUaY) a8l 138 aay tInformation Systems 2005
sl Jaly Al sleally dliaid)l Jilual) & glal) (o glailly 230 jall
[217] s0sY1 a3V Ald saales o slaic YU @lld g celiacY!

Aaliy) o) sall s Jald wiad) JeauY) dsdlse ol 4 Uy 48wy |7
Framework Decision on Combating the Sexual J&k
:22003 Exploitation of Children and Child Pornography
L gial) (g2 maat iy eliac V) J gall Aaladl Cilga gall SURY) 138 d2ay
[218] JibYL dlaiall a3l jall oLy

eindl eldieWly il MWyl e JubYl Al 48 8
Convention on the Protection of Children against 2007
salall 8 48yl ati :Sexual Exploitation and Sexual Abuse
Ao ) Amy il il AT sleae Y Jeal)l e sy il e 20
Glosleall LadoSi JBA (o 4ali¥) sl (L) 0y jad (leal
[219] <YL=Vl 4

#2000 4 oyl ASud Je dalyl ol sall dadlay oyl )8 9
Council Decision to Combat Child Pornography on the
3ok s @ sis Dneady g AadlSa s e I 1A 18 Caagy tinternet
[220] oLy dasad e daliyl) ol sall

dagal) 281 gal) 22y 6.15
ST 5 e bl (- pn s gl ieal gall @815l 115 Jpaa

2905

A ) algeal) a8 sl o gis A gal) i)

iy ddeall @)yl Jai www.ciwin.europa.eu/P  Aalall iay) A
ilash g s gl ages Ayl bl

202



acdl sl dacadic A WWW.enisa.europa.eu sy RN
Al eliacyl Jsall sl oY 53y
gl S0 e JNA e Sllag il slaal)
agasall Alaiu¥ly (sl shll

Uy 2

gall pii o @dsall Jony
Jul¥) Al e ala LY
Aadl aie

www.saferinternet.org < EY) Al ad s

203


http://www.saferinternet.org/�

e (udlad) Juadl)
da jal) ddatt) clid) laa 8 Aldiad) clalasy)
claiy) g dila plaall

daxiall 1.16

Dloaial a4l g Al Gl (arn S8 o 25 QUKD 138 Qs &
Jaall iy Cogas L s Gyl endd Lo o S0 3 gl ety o gus 3Ll
Oy O JE) Ja e b el sl 5 Al s Ll e sl Lila ) pald
Wb dga s aded Jandl e e Al Ja e sn L g of aekain Y
ol OSar el o L ledy eyl o Clel) Aty Aasi e Jyially
OSay Al Al s dad) Jae Y1 52l cUadY Aaii lgiany g palaa
YL s e adiad 3 A1 el alai g Y1 cilaSatiall aladiuly Lol
& Al G (and Bua saie ga ) el fiu) IS 2a 3okl
YLt s g ) leSatiall 53 ) geal) dallae Y laa

Sl b shaill sy Lsmias 058 Cogu sl 13 o Lol cilalual) (e
b YAty Al sleall dpulul) clid) e lladdl ) gt @iy g day yall
el o oSy G Al Gl sall s Cilaal gl e (ary (i 20 Jacadll 138
bl sda dgalae 4 sall cilabaiall § Jsall 5 s sall 5 21 81 (e JS
gl claaly 2,16

Jlae & A sall L G Sy Al Al algall adls o dale 5 ) oy (S
f) (8 Ll 5 Aile sleall dles

e s Clagleall Gl Jae 3 SV alall Cndl aaliy acy o
YLty s

204



dall @l cle judl Sa3 all clagyilly Al LY ely
eleal s sl Jiali -l 8 lacal s yehal) (e VLAY g dgila slaally
(Omlaas ale

Jlaadl 138 3 Janll dadaiall julaall g ilga gall 5 ool sll) Canty sk
sl cletadll 5 gy Sl dilall cleladll A il glaall el il 51)
(AN Al

Adliaa dpadte Y 35l A (e lalaally aladl e ) ad

AS)sal B jatine 3yseay Lenodis dddl AN ki oo Jasd)
Ay SV Ay sall Jlae (8 &l il

e saaidl s Critical Sectors da yadl 4ulul) diaill iyl aaas
Dbl e leilea e Jandl s VLAY 5 dgila slaal)

oalall g Uadll g bl dpe sSall cileUasll G o slad 5 Jual 58 48D G318
@l juall s cilasleall Jals Jad (e (Information Sharing Forums)
Al slaall dles Jlase 4

Leil i (e 3L e shrall ey daiguall A sall cladaiall g (sl
oo sadl) 138 8 daai) i) A sall clallal) G

)5 AV 5wl las e Jaal)

pe Al a8l day juall st JANl Gavadtie g dee G A (oSS
A ) o saedl lpia o Jla & dalidal) il pall sl

&b bl 4l e 5508 A8 3 ) pay jSaall I dgida g A1 (5 5SS
slia g g S

30l 3 Leie oyl cVlai¥ly Glesladl bty Guaad e Jaal)
o sal) Jaal)

JULI dlea @ e acal 4 sall Ciladaiall pe il 5 ) gay Janll

(e staall cladll 85 Y

205



a3 gal) uﬁ Gla glaall (pals Z\.Aig_d\ Gl gal) Clial g 3.16
Aileglaall dlas 8 Glagell Glaly (andli b paida b par Sa
f Y & LAl

el Aalally Al e 3 oball Clgasally il Wy il @l ki e
Aonl) dasl) bl dlea 5 <l slall

4 Al 4l o) Sl Jaali s Claslaall el and 5l 3000 ushi e
A 30U Adlal) o)) sall Lgaea g

Glalaty) 4 pal Risk Analysis bl Jlad bl jn polai e

.Disaster Recovery Plan _hlaall (sl 4aiudl Llas slac) o

o ohaill 5 anil) g daal jall Glidee (A3 Al G g B3] @

e pall oyl ) shail) A gl 4y ) 59 3 ) oy ) Caaad e Jaall @
A5 S

Aglalall ) gl g akail) g ciluland) ki @

Agleall Zpaal) Al Qi ) aladiul e

dgile glaall Jiae 8 Shalaad) gl e sleall 5 @l jad) Jols e Jasdl o
Al galasy) Ll cild 5 Al el as

bl S el (e 5alall Sadl ) Clgaa sy lelad AaiuY) e
VLAY 5 Al slaall Jlae 8 dlainadl jlalaall Gl Sl s

4ila glaal) Alaa Sl A dlalad) 4 gal) cilaliial) clial g 4.16
Claglaall el Jlae 8 dlalad)l 450l Clabiiall 208 o) (Say dale 3 ) gacay
Y Gleadd) e Y ekt

206



&b Aol gl bl slae) Jae & Jsall (e Ll acdll a0 o
Apnla¥) dial) bl dlea 5 e slaal) (el Jlna

a5 ) shall g &) S el 8 Jpall il acall Hig e Jeall @
OYLaTY) § Cila glaall ity A8Mal

(Jsall 3 lall Al glaall 23l e Jlae (A (Jsall S8l eyl jyghi e

Jsall 3 plall 23 jally Joaial) il Jlae 4 Aeabuall o

ploall (& Gaadll Cllee (8 aolay 8 U] pski o Jesdl e
Claal Al Claalsall 3 ppdaill DA e Jaall 3l
oyLay)

(ol ol g daelaia¥) Gl e Y1y 5l s JuhY) e Je Janll @

Saall Y alall e gl saly e el e

Asa il B skt dal (e Jsall G Jlsall A e pig e Janll @
Aa0a) il ) dag) ge g CVLATY) Gy il slaall el Jlae &
el Cle sanall

A A claly 516
Ay Bl 8ol il g adli (Say

A pal el gAY PR e SN kil e Jaal)
LCalaatioull

A lelaall Aadiall il sall 5 305G o) SIY) o

o slrall alai aladiind die Cilafieall 5 BMAY) 5 Lnaiaall adll ol jisl o
oY) Jual sl Sl g ¥ Latyl

Ul 53 Y1 a8 o) jis) e

5wl die o) aSaill Jilu g lasin) e

Lol gl Bl sl alasin) e

207



ACL
AUs-CERT

AES
AFP
AHTCC
AIDE
AMC
AMPS
ANSI

AP-CIRT/
APCERT

ASIO
CAP
CCFP
CDMA
CEOP

CIAO

CI2RCO

&l Jualildy) daild
Access Control List

Australian Computer Emergency Response
Team (Aus-CERT)

Advanced Encryption Standard

Australian Federal Police
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Response Team
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Critical Information Infrastructure
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CIRT Computer Incident Response Team

CISO Chief Information Security Office

CISSP Certified Information Systems Security
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