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Abstract 

This research explores the critical role of Supply Chain Risk Management (SCRM) in today’s interconnected and dynamic global 

economy, with a focus on leveraging Artificial Intelligence (AI) for risk identification, mitigation, and resilience planning. As 

supply chains face increasing vulnerabilities due to geopolitical tensions, natural disasters, and technological disruptions, 

traditional risk management approaches have proven insufficient in addressing these challenges. This paper presents a 

comprehensive analysis of how AI, through predictive analytics, machine learning, and autonomous systems, is transforming 

SCRM by enabling real-time risk detection and response capabilities. The study also examines AI's application across various 

industries, including manufacturing, retail, and logistics, showcasing its potential in optimizing operational efficiency, enhancing 

supply chain visibility, and improving decision-making processes. Furthermore, the paper highlights the benefits and limitations 

of integrating AI with other emerging technologies such as IoT and blockchain to enhance supply chain resilience. The findings 

contribute to the understanding of AI’s growing impact on global supply chain management, providing insights into future trends 

and practical recommendations for managers seeking to strengthen their risk management strategies. 

 

Keywords: Supply Chain Risk Management, Artificial Intelligence, Risk Identification, Resilience Planning, Predictive 

Analytics, Disruption Management 

1. Introduction 

 

1.1 Background and Importance of Supply Chain Risk Management (SCRM) 

 

The globalization of supply chains has increased their complexity and interdependence, exposing organizations to a 

myriad of risks, including geopolitical tensions, natural disasters, and health crises like the COVID-19 pandemic. 

These disruptions can have cascading effects, leading to delays and increased costs across the supply chain (Modgil 

et al., 2021). To effectively manage these risks, organizations are increasingly leveraging Artificial Intelligent (AI) 

technologies. AI can enhance risk identification, assessment, and mitigation processes, providing real-time insights 

that are crucial for maintaining supply chain resilience (Kanti et al., 2022; Modgil et al., 2021). 

Research indicates that AI facilitates proactive risk management by analysing vast datasets to predict potential 

disruptions and suggest mitigation strategies (Baryannis et al., 2018; Paul et al., 2022). Furthermore, the integration 

of AI into supply chain management not only improves operational efficiency but also fosters agility, enabling firms 

to adapt quickly to changing conditions (Modgil et al., 2021). This strategic application of AI is essential for 

developing robust supply chain risk management frameworks that can withstand the complexities of modern global 

supply chains (Paul et al., 2022). 

SCRM is a critical strategic process aimed at identifying, assessing, mitigating, and monitoring risks that can disrupt 

the flow of goods, information, and finances within supply chains. This process is essential for implementing 

resilience measures to address uncertainties such as natural disasters, geopolitical events, cyber threats, and market 

volatility (Davis et al., 2020). The integration of advanced analytics, predictive modelling, and real-time monitoring 

systems is increasingly vital in enhancing visibility and decision-making capabilities within supply chains, thereby 

improving their adaptability to potential disruptions. 
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SCRM has emerged as a pivotal aspect of contemporary business strategy, particularly in light of the increasing 

frequency of unpredictable events such as trade wars, extreme weather, and cyber-attacks. Effective SCRM enables 

organizations to anticipate, identify, and mitigate potential risks, thereby minimizing disruptions and ensuring 

operational continuity (Reynolds, 2024). The integration of AI into SCRM processes is particularly beneficial, as AI 

technologies can enhance risk identification and mitigation through real-time data analysis and predictive analytics 

(Lokanan and Maddhesia, 2022; Modgil et al., 2021). 

AI applications in SCRM facilitate improved decision-making by providing insights that help organizations navigate 

complex supply chain dynamics (Younis et al., 2021; Modgil et al., 2021). For instance, machine learning 

algorithms can analyse historical data to forecast potential disruptions, allowing companies to develop proactive 

strategies (Abaku, 2024). Furthermore, AI-driven tools can enhance collaboration across supply chain partners, 

fostering resilience and adaptability in the face of unexpected challenges (Kanti et al., 2022). As organizations 

increasingly rely on AI for SCRM, the need for robust frameworks that incorporate these technologies becomes 

essential to address the evolving landscape of supply chain risks. 

1.2 The Role of AI in Supply Chain Management 

 

AI is fundamentally transforming supply chain management by enhancing decision-making processes, optimizing 

operations, and improving efficiency. In the context of risk management, AI's ability to process vast amounts of 

data, recognize patterns, and provide predictive insights is particularly valuable (Modgil et al., 2021). AI-driven 

tools can analyse historical and real-time data to predict potential risks, allowing businesses to implement preventive 

measures before disruptions occur (Younis et al., 2021). This proactive approach is crucial in today's volatile 

environment, characterized by trade wars, extreme weather, and cyber threats. 

Moreover, AI can automate decision-making processes, enabling organizations to respond swiftly to risk events, 

thereby fostering more resilient supply chains. For instance, machine learning algorithms can identify emerging 

risks and suggest optimal responses, enhancing operational agility (Nayal et al., 2021). The integration of AI not 

only streamlines risk identification and mitigation, but also supports strategic planning and resource allocation, 

ultimately leading to improved supply chain resilience (Joel, 2024). As organizations increasingly adopt AI 

technologies, the potential for enhanced risk management capabilities becomes a critical area for future research and 

application in supply chain contexts (Abaku, 2024). 

1.3 Research Objectives 

 

This research paper explores the transformative potential of AI in SCRM, focusing on risk identification, mitigation, 

and resilience planning. AI technologies, including machine learning, predictive analytics, and autonomous systems, 

are increasingly being utilized to enhance the effectiveness of risk management strategies. By processing large 

volumes of data and recognizing patterns, AI can provide predictive insights that enable companies to anticipate and 

address potential risks before they escalate into significant disruptions. 

The integration of AI into SCRM allows for real-time analysis of historical and current data, facilitating proactive 

decision-making (Yamin, 2021). For instance, machine learning algorithms can identify emerging risks and suggest 

optimal responses, thereby improving operational agility and resilience (Xu, 2023). However, while AI offers 

substantial benefits, such as enhanced efficiency and faster response times, it also presents limitations, including the 

need for high-quality data and potential biases in algorithmic decision-making (Xu, 2023). 

Future trends in SCRM will likely increase reliance on AI-driven analytics to foster collaboration among supply 

chain partners and enhance overall resilience. As organizations navigate complex global supply chains, leveraging 
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AI for risk management will be critical in ensuring operational continuity and competitive advantage in an 

increasingly unpredictable environment (Ummi et al., 2018). 

The diagram in figure 1 outlines a structured approach to discussing the topic Artificial Intelligence Integration in 

Supply Chain Risk Management. Each section builds upon the previous, creating a logical flow as in the diagram. 

 

Figure 1: The paper Structure Flowchart 

 

 

2. Overview of SCRM 

 

2.1 Definition and Types of Supply Chain Risks 

 

Supply chain risks encompass disruptions or uncertainties that can negatively impact the seamless operation of 

supply chains. These risks can be classified into two primary categories: external and internal risks. External risks 

arise from factors beyond a company's control, such as political instability, economic downturns, natural disasters, 

and pandemics. For instance, trade restrictions or severe weather can halt production and delay shipments, 

significantly affecting supply chain performance. The COVID-19 pandemic exemplifies how external shocks can 

disrupt global supply chains, leading to widespread operational challenges. 

Conversely, internal risks originate within a company's supply chain and can stem from operational inefficiencies, 

supplier reliability issues, or technological disruptions. Examples include equipment failures, poor quality control, 

and supplier insolvency. These internal vulnerabilities can exacerbate the impact of external risks, thereby creating a 

compounded effect on supply chain resilience. Therefore, Effective SCRM strategies must address external and 

internal risks to enhance overall supply chain resilience (Pournader et al., 2021). 

Leveraging AI technologies can significantly improve risk identification and mitigation processes. AI tools can 

analyse vast amounts of data to detect patterns and predict potential disruptions, enabling companies to take 

preventive actions before risks materialize. Furthermore, AI can facilitate real-time monitoring and decision-making, 

allowing organizations to respond swiftly to emerging threats and maintain operational continuity. As supply chains 

become increasingly complex, integrating AI into SCRM practices will be essential for building resilient supply 

chains capable of withstanding various disruptions. 

2.2 Current Approaches to Risk Management 

 

Traditional methods of risk management in supply chains are predominantly reactive, relying heavily on risk 

assessments and contingency planning. Companies often utilize risk matrices to identify potential risks, rank them 

by likelihood and severity, and develop corresponding mitigation strategies. However, these conventional 

approaches frequently fall short in providing real-time risk identification and are often inadequate for managing the 

complexities of dynamic global supply chains (Reynolds, 2024; Nikookar and Yanadori, 2021). 

The reliance on static assessments can lead to delayed responses to emerging threats, which is particularly 

problematic in today's fast-paced business environment characterized by rapid changes and unforeseen disruptions, 

such as those experienced during the COVID-19 pandemic (Yamin, 2021; Nikookar and Yanadori, 2021). For 
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instance, while risk matrices can effectively categorize risks, they may not capture the interdependencies and 

cascading effects that can arise from a single disruption, such as a natural disaster or geopolitical event (Aggarwal 

and Srivastava, 2019). 

In contrast, leveraging AI technologies can significantly enhance risk management capabilities. AI can facilitate 

real-time monitoring and analysis of supply chain data, allowing for proactive identification of potential risks before 

they escalate into significant disruptions (Hussain et al., 2022). By employing machine learning algorithms and 

predictive analytics, organizations can better understand risk patterns and develop more agile responses, ultimately 

fostering greater resilience in their supply chains (Pu, 2024). 

As supply chains continue to evolve and face increasing uncertainties, transitioning from traditional reactive 

methods to AI-driven proactive strategies will be essential for organizations aiming to maintain operational 

continuity and competitive advantage (Golan et al., 2021; Hajarath, 2024). 

2.3 Challenges in Traditional SCRM 

 

Some of the key challenges in traditional SCRM include: 

 

a. Lack of Real-Time Data: The traditional approaches to supply chain risk management often rely on 

periodic risk assessments rather than real-time monitoring, which significantly limits the ability to respond 

swiftly to emerging risks. This reactive stance can lead to vulnerabilities, particularly in complex and 

dynamic global supply chains where conditions can change rapidly (Reynolds, 2024; Modgil et al., 2021). 

For instance, risk matrices are commonly employed to identify and rank potential risks based on their 

likelihood and severity, allowing companies to develop mitigation strategies accordingly. However, these 

methods often fail to provide the timely insights necessary for effective risk management, especially during 

unforeseen disruptions such as natural disasters or geopolitical tensions (Modgil et al., 2021). 

The lack of real-time data hampers organizations' capacity to monitor supply chain conditions 

continuously, thereby delaying their response to potential threats (Nayal et al., 2021). In contrast, 

leveraging AI technologies can significantly enhance risk management capabilities by facilitating real-time 

data analysis and predictive analytics. AI can process vast amounts of data from various sources, enabling 

organizations to identify risks as they emerge and respond proactively (Golan et al., 2021; Hajarath, 2024). 

For example, AI-driven tools can analyse patterns in historical data and current market conditions to 

forecast potential disruptions, thereby enabling firms to implement preventive measures before risks 

materialize (Reynolds, 2024). 

Moreover, the integration of AI into supply chain management not only improves risk identification but 

also enhances overall operational efficiency and resilience. By automating decision-making processes, AI 

enables faster responses to risk events, thereby fostering a more agile supply chain (Dong, 2020). As 

organizations increasingly adopt AI technologies, the shift from traditional reactive methods to proactive, 

data-driven strategies will be crucial for building resilient supply chains capable of withstanding various 

disruptions. 

b. Siloed Systems: Siloed systems within supply chains often lead to fragmented data, which significantly 

inhibits effective risk identification and management. In many cases, supply chains involve multiple 

partners and systems, each operating independently and without seamless integration. This lack of 

collaboration can result in critical information being trapped within organizational silos, preventing timely 

access to data necessary for comprehensive risk assessments (Reynolds, 2024). As a consequence, 
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organizations may struggle to identify emerging risks and respond promptly, which can exacerbate 

vulnerabilities during disruptions (Nikookar and Yanadori, 2021). 

The fragmentation of data not only limits visibility across the supply chain but also hinders the ability to 

leverage advanced analytics for proactive risk management. Traditional risk management approaches, 

which often rely on periodic assessments, are insufficient in dynamic environments where conditions can 

change rapidly (Nikookar and Yanadori, 2021). For example, during the COVID-19 pandemic, many 

organizations faced challenges in adapting to sudden shifts in demand and supply chain disruptions due to 

their inability to access real-time data across their networks (Zhao, 2023). 

To address these challenges, leveraging AI technologies can facilitate the integration of data across various 

systems and partners. AI can analyse large datasets from disparate sources, providing organizations with 

real-time insights into potential risks and enabling more agile decision-making (Aggarwal and Srivastava, 

2019; Golan et al., 2021). By breaking down silos and fostering collaboration among supply chain partners, 

organizations can enhance their resilience and improve their capacity to respond to disruptions effectively 

(Júnior et al., 2023). Ultimately, adopting AI-driven solutions will be crucial for organizations seeking to 

build more resilient supply chains capable of navigating the complexities of today's global marketplace 

(Hussain et al., 2022; Hajarath, 2024). 

c. Reactive Measures: Traditional supply chain risk management strategies are often characterized by reactive 

measures, focusing on addressing disruptions only after they have occurred rather than proactively 

preventing them. This approach can lead to significant vulnerabilities, particularly in today's complex and 

interconnected global supply chains, where the speed and unpredictability of disruptions can severely 

impact operational continuity (Reynolds, 2024; Yamin, 2021). For instance, many organizations rely on 

risk assessment frameworks that evaluate potential risks periodically, which can result in delayed responses 

to emerging threats (Nikookar and Yanadori, 2021). 

The reliance on reactive measures can be detrimental, especially during crises such as the COVID-19 

pandemic, where rapid changes in market conditions and supply chain dynamics necessitate immediate 

action (Zhao, 2023). Research has shown that organizations that adopt proactive risk management 

practices—such as continuous monitoring and real-time data analysis—are better positioned to identify and 

mitigate risks before they escalate into significant disruptions. 

Leveraging AI technologies can transform traditional risk management approaches by enabling real-time 

data integration and analysis across the supply chain. AI can facilitate the identification of patterns and 

anomalies in data, allowing organizations to anticipate potential disruptions and implement preventive 

measures (Aggarwal and Srivastava, 2019; Pu, 2024). For example, AI-driven predictive analytics can 

analyse historical data and current market trends to forecast risks, thereby enhancing decision-making 

processes and improving overall supply chain resilience (Júnior et al., 2023). Figure 2 depicts a flowchart 

with the two broad supply chain risks. 
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Figure 2: A Flowchart Showing the Two Broad Supply Chain Risks 

 

 

 

3. The Role of Artificial Intelligence in Supply Chain Risk Management 

 

3.1 AI and Risk Identification 

 

3.1.1 Predictive Analytics and Big Data 

 

AI-driven predictive analytics plays a crucial role in enhancing supply chain risk management by leveraging both 

historical and real-time data to forecast potential risks. By analysing various factors such as past disruptions, 

weather patterns, geopolitical events, and supplier performance, AI can identify trends that may lead to future risks, 

thereby enabling organizations to take proactive measures (Reynolds, 2024; Lokanan and Maddhesia, 2022). For 

instance, AI can predict demand spikes during holiday seasons or foresee supplier delays based on historical 

performance data, allowing companies to adjust their operations accordingly (Zhao, 2023). 

The integration of AI in supply chain management not only improves risk identification but also enhances overall 

operational efficiency. By utilizing machine learning algorithms, organizations can analyse vast datasets to uncover 

hidden patterns and correlations that traditional methods may overlook (Modgil et al., 2021). This capability is 

particularly valuable in dynamic environments where rapid changes can occur, as it allows for timely interventions 

that can mitigate the impact of potential disruptions (Hajarath, 2024; Modgil et al., 2021). 

Moreover, AI-driven predictive analytics can facilitate better decision-making by providing insights that inform 

strategic planning and resource allocation. For example, companies can optimize inventory levels based on predicted 

demand, reducing the risk of stockouts or excess inventory (Reynolds, 2024; Joel, 2024). This proactive approach 

not only enhances resilience but also contributes to cost savings and improved customer satisfaction (Dong, 2020). 

3.1.2 Machine Learning Models for Pattern Recognition 

 

Machine Learning (ML) algorithms are pivotal in enhancing supply chain risk management by identifying patterns 

that signal potential risks, such as transport delays, raw material shortages, or supplier reliability issues. These 

algorithms are trained to detect anomalies in data, providing early warnings that allow businesses to take preventive 

measures before disruptions occur. For example, ML models can analyse historical data to identify trends and 
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correlations, enabling organizations to predict demand spikes during peak seasons or foresee delays based on past 

supplier performance (Wang et al., 2018). 

The application of ML in supply chain management not only improves risk identification but also enhances 

operational efficiency. By processing large datasets from various sources, ML algorithms can uncover hidden 

patterns that traditional methods may overlook, thus facilitating a more proactive approach to risk management. This 

capability is particularly valuable in dynamic environments where rapid changes can occur, as it allows 

organizations to adapt quickly to emerging threats (Pellegrino et al., 2023). 

Moreover, the integration of ML into supply chain processes can lead to significant cost savings and improved 

service levels. For instance, by predicting potential disruptions, companies can optimize inventory levels and adjust 

their logistics strategies accordingly, reducing the risk of stockouts or excess inventory (Ada et al., 2021). This 

proactive approach not only enhances resilience but also contributes to overall supply chain performance. 

3.2 AI for Risk Mitigation 

 

3.2.1 Automated Decision-Making Systems 

 

AI-powered decision-making systems are revolutionizing supply chain risk management by automating risk 

mitigation strategies and enabling organizations to respond swiftly to disruptions. These systems leverage advanced 

algorithms to analyse vast amounts of data, providing actionable insights that facilitate timely interventions. For 

instance, AI can automatically reroute shipments in response to transport disruptions, adjust inventory levels in 

anticipation of demand fluctuations, or shift production to alternative suppliers when risks are identified (Modgil et 

al., 2021). 

The ability of AI to process real-time data allows for a more dynamic approach to risk management. Traditional 

methods often rely on static assessments and historical data, which can be insufficient in the face of rapidly 

changing conditions (Modgil et al., 2021). In contrast, AI systems continuously learn from new data, enabling them 

to adapt and refine their predictions and recommendations (Modgil et al., 2021). This capability is particularly 

valuable during crises, such as the COVID-19 pandemic, where supply chains faced unprecedented challenges and 

required agile responses (Modgil et al., 2021). 

Moreover, AI-driven systems enhance collaboration among supply chain partners by providing a shared platform for 

risk assessment and mitigation. By integrating data from various stakeholders, these systems can offer a holistic 

view of the supply chain, identifying vulnerabilities that may not be apparent when analysing data in isolation 

(Modgil et al., 2021). This collaborative approach not only improves risk visibility but also fosters a culture of 

proactive risk management across the supply chain network (Modgil et al., 2021). 

3.2.2 AI in Supply Chain Visibility 

 

Enhanced visibility is one of the most significant contributions of AI to supply chain risk management. AI-powered 

Internet of Things (IoT) devices can monitor the status of shipments in real time, providing critical insights into 

potential risks such as temperature deviations, delays, or damage during transport (Modgil et al., 2021; Younis et al., 

2021). This real-time monitoring capability allows organizations to respond promptly to issues as they arise, thereby 

minimizing the impact of disruptions on the supply chain. 

For instance, AI systems can continuously collect and analyse data from IoT sensors embedded in shipping 

containers, tracking variables such as location, temperature, and humidity (Lokanan and Maddhesia, 2022). If a 

temperature deviation is detected, the system can alert stakeholders immediately, allowing them to take corrective 
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actions, such as rerouting the shipment or adjusting storage conditions to prevent spoilage. This level of visibility 

not only enhances operational efficiency but also significantly reduces the risk of financial losses associated with 

damaged goods. 

Additionally, when combined with blockchain technology, AI enhances transparency within the supply chain by 

ensuring that every transaction is recorded and traceable. Blockchain provides a secure and immutable ledger of all 

transactions, which can be accessed by all parties involved in the supply chain (Wang, 2022). This transparency 

fosters trust among partners and enables better collaboration, as stakeholders can verify the authenticity and 

condition of goods at any point in the supply chain (Nayal et al., 2021). The integration of AI and blockchain thus 

creates a robust framework for managing risks, as it allows for real-time tracking and verification of shipments, 

ultimately leading to improved resilience. 

3.3 AI in Resilience Planning 

 

3.3.1 Scenario Planning and Simulations 

 

AI can significantly enhance resilience planning in supply chain management through scenario-based simulations 

that model various disruption scenarios, such as supplier failures, natural disasters, or demand spikes. These 

simulations enable businesses to assess the potential impact of different risks and develop strategies to minimize 

disruptions effectively (Modgil et al., 2021). By employing AI algorithms, organizations can create dynamic models 

that simulate the behaviour of supply chains under various conditions, allowing them to identify vulnerabilities and 

test the effectiveness of different mitigation strategies (Yamin, 2021). 

For example, AI-driven simulations can analyse historical data on supplier performance and external factors like 

weather patterns to predict how a disruption might affect the supply chain. This predictive capability allows 

organizations to prepare for potential issues by adjusting inventory levels, identifying alternative suppliers, or 

rerouting shipments before disruptions occur (Nikookar and Yanadori, 2021). Such proactive measures are crucial 

for maintaining operational continuity and enhancing overall supply chain resilience (Zhao, 2023). 

Moreover, the integration of AI with technologies like the Internet of Things (IoT) and blockchain further 

strengthens resilience planning. IoT devices can provide real-time data on shipment conditions, while blockchain 

ensures transparency and traceability of transactions throughout the supply chain. This combination of technologies 

allows organizations to respond more effectively to disruptions, as they have access to accurate and timely 

information that informs decision-making (Golan et al., 2021). 

3.3.2 Autonomous Systems and Supply Chain Adaptability 

 

AI-driven autonomous systems are transforming supply chain risk management by enabling real-time adaptability to 

changing conditions. These systems leverage advanced algorithms and data analytics to facilitate dynamic decision- 

making processes that enhance operational resilience. For instance, autonomous robots in warehouses can adjust 

their operations to meet demand fluctuations, while AI-powered logistics systems can dynamically re-route 

shipments based on real-time data, thereby improving resilience against unforeseen disruptions (Ben-Faress et al., 

2019; Wang et al., 2018). 

The integration of AI in supply chain operations allows for continuous monitoring and analysis of various factors, 

including inventory levels, transportation routes, and supplier performance. This capability enables organizations to 

respond swiftly to emerging risks, such as transport delays or unexpected demand spikes. For example, if an AI 
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system detects a delay in shipment due to traffic congestion, it can automatically reroute the delivery to an 

alternative route, minimizing the impact on the overall supply chain. 

Moreover, the use of AI in autonomous systems extends beyond logistics and transportation. In manufacturing 

settings, AI can optimize production schedules by reallocating resources and adjusting workflows in response to 

real-time demand signals. This flexibility is crucial in maintaining operational efficiency and reducing the risk of 

overproduction or stockouts. Additionally, AI can facilitate collaboration among supply chain partners by providing 

a shared platform for data exchange and decision-making, further enhancing the overall resilience of the supply 

chain (Saglam et al., 2020). 

 

 

 

Figure 3: Pictural Depiction of The Role of SCRM 

 

4. Case Studies: AI in Supply Chain Risk Management 

 

4.1 AI in Retail Supply Chains 

 

Retailers such as Walmart and Amazon are increasingly leveraging AI to enhance demand forecasting, identify 

supplier risks, and improve inventory management (Singh, 2023). AI-powered systems utilize historical sales data 

and external factors—such as holidays, promotions, and market trends—to predict changes in consumer demand. 

This capability allows retailers to proactively adjust their supply chains, ensuring that they meet customer needs 

while minimizing excess inventory and associated costs (Modgil et al., 2021). 

For instance, AI algorithms can analyse vast datasets to identify patterns and correlations that inform demand 

forecasts. By considering factors such as seasonal trends and promotional events, these systems can generate more 

accurate predictions, enabling retailers to optimize their inventory levels and reduce the risk of stockouts or 

overstock situations (Younis et al., 2021). This proactive approach not only enhances operational efficiency but also 

improves customer satisfaction by ensuring that products are available when consumers want them. 

Moreover, AI can play a crucial role in identifying supplier risks by analysing historical performance data and 

external risk factors. For example, AI systems can monitor supplier reliability and assess the potential impact of 

geopolitical events or natural disasters on supply chain operations (Lokanan and Maddhesia, 2022). By providing 
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early warnings of potential disruptions, AI enables retailers to take corrective actions, such as sourcing from 

alternative suppliers or adjusting order quantities, thereby enhancing supply chain resilience. 

4.2 AI in Manufacturing Supply Chains 

 

SCRM is increasingly integrating AI to enhance risk identification, mitigation, and resilience planning. In 

manufacturing, AI technologies, such as predictive maintenance models, are employed to foresee machinery 

failures, thereby optimizing inventory management and minimizing downtime risks. Companies like Siemens and 

GE exemplify this trend by utilizing AI to monitor equipment performance and predict maintenance needs, ensuring 

seamless supply chain operations (Baryannis et al., 2018). 

Moreover, the systematic approach of SCRM involves identifying, evaluating, and mitigating risks across the supply 

chain. This includes a comprehensive analysis of various processes from material acquisition to product distribution 

(Ben-Faress et al., 2019). AI's role in this context is pivotal, as it enables real-time data analysis and decision- 

making, which are essential for enhancing supply chain resilience against disruptions. The integration of machine 

learning techniques further supports the identification of potential risks, allowing companies to develop proactive 

strategies to address vulnerabilities. 

5. Benefits and Limitations of AI in Supply Chain Risk Management 

 

5.1 Benefits 

 

5.1.1 Real-Time Risk Monitoring 

 

The application of AI in SCRM is transforming the way businesses monitor and mitigate risks. AI enables real-time 

monitoring of supply chain activities, allowing organizations to identify potential risks as they emerge and respond 

proactively. This capability significantly reduces the impact of disruptions, such as natural disasters or supply 

shortages, by facilitating immediate corrective actions (Modgil et al., 2021; Baryannis et al., 2018). For example, AI 

systems can analyse data from various sources to detect anomalies and predict potential disruptions, thereby 

enhancing decision-making processes (Baryannis et al., 2018; Younis et al., 2021). 

Moreover, AI-driven predictive analytics can enhance the resilience of supply chains by providing insights that 

inform risk mitigation strategies. By leveraging historical data and machine learning algorithms, companies can 

forecast potential risks and develop contingency plans (Modgil et al., 2021; Belhadi et al., 2021). This proactive 

approach not only minimizes operational disruptions but also fosters a culture of continuous improvement within 

supply chains, as organizations learn from past incidents to refine their risk management practices (Pellegrino et al., 

2023). Ultimately, the integration of AI into SCRM frameworks equips businesses with the tools necessary to 

navigate the complexities of modern supply chains effectively. 

5.1.2 Improved Predictive Accuracy 

 

The integration of AI into SCRM significantly enhances predictive capabilities, enabling organizations to analyse 

vast amounts of data with high accuracy. This advancement surpasses traditional methods, leading to more informed 

decision-making and improved risk mitigation strategies (Younis et al., 2021; Modgil et al., 2021). AI models, 

particularly those utilizing machine learning algorithms, can identify patterns and anomalies in real-time, facilitating 

proactive responses to potential disruptions (Lokanan and Maddhesia, 2022; Modgil et al., 2021). For instance, 

organizations can leverage AI to forecast demand fluctuations and supply chain bottlenecks, thereby optimizing 

inventory levels and reducing the likelihood of stockouts or overstock situations. 
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Moreover, the application of AI in SCRM fosters a culture of resilience by equipping businesses with the tools 

necessary to adapt swiftly to changing market conditions. By employing predictive analytics, companies can 

simulate various scenarios and assess the potential impact of different risks, allowing them to develop robust 

contingency plans (Modgil et al., 2021). This proactive approach not only minimizes operational disruptions but also 

enhances overall supply chain performance, as firms become more agile and responsive to external challenges 

(Modgil et al., 2021; Golan et al., 2021). Consequently, the adoption of AI technologies in SCRM is not merely a 

trend but a critical evolution in how organizations manage risks and ensure continuity in their operations. 

5.1.3 Enhanced Decision-Making 

 

The integration of AI into SCRM is revolutionizing decision-making processes, particularly in dynamic and fast- 

paced environments. AI automates these processes, enabling organizations to respond more swiftly and efficiently to 

disruptions, which is crucial given that delays in decision-making can lead to significant financial losses (Wang et 

al., 2018). By leveraging AI, companies can analyse large datasets in real-time, allowing for rapid identification of 

potential risks and the implementation of mitigation strategies before issues escalate (Baryannis et al., 2018). 

Moreover, AI's predictive capabilities enhance the accuracy of risk assessments, enabling firms to anticipate 

disruptions related to supply chain uncertainties such as demand fluctuations, supplier failures, or geopolitical 

tensions (Liang and Liu, 2017). This proactive approach not only minimizes the impact of disruptions but also 

fosters a culture of resilience within organizations, as they become better equipped to adapt to changing 

circumstances (Saglam et al., 2020). Consequently, the deployment of AI in SCRM not only streamlines operations 

but also significantly enhances overall supply chain performance by ensuring timely and informed decision-making. 

5.2 Limitations 

 

5.2.1 Data Availability and Quality 

 

The effectiveness of AI in SCRM is significantly influenced by the quality and integration of data. AI systems rely 

heavily on large datasets to function optimally; however, poor data quality or fragmented data from disparate 

systems can severely limit the performance of AI models (Baryannis et al. (2018). Many organizations face 

challenges in consolidating data from various sources, which can lead to inefficiencies and inaccuracies in risk 

identification and mitigation processes (Belhadi et al., 2021). 

For instance, the integration of AI into supply chains necessitates a seamless flow of information across all levels of 

the supply chain. When data is siloed or inconsistent, it hampers the AI's ability to generate reliable insights, 

ultimately affecting decision-making capabilities. Furthermore, organizations must invest in data governance and 

management practices to ensure that the data fed into AI systems is accurate, complete, and timely. This is 

particularly crucial in dynamic environments where rapid decision-making is essential for maintaining supply chain 

resilience. 

5.2.2 Algorithm Biases and Limitations 

 

The application of AI in SCRM holds significant promise for enhancing risk identification, mitigation, and resilience 

planning. However, the effectiveness of AI models is contingent upon the quality of the data used for training these 

algorithms. Incomplete or skewed datasets can lead to biased or inaccurate predictions, which may result in 

misguided decisions that exacerbate supply chain risks (Goisauf and Abadía, 2022; Baryannis et al., 2018). For 

instance, if an AI system is trained on historical data that does not adequately represent current market conditions or 

emerging risks, it may fail to identify critical vulnerabilities within the supply chain (Baryannis et al., 2018). 



Proceedings 

NNAMDI AZIKIWE UNIVERSITY AWKA 

Faculty of Engineering International (Hybrid) Conference 2024 

 

397 

 

 

Moreover, the reliance on AI for decision-making can amplify existing biases present in the data, reflecting implicit 

human biases in the training datasets (Goisauf and Abadía, 2022). This phenomenon underscores the importance of 

data governance and quality assurance in AI applications within SCRM. Organizations must prioritize the 

integration of comprehensive, high-quality data from various sources to enhance the reliability of AI-driven insights 

(Kanti et al., 2022). Consequently, addressing these data challenges is essential for organizations aiming to leverage 

AI effectively for risk management and resilience planning, ensuring that decisions made based on AI predictions 

are sound and beneficial (Baryannis et al., 2018). 

5.2.3 Cost and Implementation Barriers 

 

The integration of AI into SCRM presents both opportunities and challenges, particularly for smaller enterprises. 

While AI can enhance risk identification, mitigation, and resilience planning by leveraging predictive analytics and 

machine learning, the initial costs associated with implementation can be prohibitive. Smaller businesses often 

struggle with the significant investments required for technology and skilled personnel, which can hinder their 

ability to adopt AI solutions effectively (Paul et al., 2022). 

Moreover, the complexity of existing supply chain systems necessitates a tailored approach to AI integration, which 

may involve additional costs and expertise. Despite these challenges, the potential benefits of AI, such as improved 

efficiency and reduced operational risks, underscore the importance of strategic planning and investment in AI 

technologies for long-term resilience in supply chains (Modgil et al., 2021; Nayal et al., 2021). 

6. Future Trends and Developments 

 

6.1 Post-Pandemic Resilience in Supply Chains through AI Enhancement 

 

The COVID-19 pandemic has significantly accelerated the adoption of AI in SCRM, as organizations strive to build 

more resilient supply chains capable of anticipating and responding to future disruptions. AI technologies, such as 

machine learning and predictive analytics, enable companies to analyse vast amounts of data, identify potential 

risks, and enhance decision-making processes (Baryannis et al., 2018; Pournader et al., 2021). This shift is 

particularly crucial as businesses face increasing uncertainties and complexities in their supply chains, which were 

starkly highlighted during the pandemic (Kanti et al., 2022). 

AI's role in SCRM extends beyond mere risk identification; it also facilitates proactive mitigation strategies and 

resilience planning. By leveraging AI, organizations can develop early warning systems that provide timely alerts 

about potential disruptions, allowing for swift responses. Furthermore, AI can optimize inventory management and 

logistics, ensuring that supply chains remain agile and responsive to changing market conditions (Pournader et al., 

2021). As companies continue to integrate AI into their operations, the potential for enhanced supply chain 

resilience becomes increasingly evident, positioning AI as a central component in the future of SCRM (Baryannis et 

al., 2018; Pournader et al., 2021). 

6.2 Integration of AI with Other Technologies 

 

The integration of AI with complementary technologies such as the Internet of Things (IoT) and blockchain is 

poised to significantly enhance SCRM. This convergence allows for real-time insights, improved transparency, and 

enhanced decision-making capabilities, which are critical in navigating the complexities of modern supply chains. 

AI algorithms can analyse data collected from IoT devices, providing predictive analytics that help organizations 

anticipate disruptions and respond proactively (Singh, 2024). 
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Blockchain technology further complements this integration by ensuring data integrity and traceability throughout 

the supply chain. It enables secure and transparent transactions, allowing stakeholders to trace the origin of products 

and monitor their journey in real-time (Hasan et al., 2023). The synergy between AI, IoT, and blockchain not only 

streamlines operations but also fosters a more resilient supply chain capable of adapting to unforeseen challenges 

(Nazir, 2024). As companies increasingly adopt these technologies, they can expect enhanced operational efficiency 

and a stronger competitive edge in the marketplace (Obaid, 2024). 

6.3 AI's Role in Ethical and Sustainable Supply Chains 

 

AI has emerged as a pivotal tool in monitoring ethical and sustainability risks across global supply chains. By 

leveraging AI technologies, businesses can effectively track compliance with Environmental, Social, and 

Governance (ESG) standards, ensuring that their supply chains are not only resilient but also responsible. The 

integration of AI facilitates real-time data analysis, enabling organizations to identify potential risks related to labour 

practices, environmental impact, and governance issues (Baryannis et al., 2018). 

Moreover, AI's ability to process large datasets enhances transparency throughout the supply chain, allowing 

companies to monitor supplier practices and ensure adherence to ethical standards. This capability is particularly 

crucial in today's globalized economy, where supply chains often span multiple countries with varying regulations 

and standards. By employing AI-driven analytics, businesses can proactively address compliance issues, thereby 

mitigating risks associated with unethical practices and fostering a sustainable supply chain (Liang and Liu, 2017). 

7. Conclusion 

 

7.1 Summary of Key Findings 

 

In summary, the findings from this research collectively demonstrate that AI is a transformative force in SCRM. 

Across these studies, it is evident that AI-driven tools significantly enhance three critical areas: risk identification, 

mitigation, and resilience planning. Through its ability to process vast amounts of data in real-time, AI improves 

visibility into potential disruptions, allowing companies to predict and address risks before they escalate into major 

operational challenges. 

AI's predictive capabilities are particularly valuable in an increasingly volatile global environment, where supply 

chain risks are becoming more complex and frequent. The use of machine learning algorithms, predictive analytics, 

and data-driven simulations enable companies to anticipate disruptions with far greater accuracy than traditional 

methods. This proactive approach helps mitigate risks related to supplier failures, transport delays, and geopolitical 

uncertainties, ensuring that supply chains remain flexible and responsive to change. 

Moreover, the integration of AI into decision-making processes automates risk mitigation strategies, reducing 

human error and speeding up response times. This automation enhances the efficiency and effectiveness of supply 

chain operations, providing companies with the tools to swiftly reroute shipments, adjust inventory levels, or engage 

alternate suppliers when risks arise. Additionally, AI’s role in resilience planning, including scenario-based 

simulations, empowers companies to develop robust strategies that enable them to adapt to disruptions in real-time. 

While the research highlights AI's vast potential, it also acknowledges the challenges associated with its 

implementation, such as data quality issues, algorithm biases, and high initial investment costs. Overall, the paper 

consistently highlights that AI offers a path forward for businesses to navigate an increasingly unpredictable global 

supply chain landscape, positioning them for greater agility, resilience, and long-term success. 

7.2 Implications for Supply Chain Managers 
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In light of the findings from the research, it is evident that supply chain managers must prioritize the adoption of AI 

technologies to navigate the growing complexity and volatility of global supply chains. The integration of AI into 

risk management processes offers a transformative opportunity to shift from reactive to proactive strategies in 

mitigating supply chain risks. AI's ability to process large volumes of real-time and historical data, predict 

disruptions, and suggest timely interventions provides supply chain managers with the tools necessary to foresee 

risks, such as geopolitical tensions, natural disasters, or operational inefficiencies, and take swift, data-driven 

actions. 

Moreover, as AI improves supply chain visibility, facilitates autonomous decision-making, and enhances scenario- 

based resilience planning, it enables managers to optimize their operations and maintain continuity in the face of 

disruptions. AI-driven insights not only improve day-to-day operational efficiency but also allow for long-term 

strategic planning, helping businesses stay ahead of emerging risks. This proactive capability is crucial in an era 

marked by fast-paced technological advancements and unpredictable global challenges. 

However, the adoption of AI is not without challenges. Supply chain managers must be prepared to overcome 

barriers related to data quality, algorithm biases, and the significant upfront investment required to implement AI 

systems. Ensuring that the organization has access to clean, structured data and is equipped with the technical 

expertise to manage AI models will be essential to successfully leveraging these technologies. 

Ultimately, the implications for supply chain managers are clear: embracing AI is no longer a luxury but a necessity 

for staying competitive and resilient in today's dynamic business environment. By integrating AI into their risk 

management frameworks, supply chain managers can enhance their organizations' agility, responsiveness, and 

overall supply chain resilience, securing a competitive advantage in the market. 

7.3 Recommendations for Future Research 

 

Future research should focus on addressing the limitations of AI, particularly in terms of data quality and algorithm 

biases. Additionally, there is a need for further exploration of AI’s role in promoting ethical and sustainable supply 

chains While AI has demonstrated significant potential in improving supply chain risk management, several 

limitations warrant further investigation. One key area for future research is improving the quality of data that AI 

systems rely on. Supply chains operate across various industries and regions, often leading to fragmented and 

inconsistent data. Developing standardized data formats and protocols to ensure cleaner, more accessible, and more 

accurate data will enhance the effectiveness of AI models. Research should also delve into strategies for integrating 

diverse data sources, including real-time and historical data, to improve AI's predictive accuracy. 

Another pressing issue is algorithm bias. AI systems, if trained on biased or incomplete data, may produce skewed 

predictions that could mislead supply chain decision-makers. Further exploration is needed to develop 

methodologies for identifying and mitigating these biases. This can involve improving training datasets, creating 

more transparent AI models, and developing algorithms that are robust enough to handle diverse and dynamic 

supply chain environments. 

Moreover, there is a growing need to examine AI's role in promoting ethical and sustainable supply chains. As 

businesses increasingly prioritize environmental, social, and governance (ESG) goals, AI can be leveraged to track 

and manage compliance with ethical and sustainability standards across global supply chains. However, more 

research is required to understand how AI can balance optimizing for both efficiency and sustainability, ensuring 

that its use promotes socially responsible practices without compromising economic goals. This includes 

investigating AI's potential to enhance transparency, reduce carbon footprints, and monitor labour practices 

throughout the supply chain. 
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In summary, future research should address AI's data challenges and algorithmic limitations while also exploring its 

capacity to contribute to the ethical and sustainable transformation of global supply chains. Future research should 

also address AI's data challenges and algorithmic limitations while also exploring its capacity to contribute to the 

ethical and sustainable transformation of global supply chains. 
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