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In higher-income countries, manufacturers, processors, and logistics
managers of life-affecting goods such as food, medicine, and medical equip-
ment are required to document product life cycles from factory, to ware-
house, and eventually to the end-user. However, some low and middle-
income countries (LMICs) do not have logistic management systems or
regulatory agencies overseeing processing standards. Global aid shipments
may be impossible to track in low-resource environments, and bad actors
may flood markets with counterfeit products.

Global Distributed Tracking (GDT) provides a novel solution: anyone
handling an object may securely and anonymously document the object by
uploading media, shipping manifests, location receipts, and quality reports
without authentication. This encrypted, time-stamped “provenance” be-
comes a discoverable self-audit, granting the end-user trust through trans-
parency. GDT allows an end-user to directly report adverse events per-
taining to an object. This feature creates automatic fulfillment of some
FDA and EU regulatory requirements for medical device distribution.

Keywords: cryptography, human-computer interaction, humanitarian engi-
neering, zero-knowledge encryption.

1 Introduction and Motivation

Global humanitarian aid shipments risk theft and diversion, preventing essential
supplies from reaching intended recipients [1]. Even organizations with good in-
ventory control systems struggle to track shipments leaving central warehouses
bound for rural locations, i.e, “the last mile” [2]. Bad actors who openly man-
ufacture [3] and trade counterfeit goods sow distrust by flooding markets with
low-quality supplies [4, 5]. Medical equipment purchased and distributed by
non-governmental organizations (NGOs) to Low and Middle-Income Countries
(LMICs) may prevent establishing an end-user/manufacturer relationship, thus
increasing the risk of ”dumping” [6, 7] and equipment failure due to unknown
maintenance requirements and expired licenses. Global Distributed Tracking
(GDT) [8] believes that our philosophy of “Trust Through Transparency” can
solve these problems.

By constructing an uneditable, append-only data history, GDT provides
transparent access to the entire humanitarian logistics life cycle. It fights coun-
terfeiting by allowing for the construction of a complete chain of custody. It
allows data access without requiring proprietary database management. The
novel use of old-school cryptography avoids requiring global supply chain users
to authenticate, thus maximizing convenience for everyone handling an object
and avoiding compromise of personal data.

The “last mile” tracking issue affects users who may not share language
with distributors or have access to secure networking or reliable electricity [9].
They may have tenuous or no business relationships with a distributor. It is
unlikely that such users would sign up for a system that requires a login and
user authentication.
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Users may securely participate in the tracking and documentation of an ob-
ject throughout its entire life cycle, including final use and disposal, without
requiring authentication. Anyone who obtains a recorded object and scans the
attached GDT QR code has the ability to add to (but not edit) that object’s
history. Identity disclosure is not required, although there are no barriers that
prevent a user from revealing their identity. Users may upload documenta-
tion such as shipping manifests, quality inspection documents, or photos of the
shipped object to expand the history of a shipment or object. Each addition
builds a paper trail viewable to anyone holding a GDT-labeled object. This
provides an inimitable “provenance” which proves an object’s origin.

2 Related Research

One meta-study [10] found that 13.6% of medicines (pharmaceuticals) worldwide
were of poor quality. Although GDT does not focus on pharmaceuticals, this
finding may apply to devices as well [11].

Kootstra [12] comprehensively reviews track-and-trace systems (particularly
for pharmaceuticals) to combat substandard and falsified medicines that have
been implemented via regulation in many countries. In contrast to the language
of that paper, GDT is a voluntary, non-national track-and-trace system that
applies to more than pharmaceuticals.

Some papers [13] describe a powerful system for non-fungible tokens to track
and trace items. Such systems require identity and authentication to track
ownership or custody of the digital twin. This can enforce the right to transfer
the ownership to a different party, but requires active participation across the
supply chain. In contrast, GDT is purely voluntary, which has the disadvantage
of not directly enforcing ownership but the advantage of minimizing user effort.

3 Basic Use Case

The fundamental use case of a product that fights substandard and falsified
medical supplies in a global supply chain is depicted in Figure 1. In this example,
the goal is to convince a medical doctor in Tanzania that a medical device made
in the Czech Republic is trustworthy and of high quality. The life cycle of the
object in the supply chain is:

1. An item is made in Prague by a maker or a manufacturer named J. Cale.
To increase trust in her product, she hires an independent third party to
test it. She creates a unique GDT key for her product, downloads a QR
code that links to her product’s auto-generated GDT history record, and
labels her product with the QR code.

2. K. Novak receives the product in Prague and completes testing. He scans
the QR code on the product, adds his test report, and ships it back to
Prague.
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Figure 1: Building Trust Through a Transparent Supply Chain

3. J. Cale verifies receipt and documents shipping to a distributor, S. Gamal
in Egypt.

4. S. Gamal receives the product, uses her phone to add a record confirming
receipt in Egypt, and documents shipment to a marketer, A. Juma, in
Tanzania.

5. A. Juma scans the QR code with his phone to verify receipt, and after
purchase by a Tanzanian customer, ships it to Tanzania.

6. Dr E. Adil, the buyer and ultimate user in Tanzania, points his phone
at the QR code and sees a complete, intact, and uneditable chain-of-
custody demonstrating quality testing and a realistic and comprehensive
supply chain transit path from manufacturer to marketer. Because this
documentation would be nearly impossible to fake, Dr. Adil trusts the
item.

The addition of records to the history of the item is always voluntary. Since
users in each step of the supply chain have a vested interest in increasing trust
in the products they are making or distributing, it is worth the small amount
of time to scan the QR code and add a tag, upload a document, or attach a
photo to their product’s history record. Since authentication is not required,
the barrier to entry is very low—no download, login, fee, or password is needed.
They still may voluntarily choose to reveal their identity. For example, A. Juma
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might be more than happy to provide his email address to the medical personnel
to whom he sells products.

When our hypothetical Dr. Adil points his smartphone at the QR code, he
sees the screen captured in Fig 2. Notice that each record entry has an indelible
timestamp.

With consistent participation, the historical record will be very hard to fake
because each record entry is automatically timestamped; the user cannot man-
ually set it. In order to deceive Dr. Adil using a GDT record, a fraudster would
have to start months ahead of time and be integrated into the supply chain be-
cause Dr. Adil knows that he purchased this from A. Juma. If A. Juma himself
is corrupt and part of a fraudulent scheme, he is participating and adding to
a highly documented paper trail, which could eventually lead to his discovery.
We believe documentation is the natural nemesis of thieves and scammers.

4 A Novel Security Model

Merriam-Webster [14] defines provenance as

the history of ownership of a valued object, or work of art or litera-
ture.

In the past, the US patent office used an “inventor’s notebook” as the basis
for judging conflicting invention claims. Such a historical record created over
time is difficult to counterfeit due to the temporal nature of record entries.
GDT provides “Trust Through Transparency” by creating a unique version of
“provenance”, a timestamped “record history” of relevant documentation is
extremely difficult to forge.

Typically, the right to comment online is based on one’s identity, loosely
verified through a sign-up process. On some sites and applications, one can
comment on something without any authentication whatsoever. Neither of these
models work well to track objects across the global supply chain to an end
user, over national boundaries and across language barriers. It is impossible to
expect every supply chain member to be part of a trust network, especially if
one includes the end user. Giving anyone the privilege to comment regardless of
personal connection allows for vandalism and malfeasance, whether by human
or robotic malware.

Our solution is to construct a new model, which we call the hand-hold model :

You have the right to read the history of and append-only comment
on an object if you have held it in your hands.

Consider a crate. The hand-hold model gives anyone in close physical proximity
to the crate the the right to see the record history of the crate and the right to
append new comments to the same record history.

The hand-hold security model is implemented by a secret key that is physi-
cally attached to the object, such as through a printed and attached QR code.
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Figure 2: The History Record
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This model has several security disadvantages that must be mitigated by
policy:

• Everyone who sees the QR code is able to see the entire history, including
the history that will be added later when they no longer possess the object.

• Anyone who sees the secret key could publish the key, making it no longer
secret and opening it to the possibility of spam and malfeasance.

Mitigation approaches are described in Section 9.
When applied to global tracking, the hand-hold model has a number of

tremendous advantages that outweigh its potential shortcomings:

• It requires no authentication.

• It supports defense-in-depth. If a key is compromised, that may allow
a record to be vandalized, but it does not erase the previous history or
damage the security of any other keys.

4.1 Differences with the FDA UDI

The US FDA Unique Device Identifier (UDI) [15] shares some properties with
the GDT Record Key. However, there are key differences between the “hand-
hold” model and the UDI.

1. GDT is a computer system that uses an identifier implemented via a web-
site; the UDI is an identifier.

2. The UDI is required by US law on some devices (this set is expanding.)

3. The GDT key and the “hand-hold” model give people the ability to attach
documentation to the GDT history record at any time. The UDI provides
no such capability; it is only a number. A UDI may be placed in separate
databases to identify objects, though, as some lament [15], this is optional
and spotty.

4. The UDI is public information and can be used to construct statistics
across multiple manufacturers and distributors or independently of those
distributors.

5. The GDT Key unlocks a record originated by the creator and distributed
to users who may append to it through the “hand-hold” security model.
Only the distributor is capable of constructing a product-wide statistical
picture if they choose to do so.

Global Distributed Tracking intends to harmonize with the US FDA UDI. We
envision a future world in which devices are labeled with both codes. Although
tracking is the purpose of both codes, the actual use case differs.
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5 Zero-Knowledge Encryption

GDT implements zero-knowledge encryption. GDT does not store keys and
cannot read the history of the objects tracked by GDT. Since there is no single
store of keys, no single act of cyberhacking can compromise all keys.

GDT thus offers strong privacy, subject to the limitations already mentioned
of the “hand-hold” model.

6 Labeling Granularity

GDT supports the maker, manufacturer, or distributor of objects by supporting
keys at different granularities corresponding to the packaging processes of that
organization. For example, an individual object might be packed ten to a box,
ten boxes to a carton, and 50 cartons to a crate, and a manufacturing batch
might contain 15 crates. GDT provides a group key system in which keys have
a tree relationship. This allows keys to be associated with every level of a
manufacturer’s packaging and shipping process. In this example, an ancestor
key may be created to represent the entire manufacturing batch of 15 crates.
This key allows the entire tree (that is, all of the individual objects in each
crate, carton, and box) to be recalled in a single action.

By design, a holder of a group key can see all the keys of the items in the
group. (In other words, the parent can know who the children are.) However, a
child cannot discover a parent. Once a group is broken apart and distributed (for
example, when a box of ten objects is opened and each object sold individually)
a handler of a single distributed object cannot reveal the keys to the object’s
siblings. In this way, a bad actor can deface a single object but cannot deface
objects that they do not directly handle.

In order to allow reporting on the condition of a container (for example, if a
carton containing 10 boxes is crushed in shipping) a reporting key is associated
with the carton. A shipper may report that the carton was crushed and add a
photo by scanning the QR for the reporting key. The distributor will become
aware of this shipping problem. The group key, however, should not be printed
or published in any way. Therefore, nobody can deface all 10 boxes or 100 items
without taking the trouble to open each carton and take 100 specific actions.

Fig. 3 depicts an example of 2 levels of group keys. Each of the 10 items
T0 − T9 is packed into a carton called C0. At manufacturing or distribution
time, the labeler uses GDT to product a parent key C0 and 10 item keys T0−9.
On the diagram, only two carton keys, C0 and C1 are depicted. These are both
children of the group B that tracks a whole batch. The distributor can recall
the entire batch B with a single action because the record for each individual
items Tx is a descendant (grandchild) of B.
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Figure 3: Group Key Example

6.1 Reporting Keys

We believe a best practice is the generation of a secret key for every individual
device that is worth labeling, or, for example, that would obtain a Unique
Device Identifier under the FDA rules. This provides the greatest defense-in-
depth. However, to prevent a malicious user from recalling every individual
item in, for example, a carton containing 10 items, we generate reporting keys
as depicted in Fig. 3. C0R and C1R represent reporting keys. A reporting key
is not a parent of the items, but a sibling of the items. Therefore, it cannot be
used to recall or annotate the individual items in the carton. Since the parent
key C0 need not be published at all, nobody can vandalize all 10 T0−9 records
without taking 10 actions. However, the carton key, whose QR code can be
printed on the carton, allows the carton to be commented on, such as “This
carton was crushed in shipping,” or “This carton was found abandoned on the
highway.” If the distributor learns from its reporting key that a carton has been
stolen or damaged, they can annotate all of the item keys in that group with a
single action on C0.

7 Harmonization with the US FDA

The U.S. Food and Drug Administration (FDA) regulations on medical devices
[16] are surprisingly easy to understand by lay-persons.

The FDA requires manufacturers of medical devices to establish systems that
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ensure traceability, complaint handling, and recall preparedness as outlined in
Title 21 of the Code of Federal Regulations. These requirements support patient
safety and device accountability long after a product leaves the production line.
The European Medical Device Regulation (EU) 2017/745 (MDR) [17] holds sim-
ilar requirements for systemic and proactive gathering of user experience once a
product is placed on the European market. European post-market surveillance
is especially important to remember in relation to European-manufactured de-
vices that are purchased and subsequently distributed to LMICs, which may
be geographically outside the EU market but benefit from the EU regulatory
environment.

NGOs play an essential role in the distribution of medical aid to LMICs.
They manage needs assessment, procurement, purchase, storage, and eventual
distribution of medical equipment to medically under served communities. How-
ever, this role is often that of the middleman—the relationship between the
purchaser (NGO) and the vendor or manufacturer ends once the equipment is
delivered. This leaves the end-user with no direct relationship to the manu-
facturer and no way to communicate possible equipment failures, calibration
needs, license expiration, or maintenance schedules and training [18]. Manufac-
turing headquarters are often in higher-income, western countries, with no local
representation in the end-user locale. This relationship gap results in “dump-
ing” (end-of-life equipment being sent to LMICs) and overall equipment failures
because there is no way to collect and facilitate user experience data.

Inspired by the just-in-time rapid manufacturing occurring locally or interna-
tionally in response to humanitarian crises [19], often incorporating open-source
designs, GDT was originally built to promote trust in open-source medical de-
vices. We believe that increasing device safety transparency of open-source
medical supplies is a requirement for global acceptance. Hence, the closed-loop
tracking provided by GDT allows anyone with access to a GDT-labeled open-
source medical device to view the record history and append to it via a website.
These features useful to open-source medical device transparency are also rel-
evant to regulatory compliance post-market surveillance interface, for both the
FDA and EU. Data housed within GDT becomes a discoverable self-audit which
can be accessed and amended without requiring an end-user or organization to
maintain a proprietary database.

GDT is being developed to support compliance objectives by providing a
tamper-evident, distributed method of recording complaint data and device
feedback. Although it does not yet fulfill all FDA regulatory requirements,
GDT’s architecture introduces traceability features that align with the intent of
the FDA’s post-market and recall framework, particularly in settings where tra-
ditional quality infrastructure is limited. Greater community uptake and diverse
needs mapping will improve current limitations within the GDT platform.

7.1 Post market Surveillance

The FDA defines post-market surveillance as the active, systematic, and scientifically-
valid collection, analysis, and interpretation of data or other information about
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a marketed device. Requirements are codified under 21 CFR Part 820 (Qual-
ity System Regulation) [20] and, in specific cases, 21 CFR Part 822 [21]. This
includes the requirement to maintain complaint files (820.198), investigate fail-
ures, and record all device-related feedback for the lifetime of the product. GDT
continues to troubleshoot and develop systems that prioritize safety supervision
and maintain FDA surveillance compliance.

GDT contributes to these goals by maintaining immutable, timestamped
records of each submitted device entry. Although current entries are not at-
tributable to individual users, a requirement under 21 CFR Part 11 [22], GDT
ensures that each record cannot be altered or deleted and its integrity can be
verified. This sustains audit readiness by ensuring that a complete, chronolog-
ical trail of end-user recorded feedback is available. GDT’s process security is
specifically notable and is achieved by appending new entries to a write-once,
append-only record, which ensures that each event is cryptographically anchored
with both a time and event signature. Through this architecture, GDT has de-
veloped a comprehensive chronology of compliant data that is permanently re-
tained and verifiable. The strength of the records’ immutable, timestamped na-
ture effectively makes the tracked device not tamper-proof, but tamper-evident.
However, features such as status tracking, complaint escalation, and correc-
tive action linkage—as required by Part 820.198 [23] and ISO 13485:2016 [24]
section 8.2.2—are currently rudimentary and prone to human error due to re-
liance on inconsistent manual tagging. GDT remains eager to reduce barriers
for smaller-scale or decentralized manufacturers to meet FDA post-market ex-
pectations, but doing so would potentially require integration into a broader
validated quality system to support full compliance.

7.2 Recalls

Parts 7, 810, and 806 detail product recalls, corrections, and removals for medi-
cal devices. 21 CFR Part 7 [25] recommends that product recalls exist predom-
inantly as a voluntary action a manufacturer or distributor takes in the event a
defect with a medical device or label has the potential to cause a health or safety
concern. 21 CFR Part 806 [26] requires domestic manufacturers and importers
to report specified device corrections and removals to the FDA, mandating that
non-reportable correction and/or removal documentation be maintained. 21
CFR Part 810 [27] details specific mandatory recall procedures initiated by the
FDA under certain conditions. The scope of Part 810 applies when there is a
reasonable probability that a device would cause serious adverse health conse-
quences or death, and is implemented when companies refuse to act on serious
health risks. The FDA’s recall authority, established under 21 CFR Parts 7,
806 [26], and 810 [27], empowers the agency to request or mandate the removal of
unsafe devices from the market. Effective recalls depend on the manufacturer’s
ability to identify and trace distributed devices accurately and in real time, es-
pecially in response to complaints or adverse events. GDT’s current structure
meets CFR Parts 7, 806, and 810 by enabling prompt identification, traceability,
and field correction of devices through its tamper-evident serialization and audit
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trails. It supports voluntary recalls (Part 7) by allowing manufacturers and dis-
tributors to track and document evidence distribution. GDT ensures Part 806
compliance through structured record keeping and standardized data capture
for corrections and removals. If mandated under Part 810, GDT’s architecture
can facilitate FDA-directed recalls by maintaining immutable chain-of-custody
data and demonstrating recall readiness via real-time device status tracking.

While GDT’s append-only architecture provides strong data permanence and
transparency, compliance with recall regulations would depend on procedural
controls external to the system, including manual batch records, event escalation
workflows, and communication protocols with the FDA.

8 Architecture

GDT uses Nuxt [28] and Vue [29] for its front end, cleanly separated from the
back-end API hosted with Azure [30], which accesses Azure blob storage.

The front-end/back-end architecture is a now-classic pattern that separates
the graphical user interface (GUI) from the “business logic” details. Since our
ethos is free-libre open source software, we invite 3rd party developers to write
code using our live backend, enabling them to repackage it to serve a set of
users, such as a given language community, more effectively. Following Public
Invention Free-Culture License Guidelines [31], all of our code is released under
free-libre open-source licenses. Everyone is free to use our code [8] to implement
and host their own completely independent data store. In all cases, however,
we reserve all rights to our trademarks, names, and logos in order to prevent
confusion among users.

The database (back-end) structure is very simple. It consists of a set of
encrypted blobs referenced by a device ID. Each record may have a set of en-
crypted attachments as well. These blobs can be decrypted only with the key
created when the record was created. Each decrypted blob consists of a set of
historical entries containing:

• A description

• A timestamp

• Optional tags

• An optional attachment

8.1 Encryption Details

Counter-intuitively, a user uses a key, not a device ID, to access a record. The
decryption of the key provides the device ID so the record can be retrieved
from blob storage. The device ID without the key has no value and provides no
decipherable information. Because the device ID is a hash of the key, anyone can
decrypt a key into a device ID. However, the key cannot be obtained from the
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device ID. Even if the entire database were made public, nobody but key-holders
would be able to read any records.

Global Distributed Tracking encrypts user data and ensures its accessibility
only through the unique record key linked to a QR code. A cryptographic hash
function securely references data via the record key. AES encryption with 128-
bit keys is used [32] along with SHA-256 [33] for cryptographic hashing. This
process is performed in a zero-knowledge manner, ensuring that the Global
Distributed Tracking team never stores a key (though obviously it uses keys “in
flight”.) Only Global Distributed Tracking users, and individuals with whom
they share a record key, have access to record history stored within the key.

8.2 User Interface

The user interface is simple and lightweight, allowing for fast load times even in
locations with unstable and weak internet connections. The interface is available
in dark mode to help users save battery if using the application for extended
periods. To accommodate those sensitive to eye strain and avoid other acces-
sibility concerns with dark mode, the application’s color mode automatically
matches the user’s device preferences. The design features large-scale text and
high contrast color schemes to aid in readability and enhance overall accessibil-
ity.

In each history record, users can upload and attach documentation files
such as relevant photos or PDFs. When creating a new record entry, users have
the option to either select from a list of common, color-coded status tags to
standardize documentation or enter custom tags. This design not only ensures
visual consistency but also enhances readability and allows users to quickly
identify common tags by colors alone. The color assigned to a tag remains
permanently associated with the tag. Moreover, light and dark color variants are
separated to maintain legible contrast, adjusting the tag text color accordingly.
This feature reinforces GDT’s focus on usability in low-resource environments
by making information more scannable, accessible, and intuitive at a glance.

Additionally, to reduce the risk of malicious or inappropriate use, the team
sourced and reviewed a list of forbidden tag names, banning sexually explicit or
illicit terms in non-medical contexts. As part of this process, we developed and
curated a prohibited word list to prevent the abuse of the GDT tagging system
for imparting inappropriate content. This list was integrated into the tagging
infrastructure so that any contributions to record histories remain professional
and aligned with GDT’s humanitarian values.

9 Security Weaknesses

There are several identifiable security weaknesses:

• We do not store keys, but we cannot currently prove that to the user.
Although verification can be proven in our open source code, there is no
way to prove that code is precisely the code running our servers. This can
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be addressed by allowing browser-based hashing to blind the key. This
feature can be implemented when users request it.

• Since we offer GDT completely free of charge, we are subject to a denial of
service attack, which would consume some space resources on our servers.
We combat this with throttling.

• If a key is erroneously published or “stolen,” someone may use that key to
vandalize a record. Note, however, this does not invalidate the record his-
tory before that point. If deception is attempted, such as placing the same
QR code on a fraudulent item, they can make an item appear trustworthy
while being detectably different. However, if the original item is not also
stolen, it will eventually become apparent that the same item is claimed
to be in two different places at the same time, exposing the fraudster to
significant risk.

10 Current Usage

GDT is completely functional and, at the time of writing, has been used by two
groups to track medical devices. Both groups are manufacturing the open-source
Glia tourniquet [34].

11 Future Work

We are constructing a system that allows user subscriptions to record amend-
ments via email notification. The initial implementation will rely on simply
recording email addresses. Ultimately, this notification system will become a
3rd party service, allowing GDT zero-knowledge of individual email addresses in
order to maintain product security standards. Similarly, we never store keys or
unencrypted data, but the user is currently unable to verify that claim. Because
we use off-the-shelf encryption, which runs in the browser, we plan to demon-
strate that no unencrypted data ever leaves the user’s browser. Currently, GDT
has no cultural standing within the broad humanitarian logistics network when
compared to large commercial systems. We believe that GDT will become most
effective when user adoption scales value propositions (“GDT reduced our rural
overland shipment loss by 53%”) and becomes a logistics standard (“to renew
your next funding cycle, you must track medical shipments within GDT”). To
achieve this, we must expand our user base significantly. Markets may eventually
require Global Positioning System (GPS) capability to provide robust location
tracking within a GDT record history. This feature could be implemented upon
user demand.
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