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Abstract

The advent of foundation-scale deep learning models, characterized by
unprecedented model sizes and multi-modal capabilities, has revitalized in-
terest in Mixture of Experts (MoE) architectures due to their potential
for efficient conditional computation and scalability. However, robustness
challenges—including routing instability, expert overload, and vulnerabil-
ity to distributional shifts and adversarial attacks—pose significant barriers
to reliable deployment in large language and vision models. This survey
presents a comprehensive and mathematically rigorous overview of robust
MoE methods in the era of foundation models. We systematically examine
foundational theories, algorithmic advances in capacity-aware routing and
auxiliary regularization, and state-of-the-art training strategies designed to
enhance robustness and scalability. Empirical evaluations across diverse
language, vision, and multi-modal benchmarks highlight the strengths and
limitations of current approaches. We further identify critical open prob-
lems spanning theoretical guarantees, differentiable routing optimization,
multi-modal consistency, and efficient training under resource constraints.
By synthesizing recent developments and articulating future directions, this
survey aims to provide a unified framework for advancing robust MoE re-
search, facilitating their broader adoption in next-generation Al systems.
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1 Introduction

The rapid evolution of deep learning over the past decade has catalyzed a paradigm
shift toward the deployment of highly scalable, modular architectures [1]. Among
the most prominent of these modular frameworks is the Mizture of Experts (MoE)
paradigm, initially proposed to alleviate the computational and statistical ineffi-
ciencies associated with dense neural networks [2]. With the advent of foundation
models—massive pretrained architectures such as GPT, PaLM, LLaMA, and Vi-
sion Transformers (ViTs)—MoEs have resurfaced with renewed vigor, offering a
principled mechanism to scale model capacity while preserving or even improv-
ing inference-time efficiency [3]. This survey aims to comprehensively analyze the
landscape of robust MoE systems in the era of foundation language and vision mod-
els, unifying theoretical frameworks, architectural innovations, robustness criteria,
and practical deployments across modalities.

1.1 Theoretical Foundations of Mixture of Experts

Formally, a Mixture of Experts model comprises a set of M expert functions
{fn(+;0m) }M_,, typically parameterized by deep neural networks, and a gating
function G : X — AM~1 where AM~! denotes the (M — 1)-dimensional probabil-
ity simplex [4]. For an input = € X', the MoE output is given by

F(x) = Z_le<$)fm(£E; Om),

where G, () is the gating weight for expert m [5]. In the sparse MoE setting, only
K < M experts are activated per input, with K typically fixed or dynamically
determined [6]. This induces a sparsity constraint:

1G(2)] < K,
rendering F a conditional computation model with sublinear compute cost in M

[7]-

1.2 Motivations for Robustness in MoE Architectures

Despite their computational elegance and scalability, MoEs suffer from notable
fragilities:

1. Expert Collapse: When a small subset of experts dominates the routing
distribution, leading to underutilization of others [8]. Mathematically, this



is seen via the entropy of G(z) over the data distribution Dy:

M
HG = Ex,\,px — Z Gm(l’) IOg Gm(l’) s
m=1

where a low Hg implies high concentration and thus imbalance.

2. Routing Instability: Small perturbations in the input or model param-
eters may lead to abrupt changes in expert selection, undermining model
robustness and interpretability [9]. Let § denote a perturbation bounded by
19]] < e, then a robust MoE requires

P |arg max Gm(r+9) = arg max Gn(z)|>1—n, Vel

for some small 7.

3. Gradient Interference: When overlapping expert selections cause conflict-
ing updates [10]. Let S, = {m | G,,(z) > 0}, then for x;,z; ~ Dx, overlap
in S;; N'S,; leads to entangled gradient flows, impacting convergence [11].

1.3 MoE in Foundation Models: Scale Meets Modularity

Foundation models, by design, operate at massive scale. Let § € Rl denote the
parameter vector of a foundation model with || = O(10'!) [12]. Sparse MoEs allow
scaling |0| to O(Md) with only O(Kd) active parameters per example (d < [|0|/M),
effectively decoupling model capacity from per-example computation. The seminal
Switch Transformer introduced a hard-gating mechanism with top-K routing, lead-
ing to models such as GLaM and ST-MoE which successfully scaled to hundreds
of billions of parameters with superior performance-per-FLOP characteristics [13].
Let Lyoe(f, G) denote the training loss function of an MoE-enhanced foundation
model, including auxiliary load-balancing terms such as

Liatance = A+ (CV(0)? + CV(2)?) |

where CV(-) denotes the coefficient of variation across experts of the cumulative
count ¢ and gating mass z [14]. These regularizers are instrumental in maintaining
load balance during large-scale training, a crucial aspect for practical robustness
[15].

1.4 Robustness Paradigms in MoE Research

Recent literature has converged on several orthogonal yet complementary robust-
ness paradigms:



o Adversarial Robustness: Enforcing resilience to input perturbations via
robust routing (e.g., smoothed gates) or adversarial training in the MoE
context.

o Expert Specialization and Diversity: Encouraging decorrelated expert
functions via regularizers or orthogonality constraints:

> (@), fav(@))] =0,

m#£m/
thereby mitigating co-adaptation [16].

o Gradient and Optimization Robustness: Addressing training instabil-
ities via routing-aware optimizers, layer normalization across sparse paths,
and mitigating the “expert dropout” phenomenon [17].

o Modality-robust MoE: Extending robustness notions across vision-language
foundation models (e.g., Flamingo, Gato, GPT-4V), requiring consistent
cross-modal gating strategies and shared expert pools [18].

1.5 Scope and Contributions

This survey provides an exhaustive review of robust Mixture of Expert systems in
the foundation model regime [19]. Our contributions include:

o A unified taxonomy of MoE architectures, robustness objectives, and regu-
larization schemes [20].

o A mathematical treatment of expert selection, load balancing, and pertur-
bation analysis [21].

o A critical review of robustness failures and pathologies in recent foundation-
scale deployments [22].

o Open challenges and future research directions in robust, general-purpose
MoE frameworks [23].

In subsequent sections, we deconstruct the evolution of MoE architectures (§2),
analyze robustness techniques (§3), explore cross-modal MoEs in vision and lan-
guage (§77), and synthesize the empirical performance trends (§77) across model
scales and tasks [24].



2 Mixture of Experts Architectures and Routing
Mechanisms

The Mixture of Experts (MoE) framework is a modular and scalable architecture
designed to tackle the limitations of dense deep neural networks by decomposing
the representation learning process into multiple specialized sub-networks called
experts [25]. Each expert f,,(+;0,,) can be viewed as a function approximator
parameterized by 6,, that processes a given input x € X', and the final output of
the MoE model is obtained by aggregating the outputs of these experts weighted
by a gating function G(-), which itself is parameterized and trained end-to-end
[26]. Formally, the MoE output for input x is

]:(33) = Zl GM<x)fm<x§ Om),

where G,,(z) € [0,1] and =Y_, G,,(¥) = 1 [27]. The gating function G(-) maps
from the input space to a probability distribution over experts, controlling which
experts are activated and to what degree [28]. This architectural design is moti-
vated by the desire to increase model capacity M x d, where d is the per-expert
parameter dimension, while limiting the computational overhead to the number of
active experts K, usually with K < M.

2.1 Canonical Architecture and Sparsity Patterns
Figure 1 depicts the canonical MoE architecture comprising:

e Input Embedding Layer: Maps raw input x into an intermediate latent
space h € RP.

« Gating Network: A shallow neural network or linear projection ¢ : RP —
RM producing gating logits z = g(h) [29].

« Sparse Routing Operator: The gating logits are transformed via a top-K
sparse operator TopK(-) or differentiable relaxation such as Gumbel-Softmax,
yielding sparse gating weights G € R [30].

« Expert Modules: A collection of M experts {f,,}*_,, each implementing
a sub-network (e.g., feed-forward layers, convolutional blocks, or transformer
layers).

o Aggregation Layer: Weighted sum of expert outputs with gating weights
to produce final output F(z).
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Figure 1: Canonical Mixture of Experts (MoE) architecture illustrating the in-
put embedding, gating network generating sparse routing weights, expert modules
processing inputs in parallel, and final aggregation of expert outputs weighted by
gating probabilities.

2.2 Mathematical Formulation of Sparse Routing

At the core of MoE architectures lies the routing mechanism that dynamically
selects a subset of experts per input [31]. The routing is mathematically formulated
as:

z = g(h) ¢ RM,
where z denotes the pre-activation logits for expert gating [32]. A sparse gating
vector G is derived by applying a top-K sparsification operator Sk:

exp(zm)
X jex exp(z;)
where IC = TopK(z) denotes the indices of the K largest logits, and 1,,cx is the
indicator function selecting only those experts [33]. This operation enforces that
exactly K experts are active for each input, drastically reducing inference and
backpropagation costs from O(M) to O(K) per input [34]. The gating network g
is usually parameterized by a shallow linear layer or a lightweight MLP:

g(h) = Wyh + b,

G =

mek,

with learnable parameters W, € RM*P and bias b, € R™. This linear projection
encourages efficient routing while enabling gradient flow from the downstream loss
L through the sparse gate weights [35].

2.3 Load Balancing and Regularization

A critical challenge in training MoE models is ensuring that experts are uniformly
utilized to prevent expert collapse, where only a few experts monopolize the rout-



ing distribution. This phenomenon undermines the model’s expressiveness and
robustness [36]. Load balancing losses regularize the gating network to distribute

the load evenly across experts. A widely used metric is the coefficient of variation
(CV) of the expert load:

VarmG [M] (Cm)

EmE[M] [Cm]

CV(c) =

where ¢, is the cumulative count or fractional load assigned to expert m over a
batch of inputs:
N
em =Y Gm(z;)[37).
i=1
Minimizing CV(c) encourages a balanced load distribution [38]. Similarly, the

load balancing loss Lpaance Often includes terms penalizing the variance of gating
probabilities and expert counts:

Lpatance = A1 - CV(C>2 + Ao - CV(Z)Q,

where Aj, Ay are hyperparameters controlling the trade-off between task loss and
load balancing [39].

2.4 Expert Specialization and Capacity Constraints

Each expert f,, is encouraged to specialize on particular input subdomains by the
interplay of gating and task loss [40]. Intuitively, the gating network G partitions
the input space X into subregions {X;,}*_, where

Xy ={r € X :m € argmax G;(x)}[41].
J

The model learns f,, to perform optimally on A, [42]. The effective capacity
of each expert is limited by practical constraints such as memory and throughput,
leading to expert capacity constraints defined by

N
Z 1m€l€(xi) < Cma
=1

where C), is the maximum number of tokens or samples expert m can process per
batch [43]. This constraint introduces additional complexity into routing, requiring
load-aware routing algorithms such as capacity-aware gating or expert dropping

[44).



2.5 Summary

This section has detailed the canonical MoE architecture and its mathematical un-
derpinnings, emphasizing the sparse routing mechanism and load balancing strate-
gies essential for robust and scalable training. The interplay between gating and
expert specialization creates a powerful framework to scale neural networks with-
out a proportional increase in computational cost. However, this architectural
flexibility comes with unique challenges in routing stability, load balancing, and
optimization, which are further explored in the subsequent robustness section.

3 Robustness Challenges and Techniques in Mix-
ture of Experts

The deployment of Mixture of Experts (MoE) within foundation models presents
unique robustness challenges that extend beyond those encountered in standard
dense architectures. The inherent conditional computation and sparse routing
mechanisms introduce vulnerabilities that can severely degrade performance, sta-
bility, and generalization if not properly addressed [45]. This section rigorously
explores the primary robustness issues intrinsic to MoEs, formulates them mathe-
matically, and surveys contemporary strategies designed to mitigate these pitfalls
in the context of large-scale language and vision models [46].

3.1 Routing Instability and Sensitivity to Input Perturba-
tions

A fundamental source of instability in MoE architectures lies in the discontinuous

nature of expert selection. The gating function G : X — AM~1 produces a discrete

or sparse probability vector, often realized by a top-K operator Sk, which selects
a subset KC(x) of experts for input x. Small perturbations § to the input,

¥=x+90, |d]<e
may cause a discontinuous change in the routing decision:
K(x') # K(z),

even for infinitesimal €. This phenomenon, referred to as routing jitter or routing
instability, can cause sharp variations in the model’s output distribution F(x),
severely impairing robustness [47]. Formally, define the routing stability probabil-
ity as

Puabie(,€) 1= P(K(z + 6) = K(x) for all 5] < ¢),

8



which we desire to be close to 1 uniformly over x € X [48]. Routing instabil-
ity undermines both interpretability and the continuity assumptions underlying
gradient-based optimization [49]. To ameliorate this, smooth approximations to
discrete routing have been proposed, such as:

o Gumbel-Softmax Relaxations: Introducing continuous relaxations to
discrete expert selection with temperature-controlled softmax distributions,

(M) () = eXp<<zm+gm)/T>
O ) = S p( + 9)/7)

where g,,, are i.i.d [50]. Gumbel noise variables and 7 > 0 is a temperature pa-
rameter controlling smoothness [51]. As 7 — 0, the distribution approaches
a discrete categorical sample, whereas for larger 7, routing becomes smoother
and more stable.

» Noisy Gating: Adding Gaussian or uniform noise directly to gating logits
z to prevent brittle gating boundaries and encourage more robust expert
selection [52].

3.2 Expert Collapse and Load Imbalance

Another critical robustness failure mode is expert collapse, where a small subset of
experts disproportionately dominate the routing, effectively reducing the effective
model capacity and increasing vulnerability to expert failure modes. Mathemati-
cally, this is reflected in the gating distribution’s entropy:

H(G) = Eopy |~ 3 Ginla) 05 Gin(a) | 53]

A sharp decline in H(G) indicates concentrated routing and expert underutilization
[54]. Load imbalance further manifests in the variance of expert loads ¢,,, where

N

Cm =Y Gm(z;),

=1

over a mini-batch of N samples [55]. High variance Var,cp(cy,) indicates poor
load distribution, causing bottlenecks during training and inference [56]. To ad-
dress expert collapse, contemporary MoE systems employ explicit load balancing
regularization terms in the loss function:

Ltotal = Ltask + )\Lbalancea



where

Lbalance = CV(C)2 + CV(Z)2,

with CV(-) denoting the coefficient of variation [57]. This encourages uniform
routing probabilities and reduces the likelihood of expert starvation.

3.3 Gradient Interference and Optimization Stability

The sparse routing induces nontrivial gradient flow patterns where only the acti-
vated experts receive gradient updates. This conditional gradient flow introduces
several optimization challenges:

o Sparse Gradient Updates: Experts not selected in the current batch
receive no gradient, potentially slowing convergence or causing uneven pa-
rameter updates [58].

o Gradient Interference: Overlapping expert activations between different
samples can produce conflicting gradient signals within shared expert pa-
rameters, complicating optimization dynamics [59].

e Routing-Induced Non-Convexity: The discrete routing creates a piece-
wise function F(z) with potentially many local minima and saddle points,
increasing training difficulty [60].

Formally, consider the gradient of the loss L with respect to expert parameters
O,

Sparse G, () implies the expectation is effectively computed over a subpopulation
AX,, routed to expert m. This necessitates careful learning rate tuning, batch sizing,
and potentially auxiliary techniques such as expert dropout or adaptive optimizers
to ensure stable convergence.

3.4 Adversarial and Distributional Robustness

Foundation models must operate reliably under a variety of distributional shifts
and adversarial perturbations [62]. MoEs, with their conditional routing, introduce
new attack surfaces:

 Routing Manipulation Attacks: Adversaries can craft perturbations 0

that specifically alter gating decisions, causing the model to route to subop-
timal or maliciously vulnerable experts [63].
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o Expert Targeted Attacks: Since experts specialize on subsets of the data,
an adversary may exploit weakly supervised experts by triggering their ac-
tivation with atypical inputs [64].

To defend against such threats, robust MoE training integrates adversarial
training with routing-aware regularization [65]. For example, one may solve the
min-max optimization problem:

tin max B ) [L(F (@ +6),y) + Mbatance(G(x + 6))] [66].

3.5 Robustness Across Modalities and Multi-Task Learn-
ing

Modern foundation MoEs are often deployed in multi-modal and multi-task set-
tings, where robustness demands extend to cross-modal consistency and shared
expert reliability [67]. Routing functions must generalize across heterogeneous
input distributions (e.g., text, images, video) while maintaining stable expert as-
signment [68]. Techniques include:

o Shared Expert Pools: Experts shared across modalities with modality-
specific gating to leverage cross-modal inductive biases [69].

o Hierarchical Routing: Multi-level gating architectures where coarse rout-
ing directs inputs to modality-specific sub-MoEs.

o Consistency Regularization: Loss terms enforcing routing decisions to
be invariant under modality-specific augmentations or transformations.

Such robustness mechanisms are critical for applications in vision-language
models, embodied Al, and generalist agents where distributional heterogeneity
and input variability are the norm [70].

3.6 Summary

In summary, robustness in MoE architectures emerges as a multifaceted challenge
involving discrete routing stability, load balancing, gradient optimization, adver-
sarial resistance, and multi-modal consistency. The theoretical foundations eluci-
date the fundamental trade-offs and design considerations, while practical imple-
mentations integrate a rich toolkit of regularizers, relaxations, and robust training
protocols to safeguard large-scale foundation models. The following sections elabo-
rate on specific algorithmic advances and empirical benchmarks that validate these
robustness strategies.
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4 Algorithmic Advances and Training Strategies
for Robust MoEs

The complex landscape of robustness challenges in Mixture of Experts (MoE)
architectures has motivated a rich set of algorithmic innovations designed to sta-
bilize training, improve generalization, and optimize computational efficiency in
foundation-scale models [71]. This section provides a comprehensive and mathe-
matically detailed survey of contemporary training strategies, expert routing algo-
rithms, and optimization techniques that enhance the robustness and scalability
of MoE systems in the context of large language and vision models.

4.1 Capacity-Aware Routing and Load Balancing Algo-
rithms

To mitigate expert overload and capacity saturation, modern MoE implementa-
tions integrate capacity constraints explicitly during routing [72]. Let C,, € N
denote the capacity of expert m, representing the maximum number of tokens or
samples it can process per batch. The routing assignment is formulated as an
optimization problem:

N M
max > > AinlogGr(z) st D A=K, > A, <Cny,

NxM
Ac{0,1}NxM — o=~ m=1 i=1

where A;,, = 1 if sample ¢ is assigned to expert m, and 0 otherwise. This con-
strained optimization can be approximated with heuristic algorithms such as Top-
K gating with capacity clipping, or solved via differentiable approximations lever-
aging Sinkhorn normalization or optimal transport methods [? ] [73]. Formally, a
capacity-aware routing function R : XN — {0, 1}¥*M balances the dual objectives
of maximizing gating logits and respecting capacity constraints. The overall gat-
ing matrix G € [0, 1]V*™ is modified by capacity masks M € {0, 1}V*M vielding
effective gating probabilities:
~ Gi,mMi,m

Gim = =g
b M ‘
Zj:l Gi,jMi,j

4.2 Auxiliary Losses for Improved Routing Robustness

Beyond capacity constraints, auxiliary losses play a pivotal role in training stable
and robust MoEs [74]. Important loss terms include:

12



Entropy Regularization encourages smooth gating distributions:

1 N M

Lentropy = — > > Gulwi)log G (:)[75].

i=1m=1

Maximizing entropy reduces sharp gating decisions, fostering routing continuity
76].

Diversity Loss promotes expert specialization by maximizing pairwise disagree-

ment:
1

Ldiversity = —m Z COSSlm(fm; fn)a

m#n
where CosSim(+,-) is cosine similarity between expert output vectors aggregated
over training data [77].

Auxiliary Distillation regularizes experts to approximate a shared dense teacher

model T
1 N M

Laisin = 7 > > Gon(@3) || fin (@) = T ()5,

i=1m=1

reducing variance among experts and improving robustness to noisy gating.

4.3 Gradient Scaling and Expert Dropout

To alleviate optimization instabilities caused by uneven expert updates, gradient
scaling strategies are employed. If expert m is activated for n,, samples in a batch,
gradient contributions are normalized by n,,:

Vol — 5 Vo l(fml), ).

m ZAlmil

Additionally, ezxpert dropout randomly deactivates a subset of experts during
training, forcing the model to learn redundant pathways and improving fault tol-
erance. Formally, for dropout mask d € {0, 1} with P(d,, = 1) = p, the effective
gating becomes:

Ay G ()

Cml) = Sl diGi(x)
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4.4 Scaling Laws and Sparsity Patterns in Foundation Mod-
els

Recent empirical studies [78] reveal that scaling the number of experts M improves
performance logarithmically but requires careful balancing of expert capacity C,,
and routing sparsity K [79]. The computational budget scales as:

FLOPs x N x K x d,

where d is the expert dimensionality, highlighting the efficiency gain over dense
models with cost O(N x M x d) [80]. Designing optimal sparsity patterns involves
selecting K, M, and C,, such that:

arg max Performance s.t. FLOPs < Budget.

) )

Heuristic rules favor small K (e.g., 1-2), large M (hundreds to thousands), and
capacity C,, scaled with batch size [81].

4.5 Mixed Precision and Memory-Efficient Training

Robust MoE training at foundation scale leverages mixed-precision arithmetic and
memory optimizations. For example, activation checkpointing is combined with
sparse expert activation to minimize memory overhead during backpropagation.
Formally, if S(z) C [M] are active experts for input x, memory usage reduces
proportionally:

Memoryy.g =~ |S(x)|/M x Memoryp,..[82]-

4.6 Summary

This section detailed key algorithmic advances enabling robust and scalable train-
ing of MoEs, including capacity-aware routing, auxiliary regularization, gradient
normalization, and efficient computation techniques. These innovations collec-
tively empower foundation-scale MoEs to achieve state-of-the-art performance
while addressing intrinsic robustness and optimization challenges posed by con-
ditional computation and sparse routing [83].

5 Empirical Evaluations and Benchmarking of
Robust MoEs

To validate theoretical insights and algorithmic advancements in robust Mixture
of Experts (MoE) models, extensive empirical evaluations are paramount. This
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section presents a comprehensive survey of benchmarking methodologies, robust-
ness evaluation protocols, and quantitative results across large-scale language and
vision tasks. We rigorously analyze how robustness metrics correlate with ar-
chitectural choices, training strategies, and scaling behaviors in state-of-the-art
foundation models [84].

5.1 Benchmark Datasets and Evaluation Protocols

Robustness evaluations leverage diverse datasets spanning natural distribution,
distribution shifts, adversarial perturbations, and out-of-distribution (OOD) sam-
ples. Commonly used benchmarks include:

« Language Modeling: Standard corpora such as WikiText-103 [? |, Open-
WebText, and the Pile [? ], along with robustness-specific subsets like ad-
versarial NLI [? | and TextFooler attacks [? |.

« Vision Tasks: ImageNet [? | and its robust variants such as ImageNet-C
(common corruptions) [? |, ImageNet-R (renditions) [? |, and ImageNet-A
(adversarial images) [? |.

e Multi-Modal Benchmarks: Vision-and-language tasks including VQA [?

], COCO Captioning [? ], and robust benchmarks like Winoground [? |
testing compositional reasoning.

Evaluation protocols emphasize not only accuracy but also robustness metrics
such as:
Robust Accuracy = E; y)~p. [1{@(35) = y}},
where Dy denotes perturbed or shifted distributions [85].

5.2 Performance Metrics and Robustness Quantification

In addition to task-specific metrics (e.g., perplexity for language, top-1 accuracy
for vision), robustness is quantified via:

o Stability Score: Measures variance of predictions under input perturba-
tions ¢,

S(x) =1 - Eysj<e | 1{ii(x) # iz + 5)}] [86].

e Routing Consistency: Fraction of inputs with invariant expert assignment
under perturbations,

R(z) = P(K(z) = K(z + 9))[87].
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« Load Balance Metrics: Coefficient of variation (CV) of expert loads across

batches,
v = 29,
p(c)
where ¢ = (¢y,...,cp) are expert activation counts [88].

These metrics jointly characterize the robustness-performance trade-offs intrin-
sic to MoE models [89].

5.3 Empirical Analysis of Robustness Improvements

Recent empirical studies reveal that capacity-aware routing and entropy regular-
ization markedly improve both clean and robust accuracies by mitigating expert
collapse and routing instability. For example, on ImageNet-C, MoEs with auxil-
iary load balancing losses demonstrate up to a 5% absolute increase in corruption
robustness compared to baseline dense models with comparable FLOPs [? ]|. Ad-
versarial training applied to gating functions enhances routing consistency, reduc-
ing the fraction of samples experiencing routing flips under adversarial perturba-
tions by over 30% [? |. Gradient scaling techniques and expert dropout further
contribute to smoother loss landscapes, accelerating convergence and improving
out-of-distribution generalization on language benchmarks such as the adversarial
NLI challenge [90].

5.4 Scaling Trends and Robustness Trade-Offs

Scaling the number of experts M and routing sparsity K reveals nuanced robust-
ness trade-offs. While larger M increases model capacity and robustness under
natural distribution, it also heightens sensitivity to routing errors under adversar-
ial shifts, unless accompanied by stricter load balancing and routing regularization
[91]. Similarly, increasing K improves gradient signal strength but incurs higher
computational costs and may dilute expert specialization [92]. Empirical scaling
laws suggest that optimal robustness is achieved by balancing expert count, ca-
pacity, and sparsity within the training budget, often favoring moderate K = 2
with expert counts in the hundreds to low thousands [78].

5.5 Case Studies in Vision-Language Foundation Models

Multimodal MoEs, such as those employed in vision-language transformers, exhibit
additional robustness complexities. Evaluations on benchmarks like Winoground
expose that inconsistent routing across modalities can cause catastrophic failures
in compositional reasoning tasks. Solutions include modality-specific gating heads
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and hierarchical routing, which empirically improve cross-modal routing stability
by over 20%, as measured by routing consistency scores [? | [93].

5.6 Summary

The empirical landscape underscores that robust MoE architectures can surpass
dense counterparts in both efficiency and resilience when equipped with capacity-
aware routing, auxiliary losses, and careful scaling [94]. Benchmarking across
diverse datasets and perturbation types confirms the critical role of routing stabil-
ity and load balancing in sustaining robustness at foundation model scale. These
insights inform practical model design and guide future research toward universally
robust MoE systems [95].

6 Open Challenges and Future Directions

Despite substantial progress in the development and deployment of robust Mix-
ture of Experts (MoE) architectures within foundation-scale language and vision
models, several fundamental challenges remain open [? |. This section delineates
critical unresolved problems and outlines promising avenues for future research,
emphasizing both theoretical rigor and practical impact [96].

6.1 Theoretical Foundations of Routing Stability

While empirical heuristics such as entropy regularization and smooth gating ap-
proximations have improved routing stability, a comprehensive theoretical under-
standing of the conditions under which routing functions exhibit continuity and
robustness remains elusive [97]. Formally, characterizing the Lipschitz continuity

of the expert selector
G:X — AM!

under input perturbations 9,
|G (z +0) = G(x)[ly < L[|d]]2,

for some Lipschitz constant L, is a fundamental open question. Deriving tight
bounds on L for different gating mechanisms (e.g., softmax, sparsemax, top-K') and
architectures would provide principled guidelines for designing inherently stable
routing [98].
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6.2 Scalable and Differentiable Routing with Global Opti-
mality Guarantees

Current routing algorithms often rely on greedy heuristics or approximations to
solve capacity-constrained assignment problems. Developing scalable, differen-
tiable routing mechanisms that provably optimize global objectives such as load
balance and routing efficiency remains a significant challenge [99]. Incorporating
optimal transport theory [? | and combinatorial optimization into end-to-end
training pipelines could enable MoEs with guaranteed near-optimal expert utiliza-
tion [100].

6.3 Robustness Under Distributional Shifts and Adversar-
ial Attacks

Adversarial perturbations targeting the gating network pose a unique vulnerability
in MoE models [101]. Formalizing robustness certificates for MoE routing func-
tions, analogous to adversarial robustness guarantees in dense networks [? ], is an
open area. Additionally, designing defense mechanisms that jointly protect routing
stability and expert model robustness under strong, adaptive adversaries remains
largely unexplored [102].

6.4 Cross-Modal and Multi-Task Generalization in Het-
erogeneous MokEs
The deployment of MoEs in multi-modal and multi-task foundation models intro-

duces challenges related to routing consistency and expert specialization across
heterogeneous input spaces [103]. Open questions include:

o How to design routing functions that maintain robustness and interpretabil-
ity when input modalities differ drastically in distribution and representation
[104]7

o How to enable experts to effectively share knowledge across tasks without
catastrophic forgetting or interference, while preserving robustness [105]?

Hierarchical and conditional routing architectures with theoretical guarantees
on cross-modal generalization constitute promising directions [106].
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6.5 Efficient and Robust Training under Resource Con-
straints

Training large-scale MoEs demands substantial computational and memory re-
sources. Research on resource-efficient, robust training algorithms—including adap-
tive expert pruning, dynamic capacity allocation, and low-precision arithmetic
with robustness guarantees—remains nascent. Developing methods that can grace-
fully degrade performance under constrained budgets while maintaining robustness
is critical for democratizing foundation model technologies [107, 108].

6.6 Interpretability and Debugging of MoE Systems

Robustness is tightly linked to interpretability [109]. However, MoE models’ condi-
tional computation and sparse routing complicate model introspection and failure
diagnosis. Creating interpretable diagnostic tools and visualization techniques for
expert routing dynamics, expert specialization, and failure modes under distribu-
tional shifts is an urgent research frontier [110].

6.7 Bridging Theory and Practice through Benchmarking

Despite increasing benchmark diversity, there is a lack of standardized, compre-
hensive robustness evaluation protocols specifically tailored to MoE architectures
[111]. Establishing unified benchmarks incorporating routing stability, expert uti-
lization, adversarial robustness, and cross-modal consistency would facilitate sys-
tematic progress and reproducibility in this emerging field.

6.8 Summary

The trajectory of robust MoE research is poised at an inflection point, balancing
promising empirical gains with deep theoretical and practical challenges. Address-
ing the open problems outlined above will require interdisciplinary efforts spanning
optimization theory, robust statistics, scalable algorithms, and system design [112].
The future of foundation-scale MoEs hinges on developing principled frameworks
that reconcile robustness, efficiency, and interpretability to unlock their full po-
tential in diverse real-world applications [113].

7 Conclusion

In this comprehensive survey, we have explored the landscape of robust Mixture of
Experts (MoE) architectures within the context of foundation-scale deep learning
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models for language and vision. Beginning with foundational concepts and mathe-
matical formalisms, we systematically examined algorithmic innovations designed
to enhance robustness, including capacity-aware routing, auxiliary regularization,
gradient scaling, and expert dropout. These strategies collectively address core
challenges such as expert overload, routing instability, and optimization difficul-
ties intrinsic to conditional computation.

Through detailed empirical evaluations, we highlighted how robust MoEs out-
perform dense counterparts in both efficiency and resilience, demonstrating im-
proved performance across a diverse set of robustness benchmarks, distribution
shifts, and adversarial scenarios. We also surveyed scaling laws that govern the
interplay between expert count, sparsity, and capacity, illuminating trade-offs that
practitioners must navigate when designing large-scale MoEs.

Despite these advances, numerous open challenges remain, particularly in de-
veloping theoretical guarantees for routing stability, designing globally optimal
and differentiable routing mechanisms, and ensuring robustness under distribu-
tional shifts and adversarial attacks. Further complexity arises in heterogeneous
multi-modal and multi-task settings, where cross-modal consistency and expert
specialization require new frameworks. Additionally, practical concerns related to
resource-efficient training, interpretability, and standardized benchmarking con-
tinue to demand focused research efforts.

Looking forward, we envision a unifying paradigm that integrates rigorous the-
oretical insights with scalable algorithmic solutions and principled evaluation pro-
tocols, ultimately enabling MoEs to realize their full potential as robust, efficient,
and interpretable building blocks for next-generation foundation models. Such
progress will not only deepen our scientific understanding of conditional computa-
tion but also expand the applicability of MoEs to a broad spectrum of real-world
challenges in artificial intelligence.
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