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Abstract

Nowadays, digital transactions have become
prevalent across the globe which as well raises
alarming concerns in the security sector. Unau-
thorized transactions become frequent in the
crowd of digital transactions. Identifying fraud-
ulent credit card transactions is crucial to min-
imize monetary losses and protect consumers’
trust in the financial sector. Therefore, this
study focuses on developing an efficient and
accurate model to identify fraudulent transac-
tions using machine learning techniques and
ensemble techniques (combination of Artificial
Neural Network (ANN with base classifiers).
By analyzing a dataset containing labeled trans-
actions, this approach applies data preprocess-
ing (standardization technique), and algorith-
mic optimization to differentiate between legit-
imate and fraudulent activities. We have done
a comparative analysis among all the classifiers
for fraud detection. To validate the study result,
a cross-validation technique has been applied.
Among all the classifiers, Random Forest clas-
sifiers show the highest performance level by
achieving 95% precision, 90% recall 92% f1
score, and 99% accuracy. In the comparison of
base classifiers and their ensemble techniques,
we found ANN with Gaussian Naive Bayes
(GNB) performs better than usual GNB.

1 Introduction

In today’s digital age, where financial transactions
have become a cornerstone of daily life, ensuring
the security of these transactions has never been
more critical (Chaudhary et al., 2012). Credit card
fraud detection is a pressing challenge faced by
financial institutions worldwide, as fraudulent ac-
tivities can lead to significant monetary losses and
erode trust in digital payment systems (Raj and Por-
tia, 2011). The need for efficient and accurate fraud
detection systems is paramount to safeguard both
consumers and organizations. This project focuses
on building an intelligent system for credit card
fraud detection using machine learning and deep

learning techniques. The dataset employed com-
prises anonymized credit card transactions, which
include features such as transaction amount, time,
and a binary label distinguishing fraudulent from
legitimate transactions. A notable challenge of this
dataset is its highly imbalanced nature, where le-
gitimate ones significantly outnumber fraudulent
transactions. To address this, we implemented a
comprehensive approach that combines traditional
machine learning models, such as Random Forest,
Logistic Regression, K-Nearest Neighbors, and De-
cision Trees, with the power of artificial neural
networks (ANN). By integrating the probabilistic
outputs of these classifiers as input features for the
ANN, we aim to leverage the strengths of both
methodologies. We sincerely appreciate Jerome
H. Friedman, Trevor Hastie, and Robert Tibshi-
rani, authors (Friedman, 2009) of The Elements
of Statistical Learning: Data Mining, Inference,
and Prediction. Their seminal work has provided a
solid theoretical foundation for understanding and
implementing advanced statistical and machine-
learning models. In particular, their discussions
on ensemble methods and model optimization sig-
nificantly informed our use of the Random Forest
algorithm in this project for detecting credit card
fraud. Preprocessing steps such as data normaliza-
tion, feature engineering, and techniques to mit-
igate class imbalance are carefully incorporated
into the pipeline of our project. This project not
only demonstrates the application of hybrid mod-
eling techniques to real-world problems but also
evaluates their effectiveness using metrics such as
accuracy, precision, recall, and F1-score. Through
this work, we aim to contribute to the development
of robust, scalable, and accurate solutions for credit
card fraud detection in today’s fast-evolving finan-
cial landscape. Specifically, in this project, we aim
to explore, manipulate, and evaluate the credit card
dataset for investigating authorized or unauthorized.
we did an extensive analysis of every classifier in



the detection system meticulously. Overall, Our
contributions can be summarized as follows:

* Analyze the characteristics of the dataset
through Countplot, Kernal Density Estima-
tion(KDE).

* Employ v normalization techniques to prepro-
cess the data

* Several machine learning approaches along
with ensemble techniques(ANN with base
classifiers) have been applied for detecting
credit card fraud or non-fraud transactions pre-
cisely.

2 Methodology

We employed Random Forest, Gaussian Naive
Bayes (GNB), Artificial Neural Networks
(ANN), Support Vector Machine(SVM), Decision
Tree(DT),K nearest neighbor (KNN) and Logistic
Regression(LLR) in this analysis due to their ability
to deliver accurate results and reliable performance.
Below, we provide some explanation of why
each algorithm was selected, along with relevant
references and justifications for their use.

1) Random Forest Algorithm: Random Forest
is used for its robustness, ability to handle large
datasets, and its effectiveness in improving accu-
racy by combining multiple decision trees to reduce
overfitting (Segal, 2004).

2) Logistic Regression: Logistic Regression
used for its simplicity, efficiency, and ability to
model the probability of binary outcomes, mak-
ing it ideal for classification tasks. This reference
helped in applying logistic regression to classify
transactions as fraud or no fraud with simplicity
and interpretability (Hosmer Jr et al., 2013).

3) K-Nearest Neighbour: KNN is used for its
simplicity and effectiveness in classification tasks,
as it classifies data points based on the majority
vote of their nearest neighbors, making it suitable
for both small and large datasets.This reference
guided our application of KNN for transaction clas-
sification, helping to determine the most likely out-
come based on surrounding data points (Cover and
Hart, 1967).

4)Decision Tree: DT is used for its interpretabil-
ity and ability to handle both numerical and cate-
gorical data, making it effective for classification
tasks and providing clear decision-making path-
wayslt also highlighted the importance of prun-
ing to prevent overfitting, which we applied when

using decision trees to classify transactions effec-
tively (Breiman, 2017).

5) Aritificial Neural Networks: ANN are used
for their ability to model complex, non-linear re-
lationships in data, making them highly effective
for tasks requiring advanced pattern recognition
and predictive accuracy. The concept of Artifi-
cial Neural Networks (ANN) stems from the work
of Rumelhart et al., who introduced a method for
training these networks to learn complex patterns
effectively (Rumelhart et al., 1986).

6) Gaussian Naive Bayes (GNB):GNB was used
for its simplicity and efficiency in probabilistic
classification, especially when dealing with high-
dimensional data.his method assumes that the
features follow a Gaussian (normal) distribution,
which often results in strong performance even with
limited data. This reference provided valuable in-
sights into optimizing the speed and scalability of
GNB, which we applied to our analysis to ensure
efficient handling of large volumes of data in clas-
sification tasks (Ontivero-Ortega et al., 2017).

7) Support Vector Machine (SVM): Support Vec-
tor Machine(SVM) was used for its ability to ef-
ficiently handle high-dimensional spaces and per-
form well with both linear and non-linear classifi-
cation tasks. SVM works by finding the optimal
hyperplane that maximizes the margin between dif-
ferent classes, making it particularly effective in
separating complex data (Cortes, 1995).

In this section, we have done data exploration,
data preprocessing and finally data evaluation with
several machine learning and deep learning algo-
rithms. The detailed analysis is discussed below.

2.1 Data Exploration

We have used the existing dataset from Kaggle re-
garding fraudulent and non-fraudulent transactions.
The dataset is enriched with credit card-related in-
formation containing 31 columns and 284807 rows.
As the dataset is huge, it consumes 67.4 MB of
memory. With the help of the describe function,
we measure the summary of statistical calculations
for numerical columns in this dataset. Later we
checked the null values and found none. By using
the count plot() (Waskom et al., 2015) function in
Figure (1) we understand the distribution of fraud
(positive class) versus non-fraud (negative class)
transactions in this dataset.

We have not performed any outlier treatment
since the outliers are already taken care of by trans-
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Figure 1: Percentage of fraud vs non-fraud transactions

forming the data (Kurita, 2019). They were already
PCA transformed.

Figure 2: Elapsed between the transaction and the first
transaction in seconds

The above Figure 2 demonstrates the distribu-
tion of transaction times for fraudulent and non-
fraudulent transactions, measured as the number
of seconds elapsed between a transaction and the
first transaction. It uses kernel density estima-
tion (KDE) to represent the density of these oc-
currences. blue curve: non-frudulent transactions,
orange curve: fraudulent transactions.

2.2 Data Manipulation

In this section, we try to manipulate the dataset ac-
cording to its nature. After properly understanding
the characteristics of the dataset, we have utilized
data standardization techniques for scaling down
the features in a particular range thus it will help
the model to converge quickly. It transforms all
the features into one unit form so the machine can
learn so easily (Afrin et al., 2022). we have used
cross-validation technique for removing the imbal-
ance of the dataset and feed each part of the data in
the model.

2.3 Data Evaluation

For accomplishing our project, we have initially
used machine learning classifiers such as Random
Forest (RF), Decision tree (DT), K nearest neigh-
bor (KNN), Gaussian naive bayes (GNB), Logistic
regression (LR) classifier to predict the accuracy
of both transactions from the credit card dataset.
Later we have employed Artificial Neural Network
with each of the above base classifiers including
Support Vector Machine (SVM). We have applied
four evaluation matrix such as accuracy, precision,
recall, and f1 score. We have also used a cross-
validation (Berrar et al., 2019) technique as we
learned that our dataset is imbalanced from the
exploration part. This technique will validate our
result as it will take each portion of the dataset in
the training and testing part.
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Figure 3: Performance level of machine learning classi-
fiers in terms of precision, recall, fl score and accuracy

In the fraud detection system, among all the base
classifiers, random forest classifier outperformed.
It reduces overfitting by averaging the predictions
of many decision trees, each trained on a random
subset of data and features (Zakariah et al., 2014).
RF gives the highest performance levels 95%,90%,
and 92% respectively in precision, recall, and f1
scores. We found KNN is our second efficient clas-
sifier giving us 95% precision, 89% recall, and
92% {1 score. KNN thrives in scenarios where
the proximity of data points in this feature space re-
flects their similarity (Reddy and Kanimozhi, 2022)
(e.g., fraudulent vs. legitimate transactions). KNN
classifies a point based on the majority class of its
neighbors, making it well-suited for identifying lo-
calized patterns of fraud. Other than GNB, all the
base classifiers give a 99% accuracy level. GNB
offers us the lowest precision (53%) and f1 score
(55%).

For the implementation of hybrid approaches in
our project we follow the criteria:
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Figure 4: Performance level of hybrid classifiers in
terms of precision, recall, f1 score and accuracy

* Initially we train the base classifiers.

* Then combine the original features with base
classifier probabilities for the ANN.

* Train the ANN with the input layer.

* Get predictions from ANN and combine them
with the base classifiers for the ensemble.

» Convert probabilities to binary predictions.

* Calculate metrics for this fold.

* Calculate average scores across all folds

With the combination of Artificial Neural Network
with the classifiers, after setting epochs: 10 and
batch size 32 in Figure 4, We got 94%, 80%, and
87% performance levels. Strangely the combina-
tion somewhat decreases the performance level.
We are assuming that it happens because of the
dataset characteristics. Accuracy is identical to
the usual classifiers, but we found discrepancies in
other evaluation matrices.
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Figure 5: Comparison between GNB and ANN+GNB

Ensemble method here improves the perfor-
mance level compared to the usual GNB. From
figure 5 we can see, it increases the accuracy level
by 2% as GNB makes strong assumptions (e.g., in-
dependence and Gaussian distribution of features).
ANN’s feature learning can transform data into
a space where these assumptions hold better, im-
proving GNB’s performance (Chandra et al., 2024).
ANN’s output simplifies complex patterns into a

more structured format that aligns with GNB’s
probabilistic nature, leading to better synergy (Ke-
dia and Bhushan, 2022). Also, we get better preci-
sion and f1 score.
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Figure 6: Performance level of hybrid classifiers in
terms of precision, recall, f1 score, and accuracy with
different settings.

After setting different epochs: 20 and batch size:
64, we again analyze the performance level of en-
semble methods to see any differences. With this
setting, ANN+RF gives better results by increasing
1% precision score and 2% f1 score than the previ-
ous result. This setting also helps to increase the
precision and f1 score of the KNN and ANN com-
bination by 1%. With all the combinations we get a
99% accuracy level. While the setup and ensemble
techniques help to higher some evaluation matrices,
it decrease the Recall score than the previous setup.

3 Conclusion

For securing digital banking, we focus on detecting
unauthorized or legitimate transactions. Detect-
ing unauthorized movement earlier will prevent the
loss of earned income. In this study, We introduce
6 machine learning base classifiers and 7 combi-
nations as in Artificial intelligence with different
base classifiers for identifying the exact category
of transactions. Among all the combinations RF
most accurately detects the fraud transaction with
99% accuracy, 95% precision, 90% recall, and 92%
f1 score. The combination of ANN with other base
classifiers was supposed to perform better than the
usual classifiers. ANN with GNB gives us better
performance than GNB. We will consider applying
SMOTE for data preprocessing and weight initial-
ization techniques for assigning weight properly in
every layer in our further research to enhance the
performance level, especially the recall score.
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