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Abstract—As cloud computing evolves, data center ad-
ministrators increasingly rely on orchestration tools to
manage the complexities of resource provisioning, applica-
tion deployment, and system scaling. This paper presents
a comparative analysis of orchestration tools designed
for both virtual machines (VMs) and containers, which
are the two predominant technologies for running ap-
plications in modern data centers. We explore the core
functionalities, advantages, and limitations of widely used
orchestration platforms such as OpenStack, Chef, Ansible,
Docker Swarm, Kubernetes, and Mesos. Focusing on con-
tainer orchestration, which has gained prominence for its
lightweight nature, we discuss the operational benefits of
reduced overhead, faster deployment, and scalability. We
also highlight the challenges in ensuring high availability,
fault tolerance, and network resilience in distributed sys-
tems using these tools. Furthermore, this study evaluates
the trade-offs between VMs and containers in terms of
performance, isolation, and resource utilization, offering
guidance for data center managers and software engineers
in selecting the optimal orchestration platform. The paper
concludes with recommendations for future developments
in orchestration technologies that can further optimize
cloud infrastructure management.

I. INTRODUCTION

With the advent and proliferation of virtualization,
computing as a service has taken off. There are now
multiple cloud service providers, such as Google Cloud,
Amazon Web Service, and Microsoft Azure. The oper-
ators of these cloud services typically have their own
data centers, each consisting of thousands of physical
machines connected via a high-speed and very low
latency network such as Infiniband (IB) [1]. Data center
operators use various tools to automate the process of
management, provisioning and scaling the resources for
their customers.

Orchestration tools have been developed to ease the
operation of a data center. Tools such as OpenStack’s
Heat have been used to manage Linux kernel virtual
machines [2]. There are many other tools, such as Chef
and Ansible, for virtual machines [3], [4]. Container
Orchestration tools such as Docker Swarm, Kubernetes,

and Mesos have been developed to manage containers on
mostly Linux machines [5]–[7]. In this survey, however,
we shall focus more on the orchestration of containers
than virtual machines.

Using these orchestration tools, data center operators
can boot up virtual machines or containers on the phys-
ical machines, control the entire data center as a single
entity, provision the necessary resources, and deploy and
manage applications. These orchestration tools can also
be used to automate the replication of processes, fault
tolerance, failure detection and recovery, live migration
of processes or entire virtual machines between physical
machines, and also set up coordination between the
processes to make the development of applications for
the distributed system easier [8], [9]. Some orchestration
tools also enforce process quotas, ensure Service-level
agreement compliance, and monitor the data center’s
overall resource utilization and power consumption.

In this survey, the performance of these orchestration
tools shall be compared. Also, these orchestration tools
may offer different guarantees of tolerance for failures
or network partitions. According to the CAP theorem,
only two out of three: the presence of network partitions,
availability, and consistency can be guaranteed by any
distributed system [10]. In this case, the orchestration
tools may employ different methods for error recovery
and maintaining high reliability, offering various combi-
nations of two of the three things that applications can
easily support.

In the next section, we shall see some of the past
work on virtualization, the use of virtual machines and
containers, and the approaches taken by the different
virtualization technologies to enforce isolation between
applications. In Section 3, we shall describe how virtual
machines and containers are controlled by the vari-
ous orchestration tools. In Section 4, we analyze the
limitations, evaluate the performance and ease of use,
and also compare the different approaches they take



for coordination and failure. In Section 5, we discuss
possible future work in the field and conclude in Section
6.

II. BACKGROUND

The increasing proliferation and popularity of virtu-
alization technology were necessary for the data center,
and cloud service providers to thrive. Virtual machines
allowed for running more isolated virtual operating sys-
tems or applications on a lesser number of physical
machines. The use of these virtual machines could be
leased out to third parties, providing a revenue stream
for people who may have powerful physical machines
but are unable to push them to their full potential.
Consequently, cloud computing has made the concept
of computing as a utility possible [12]. In this con-
text, virtualization involves creating virtual hardware and
running actual operating systems and applications on
top of it. Each of these virtual machines is isolated
and independent from one another and is managed by
a hypervisor that is running on the physical hardware or
the host operating system [9].

Virtualization technology is now decades old. Every
major operating system that runs on servers has built-in
virtualization support without the need for a third-party
hypervisor. For example, the Linux kernel has KVM
and Microsoft Windows Server has Hyper-V. Both also
have well-documented endpoints for various front-ends
to interface with, providing data center operators and
server administrators with many tools to automate and
manage their machines.

A similar development has been going on with con-
tainers on these operating systems as well. Like Control
Groups (cgroups) in the Linux kernel [13], Hypervi-
sor.Framework [14] in Apple macOS and Hyper-V in
Microsoft Windows [15]. Container engines that provide
a cross-platform frontend but make use of the respective
container support structure in the host operating system
have been developed, of which the most prominent is
Docker [16].

Virtual machines are complete hardware virtualiza-
tions, with a full-fledged guest operating system on
which applications are run. They enable the use of
legacy applications that require legacy operating systems
that only run on legacy hardware. The necessary legacy
hardware can be emulated by the hypervisor, allowing
the unmodified operating systems and applications to be
run. There is also paravirtualization where a significant
increase in performance can be achieved with some
changes to the guest operating system, but it still does
not entail modifying the application [9].

However, containers provide the isolation of virtual
machines without much of the overhead. There is no
guest operating system, and the host kernel itself en-
forces isolation [11]. However, this would also require
the applications to be able to execute directly on the host
operating system. Hence, this technique may not be used
to run legacy applications.

Figure 1 shows the differences between virtual ma-
chines and containers [11]. Containers, with none of
the overhead of virtual machines and the lack of guest
operating systems, can be used to start up many orders
of magnitude number of applications on the same host
kernel. Containers are still new, however, and the imple-
mentation in the various operating system kernels may
have bugs that compromise this isolation.

Orchestration tools for managing virtual machines and
containers on many physical machines in a cluster have
been developed. Tools for virtual machines that we shall
evaluate in this survey include OpenStack [2], Chef
[3] and Ansible [4]. Some of the tools for containers
we shall cover in this survey are Docker Swarm [5],
Kubernetes [?], and Mesos [7].

III. GENERAL COMPARISON

As we saw in the previous section, virtual machines
are full-fledged operating systems, each containing its
own set of libraries and running applications. These
virtual machines are all isolated and are managed by
the hypervisor running on the corresponding physical
machine. Orchestration tools such as OpenStack Heat
[2] or Ansible [4] or Chef [3] can be used to manage
all the hypervisors of a cluster of physical machines,
thereby controlling the entire data center as one entity.

However, containers have one key advantage that has
greatly increased their popularity: significantly lower
overhead compared to virtual machines. This is espe-
cially true when two or more applications link with
different versions of libraries, but the operating system
provides shared libraries that are a single version as
depicted in Figure 2 [17]. You can run the applications
in different contexts by running each one in its own
virtual machine, but virtualization has a high overhead.
Containers allow the kernel-level isolation of applica-
tions and their libraries. Figure 3 illustrates the use of
containers for this use case [17].

Therefore, data center operators use a combination
of virtual machines and containers on their physical
clusters. Hence, orchestration tools for both are used in
most data centers.
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Fig. 1. Differences between Virtual Machines and Containers [11]

Fig. 2. Applications running natively on OS with shared libraries [17] Fig. 3. Containers of applications and libraries running on OS [17]
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Fig. 4. Overview of Docker Swarm [18]

A. Virtual Machine Orchestration

As mentioned previously in this paper, the use of
virtual machines is still necessary when a full-fledged
guest operating system is needed. This is particularly
the case when running legacy applications that require
legacy operating systems and legacy hardware. However,
advances in automation and orchestration can be applied
to machines that emulate legacy hardware as well.

Ansible is an automation tool for managing massive
physical clusters and deploying applications on them
[4]. However, Ansible does not control the native op-
erating system running on the physical server, but the
virtual machines and applications running on it. It is
made up of many components, not all relevant to this
survey. We shall focus on the orchestration capabilities
of Ansible. An administrator can execute hundreds or
thousands of virtual machines, specifying an operating
system and application image and setting up a complex
network configuration between them. The administrator
predetermines the configuration, which is written into the
config file(s) and specified when running the orchestra-
tion tool.

Chef works similarly to Ansible [3] and orchestrates
only the virtual machines and applications. Like An-
sible, Chef also follows the master-slave architecture
as depicted in Figure 5 [19]. Chef server contains
the information about the Chef clients, which are the
other nodes in the cluster. The Chef clients pull the
specified configuration from the server and set up the

nodes in the cluster. Application developers can use the
Chef Developer Kit to quickly design and build the
configuration and applications. This configuration is then
pushed to the Chef server.

OpenStack Heat is another orchestration tool for man-
aging bare physical servers [2]. Administrators can
describe their cluster and specify the applications that
are desired to run using a declarative language. It can be
used in conjunction with Ansible or Chef to control the
entire data center infrastructure.

B. Container Orchestration

We shall compare Docker Swarm [5], Kubernetes [?]
and Apache Mesos [7]. Docker Swarm, Kubernetes, and
Mesos all have a master-slave architecture, where a small
number of manager nodes monitor the rest of the cluster
[?], [5], [7].

Docker Swarm is an extension of the Docker con-
tainer engine itself and is trivial to set up. The Docker
Container Engine must be installed on the cluster nodes,
each of which must also be associated with a discovery
service. The discovery service backend is what the
swarm manager(and their replicas) and the nodes use
to authenticate themselves as members of the swarm
cluster. The swarm manager is the one that controls
the other nodes of the cluster. Replicas of the swarm
manager take over in the case of a failure. [5]. Third-
party tools that maintain the high availability of the
swarm manager can be integrated into this setup [18].
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Fig. 5. Overview of Chef [19]

One key advantage of Docker Swarm is that it can be
interfaced with using the same Docker API. As depicted
in Figure 4, the same Docker API that is used by so
many frontends is the same one used to control Docker
Swarm [18].

Kubernetes is an orchestration tool developed by en-
gineers at Google. Like Docker Swarm, Kubernetes also
works with the Docker Container Engine [?]. It was
originally for internal use only and was designed to or-
chestrate the use of their internal cluster, Borg [20]. But
with the advances in containerization and the increasing

use of containers to isolate applications, Google gave
away some of the source code behind Kubernetes [21].
As illustrated in Figure 6, Kubernetes has a master-slave
architecture [18]. Pods are groups of containers that run
on the nodes in the cluster [?].

Fig. 6. Overview of Kubernetes [18]

Mesos is another orchestration tool that manages con-
tainers [7]. Mesos, like Docker Swarm and Kubernetes,
allow data center operators to control the entire data
center as a single entity. As depicted in Figure 7, Mesos
has a master-slave architecture, like Docker Swarm and
Kubernetes. The Mesos kernel runs on every node in
the cluster. This enables the interfacing between the
Mesos slave nodes and the Mesos master node. Using a
coordination tool, like Zookeeper [22], the availability of
the mesos master can be maintained by switching over to
the master replicas when a master failure occurs. Mesos
has frameworks for Hadoop MapReduce [23] and MPI;
that application developers can use to build and run their
Hadoop or MPI jobs using Mesos [7].

IV. EVALUATIONS

Orchestration tools are vital for Developer Operations
(DevOps). However, there is a real dearth of scholarly
research work on the orchestration tools mentioned
previously here. Therefore, we have also referenced
whitepapers; documentation provided to data center op-
erators, and performance and scalability resulting from
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Fig. 7. Mesos Architecture [7]

benchmarking organizations [24]. As we have already
seen, Orchestration tools, for the most part, are quite
similar in nature. All of them attempt to solve some of
the same kinds of problems, and some also in similar or
even identical manners.

For many of the generic container use cases, one could
work with Docker Swarm, Kubernetes, and Mesos as
all three can be configured to use the same Docker
Container Engine [5]–[7]. And since containerization
is an operating system feature, all container engines
would have to use the same kernel interfaces to initialize
and manage containers on a particular operating system
[11]. Hence, in this section, we will review some of
the different methods orchestration tools use to solve
problems, including performance and scalability. Also,
we shall be comparing their ease of use, their community
support and their popularity with data center operators
as well as application developers.

A. Performance and Scalability
Virtual machines will obviously be slower than con-

tainers [11]. Therefore we shall not be comparing
the performance of virtual machines against containers.
However, we shall be comparing the various container
orchestration tools: Docker Swarm, Kubernetes, and
Mesos [5]–[7].

The developers of Docker Swarm claim that it can
scale up to tens of thousands of containers with little per-
formance degradation, whereas Kubernetes is an order of
magnitude less scalable [5]. Benchmarks by third-party
entities have proven that Docker Swarm provides much
better performance than Kubernetes [25]. Kubernetes
does have other advantages as described in the following
sections, however.

Mesos, like Kubernetes, performs load balancing and
autoscaling based on the CPU usage of the machine [7].
While the scalability of Mesos has not been extensively
evaluated, at least when compared to Kubernetes, Meso-
sphere has simulated Mesos to scale to tens of thousands
of nodes [26].
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Due to a lack of infrastructure, we have not run
the benchmarks ourselves. However, a later paper could
entail more detailed performance and scalability bench-
marks and analysis.

B. Protocols used

In all orchestration tools that we have discussed in
this paper, the communication between the manager
node and the worker nodes is secured using standard
encryption [?], [2]–[5], [7]. The Ansible server rightly
uses the SSH protocol to communicate with the Ansible
clients [4]. Therefore, it is necessary to configure public-
private key-based authentication for Ansible to function.
The Chef server uses a custom network protocol to
communicate with the Chef clients [3]. OpenStack uses
the hardware firmware to boot up via the high-speed
InfiniBand network that is typically used in data centers
[1], [2].

The Docker Swarm manager provides a DNS name for
every container in the cluster [16]. Using the discovery
service backend and by creating overlay networks, the
Docker swarm and the other Docker nodes can eas-
ily communicate with one another. In Kubernetes, The
group of containers running on a host is called a pod. The
Kubernetes network model allows a pod to communicate
with any other pod in the cluster.

Like Docker Swarm, Kubernetes also creates an over-
lay network for this to be feasible [18]. However, Mesos
primarily makes use of Network Address Translation
to facilitate communication between containers. Since
ports on a physical machine are a limited resource, the
size of the cluster is severely constrained. However, by
integrating a third-party tool into Mesos, an IP address
can be assigned to every container, enabling easier
communication [27].

Docker Swarm exposes the same Docker API to
administrators [5]. Therefore, the same frontends that
use the Docker Container Engine can be used to control
the Swarm. Using Docker CLI or Docker Compose [28],
the entire cluster can be managed.

Kubernetes and Mesos expose their own interfaces
which are, of course, incompatible with Docker’s own.
Therefore any multi-container application that is de-
scribed using Docker Compose would require significant
modification to its configuration if another orchestration
tool like Kubernetes or Mesos were to be used [?], [7].
However, the developers of these container orchestration
tools, containers, and engines, as well as providers
of containers as a service, have recently established
a consortium to help maintain compatibility and pool

resources to improve containers in general. Better col-
laboration between the orchestration tools would only
assist the field of containers.

The master-slave architecture theoretically has a major
flaw; there is a single point of failure. The use of the
master-slave architecture [?], [5], [7], and a tool like
Zookeeper [22] to maintain high availability of the
master node does make the use of these orchestration
tools for cases that encompass clusters across geograph-
ical regions infeasible. Since only one manager node
is operational at any given time, decentralizing these
orchestration tools would require significant changes to
their workings. The use of a consensus algorithm [29],
[30] would be necessary for such a system design.

All three container orchestration tools restart malfunc-
tioning containers and do not advertise the presence
of the container to the client until the application is
ready to receive requests. The cluster’s load balancer and
autoscaling tool, whichever is configured by the admin-
istrator, would automatically ensure that traffic is routed
away from failed nodes until the restarted application is
ready. The master node is always replicated to provide
redundancy [?], [7] and a tool like Zookeeper [22]
would ensure that the switching over to secondary master
nodes would happen with little or no impact on the
worker nodes. This way, the master-slave architecture’s
single point of failure is remedied with a quick recovery
process for the master node.

C. Ease of use and other advantages

Ansible and Chef are used to manage applications
running on virtual machines on physical machines in a
data center [3], [4]. Both are quite similar in their use
cases. Chef is more full-fledged as it requires the use
of the Chef Developer Kit to configure and describe a
cluster [3].

Kubernetes, Docker Swarm, and Mesos all can use
the same Docker Container Engine [?], [5], [7]. While
Mesos also has support for its own Mesos Container
Engine, the use of Docker Container Engine is almost
ubiquitous in the container community [16]. The use of
Docker Container Engine enables the use of the Docker
repository for pulling commonly used configurations and
applications on Docker. Since the Docker community
is so vast, the documentation, technical support, and
compatibility are, in our opinion, in a good state.

Google engineers developed Kubernetes for their in-
ternal use. It was originally used for building and testing
internal Google code on their cluster Borg [?], [20]. For
more than a decade, Google has successfully used Ku-
bernetes to orchestrate the build and testing of machines
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in its cluster. Now with the increasing popularity of
containers, Kubernetes is now available for anyone to use
for their orchestration needs [21]. With Google’s stamp
of support and a growing community of administrators
and developers, Kubernetes has become the most popular
container orchestration tool [31].

Kubernetes is more fully featured than Docker Swarm
or Mesos [?]. For example, Docker Swarm does not
have a built-in monitoring agent that can autoscale
the containers based on CPU usage or other factors.
However, external monitoring tools can be used with
Docker Swarm [5]. Autoscaling can be set up using
external tools that interface with the Docker API.

Mesos also has support for autoscaling but is avail-
able only for Mesosphere Enterprise customers [32].
Therefore, an external third-party tool is necessary for
autoscaling in Mesos as well. Also, the popularity of
Docker Swarm and Kubernetes is eclipsing that of
Mesos, driving up community usage and vendor support
[31].

However, Docker Swarm exposes the same Docker
APIs to data center operators [5]. Hence, Docker CLI
or Docker Compose [28] can be used to design and
describe multi-container applications, which are apt for
distributed systems. Docker Swarm is, therefore, the
easiest to set up for data center operators. And adminis-
trators can pick and choose their third party external tools
to integrate into their container engine and orchestration
tool to provide the extra features that are necessary.

D. Caveats

Some tools like Chef exhibit vendor lock-in by enforc-
ing the use of the Chef Developer Kit. The description of
the desired configuration of the cluster and the network
is written in a declarative language that cannot be easily
converted to the formats used by Ansible.

Some, like OpenStack, follow the standard set by the
community and consortium of cloud software providers.
But, OpenStack is for quickly setting up bare metal
physical machines and quickly building up a data center
or a cloud. OpenStack Heat is the component that
orchestrates the setup and management of OpenStack
[2].

Documentation is still extremely limited for the con-
tainer orchestration tools. Since the tools were developed
only in the past few years, some of the interfaces are
not yet stabilized for long-term use. Therefore what-
ever frontend the data center operator uses to interface
with Docker Swarm or Kubernetes or Mesos, it may
quickly become incompatible with a newer release of
the orchestration tool or the Docker Container Engine.

The use of Docker Container Engine for every container
orchestration tool may make it easier to transition to
another orchestration tool. However, it would also make
the application dependent on Docker itself.

V. FUTURE OF ORCHESTRATION

Automation and ease of management are necessary for
greater efficiency in data center operators, cluster admin-
istrators, and distributed application developers. While
the current orchestration tools have similar architectures,
and also provide similar functionality, there is always
scope for improvement. Small gains in performance,
scalability, or even ease of use improve the efficiency
of operating a distributed cluster. Due to the scale of
data centers and the cloud, small gains could translate to
significant increases in performance and scalability and
significant decreases in power consumption and other
operating costs.

There is a dearth of scholarly work in this field,
especially regarding the evaluation of modern container
orchestration tools in terms of performance and scal-
ability. However, this could be because the tools are
still under continuous rapid development, trying to outdo
one another. And a paper that comprehensively evaluates
them could get quickly outdated. This is particularly
the case when some of the components involved in the
software infrastructure of container orchestration are also
the same for different orchestration tools [16].

With the increasing use of geo-replicated clusters for
lower latency for clients across the world [33], orches-
tration tools that can manage clusters that span across
the globe would be necessary. However, the master-
slave architecture would not be practical due to the
significant network latency involved. Therefore, a more
decentralized but yet one where the administrator can
control and manage the entire cluster as one entity would
be necessary. Perhaps by using a consensus protocol like
Paxos [29], or Raft [30], one can attempt to decentralize
the system by ensuring that orchestration could be done
by communicating any one node in the cluster. The use
of Zookeeper [22] for ensuring the high availability of
the manager node in the swarm would not be necessary
as the points of failure would increase if decentralization
is done.

The use of virtual machine orchestration tools like
Ansible and Chef shall decrease, however, as modern
distributed applications are more suitable to be run in
containers. OpenStack and its orchestration component,
Heat, will continue to be used to set up physical bare
metal machines. Each one would have an operating
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system, and a container engine could be configured. Con-
tainer orchestration tools can then be used to describe
and manage them. However, the use of virtual machines
will not entirely die out, as detailed in the next section.

A. Use of Virtual Machines

Container Engines running on virtual machines are
preferable over running container engines natively on
physical machines. This is because live migration of
virtual machines is easier and more straightforward than
a live migration of a natively running operating system
[8]. Hence, resource quotas are hit on the physical node,
and migration of virtual machines is performed by the
hypervisor to balance the load on the physical machines.

Also, as mentioned previously, virtual machines are
necessary for running legacy applications that only run
on legacy operating systems and legacy hardware that
are very difficult or infeasible to obtain. A legacy dis-
tributed application would require setting up the phys-
ical machines using OpenStack Heat, Ansible, or Chef
for virtual machine and application orchestration. Since
containers do run the application natively, albeit with
kernel-level isolation, they are not suitable for running
legacy applications.

However, the use of nested virtualization [34] would
decrease as more applications are run on containers
rather than directly on virtual machines or natively.
Nested virtualization increases the complexity of the
setup and would also make orchestration harder to
achieve. Data center operators would want to choose
simpler methods that provide the same security and iso-
lation guarantees for running their clients’ applications.

VI. CONCLUSION AND FUTURE WORK

The use of orchestration tools for managing containers
and virtual machines running on many physical machines
is only increasing. Orchestration tools provide one im-
portant function among many others, and that is the
automation of running distributed systems. A distributed
system consists of many processes, each running in
isolation in its own virtual machine or container. It is
necessary for the administrator to control and manage
the entire distributed system as a single entity.

While the dearth of scholarly work in this field has not
hampered the increasing popularity and the development
of container orchestration tools, it has made it harder for
data center operators, administrators, site reliability and
test engineers, and even application developers to make
an informed choice about their orchestration tool. There
are many whitepapers and articles by the developers of

the orchestration tools themselves that explain and eval-
uate their tool. After reviewing some of the evaluations
performed by the developers themselves, they are, in our
opinion, subject to bias. Hence, a forthcoming paper that
carries out a comprehensive performance and scalability
evaluation would be desired.

Benchmarking tools for container orchestration are
also not very popular at the time of writing this pa-
per. They are still under heavy development or are
poorly documented. A future paper that describes a
comprehensive benchmarking tool that can interface with
various container engines and container orchestration
tools would also be desired.

Orchestration, in general, for distributed systems is not
new; many papers have been written on the subject. For
example, one describes how a geo-replicated or a cluster
distributed across a large geographical distance could
be orchestrated using the internet while maintaining
security [35]. However, the purpose of this survey was
to help data center operators choose the right container
orchestration tool.
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