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Abstract—The management of personal health records (PHRs)
has emerged as a critical issue amid increasing private sector
involvement and government efforts to improve healthcare eq-
uity and efficiency. Current systems are constrained by limited
consumer control and rigid, coarse-grained access policies. This
paper introduces a novel system for PHR usage management,
enabling fine-grained control, dynamic data mining, and user-
driven data dissemination. By bundling health data with cus-
tomizable, traceable usage policies, this framework addresses
diverse stakeholder needs, from research institutions to health-
care providers, while ensuring user autonomy. Key scenarios,
including data negotiation and aggregation for research pur-
poses, demonstrate the system’s potential to revolutionize health
data accessibility and usage. Through robust architecture, dy-
namic policy evaluation, and secure management principles, this
framework paves the way for advanced, user-centric healthcare
solutions.

I. INTRODUCTION

An unprecedented influx of public and private investments
aimed at improving healthcare technology and delivery effi-
ciency has resulted from recent healthcare legislation. One
crucial area of focus within this domain is Personal Health
Records (PHRs). Progress in this area has begun with existing
platforms like Microsoft HealthVault and Google Health, both
of which are no longer in operation. However, these systems
impose significant limitations, including rudimentary control
over personal medical data, restricted user authority over
their information, and substantial barriers to data portability
due to proprietary system dependencies [1]. In this study, A
novel framework is presented to foster an open, user-centric
methodology for managing health information. The system is
built upon adaptable and granular usage management policies,
along with an implemented prototype. Empowering individuals
with control over personal health data is essential, and well-
designed systems that fulfill this requirement are likely to
experience widespread adoption [2]. To address this issue, a
method is proposed for encapsulating medical records or their
subsets with traceable, aggregated usage policies governed by
users. These policies enable the selective sharing of health data
with various entities, including research institutions conduct-
ing retrospective analyses and healthcare providers requiring
specific diagnostic information.

The health data of multiple users can be dynamically
aggregated using this system, adhering to the policies of
each user. The system is able to diagnose the competing
policies and offer suggestions for resolving them if there is a

conflict in the usability of the combined dataset. The primary
research contribution of this work lies in the application
of usage management principles to the medical domain and
the demonstration of their practical feasibility in a unified
system architecture. Granular usage management for PHRs is
emphasized, its advantages are shown, its design methodology
is explained, and its practical application is evaluated in this
paper. A system is proposed that enables precise control over
the dissemination of information by allowing policies to be
enforced at the data-element level rather than across the entire
record. Two usage scenarios illustrate the capabilities of this
system. The first scenario involves negotiations between enti-
ties over controlled access to health record components, where
access is granted if mutually agreed terms are met. The second
scenario integrates multiple health records into a dataset for
research purposes, ensuring compliance with data licensing
agreements. Additionally, the challenges of incorporating such
aggregated datasets into a broader market are examined. This
system enhances targeted healthcare delivery, ensures that
providers can access necessary information, and improves
data utilization for analytical purposes by facilitating user-
controlled data access with flexible dissemination and reuse
options. By applying established architectural principles from
Internet-scale networks (cite:Al:04,BICL:01,C1WrSoBr:02), the
design balances logical data domain standardization with oper-
ational semantic standardization while minimizing interference
with data-sharing policies.

A. Previous Work

Despite the evolving nature of automated PHR usage
management, extensive literature exists in the domains of
usage control, Digital Rights Management (DRM), and ac-
cess regulation. To navigate the particular difficulties of
PHR management, the framework incorporates insights from
these fields. The DRM industry is the source of much of
the pertinent research on combining multiple records into
a single dataset. These approaches generally employ formal
languages rooted in mathematical logic, enabling rule-based
reasoning [3], [4], [5], [6], [7]. While effective in controlled
settings, these methodologies falter in dynamic and open
environments, necessitating interoperability solutions [8], [9],
[10]. Unfortunately, most policy translation mechanisms are
either impractical or infeasible [11], [12]. OMADRM,ODRL-
req,Wa:04, and XrML-spec are alternative models that call



for the widespread adoption of expressive policy languages.
However, such a strategy naturally restricts creativity and
adaptability (cite HeJa:05,JaHe:04,JaHe:08,JaHeMa:06). Uti-
lization management, on the other hand, outperforms tradi-
tional access control methods in this area because access
control alone is not sufficient for comprehensive asset gover-
nance (cite PaSa:04, BL:73, BL:76). Recent studies applying
DRM methodologies to healthcare records, particularly those
emphasizing encryption-based data protection and controlled
segmentation, complement the research and reinforce the
framework’s foundational principles [13].

II. EMERGING MODELS

For years, engineers and futurists have speculated about
the impact of Personal Health Records (PHRs) [14], [15].
citeEmr:doi: 10.1056/NEJMc081118 Others have investigated
the institutional applications of PHRs in today’s regulated
medical environment. When under personal control, health
records are not governed by the Health Insurance Portability
and Accountability Act (HIPAA); however, companies man-
aging them on behalf of users are largely regulated under
the Electronic Communications Privacy Act. These factors
introduce certain requirements for robust health record sys-
tems, making usage models and data control increasingly
complex. Without strong usage management, the full benefits
and risks of PHRs cannot be realized. A dependable usage
management framework opens new service horizons for in-
terested adopters. Section Assurance of Reliability Healthcare
providers must actively engage with PHRs in order for them
to be effective. Medical professionals may disregard systems
with inadequate auditing mechanisms or editability constraints.
Ideally, PHRs should mirror the essential information found
in patient charts, as healthcare providers are legally obligated
to maintain accurate treatment records. However, patients lose
credibility if they can alter these records at will. Employer-
sponsored wellness programs may also incentivize employees
to alter their medical records to meet predefined health targets.
Programs like Virgin HealthMiles market their services to
employers for monitoring employee health [16]. Some compa-
nies track employee exercise and offer health savings account
contributions as incentives. Personal health management could
soon be influenced by similar models, which would force
employees to report artificially improved metrics like lower
blood pressure or weight loss. If these pressures lead to
falsification, healthcare providers will no longer trust PHRs as
valid sources of medical data. Any system managing health
records must, therefore, incorporate mechanisms to certify
the integrity of stored information. While perfect accuracy
cannot always be guaranteed, systems should at least verify
the authenticity of data. Without having to look into edit
histories, healthcare providers must be able to trust the in-
formation. This necessitates a role-based distinction between
those with permission to control access to records and those
with permission to modify records. Remote Access to Medical
Data (subsection) A common requirement is remote access
to medical records. Students are required to show proof that

they have been immunized, and visitors from other countries
frequently purchase travel insurance in case of an emergency.
While internet access remains sporadic in some regions, its
availability is expanding through global cellular networks,
making digital record retrieval increasingly feasible. Open
access to healthcare information can simplify these processes
for users, provided strong usage management mechanisms are
in place. Different stakeholders require selective access to
specific portions of a PHR. For instance, school administrators
need access to vaccination records but not psychiatric history.
Similarly, visa officials may require immunization data but
not genetic test results. By contrast, healthcare providers need
comprehensive medical records to provide accurate treatment.
Furthermore, access speed varies by situation; a school ad-
ministrator can wait for verification, whereas an emergency
physician requires immediate access. Permissions for access
need not be set in stone. Administrators and foreign doctors
could be granted temporary, role-based access that could be
revoked when no longer required. Implementing this level
of granularity in data control would save users time and
stress while preserving privacy. Health Monitoring, Section
Some employers have implemented preventative health pro-
grams to control healthcare costs. These initiatives aim to
reduce medical expenses by encouraging screenings, exercise
programs, and regular health monitoring. Employers typically
focus on indicators like cholesterol levels, blood glucose, and
blood pressure. Employee participation is often voluntary but
incentivized through financial rewards, such as contributions
to health savings accounts. Privacy concerns, on the other
hand, arise from employees’ perspectives. While they may
wish to participate in these programs for financial benefits,
they may also prefer to withhold certain medical details,
such as mental health treatments or addiction recovery. Users
are able to divide up access to their health records thanks
to a robust usage management framework. Employees can
selectively share relevant data with employers while safe-
guarding sensitive information. Also, historical health data
could be compiled over time to show a pattern of responsible
health management, which could make people more appealing
to potential employers. Access controls that are safe and
controlled by the user can keep personal information private
and let people participate in programs that are good for their
health.

A. Personalized Treatment

Thanks to centralized medical information, companies can
create highly individualized treatments based on users’ med-
ical histories, drug reactions, and prescription status. Patients
could immediately report adverse reactions to medications
rather than waiting for an in-person consultation. This capabil-
ity would enable pharmaceutical companies to offer tailored
medication solutions, improving treatment efficacy and patient
comfort. For example, Niacin is a common treatment for
high cholesterol but frequently causes facial flushing [17].
This side effect can be reduced by taking aspirin 20 to
30 minutes before taking Niacin (cite Emr:Web: Niacin). If



pharmaceutical providers have access to this information, a
patient experiencing this reaction could have their medication
formulation adjusted accordingly. Strategies for individualized
treatment have the potential to both improve outcomes and
reduce healthcare costs. For pharmaceutical providers, a usage
management system that controls who has access to data could
provide individualized treatment options while safeguarding
user privacy.

The system includes a Health Data marketplace where users
and data brokers can monetize health data under mutually
agreed-upon terms. The following sections describe the ap-
proach. Usage policies accompany filtered data for static or
dynamic evaluation, ensuring compliance with user-defined
conditions. These policies allow flexibility in defining how
specific health data can be utilized, fostering a balance be-
tween accessibility and privacy control.

III. SYSTEM ARCHITECTURE

In order to guarantee accessibility, security, and usability,
the system must incorporate particular architectural features.
Effective usage management is an essential feature of this
architecture, and it is a fundamental requirement. Section
Key Characteristics and Requirements In order to guarantee
functionality, effectiveness, and user acceptance, the outlined
system must include a set of essential characteristics. These
features support the system, but they do not guarantee its
widespread adoption on their own. The primary requirements
include:

« Editability: Specific fields in a health record should be
editable only by authorized users. Record owners can
change personal information, while medical professionals
can update clinical data. Certain predefined roles may
access fields that the owner cannot edit. For instance, a
physician can append or alter medical data, while the
owner can only modify contact details.

o Role-Based Access: The system should define verifiable
roles that manage ownership of health record sections.
Role verification can be done through credential uploads,
professional registries, or direct provider validation. For
example, only certified healthcare professionals should
have access to modify sensitive medical records. Item
Textbf Auditability: The system must keep a thorough au-
dit log that records contributors, timestamps, and changes.
Such a trail enhances trustworthiness and enables version
control of records. Security: To safeguard sensitive data,
modern security protocols must be utilized. Security
breaches could reveal a person’s medical history, which
could lead to misuse or privacy violations.

o Accessibility: The system should support diverse plat-
forms, including mobile, tablets, desktops, and program-
matic access. Additionally, it must accommodate both
human-readable and data-centric interfaces.

o Performance: The system must be responsive, ensuring
smooth data entry and retrieval. Delays in accessing
records, particularly in emergency scenarios, could reduce
the system’s usability.

Desktop Mobile  Programming

@)

External Use

- Development Use
= I8

<=companent>> —g] <<component=>
Application El

Test

<<component==>
CLI a

—© ICore

System

=<component== gl

IQueue ©_ ] Core

—

Data

<<component>> ]
Applimtiun Data

—O0—

1App

<<component=> gl
( ) il Record Data

Communicatio IRecord
<<component=>= o <<compﬁnent>>
Queue =) [ Audit Data $:|
IAkuﬂit
Fig. 1. System Architecture Runtime Component View

« Flexibility: The system must integrate with external plat-
forms through standardized protocols such as REST APIs
or SOAP-based communication. Extensibility: To ensure
long-term viability, programmatic interfaces must permit
seamless integration with unidentified future systems.

The system architecture must facilitate Personal Health Record
(PHR) management, including secure storage, record cre-
ation, and updates. Although notifications and social media
integrations may enhance user experience, they should be
implemented through extensibility mechanisms rather than
core functionalities.

A. Proposed System Architecture

A possible architecture that meets the requirements above
is shown in Figure reffig:RuntimeView. Other technological
frameworks can be used in place of the Ruby-based imple-
mentation that is used in the current system. The following
parts make up the architecture:

o External Interface: This module includes mobile, desk-

top, and API-based access for end-users.

o Development Tools: Consists of backend access for
system administrators, including command-line interfaces
and automated testing frameworks.

o Core System: Contains business logic, policy manage-
ment, and access control mechanisms.

o Communication Layer: Provides asynchronous data
transmission, potentially leveraging message queues for
efficient inter-module communication.

o Data Storage: Employs multiple databases to enhance
security and storage flexibility.

Different parts can be made with different technologies.

Ruby on Rails can be used to build the core system with
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a PostgreSQL database, and Amazon SQS or Kafka can
be used for queueing mechanisms. Through distributed data
partitioning, the system guarantees high security.

B. Usage Management and Ontology

The system manages health records using a logical data
model. The static entity relationships that govern record man-
agement are depicted in Figure ref:fig:Ontology. The model
consists of:

e Records: Each health record consists of multiple data
points known as facts.

o Roles: Defines access control, determining which users
can interact with specific data fields.

o Context: Encompasses environmental parameters like
device type, location, and timestamps, influencing data
access policies.

A hospital policy, for instance, may restrict record up-
dates to authorized devices only during work hours within
a medical facility. Such fine-grained access control enhances
data security and compliance with regulations. These policies
can be defined using a variety of rule expression languages
(XrML-spec,PaSa:04,JaHeLa:10). These rules must be able to
adapt to different environments and remain in place throughout
the PHR lifecycle. PHRs often undergo transformations when
integrated into research studies or shared across institutions.
The system must support data aggregation while individual
record-level security policies must be maintained. Addition-
ally, dynamic rule interpretation is necessary to handle evolv-
ing requirements, including data mashups [18].

C. System Compliance with Requirements

The proposed architecture meets the outlined system re-
quirements:

« Editability: Enforced through fact-role associations.

« Role-Based Access: Explicitly defined roles regulate data
access.
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Fig. 3. Medical Data Exchange System Roles

« Auditability: Implemented via queueing mechanisms and
audit logs.

o Security: Ensured through data partitioning and encryp-
tion protocols.

o Accessibility: Supported via diverse user interfaces and
data APIs.

o Performance: Optimized through asynchronous process-
ing and indexing.

« Flexibility and Extensibility: Achieved through modular
design and standardized interfaces.

This architecture ensures security, usability, and interop-
erability across various platforms while providing a robust
framework for managing personal health records.

IV. PROTOTYPE SYSTEM - MEDICAL DATA EXCHANGE

A medical data exchange platform allows individuals to
monetize their health records while maintaining control over
data access and usage. A data marketplace model is introduced
to promote the adoption of Personal Health Records (PHR) as
a proof of concept for the proposed system architecture. The
system comprises three key roles:

e Data Providers: Individuals who generate and offer elec-
tronic health data. Typically, these are patients or indi-
viduals seeking healthcare services.

e Data Clients: Entities that utilize medical information,
including physicians, researchers, and healthcare organi-
zations.

e Data Mediators: Intermediaries that acquire, process, and
repackage medical data for value-added services, making
them available to data clients.

Data providers have the autonomy to determine how their
data is utilized within the marketplace. During negotiations,
they can specify usage terms before finalizing an agreement
with a data client. The negotiation process typically follows
these steps:

1) A data client searches for medical data matching spec-
ified criteria via a search interface or manual process.

2) A list of data providers with relevant records is returned.

3) The data client initiates a transaction by proposing
access terms.

a) The data client submits an initial proposal.

b) The data provider may accept, reject, or counter
the proposal.

¢) The data client can then respond with acceptance,
rejection, or another counteroffer.
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4) Negotiations conclude either with a mutually agreed-
upon contract or a termination of discussions.

The finalized contract outlines access conditions, permis-
sible usage, duration, location constraints, and compensation
models, which can vary based on factors like time, frequency,
or geographic scope.

A. System Implementation

Cucumber test cases are used to implement the system in
the Ruby ecosystem (cite Emr:Web:Cucumber). The following
are the maps of the architecture:

o User Interfaces: Implemented using JavaScript Object
Notation (JSON) and RESTful APIs over HTTP [19],
[20].

o Application Framework: Developed on Ruby on Rails,
with ongoing migration efforts toward Sinatra [21], [22].

o Testing: Conducted using Cucumber and RSpec [23].

e Command Line Interface: Facilitated through Interactive
Ruby Shell (IRB).

e Core System Components: Hosted on an application
server and distributed as Ruby Gems [24].

o Data Management:. Implemented in SQLite [25].

B. System Data Model

The system is structured around a common data ontology,
which is essential for developers. Figure 4 illustrates the core
entities:

e Provider: A data provider who owns a medical record
compiled from healthcare interactions.

e Client: A data client who utilizes health records for
various applications.

e Record: A health record containing medical facts.

o Transformation: A function applied to a record, producing
a filtered version: ' = T'(r), where 1’ C r.

e Filtered Record: A transformed record derived from an
original data source.

o License: Defines permitted data usage and enforces com-
pliance with agreed-upon terms.

o Package: A filtered record bundled with an associated
license for distribution.

C. Policy Evaluation: Dynamic vs. Static

Policies governing data usage can be evaluated in two ways:

o Dynamic Evaluation: Policies are enforced at the request
time, ensuring up-to-date compliance with contextual
variables like time and location.

« Static Evaluation: Policies are determined when a bundle
is created, requiring no runtime infrastructure but limiting
adaptability.

This system takes a mix of approaches. Post-negotiation
static evaluation reduces runtime complexity. Dynamic evalua-
tion allows flexibility for evolving usage scenarios, particularly
for policies dependent on time-sensitive conditions. Offline
functionality is made possible while robust access control is
maintained.

V. CONCLUSION

Personal health records (PHRs) are expected to gain
widespread acceptance as a result of the government’s grow-
ing involvement in healthcare delivery. Future developments
will likely introduce systems that are capable of effectively
managing this priceless health data despite the fact that many
existing PHR initiatives remain restrictive, proprietary, and
devoid of user-centric approaches. In this paper, Access control
and editing challenges associated with PHRs were examined,
along with the potential for innovative business models en-
abled by effective data usage management. These models
support remote health monitoring, allowing medical records to
be accessed and managed across multiple devices, including
mobile phones. Additionally, the benefits of continuous health
monitoring were explored, demonstrating improvements in
long-term outcomes for both healthcare providers and patients.
A PHR system with usage management capabilities enhances
the delivery of highly personalized and effective medical care,
which would not be feasible without robust usage controls.

Furthermore, the architecture of a system designed to man-
age the usage of health records was elaborated upon, including
details of the proof-of-concept implementation and the tech-
nologies utilized. The proposed system provides a foundational
framework for addressing these concerns. A data marketplace,
serving as a key design element of the implemented system,
was introduced. This marketplace incorporates secure agent-
based negotiation mechanisms for data access while defining
distinct roles for data providers and consumers. Future re-
search in this domain could focus on expanding the system’s
applicability to additional use cases, as outlined in this study
while enhancing scalability, security, and interoperability with
existing healthcare infrastructure.
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