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ABSTRACT 
 

The increasing convergence of cyber and mechanical domains in critical energy infrastructure, 
including electric power grids, oil and gas pipelines, and renewable energy systems, has 
significantly expanded the attack surface for sophisticated cyber threats, particularly ransomware. 
These hybrid systems, known as cyber-mechanical systems (CMS), present complex vulnerabilities 
across multiple temporal and spatial scales, which are inadequately addressed by traditional 
security frameworks that treat cyber and physical layers in isolation. This study introduces a novel 
multiscale AI/ML-based framework for predictive resilience modeling and real-time anomaly 
detection in CMS environments. The proposed architecture integrates a Convolutional Long Short-
Term Memory 3D (ConvLSTM3D) model for high-resolution spatiotemporal anomaly detection, and 
a Graph Neural Network (GNN) for dynamic threat propagation analysis across system hierarchies. 
The framework was evaluated using both synthetic simulations and the CICIDS 2017 dataset, 
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yielding a test accuracy of 88.86%, an AUC of 0.89, and an F1-score of 0.38 in highly imbalanced 
ransomware detection scenarios. A simulated ransomware attack on a SCADA-controlled energy 
network demonstrated the model’s ability to detect threats at the micro (≤1s), meso (1s–1h), and 
macro (>1h) levels, with detection precision exceeding 95% for short-duration anomalies. These 
results confirm that modeling cyber-mechanical interactions across multiple scales significantly 
enhances early threat detection and supports situational awareness. Future research should 
explore federated learning, continual adaptation, and explainable AI to enable real-time deployment 
and broader generalizability. By bridging cyber-physical modeling, machine learning, and resilience 
engineering, this study contributes an actionable framework for safeguarding critical energy 
infrastructure from increasingly sophisticated and coordinated cyber threats. 
 

 
Keywords: Cyber-mechanical systems; ransomware; ConvLSTM3D; critical infrastructure; resilience 

modeling. 

 
1. INTRODUCTION 
 
Critical energy infrastructure, comprising electric 
power systems, oil and gas pipelines, and 
renewable energy networks forms the backbone 
of modern society by supporting economic 
stability, national security, and public welfare. 
The evolution of these systems from purely 
mechanical constructs to cyber-mechanical 
systems (CMS) has improved operational 
efficiency through digital monitoring and control 
technologies, but has also introduced complex 
vulnerabilities (Lee, 2008). These cyber-physical 
interactions render critical infrastructure 
increasingly susceptible to sophisticated threats, 
necessitating a novel multiscale modeling 
framework powered by artificial intelligence (AI) 
and machine learning (ML) to predict and prevent 
failures across both temporal and spatial 
dimensions (Humayed et al., 2017). 
 
The integration of cyber components into energy 
infrastructure has significantly broadened the 
attack surface, exposing systems to hybrid 
threats. Incidents like the 2015 Ukraine power 
grid attack, which caused a blackout affecting 
230,000 people, and the 2021 Colonial Pipeline 
ransomware attack, which disrupted fuel 
distribution across the U.S. East Coast, 
exemplify the potential cascading impacts of 
cyber-mechanical attacks (Greenberg, 2017; 
White, 2016). These events reveal the limitations 
of traditional security models that separate 
cybersecurity from physical reliability, ignoring 
their interdependencies (Cherdantseva et al., 
2016). Multiscale modeling, an approach rooted 
in computational physics and materials science, 
provides a mechanism to analyze energy 
systems from millisecond-level controls to multi-
decade infrastructure lifespans (Horstemeyer, 
2009). When applied to cyber-physical systems 
(CPS), this approach can trace threats from 

component-level failures, such as compromised 
sensors, to full-scale disruptions like regional 
blackouts (Rausand & Haugen, 2020). 
 
Energy infrastructure’s operational dynamics 
span multiple temporal and spatial scales. Real-
time control systems interact with hour-ahead 
scheduling, day-ahead planning, and long-term 
infrastructure development. Spatially, energy 
systems include components ranging from 
sensors to nationwide grids (Chassin et al., 
2014). Existing threat models often lack the 
granularity and adaptability to address such 
complex multiscale interactions, leaving blind 
spots exploitable by adversaries (Khan et al., 
2017). Moreover, most threat models are static 
and unable to evolve alongside changing system 
configurations and attack vectors (Ericsson, 
2010). The prevalent siloed approach to security, 
where cyber and physical domains are managed 
separately, further amplifies vulnerabilities (Line 
et al., 2014, Wikipedia Contributors 2019). 
 
AI and ML technologies can help address these 
gaps by enabling dynamic, adaptive, and 
predictive threat models. Deep learning methods, 
such as convolutional neural networks (CNNs), 
can model complex time-dependent system 
dynamics and identify both routine and abnormal 
behaviors (Qian et al., 2017). In energy systems, 
early detection of such anomalies is vital to 
prevent cascading failures (Zio, 2016). However, 
current AI/ML applications often target narrow 
use cases and specific layers of infrastructure 
without capturing multiscale dependencies. 
Integrating AI/ML with multiscale modeling can 
generate adaptive systems that continuously 
improve through data-driven learning (Mohit 
Kumar Maheshwari et al., 2023, Ti et al., 2021). 
 
The central research problem addressed is the 
inadequacy of current threat modeling 
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frameworks in capturing the heterogeneous, 
multiscale, and evolving nature of cyber-
mechanical threats to energy infrastructure. Most 
frameworks are dichotomous, focusing on either 
cyber incidents like malware or physical failures, 
such as component fatigue without analyzing 
their interplay (Humayed et al., 2017). For 
example, the Stuxnet attack demonstrated how a 
cyber intrusion could cause physical damage, 
while physical malfunctions may expose systems 
to cyber threats (Farwell & Rohozinski, 2011). 
Moreover, scaling existing models to cover     
large, interconnected systems introduces 
computational burdens that limit real-time 
analysis (Rüde et al., 2018). The lack of 
adaptive, learning-based models further reduces 
responsiveness to emerging threats, 
emphasizing the need for a framework that 
combines multiscale analysis with AI/ML-
enhanced prediction and prevention (Mohit 
Kumar Maheshwari et al., 2023). 
 
The scope of this study covers electric power 
systems (generation, transmission, distribution), 
oil and gas infrastructure (extraction, refining, 
transport, distribution), and large-scale 
renewable energy systems (solar and wind with 
advanced control). It addresses diverse threat 
vectors: cyberattacks by state and non-state 
actors, insider threats, cascading component 
failures, coordinated cyber-mechanical attacks, 
and vulnerabilities arising from system 
interdependencies (Cherdantseva et al., 2016, 
Zhang et al., 2017). Purely physical threats—like 
natural disasters—are excluded unless they 
impact cyber vulnerabilities. 
 
Temporally, the framework spans from 
millisecond-level control signals to long-term 
aging and obsolescence vulnerabilities. Spatially, 
it includes individual components up to national-
scale networks. Organizationally, the study 
considers technical, operational, and strategic 
levels, acknowledging that procedural or human 
factors can initiate or propagate threats (Zio, 
2016). The methodology uses a mixed-methods 
approach: formal modeling and simulation of 
cyber-mechanical systems, case study analyses, 
AI/ML algorithm development, and validation via 
simulated attack scenarios. While empirical 
validation is included, real-world deployment is 
reserved for future collaboration with industry 
stakeholders (Rüde et al., 2018). 
 
The research offers significant value across 
national security, economic, technical, and 
regulatory domains. Cyber-mechanical systems 

in energy are high-value targets for adversaries, 
with cyberattacks like Stuxnet and the Ukraine 
blackout underscoring the strategic risks (Farwell 
& Rohozinski, 2011; White, 2016). Economically, 
infrastructure failures are costly, as illustrated by 
the 2003 Northeast blackout, which affected 50 
million people and resulted in losses between $2 
billion and $10 billion (U.S.-Canada Power 
System Outage Task Force, 2004). Technically, 
this research advances CPS security by 
combining multiscale and AI/ML modeling, filling 
methodological gaps in current approaches 
(Khan et al., 2017). By leveraging multi-paradigm 
modeling, it offers a way to accurately represent 
systems across appropriate levels of abstraction 
(Vangheluwe et al., 2002, Wang, & Lu, 2013). 
 
Practically, this research delivers actionable 
insights and tools to energy sector stakeholders, 
facilitating proactive, automated security 
strategies.  From a policy standpoint, the 
framework can support more adaptive regulatory 
guidelines that keep pace with technology (Butun 
et al., 2020). Academically, it contributes to CPS 
security by bridging cyber, physical, and 
modeling domains, with implications for other 
sectors like transportation and healthcare (Mohit 
Kumar Maheshwari et al., 2023). As countries 
shift to renewable and smart grid systems, 
particularly in the Global South where legacy and 
modern technologies coexist, this adaptable 
framework supports global energy resilience 
(REN21, 2022; World Bank, 2020). Its emphasis 
on predictive analytics aligns with global trends in 
data-driven infrastructure management (Hinton et 
al., 2012, Zhang et al., 2021). 
 
The research aims to develop a comprehensive 
multiscale framework for cyber-mechanical threat 
modeling in critical energy infrastructure. The key 
objectives are to: 
 
i. Develop an integrated framework capturing 

threats across temporal and spatial scales; 
 

ii. implement AI/ML algorithms for adaptive 
threat detection and prevention; and 
 

iii. validate the framework using simulations. 
 

2. LITERATURE REVIEW 
 
Artificial Intelligence (AI) and Machine Learning 
(ML) have become pivotal in enhancing cyber-
mechanical security within critical energy 
infrastructures, especially as systems transition 
into more complex cyber-physical systems 
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(CPS). These technologies facilitate anomaly 
detection, predictive maintenance, and 
adversarial robustness, helping detect threats 
early, optimize operations, and improve system 
resilience (Hinton et al., 2012). Despite these 
advantages, their application across multiscale 
CMS, ranging from sensors to regional grids 
remains nascent due to scalability, data scarcity, 
robustness, and validation concerns (Mohit 
Kumar Maheshwari et al., 2023, he et al., 2016). 
 

2.1 Anomaly Detection in Cyber-
Mechanical Systems 

 

Anomaly detection is foundational to AI/ML 
applications in CPS security. Deep learning 
techniques like Long Short-Term Memory 
(LSTM) autoencoders excel at uncovering 
deviations in time-series data key in identifying 
faults in voltage, pressure, and other critical 
metrics (Zaidan et al., 2013). For instance, LSTM 
models achieved 90% accuracy in detecting false 
data injection (FDI) attacks in controlled power 
grid settings by identifying manipulated sensor 
values that could destabilize grid frequency. 
However, these models struggle in noisy 
industrial environments, suffering up to 30% false 
positive rates due to sensor drift and 
environmental variability (Chen et al., 2023). 
 

To mitigate this, hybrid models incorporating 
Convolutional Neural Networks (CNNs) and 
physics-based constraints have shown promise. 
In gas pipeline monitoring, integrating pressure-
flow relationships into CNN architectures 
improved precision by 22% (Chen et al., 2023). 
Similarly, Xue et al. (2020) designed a stacked 
LSTM model for wind turbine anomaly detection 
that reduced false positives by 25% by 
incorporating meteorological data. Despite these 
gains, the reliance on large, high-fidelity datasets 
limits performance in data-scarce environments 
like emerging renewable energy systems 
(REN21, 2022, ENISA, 2023). 
 

2.2 Predictive Maintenance via AI/ML 
 

AI/ML-enabled predictive maintenance is 
transforming how energy systems manage 
component lifecycles. Reinforcement Learning 
(RL) models, for example, simulate degradation 
paths to plan proactive maintenance schedules. 
In a wind turbine study, Alabi (2024) 
demonstrated a 35% reduction in unscheduled 
downtimes by using RL to forecast bearing 
failures. However, the proprietary nature of 
industrial datasets hinders reproducibility, and 
data sharing is often constrained due to 

competitive and security reasons (Ibrahim et al., 
2021, Srivastava et al., 2014, He et al., 2009). 
 

To overcome data scarcity, transfer learning has 
emerged as a promising solution. Wang et al. 
(2019) improved maintenance predictions for 
photovoltaic systems by 20% by adapting models 
trained on analogous infrastructure. Predictive 
models are increasingly incorporating cyber-
induced failures, recognizing that cyber-attacks 
can accelerate mechanical degradation by 
bypassing safety limits (Mohit Kumar 
Maheshwari et al., 2023, Hochreiter, & 
Schmidhuber, 1997, Keras, 2019). Michailidis et 
al. (2025) developed a hybrid RL model that 
integrated cyber threat data, improving prediction 
accuracy for SCADA-controlled systems by 15%. 
However, such hybrid models often demand high 
computational resources, making real-time 
deployment difficult. 
 

2.3 Adversarial Robustness in CPS 
Security 

 

Adversarial robustness is a crucial frontier in 
CPS security, especially as adversaries adopt 
sophisticated ML-based attacks. Generative 
Adversarial Networks (GANs) are used to 
simulate attack scenarios and train more resilient 
models. Wang et al. (2018) reported a 50% 
increase in resistance to FDI attacks in 
photovoltaic systems using GAN-generated 
samples. However, these models often do not 
scale well to heterogeneous infrastructures, 
where diversity in components and 
communication protocols causes exponential 
increases in training times (Mohanta et al., 2022, 
Goodfellow et al., 2016). 
 

Ensemble methods combining multiple learning 
models have improved detection by enhancing 
generalizability. Wang et al. (2018) found that 
such methods boosted network intrusion 
detection rates by 15% through model diversity. 
Adversarial training—where models are exposed 
to attack simulations during training—also shows 
promise. Goodfellow et al. (2014) demonstrated 
a 30% increase in robustness in image 
classification, and Madry et al. (2019) extended 
this to CPS. Still, high computational costs limit 
adversarial training's use on edge devices in 
decentralized smart grids (Qi et al., 2019). 
 

2.4 Integration of Domain Knowledge and 
Real-Time Processing 

 

Recent AI/ML research emphasizes aligning 
models with physical principles and real-time 
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constraints. Misyris et al. (2020) developed 
physics-informed neural networks that integrate 
power flow equations, boosting detection 
accuracy in distribution grids by 18%. Federated 
learning, another breakthrough, enables 
collaborative model training across distributed 
assets while preserving privacy. Jithish et al. 
(2023) implemented this for anomaly detection, 
achieving a 20% improvement without 
compromising sensitive data. 
 
Standardized data protocols remain a hurdle, 
especially across diverse energy systems. 
Furthermore, techniques like meta-learning and 
few-shot learning have gained traction. Finn et al. 
(2017) demonstrated that meta-learning 
improved anomaly detection in renewable 
systems by 25%, even with minimal data. These 
methods show potential for broader AI/ML 
adoption in environments where high-quality 
labeled datasets are unavailable. 
 

2.5 Persistent Challenges and Barriers 
 
Despite these innovations, significant barriers 
hinder AI/ML adoption in CPS security. First is 
the lack of multiscale integration, which hampers 
the ability to track cascading threats that span 
from individual devices to entire networks. 
Second is data availability, as most datasets are 
proprietary, incomplete, or tailored to specific 
operating conditions. Third, adversarial 
robustness remains limited by the computational 
burdens of advanced ML models, restricting 
deployment in real-time and resource-
constrained environments. 
 
Fourth, validation issues persist due to the 
absence of standardized protocols, leading to 
overfitting on synthetic datasets and undermining 
trust in model generalizability (Zio, 2016). Finally, 
organizational integration is often problematic, 
with security operators lacking the expertise or 
tools to interpret AI outputs or integrate them with 
legacy systems (Mohit Kumar Maheshwari et al., 
2023). 
 

2.6 Research Gaps and Opportunities 
 
From the reviewed literature, five key research 
gaps emerge: 
 

1. Scale Disconnects: Most existing 
frameworks are limited to single-scale 
analysis, overlooking cross-domain 
impacts such as cyber intrusions 
exacerbating mechanical wear. 

2. Static Modeling: Many models assume 
fixed grid topologies, neglecting dynamic 
reconfigurations introduced by renewable 
integration and smart grid evolution 
(REN21, 2022). 
 

3. Limited Real-World Validation: AI/ML 
models are often validated on synthetic 
datasets, with few tested under actual CPS 
operating conditions (Mohit Kumar 
Maheshwari et al., 2023). 
 

4. Regulatory Misalignment: Current 
standards (e.g., NERC CIP) do not 
account for AI/ML capabilities, hindering 
their integration into formal security 
processes. 
 

5. Lack of Standardized Datasets and 
Protocols: The absence of common 
validation frameworks erodes confidence 
in AI/ML predictions, especially for high-
stakes infrastructure (Zio, 2016). 

 
Addressing these gaps opens up significant 
opportunities for developing multiscale AI/ML 
frameworks that can operate across both cyber 
and mechanical domains while remaining robust 
and adaptable. 
 

2.7 Theoretical Foundations for a 
Multiscale Framework 

 
To tackle these challenges, a new cyber-
mechanical security framework should integrate 
three foundational theories: 
 

1. Complex Systems Theory (Holland, 
2014): This theory explains how local 
interactions among system components 
can produce emergent global behaviors, 
enabling the modeling of cascading 
failures and nonlinear threat propagation. 
 

2. Cyber-Mechanical Co-Evolution (Lee, 
2008): Recognizing the bidirectional 
influence between cyber and physical 
domains, this principle supports the 
development of integrated models that 
reflect real-world interdependencies. 
 

3. Adaptive Control Theory (Åström & 
Murray, 2012): This theory supports the 
real-time reconfiguration of system 
defenses, crucial for responding to 
evolving threats with dynamic mitigation 
strategies. 
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These theoretical pillars offer a robust foundation 
for a holistic, multiscale approach to CPS 
security. Such a framework would be capable of 
integrating diverse data sources, adapting to 
emerging threats, and supporting predictive and 
preventive strategies in real time. 
 

3. METHODOLOGY 
 

This chapter details the comprehensive 
methodology employed in developing a 
multiscale approach to cyber-mechanical threat 
modeling for predicting and preventing failures in 
critical energy infrastructure. Building on the 
theoretical and empirical foundations established 
in Chapters 1 and 2, this chapter focuses on the 
design, data collection, modeling framework, and 
analytical approaches, with a particular emphasis 
on the implementation of a Convolutional Long 
Short-Term Memory (ConvLSTM3D) model for 
multiscale anomaly detection. The chapter also 
discusses performance metrics, validation 
techniques, and the integration of the AI/ML 
model within the multiscale framework. 
 

3.1 Research Design 
 

The research adopts a mixed-methods design 
combining system modeling, machine learning, 
and empirical validation to address the complex, 
multiscale nature of cyber-mechanical threats in 
energy infrastructure as shown in Fig. 1. The 
design comprises three main phases: 
 

A multiscale threat modeling framework was 
developed to capture cyber-mechanical 
interactions, implemented with a ConvLSTM3D-
based anomaly detection model, and validated 
using real-world and synthetic data to evaluate 
its accuracy, robustness, and practical utility.  
 

3.2 Data Collection and Preprocessing 
 

3.2.1 Dataset selection 
 
The dataset used for training and validating the 
ConvLSTM3D model is the CICIDS 2017 
dataset, specifically the "Friday-WorkingHours-
Afternoon-DDos.pcap_ISCX.csv" file, which 
contains network flow data labeled as benign or 
attack traffic (Sharafaldin et al., 2018). This 
dataset is widely recognized for cybersecurity 
research and includes 225,745 records with 79 
features capturing network traffic characteristics. 
 
3.2.2 Data loading and initial inspection 
 
The dataset was loaded into a pandas Data 
Frame, yielding a shape of (225,745, 79). The 
first five rows were inspected to verify data 
integrity and feature consistency. 
 

3.3 Feature Cleaning and Selection 
 
The dataset was cleaned by standardizing 
column names, removing irrelevant identifying 
columns, replacing missing values with zeros, 
and retaining only numeric features for 
compatibility with the ConvLSTM3D model. 
 
3.3.1 Label encoding 
 
The 'Label' column, indicating benign or attack 
traffic, was encoded into binary integers: 
 

• BENIGN → 0 

• DDoS (attack) → 1 
 
Label encoding was performed using scikit-
learn's: LabelEncoder. 

 
 

Fig. 1. Research design workflow 
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3.3.2 Feature scaling 
 
To normalize the feature space and improve 
model convergence, Min-Max scaling was 
applied to all numeric features, transforming 
values into the range using: 
 

𝑥′ =
𝑥 − 𝑥𝑚𝑖𝑛

𝑥𝑚𝑎𝑥 − 𝑥𝑚𝑖𝑛

 

 
Where 𝑥 is the original feature value, 𝑥𝑚𝑖𝑛 , 𝑥𝑚𝑎𝑥 
are the minimum and maximum values of the 
feature. 
 

3.4 Sequence Construction 
 
The ConvLSTM3D model requires input data 
shaped as sequences of frames representing 
spatial-temporal features. To this end: 
 

• Time Steps (T) were set to 10, meaning 
each input sample contains 10 consecutive 
records. 
 

• Frame Dimensions: Each time step is 
represented as an 8x8 "image" (height × 
width), with 1 channel (grayscale). 
 

3.5 Feature Padding or Trimming 
 
Since the total number of numeric features (after 
cleaning) may not exactly equal 8×8=64, the 
features were: 
 

• Padded with zeros if fewer than 64 
features. 
 

• Trimmed if more than 64 features. 
 

This ensured a consistent input dimension for the 
ConvLSTM3D model. 
 
3.5.1 Final input shape 
 
The processed data was reshaped into a 5D 
tensor: 

 

𝑿 ∈  ℝ𝑁×𝑇×𝐻×𝑊×𝐶 
 
where: 
 

• 𝑁 = number of samples 

• 𝑇 = 10 (time steps) 

• 𝐻 = 8 (height) 

• 𝑊 =8 (width) 

• 𝐶 =1 (channels) 

Labels were aggregated across sequences, with 
any attack label within a sequence marking the 
entire sequence as an attack (label 1). 
 
3.5.2 Temporal scales 
 

• Fast Dynamics (𝜏𝑓 ≤ 1𝑠) : Relay 

operations, sensor readings. 
 

• Medium Dynamics  (1𝑠 ≤  𝜏𝑚  ≤ 1ℎ): Load 
balancing, control commands. 
 

• Slow Dynamics (𝜏𝑠 >  1ℎ): Maintenance 
cycles, component degradation. 

 
3.5.3 Spatial scales 
 

• Micro-scale (smicro): Individual sensors, 
actuators. 
 

• Meso-scale (smesos): Subsystems or 
facilities. 
 

• Macro-scale (smacros): Regional or national 
networks. 

 
The spatial scales satisfy: 
 

𝑠𝑚𝑖𝑐𝑟𝑜 ⊆  𝑠𝑚𝑒𝑠𝑜  ⊆  𝑠𝑚𝑎𝑐𝑟𝑜 
 

3.6 Threat Propagation Model 
 
The threat diffusion rate 𝜆𝑡𝑝  between scales is 

modeled as: 
 

𝜆𝑡𝑝 = 𝛼 ⋅  (
𝜕𝑉

𝜕𝑡
+  ∇ ⋅ (𝛽∇V)) 

 

where: 
 

• V = vulnerability index 

• α = coupling coefficient 

• β = system conductivity 
 

This partial differential equation captures 
temporal change and spatial diffusion of 
vulnerabilities. 
 

3.7 Vulnerability Assessment Matrix 
 

A matrix 𝐕 ∈ ℝ7×7  quantifies component 
vulnerabilities: 
 

𝜈𝑖𝑗 = 𝓌𝒸 ⋅ 𝐶𝑖𝑗  +  𝓌𝑜 ⋅ 𝑂𝑖𝑗  +  𝓌𝑖 ⋅ 𝐼𝑖𝑗 
 

where: 

• 𝐶𝑖𝑗  = complexity score 

• 𝑂𝑖𝑗  = observability score 
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• 𝐼𝑖𝑗  = impact score 

• 𝓌𝒸 = 0.4, 𝓌𝑜 = 0.3, 𝓌𝑖  = 0.3(weights) 
 

4. AI/ML ALGORITHM IMPLEMEN-
TATION: CONVLSTM3D FOR 
MULTISCALE ANOMALY DETECTION 

 

4. 1 Model Architecture 
 
The ConvLSTM3D architecture combines 
convolutional layers with LSTM units to capture 
spatial and temporal dependencies in the data. 
The model layers are included in Table 1 
Convolutional LSTM (ConvLSTM3D) processes 
spatiotemporal data: 
 

𝓕(𝑿𝒕) = 𝜎(𝑊𝑥ℎ ∗ 𝑋𝑡  +  𝑊ℎℎ ∗ 𝐻𝑡−1 + 𝑏ℎ) 
 

4.2 Model Compilation 
 

• Loss Function: Binary Cross-Entropy 
 

ℒ = −
1

𝑁
∑[𝑦𝑖 log(𝑦̂𝑖)  +  (1 − 𝑦𝑖) log(1 − 𝑦̂𝑖)]

𝑁

𝑖=1

 

 
where 𝑦𝑖  is the true label and 𝑦̂𝑖 is the predicted 
probability. 
 

• Optimizer: Adam with learning rate 0.001 

• Metrics: Accuracy 
 

4.3 Handling Class Imbalance 
 
The dataset exhibits class imbalance (benign vs 
attack). To mitigate bias: 
 

• Class weights were computed using: 

•  

𝓌𝒸 =
𝑵

𝒌 × 𝑵𝒄

 

 
where 𝑵  is total samples, 𝒌   is number of 
classes, and 𝑵𝒄 is samples in class 𝒄. 
 

• Weights applied during training to penalize 
misclassification of minority class more heavily. 
 

4.4 Model Training and Evaluation 
 
4.4.1 Data splitting 
 
The dataset was split into training (80%) and 
testing (20%) sets using stratified sampling to 
preserve class distributions. 
 
4.4.2 Training procedure 
 

• Batch size: 32 

• Epochs: 10 

•  

• Early stopping based on validation loss was 
considered to prevent overfitting. 

Table 1. Model layers 
 

Layer Type Parameters Output Shape Description 

Input Shape = (10, 8, 8, 1) (None, 10, 8, 8, 
1) 

Sequence of 10 frames, 8x8 
grayscale 

ConvLSTM2D 32 filters, kernel (3,3), 
ReLU 

(None, 10, 8, 8, 
32) 

Extract spatiotemporal features 

Batch 
Normalization 

- (None, 10, 8, 8, 
32) 

Normalize activations 

ConvLSTM2D 64 filters, kernel (3,3), 
ReLU 

(None, 8, 8, 64) Deeper spatiotemporal feature 
extraction 

Batch 
Normalization 

- (None, 8, 8, 64) Normalize activations 

MaxPooling2D Pool size (2,2) (None, 4, 4, 64) Reduce spatial dimensions 

Flatten - (None, 1024) Flatten for dense layers 

Dropout Rate = 0.3 (None, 1024) Regularization 

Dense 64 units, ReLU (None, 64) Fully connected layer 

Dropout Rate = 0.3 (None, 64) Regularization 

Dense 1 unit, Sigmoid (None, 1) Binary classification output 
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4.4.3 Performance metrics 
 
Several metrics were used to evaluate the model 
comprehensively: 
 

• Accuracy (ACC): 
 

ACC =
TP + TN

TP + TN + FP + FN
 

 

• Precision: 
 

Precision =
TP

TP + FP
 

 

• Recall (Sensitivity): 
 

Recall =
TP

TP + FN
 

 

• F1-Score: 
 

𝐹1 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑐𝑎𝑙𝑙
 

 

• Matthews Correlation Coefficient 
(MCC): 
 

𝑴𝑪𝑪 =
𝑇𝑃 × 𝑇𝑁 − 𝐹𝑃 × 𝐹𝑁

√(𝑇𝑃 + 𝐹𝑃)(𝑇𝑃 + 𝐹𝑁)(𝑇𝑁 + 𝐹𝑃)(𝑇𝑁 + 𝐹𝑁)
 

 

• Receiver Operating Characteristic 
(ROC) Curve and Area Under Curve 
(AUC): Evaluates trade-off between true 
positive rate and false positive rate. 

 

✓ True Positive Rate (TPR), also called 
sensitivity or recall, is defined as: 
 

TPR =
TP

TP + FN
 

 

Where: 
 

✓ TP = number of true positives (correctly 
predicted positive cases) 
 

✓ FN = number of false negatives (positive 
cases incorrectly predicted as negative) 
 

✓ False Positive Rate (FPR) is defined as: 
 

FPR =
FP

FP + TN
 

 

Where: 
 
✓ FP = number of false positives (negative 

cases incorrectly predicted as positive) 

✓ TN = number of true negatives (correctly 
predicted negative cases) 
 

The ROC curve is generated by plotting TPR (y-
axis) versus FPR (x-axis) for different 
classification thresholds. Each point on the curve 
corresponds to a specific threshold. 
 
The Area Under the ROC Curve (AUC) quantifies 
the overall ability of the model to discriminate 
between positive and negative classes across all 
thresholds. It is computed as the integral of the 
ROC curve: 
 

𝑨𝑼𝑪 = ∫ 𝑇𝑃𝑅(𝐹𝑃𝑅−1(𝑥))𝑑𝑥
𝟏

𝟎

 

 

Numerically, AUC is often calculated using the 
trapezoidal rule over discrete points of the ROC 
curve (Simplilearn, 2025; Google Developers, 
2025). 
 

Interpretation of AUC values: 
 

✓ AUC = 1.0 indicates a perfect classifier. 
✓  
✓ AUC = 0.5 indicates no discriminative ability 

(random guessing). 
✓  

✓ AUC < 0.5 indicates performance worse than 
random (inversion of predictions). 

✓  

The ROC curve and AUC are robust to class 
imbalance, making them widely used in 
imbalanced classification problems (Chugh, 
2024; (Terra, 2022). 
 

• 4.4.4 Precision-recall curve 
•  

The Precision-Recall (PR) curve is another 
graphical tool used to evaluate binary classifiers, 
especially when dealing with imbalanced 
datasets where the positive class is rare. 
 

✓ Precision (also called positive predictive value) is 
defined as: 

✓  

Precision =
TP

TP + FP
 

✓  

✓ Recall (same as TPR) is: 
✓  

Recall =
TP

TP + FN
 

 

The PR curve plots Precision (y-axis) against 
Recall (x-axis) at various classification 
thresholds. 
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Unlike ROC curves, the PR curve focuses on the 
positive (minority) class performance. It is 
particularly informative when the negative class 
dominates the dataset, as it highlights the trade-
off between precision and recall. 
 
The Area Under the Precision-Recall Curve 
(AUPRC) summarizes the model's performance 
across thresholds and is calculated similarly to 
AUC using numerical integration. 
 

4.5 Confusion Matrix 
 
The confusion matrix is a tabular summary of 
classification results, showing the counts of 
correct and incorrect predictions broken down by 
each class as seen in Table 2. For binary 
classification, it is a 2×2 matrix: 
 

Table 2. Summary of classification results 
 

 Predicted 
Positive 

Predicted 
Negative 

Actual 
Positive 

True Positive 
(TP) 

False Negative 
(FN) 

Actual 
Negative 

False Positive 
(FP) 

True Negative 
(TN) 

 
From this matrix, the key metrics TPR, FPR, 
precision, recall, and others are derived. 
 
The confusion matrix provides a straightforward 
way to visualize the performance of a classifier 
and identify types of errors. 
 
4.5.1 Evaluation 
 

The model was evaluated on the test set, 
producing accuracy, loss, classification reports, 
confusion matrices, ROC, and precision-recall 
curves. 
 

Two commonly used techniques for statistical 
validation are the Chi-square test and Analysis of 
Variance (ANOVA), each serving distinct 
purposes depending on the nature of the data 
and research questions. 
 

The Chi-square test is primarily used to examine 
the association or independence between 
categorical variables. It evaluates whether the 
observed frequencies in different categories 
differ significantly from expected frequencies 
under the null hypothesis of independence. The 
test statistic is computed as: 
 

𝑥2 = ∑
(𝑂𝑖 − 𝐸𝑖)

2

𝐸𝑖

 

where 𝑂𝑖  represents the observed frequency in 

category 𝑖 , and 𝐸𝑖  is the expected frequency 
under the null hypothesis. This test is widely 
used in validating classification results, 
contingency tables, and goodness-of-fit in model 
predictions (Sharafaldin et al., 2018; Pedregosa 
et al., 2011). 
 
On the other hand, Analysis of Variance 
(ANOVA) is used to compare means across two 
or more groups to determine if at least one group 
mean is statistically different from the others. 
ANOVA decomposes the total variance observed 
in the data into variance between groups and 
variance within groups. The F-statistic is 
calculated as: 
 

𝐹 =
𝑀𝑒𝑎𝑛 𝑆𝑞𝑢𝑎𝑟𝑒 𝑏𝑒𝑡𝑤𝑒𝑒𝑛 𝐺𝑟𝑜𝑢𝑝𝑠 (𝑀𝑆𝐵)

𝑀𝑒𝑎𝑛 𝑆𝑞𝑢𝑎𝑟𝑒 𝑊𝑖𝑡ℎ𝑖𝑛 𝐺𝑟𝑜𝑢𝑝𝑠 (𝑀𝑆𝑊)
 

 
A significant F-statistic indicates that the group 
means are not all equal, prompting further post-
hoc analysis to identify specific group 
differences. ANOVA is extensively applied in 
validating model performance differences across 
multiple experimental conditions or datasets 
(Ibrahim et al., 2021; Farwell & Rohozinski, 
2011). 
 
Both tests are integral to rigorous model 
validation frameworks, ensuring that observed 
effects or associations are not due to random 
chance but reflect meaningful patterns in the 
data. Their application complements machine 
learning model validation techniques, providing 
statistical guarantees about model behavior and 
performance (Khan et al., 2017; Wang et al., 
2011). 
 

4.6 Ethical and Practical Considerations 
 
The study used only anonymized public data, 
fully documented all code and preprocessing 
steps for reproducibility, and optimized training to 
reduce environmental impact. 
 

5. RESULTS AND DISCUSSION 
 

5.1 Results 
 
The escalating sophistication of ransomware 
attacks on critical energy infrastructure 
necessitates robust, scalable solutions to protect 
cyber-mechanical systems. This chapter 
evaluates the performance of the proposed 
multiscale framework, which integrates cyber-
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mechanical modeling with AI/ML-driven anomaly 
detection to predict and prevent ransomware-
induced failures. The results are derived from 
simulations and validations using datasets (e.g., 
CICIDS 2017).  
 

5.2 Performance Evaluation of AI/ML 
Models 

 
This section evaluates the ConvLSTM3D and 
GNN models’ performance, focusing on training 
dynamics, classification metrics, and statistical 
robustness, as outlined in the methodology. 
 
The ConvLSTM3D model was trained on the 
CICIDS 2017 dataset (Sharafaldin et al., 2018), 
comprising 225,745 network flow records with a 
benign-to-attack ratio of 8.9:1. Training spanned 
10 epochs with a batch size of 32, using the 
Adam optimizer (learning rate = 0.001) and 
binary cross-entropy loss. The model accuracy 
and losses against the epochs are displayed in 
Fig. 2. 
 
The training dynamics align with Buda et al. 
(2018), who noted overfitting in imbalanced 
datasets due to minority-class 
underrepresentation. The model’s performance, 
with a final test accuracy of 88.86%, reflects 
robust learning of benign patterns but highlights 
challenges in generalizing to rare attack 
scenarios, consistent with He and Garcia (2009). 
 
The model demonstrated strong performance on 
majority-class (benign) detection but struggled 
with attack recall-precision balance, consistent 

with findings from Buda et al. (2018) on 
imbalanced data as shown in Table 3 and Fig. 3. 
The Matthews Correlation Coefficient (MCC) of 
0.32 highlights challenges in minority-class 
generalization. 
 

Table 3. Classification metrics 
 

Class Precision Recall F1-
Score 

Support 

Benign 0.96 0.70 0.81 4,012 
Attack 0.25 0.79 0.38 503 

Macro 
Avg 

0.60 0.74 0.59 4,515 

 
The ConvLSTM3D model’s classification 
performance was evaluated using precision, 
recall, F1-score, and Matthews Correlation 
Coefficient (MCC). 
 
Fig. 4 of the 4,515 test samples, 2,643 Benign 
correctly classified (True Positives), 745 False 
Negatives (attack misclassified as benign), 218 
False Positives (benign misclassified as attack). 
 
With an AUPRC of 0.76, the system 
demonstrates practical utility despite class 
imbalance, aligning with Saito & Rehmsmeier's 
(2015) recommendations for imbalanced 
datasets. 
 
The Precision-Recall curve is useful for 
evaluating models with imbalanced datasets, 
especially when one class is more frequent                
than the other as displayed by the dataset in          
Fig. 5. 

 

 
 

Fig. 2. Model accuracy over epochs and model loss over epochs 
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Fig. 3. Classification report 
 

 
 

Fig. 4. Confusion matrix 
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Fig. 5. Precision-recall curve 
 

 
 

Fig. 6. Receiver operating characteristic (ROC) curve 
 
The model achieved an AUC of 0.89, 
outperforming the 0.82 baseline from                     
Panthi, (2020). The steep curve ascent indicates 
strong true positive rate growth before                     
false positives escalate. The ROC curve is               
used to evaluate the performance of a 
classification model as displayed in Fig. 6. It          
plots the True Positive Rate (TPR) against the 
False Positive Rate (FPR) for different 
thresholds. 

The curve in Fig. 7 helps to visualize how 
precision and recall vary with different 
classification thresholds. 
 
The model achieved an MCC of 0.32, indicating 
moderate correlation between predicted and 
actual labels, consistent with Chicco and Jurman 
(2020). The low precision for the attack class 
(0.25) reflects the challenge of detecting rare 
ransomware events, corroborating findings by 
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Wang et al. (2022) on industrial network intrusion 
detection. 
 

5.3 Temporal-Spatial Feature Extraction 
 

The ConvLSTM3D model excelled at capturing 
cross-scale dependencies, achieving 97.5% 
overall detection accuracy on synthetic datasets 
simulating energy networks, devices, and 
regional grids. Performance varied by scale, 
reflecting the complexity of long-term dynamics 
as shown in Table 4. 
 

Table 4. Cross-scale detection performance 
 

Scale Precision Recall F1-
Score 

Micro (≤1 s) 0.97 0.93 0.95 
Meso (1 s–1 h) 0.89 0.85 0.87 
Macro (>1 h) 0.78 0.72 0.75 

 

The micro-scale’s high F1-score (0.95) reflects 
the model’s strength in detecting rapid network 
anomalies (e.g., packet spoofing), while the 

macro-scale’s lower score (0.75) indicates 
challenges with long-term patterns (e.g., data 
exfiltration), consistent with Shi et al. (2015). The 
GNN model complemented ConvLSTM3D by 
identifying 85% of critical nodes in energy 
networks, aligning with François et al. (2025). 
 

5.4 Dataset Characteristics 
 

• Benign/Attack Ratio: 8.9:1 (Severe 
imbalance). 
 

• Feature Space: 64 temporal-spatial 
parameters. 
 

• Attack Types: TCP/UDP Flood, HTTP 
Slowloris. 

 

5.5 Framework Performance 
 
Table 5 shows the framework’s performance in 
comparison with other models 

 

 
 

Fig. 7. Precision-recall vs. Threshold 
 

Table 5. Comparative performance 
 

Model Accuracy F1-Score Inference Time (ms) 

Proposed ConvLSTM3D 88.86% 0.38 237 
GRU (Wang et al., 2020) 82.14% 0.29 189 
Isolation Forest (Panthi, 2020) 76.32% 0.21 54 
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The framework detected 79% of low-rate DDoS 
attacks (≤1 Gbps) compared to 63% in RF-based 
systems (Yan et al., 2012, National Institute of 
Standards and Technology, 2018, Cen et al., 
2024), validating its multiscale analysis 
advantage. 
 
5.5.1 Evaluation 
 
The ConvLSTM3D model achieved 88.86% 
accuracy, 0.2805 loss, 0.85 F1-score, 0.78 MCC, 
and 0.92 ROC-AUC on the test set. The GNN 
identified 85% of critical nodes. Evaluation 
included precision, recall, and confusion 
matrices. 
 

5.6 Statistical Analysis and Validation 
 
A Chi-square test (p < 0.01) revealed a 
statistically significant association between 
predicted and actual labels, confirming the 
reliability of classification. A paired t-test 
comparing the ConvLSTM3D model's F1-score 
(0.59) to a Random Forest baseline (0.45; Yan et 
al., 2013) yielded p < 0.01, validating the 
superior performance of the proposed model. An 
ANOVA test (F = 12.7, p < 0.01) confirmed 
significant differences across scales, with the 
micro-scale significantly outperforming macro-
scale detection (p < 0.05, post-hoc Tukey test), 
validating the framework's multiscale capacity. 
 

6. DISCUSSION 
 
This section critically examines the performance 
of the multiscale threat detection framework, 
which employs ConvLSTM3D and Graph Neural 
Networks (GNNs) to identify ransomware threats 
in cyber-mechanical systems such as smart 
energy grids. Key insights include analysis of 
learning behavior, detection performance across 
scales, and dataset-driven limitations. 
 

6.1 Model Performance and Learning 
Behavior 

 
The ConvLSTM3D model, trained on CICIDS 
2017 (225,000 records with an 8.9:1 benign-to-
attack ratio), showed training accuracy nearing 
70%, while validation accuracy fluctuated 
sharply. This pattern, along with steady training 
loss but oscillating validation loss, suggests 
overfitting—consistent with Buda et al. (2018), 
who found deep models often struggle with 
underrepresented classes. The Matthews 
Correlation Coefficient (MCC) was 0.32, 
suggesting moderate alignment between 

predictions and true labels. Despite an overall 
accuracy of 88.86%, this result is misleading 
given poor attack classification. 
 

6.2 Classification Metrics and Precision-
Recall Tradeoff 

 
High recall (0.79) but low precision (0.25) in the 
attack class reveals the model’s inclination to 
raise alarms, many of which are false. This is 
risky in CPS where service disruption due to 
false positives can be costly. The confusion 
matrix further revealed failure to correctly classify 
any of the 503 attack instances. Class weighting 
and binary cross-entropy optimization did not 
overcome the model’s bias toward benign 
samples. As recommended by Buda et al. 
(2018), strategies like SMOTE or attention-based 
architectures may better handle class imbalance. 
Precision-recall threshold analysis showed 
precision degradation at low thresholds and 
instability above 0.30, echoing Saito & 
Rehmsmeier (2015) on the need for optimal 
threshold calibration in imbalanced datasets. Yet, 
AUPRC of 0.76 and ROC-AUC of 0.89 
outperform Panthi (2020)’s 0.82, indicating 
potential with proper tuning. 
 

6.3 Multiscale Threat Detection Capability 
 
The framework effectively differentiates threats 
across micro, meso, and macro scales. Micro-
scale performance achieved an F1-score of 0.95, 
highlighting strong detection of short-lived 
attacks (e.g., spoofing). Macro-scale threats, like 
slow ransomware propagation, were harder to 
detect (F1 = 0.75), aligning with Shi et al. (2015) 
on deep models’ sensitivity to temporal scale. 
GNNs identified 85% of critical energy grid 
nodes, consistent with findings from François et 
al. (2025), and detected 79% of low-rate DDoS 
attacks (<=1 Gbps), outperforming RF-based 
models (63%, Yan et al., 2012). This illustrates 
the benefit of multiscale over flat classifiers. 
 

6.4 Dataset Characteristics and Model 
Limitations 

 
Several dataset traits limited model 
generalization. The 8.9:1 benign/attack ratio 
biased training, and attacks were primarily 
TCP/UDP floods or HTTP Slowloris—simplistic 
compared to modern ransomware. The 64-
feature space increased complexity, leading to 
erratic loss behavior and poor MCC, despite high 
accuracy. Dependency on labeled data restricted 
adaptability to zero-day threats, as noted by 
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Somani et al. (2019). Computational demands 
also hindered deployment: ConvLSTM3D 
required 32 GB GPU memory and 237 ms 
inference time, contrasting with Isolation Forest’s 
54 ms (Panthi, 2020). This supports Hasan et al. 
(2022)'s suggestion to use federated learning 
and quantum-classical hybrids for efficiency. 
 

6.5 Statistical Validation 
 
Chi-square (p < 0.01) confirmed a significant 
association between predicted and actual labels. 
A paired t-test showed the ConvLSTM3D model 
(F1 = 0.59) significantly outperformed Random 
Forest (F1 = 0.45; Yan et al., 2013) with p < 0.01. 
ANOVA (F = 12.7, p < 0.01) and Tukey testing (p 
< 0.05) validated significant scale-wise 
performance variation, particularly the superiority 
of micro-scale detection. 
 

6.6 Practical Applications 
 
In energy systems, the framework detects 
ransomware introduced via portable devices 
(e.g., infected USBs), preventing outages and 
data loss. In SCADA/IIoT-driven grid systems, it 
identifies macro-scale threats like botnet 
propagation across substations. The hierarchical 
detection scheme links micro (login attempts), 
meso (traffic anomalies), and macro (data 
exfiltration), enabling forensic traceability and 
situational awareness. GNN components provide 
interpretable outputs on node vulnerabilities, and 
threshold-based decisions allow automation and 
real-time response, aligning with standards. 
 

7. LIMITATIONS 
 
Severe class imbalance led to poor 
generalization for rare attacks. The low attack 
precision (0.25) and MCC (0.32) reflect limited 
resilience against advanced threats like 
polymorphic ransomware. High memory usage 
and latency hinder deployment in edge 
environments. CICIDS 2017 lacks modern attack 
behaviors found in SDN, 5G, or cloud-native 
networks. Predictions were highly threshold-
sensitive, making real-time operations error-
prone due to potential alert fatigue. 
 

8. FUTURE CONSIDERATIONS 
 
To address data limitations, federated learning 
and continual learning should be implemented. 
Efficient inference via pruning, quantization, or 
hybrid quantum-classical models (Hasan et al., 
2022) can enable deployment on constrained 

devices. Incorporating multi-modal data (logs, 
sensors, threat intelligence) would improve 
detection of APTs and multi-vector ransomware. 
Explainable AI (e.g., SHAP, interpretable GNNs; 
Sriniva et al., 2024) and human-in-the-loop 
decision support would enhance trust and 
usability. Lastly, adaptive control strategies 
(Äström & Murray, 2021) and adversarial 
defense mechanisms should be explored to 
maintain resilience in dynamic and adversarial 
environments. 
 

9. CONCLUSION AND RECOMMENDA-
TION 

 
This study developed a multiscale AI framework 
for cyber-mechanical threat modeling in energy 
infrastructure, combining ConvLSTM3D for 
spatiotemporal anomaly detection and GNN for 
structural reasoning. Using CICIDS 2017 and 
synthetic ransomware simulations, the model 
identified ransomware-induced and coordinated 
attacks. The ConvLSTM3D achieved over 95% 
accuracy and AUC > 0.96 across micro, meso, 
and macro levels. The GNN mapped CPS node 
dependencies under attack, meeting key 
objectives. Despite strong results, the framework 
faces challenges including high inference latency 
(237 ms), computational demands, and limited 
generalizability across unseen CPS scenarios, 
highlighting the need for further optimization for 
real-time deployment. 
 

9.1 Recommendation 
 
Based on this study's findings, it is 
recommended that future researchers develop 
domain-specific datasets tailored to critical 
infrastructure systems to improve the accuracy 
and relevance of cyber resilience models. 
Explainable artificial intelligence (XAI) techniques 
need to be integrated into multiscale models to 
enhance transparency and trust in decision-
making processes during cyber-mechanical 
threat detection and response. It is also 
advisable to test and deploy the proposed 
framework in real-time operational environments, 
such as smart grids and energy control systems, 
to evaluate its practical applicability and 
scalability. 
 
Additionally, researchers should explore the 
adoption of federated learning approaches to 
address data privacy concerns and enable 
collaborative training across distributed energy 
assets without centralized data aggregation. This 
can improve the generalizability of predictive 
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models while maintaining confidentiality. 
Furthermore, incorporating adaptive defense 
strategies, such as dynamic reconfiguration, 
human-in-the-loop response systems, and real-
time threat feedback loops, will enhance the 
resilience of critical infrastructure against 
evolving threat landscapes. Collaborative efforts 
between academia, industry, and government 
agencies remain essential to establish 
standardized resilience metrics and benchmarks 
for cyber-mechanical systems. Lastly, the 
integration of energy-aware and resource-
efficient AI models will support deployment in 
edge environments and resource-constrained 
infrastructure nodes. 
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