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Abstract 
This document details a robust, production-ready artificial intelligence inference architecture 
specifically tailored for healthcare and pharmaceutical applications, leveraging Triton, 
FastAPI, and Kubernetes for efficient and secure deployment. 

It outlines the critical components, including a FastAPI Gateway, an optional NLP/CV 
Preprocessor, and a Triton Inference Server, designed to handle diverse AI models. The 
architecture also integrates a Model Registry, CI/CD with GitHub Actions, Kubernetes for 
orchestration, comprehensive Monitoring, and robust Security measures, including optional 
PHI de-identification. The system supports various use cases within healthcare and pharma 
inference, ensuring high availability and scalability. The architecture leverages specific ports: 
Triton uses HTTP 8000, gRPC 8001, and metrics 8002, while the Preprocessor container 
routes port 8080 to Service 80, facilitating seamless communication within the ecosystem. 
Key Kubernetes files, such as `k8s.yaml`, `hpa.yaml`, and `preprocessor.yaml`, manage 
deployment, scaling, and preprocessor configurations, respectively, while security protocols 
are thoroughly documented in `SECURITY.md`, complemented by a visual representation of 
the architecture in `architecture.png`. This comprehensive setup ensures optimized 
performance and reliability for demanding AI workloads in regulated environments.  

Problem Context & Requirements 
The demand for production-ready AI inference solutions in healthcare and pharmaceutical 
environments is rapidly increasing. Organizations must deploy complex models at scale 
while meeting strict requirements for data privacy, regulatory compliance, and operational 
reliability. This creates a need for a robust and scalable architecture capable of supporting 
diverse model types, delivering low-latency inference, and maintaining secure handling of 
Protected Health Information (PHI). 

In practice, such a system must also support continuous integration and deployment 
pipelines, allowing rapid model iteration without disrupting critical clinical workflows. 
Seamless integration of structured and unstructured clinical data is essential, as is resilience 
against model drift and adversarial inputs that could affect diagnostic accuracy. Infrastructure 
must therefore provide efficient GPU utilization, workload scheduling, and monitoring to 
sustain the high throughput and low latency required in real-time healthcare applications. 

The architecture described in this paper addresses these requirements by combining Triton 
Inference Server with a FastAPI gateway and Kubernetes orchestration. Horizontal scaling is 
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handled through Kubernetes autoscaling policies (Hpa.Yaml, 2025), while preprocessing is 
managed as an independent microservice (Preprocessor.Yaml, 2025) to support de-
identification and conditional routing of sensitive data. Security and compliance are 
addressed in (SECURITY.Md, 2025), which outlines TLS encryption, OAuth2/JWT 
authentication, and audit logging for HIPAA alignment. 

This foundation ensures that healthcare organizations can deploy large language models and 
other deep learning systems in a way that is scalable, reliable, and compliant with industry 
regulations. 

Architecture Overview 
The proposed architecture, depicted in (Architecture.Png, 2025), leverages a modular design 
to facilitate robust and scalable AI inference. It integrates a FastAPI Gateway, an optional 
NLP/CV Preprocessor, and the Triton Inference Server, each serving distinct yet 
interconnected roles to manage the inference lifecycle from request ingestion to model 
prediction. 

This system is designed to handle diverse AI models, ensuring high availability and 
scalability for demanding healthcare and pharmaceutical applications. Central to its 
operation are Kubernetes for orchestration, CI/CD with GitHub Actions for automated 
deployment, and comprehensive monitoring and security measures, including optional 
Protected Health Information (PHI) de-identification. 

The architecture leverages specific ports for communication: 

● Triton: HTTP on port 8000, gRPC on port 8001, metrics on port 8002. 
● Preprocessor: container runs on port 8080, exposed via Service port 80 for in-

cluster access. 
Key Kubernetes configuration files manage this lifecycle: 
● (K8s.Yaml, 2025) → Core Triton deployment 
● hpa.yaml → Horizontal scaling for resilience 
● preprocessor.yaml → Independent preprocessing service with probes and resources 

This modularity enables the system to support a wide array of AI inference tasks, from 
natural language processing to computer vision, while strictly adhering to regulatory 
requirements. The Model Registry ensures version control and lifecycle management of 
deployed AI models, which is crucial for maintaining integrity and reproducibility in clinical 
settings. 
Additionally, the architecture is designed for interoperability with existing hospital 
information systems and electronic health records, enhancing clinical decision support and 
operational efficiency. This comprehensive setup ensures optimized performance and 
reliability for demanding AI workloads in regulated environments. 



Preprocessing Execution Model 
The preprocessing layer plays a critical role in transforming raw input data into a format 
suitable for the Triton Inference Server. Within this architecture, the FastAPI Gateway routes 
requests conditionally: text inputs to the NLP preprocessor, images to the CV preprocessor, 
and normalized inputs directly to Triton. Each preprocessor runs as an independent 
Kubernetes microservice, defined in [preprocessor.yaml], which allows horizontal scaling, 
health probes, and resource isolation. 

This stage is essential for both optimizing inference performance and ensuring compliance 
with HIPAA requirements. Sensitive information can be filtered or anonymized before 
reaching the inference server, as outlined in [SECURITY.md], which details TLS encryption, 
JWT authentication, and optional Protected Health Information (PHI) de-identification 
workflows. 

By performing schema validation, normalization, and optional de-identification early in the 
pipeline, the preprocessing layer improves overall reliability and trustworthiness of AI 
predictions. The architecture diagram (architecture.png) illustrates how preprocessors 
integrate into the inference path, enabling multimodal support across clinical notes, medical 
images, and tabular data. 

This modular execution model ensures: 
● Data quality control: inputs are validated and normalized before inference. 
● Privacy safeguards: PHI de-identification applied when required. 
● Operational resilience: independent microservices scale and recover without 

disrupting Triton pods. 

Together, these capabilities allow healthcare institutions to safely integrate diverse clinical 
data sources into a unified inference pipeline while maintaining compliance and model 
accuracy. 

Model Lifecycle (versioning/promotion/rollback) 
Managing the lifecycle of AI models is critical in clinical environments where 
reproducibility, compliance, and trust are mandatory. In this architecture, models are stored in 
a structured registry under /models/<name>/<version>. For example, /models/ner/1 
represents the first release of a named entity recognition model. 

Deployment and updates are automated through CI/CD pipelines defined in the repository. 
When a new model version is validated, GitHub Actions publishes it to the registry and 
updates the release tag (e.g., current → 2). Triton Inference Server then hot-reloads the new 
version without requiring service downtime, as defined in [k8s.yaml]. 

Rollback is equally straightforward: the release tag can be repointed to the previous stable 
version (e.g., current → 1), ensuring quick recovery from regressions. For more advanced 
workflows, the system supports both blue-green deployments (two Triton deployments with a 
Service selector switch) and canary rollouts (directing a small percentage of traffic to the new 



model). These strategies are documented in [hpa.yaml] and integrated into the Kubernetes 
service model. 

This lifecycle design ensures: 
● Version control: deterministic foldering and registry paths. 
● Continuous delivery: automated deployment via CI/CD. 
● Resilience: rollback, canary, and blue-green patterns for safety. 
● Compliance: transparent promotion logs and auditability (see [SECURITY.md]). 

Together, these mechanisms create a trustworthy and repeatable model lifecycle tailored for 
healthcare and pharmaceutical AI, ensuring operational continuity and regulatory alignment 
without introducing unnecessary downtime or risk. 

Scalability & Resilience 
The architecture is engineered to maintain consistent latency and availability under variable 
load—essential for clinical and pharma use cases where inference must remain responsive. 
Horizontal Pod Autoscaling (HPA) is configured in hpa.yaml to scale the Triton deployment 
between a minimum of 2 and a maximum of 10 replicas based on resource utilization. This 
provides headroom for bursts while preventing waste during off‑peak periods (see hpa.yaml). 
For environments that prefer conservative scaling, the CPU target may be adjusted, and 
additional metrics (e.g., request rate or latency via Prometheus) can be introduced later 
without redesigning the core system. 

Resilience is delivered through Kubernetes’ self‑healing primitives and health checks defined 
in the manifests. Readiness and liveness probes ensure that only healthy pods receive traffic 
and that non‑responsive instances are restarted automatically. These probes are defined for 
both the Triton deployment and the preprocessing microservice (see k8s.yaml and 
preprocessor.yaml). During rolling updates, readiness gates keep new pods out of service 
until they pass health checks, which reduces the risk of error spikes during model or image 
rollouts. 

At the request layer, the FastAPI gateway (described in the repo) is the first line of 
operational defense: it enforces timeouts, applies bounded retries with backoff for transient 
5xx conditions, and short‑circuits requests to unhealthy backends once Kubernetes marks a 
pod Unready. Together with service‑level health checks, this prevents cascading failures and 
keeps successful requests flowing to healthy Triton replicas. 

The design also anticipates noisy‑neighbor and resource contention scenarios. Triton runs 
with explicit resource requests and limits in the deployment, allowing the scheduler to make 
accurate placement decisions. When HPA triggers additional replicas, the cluster can spread 
pods across nodes to increase fault tolerance and throughput. Because the preprocessing 
service is independent, it scales on its own curve and won’t bottleneck Triton during 
imaging‑heavy or text‑heavy spikes (see preprocessor.yaml). 

Monitoring closes the loop. Prometheus scrapes Triton’s native metrics endpoint and the 
platform dashboards in Grafana provide visibility into utilization, error rates, and tail latency. 



That telemetry informs safe scaling thresholds and helps validate that rolling updates or 
model promotions do not degrade service. 

In sum, autoscaling, health‑check‑gated rollouts, and request‑layer safeguards work 
together to provide uninterrupted inference even during unpredictable surges without 
over‑provisioning. Configuration lives in plain Kubernetes YAML so operations teams can 
audit and tune behavior in place (see hpa.yaml and k8s.yaml). 

apiVersion: autoscaling/v2 
kind: HorizontalPodAutoscaler 
metadata: 
  name: triton-hpa 
spec: 
  minReplicas: 2 
  maxReplicas: 10 
  metrics: 
    - type: Resource 
      resource: 
        name: cpu 
        target: 
          type: Utilization 
          averageUtilization: 60 

Security & Compliance 
Security and compliance are foundational to deploying AI inference systems in healthcare, 
where handling Protected Health Information (PHI) demands strict adherence to HIPAA and 
related frameworks. This architecture integrates multiple safeguards, documented in 
SECURITY.md, to ensure confidentiality, integrity, and availability of sensitive data. 

● Transport Security: All communications are encrypted in transit with TLS, 
preventing eavesdropping and tampering. 

● Access Control: Authentication and authorization are enforced at the FastAPI 
gateway using OAuth2 and JWT tokens, ensuring that only trusted clients can access 
inference endpoints. 

● Audit Logging: Comprehensive logs track all data access and inference requests, 
supporting compliance audits and forensic investigations. 

● Data De-identification: An optional preprocessing service strips or obfuscates PHI 
before forwarding data to Triton, allowing safe use of clinical records in both 
production and research scenarios. 

● Kubernetes Hardening: Readiness and liveness probes reduce attack surface by 
ensuring traffic is only routed to healthy pods. Resource limits and namespaces 
further isolate workloads. 

Together, these measures establish a secure-by-design foundation that balances clinical utility 
with regulatory obligations, enabling responsible deployment of AI inference systems in 
production healthcare environments. 

Deployment Walkthrough 
Deploying this AI inference system involves setting up Kubernetes resources for Triton, the 
FastAPI gateway, and the optional preprocessing service. The following walkthrough 



illustrates the main steps, using YAML and curl snippets directly from the repository for 
clarity. 
1. Set up Triton Inference Server 
Apply the base deployment manifest to launch Triton with two replicas: 

kubectl apply -f k8s.yaml 

Triton listens on: 
● HTTP: :8000 
● gRPC: :8001 
● Metrics: :8002 

2. Configure Horizontal Pod Autoscaling 
Enable dynamic scaling using hpa.yaml: 

apiVersion: autoscaling/v2 
kind: HorizontalPodAutoscaler 
metadata: 
  name: triton-hpa 
spec: 
  minReplicas: 2 
  maxReplicas: 10 
  metrics: 
    - type: Resource 
      resource: 
        name: cpu 
        target: 
          type: Utilization 
          averageUtilization: 60 

3. Deploy the Preprocessing Microservice (optional) 
For workloads requiring PHI de-identification or input normalization, deploy the 
preprocessor: 

kubectl apply -f preprocessor.yaml 

The preprocessor listens on port 8080 and is exposed through a service on port 80.


4. Expose the FastAPI Gateway 
The FastAPI service handles authentication and routing. Once deployed, inference can be 
tested with: 

curl -X POST http://localhost:8000/infer \ 
  -H "Content-Type: application/json" \ 
  -d '{"input":"Patient data or image here"}' 

5. Monitoring and Security 
Prometheus and Grafana provide live monitoring. Security measures (TLS, OAuth2/JWT, 
and audit logging) are configured per the SECURITY.md guidelines. 

This deployment flow ensures the system can be brought online quickly, scaled automatically, 
and continuously monitored, while maintaining HIPAA-aligned compliance. 



Limitations & Future Work 
While the current architecture provides a robust, production-ready foundation for AI 
inference in healthcare, several limitations remain: 

1. GPU-Aware Autoscaling 
○ The included hpa.yaml uses CPU utilization as its scaling metric. 
○ This may under-represent GPU load, especially for deep learning inference 

tasks. 
○ Future iterations should implement GPU-aware autoscalers or integrate with 

NVIDIA DCGM metrics for finer-grained scaling decisions. 
2. Security Hardening Beyond Baseline 

○ While SECURITY.md covers TLS, OAuth2/JWT, and audit logging, 
additional enhancements such as homomorphic encryption or federated 
learning support could enable more advanced privacy-preserving workloads. 

○ Integration with compliance dashboards (HIPAA, GDPR) would also 
strengthen real-world adoption. 

3. Multi-Cluster & Edge Deployments 
○ The architecture is currently validated for a single Kubernetes cluster. 
○ Extending to federated Kubernetes or multi-cluster topologies would allow 

hospitals in different regions to share resources while keeping PHI local. 
○ Lightweight edge deployments (e.g., in satellite clinics) could be supported by 

packaging Triton and the preprocessor into resource-constrained 
environments. 

4. Resilience Against Model Drift & Attacks 
○ The current pipeline does not yet automate drift detection or adversarial 

input filtering. 
○ Future work should include integration with model monitoring tools (e.g., 

drift detectors, bias auditing) to ensure safe clinical deployment. 
5. Operational Automation 

○ CI/CD is integrated for model updates, but rollback and blue/green 
deployments are still manual. 

○ Future versions should automate canary rollouts and traffic shifting for safer 
clinical updates. 

By addressing these gaps, the system can evolve from a strong single-cluster baseline into a 
fully distributed, privacy-preserving, and self-healing platform that better supports the 
realities of healthcare AI deployment. 
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