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ABSTRACT

The convergence of Federated Learning (FL) and Large Language Models (LLMs) represents a
transformative opportunity in healthcare. FL allows decentralized model training across multiple
institutions without sharing sensitive data, which is crucial in the privacy-sensitive domain of health-
care. Meanwhile, with their exceptional natural language processing (NLP) capabilities, Large
Language Models (LLMs) have demonstrated outstanding potential in healthcare applications such
as clinical documentation, decision support, and patient record analysis. Despite growing interest in
FL and LLM within the healthcare sector, there remains a notable gap in the literature regarding a
holistic examination of these technologies opportunities, challenges, and practical applications in
the healthcare context. This systematic review synthesizes cutting-edge research and identifies gaps
in recent advances in combining FL and LLMs within healthcare, outlining key opportunities and
challenges. This review serves as both a synthesis of current knowledge and a roadmap for future
research to enable secure, collaborative, and equitable Al-driven healthcare.
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1 Introduction

Big Data has transformed the ability of healthcare institutions to manage, organize, access, and use medical information
to enhance patient outcomes. It also helps reduce healthcare costs and shorten response times in addressing challenges
such as medical emergencies and global pandemics [1} 2]]. Large and diverse volumes of data are generated throughout
healthcare services, reflecting the inherent complexity of medical practice. These data can take the form of medical im-
ages (e.g., X-rays), time-series records (e.g., heart rate monitoring), structured data (e.g., prescriptions), or unstructured
text (e.g., clinical notes), which may be analyzed independently or integrated with other data types.
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Nevertheless, information derived from healthcare interactions is highly sensitive. The risk of misuse poses potential
threats to patient privacy and forces hospitals to invest heavily in preventing or mitigating security breaches [3| 4].
Despite these concerns, health data remain a valuable asset for developing data-driven applications that employ machine
learning to reduce costs and improve patient outcomes. A wide range of applications leverage modern machine learning
techniques [} 16} [7]] across various data modalities in healthcare, though most current initiatives focus on imaging and
structured data [8]. Consequently, unstructured text-based data are still underutilized compared to structured data in
healthcare [9]].

The emergence of Large Language Models (LLMs), such as the Generative Pre-trained Transformer (GPT) and
Bidirectional Encoder Representations from Transformers (BERT), has spurred research into their application in
healthcare. These models provide new opportunities to extract and represent clinical knowledge, often outperforming
previous state-of-the-art (SOTA) approaches in tasks involving unstructured clinical text [L0]. A notable example is the
MedPalLM model [[L1]], which demonstrated that language models can achieve near-human performance in controlled
clinical tasks, highlighting their potential for real-world medical use.

These promising results have motivated researchers across multiple medical specialties to investigate how foundational
models can enhance clinical practice, provide accurate and understandable patient guidance, and support educational
materials for medical trainees [[12, 13} [14]. As a relatively new research field, most recent studies have focused on
evaluating the performance of pre-trained LLMs in limited contexts, such as answering standardized board examination
questions [15}116] or responding to simple health-related queries [17,18]].

The prevalence of pre-trained models in these studies largely stems from the difficulty of developing LLMs from scratch,
given the high financial and computational costs, as well as the limited access to large, high-quality healthcare datasets
[19]. Fries et al.[20] describe these constraints as “Dataset Debt,” referring to the limitations created by restricted access
to specialized data for training LLMs. In healthcare, this debt arises from issues related to medical confidentiality [21]],
potential data breaches [22], patient consent requirements [23]], and privacy-preserving regulations such as the General
Data Protection Regulation (GDPR) [24]. Together, these factors make the acquisition and use of large-scale medical
datasets particularly challenging. As a result, healthcare data are often limited both in availability (few datasets exist)
and accessibility (external researchers rarely gain access) [25]].

Federated Learning (FL) is a potential solution to mitigate the challenges posed by Dataset Debt. FL is a machine
learning paradigm designed to overcome the barriers of data centralization and sharing by enabling collaborative model
training across multiple institutions without transferring sensitive data [26] 27]].

Within the Federated Learning (FL) paradigm, model training occurs locally on edge devices, allowing participants to
train models using their private data without sharing it with third parties. Instead of transmitting raw data, participants
contribute by sending model parameters, gradients, or weights to an aggregation server that coordinates the learning pro-
cess. This central party manages communication among participants, aggregates local model updates, and orchestrates
the overall training procedure without accessing any private data [28]].

Through this approach, FL enables collaborative and privacy-preserving machine learning without exposing sensitive
information. This makes it particularly well suited for healthcare applications, as it directly addresses concerns
about confidentiality, privacy, and data availability [29]. Moreover, FL can be combined with additional security
measures—such as blockchain, encryption methods, and multiparty computation—to enhance system resilience against
vulnerabilities and cyberattacks [30].

As in other healthcare applications, most FL-based systems in the medical domain primarily rely on structured
data, including electronic health records (EHRs), patient monitoring sensor data, or medical images. Consequently,
unstructured text sources, such as clinical notes, remain comparatively underutilized [31].

There is therefore both a need and an opportunity to employ privacy-preserving techniques for developing large,
distributed language models. This paper seeks to identify key areas of convergence, emerging opportunities, and
open challenges in applying Federated Learning (FL) to Large Language Models (LLMs) for healthcare applications.
By mapping current knowledge gaps at the intersection of LLMs and FL in the medical domain, we aim to support
the development of models that reduce dataset debt and minimize the risk of data breaches in healthcare settings.
Accordingly, this study addresses the following research questions:

Research Questions:

RQI1. How are FL and LLMs being leveraged to enhance NLP-based healthcare applications, and what tech-
nologies facilitate their adoption?

RQ2. What are the possible contributions of FL to healthcare applications that use LLMs?
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RQ3. What are the main challenges associated with applying FL to healthcare applications powered by LLMs?

1.1 Contributions

This paper contributes to the growing body of research on Federated Learning (FL) and Large Language Models (LLMs)
in healthcare by providing a comprehensive review of their current applications within the e-health domain. As LLMs
become increasingly prevalent, this study documents the present technologies, methods, and practices involved in
applying these models to healthcare contexts.

Our findings are presented using the grounded theory (GT) approach, a qualitative research method designed to identify
recurring themes and concepts within a body of knowledge [32]. We apply GT to the existing literature on FL and LLMs
to uncover key topics, including how these technologies can complement one another, the barriers to their adoption, and
the open opportunities that remain at their intersection.

The paper also examines the main challenges in this interdisciplinary field, emphasizing issues such as data access,
scalability, privacy, trustworthiness, and the computational feasibility of federating LLMs. We aim to provide insights
into both the technical and ethical considerations necessary for effectively integrating these technologies into healthcare
practice.

In addition, we discuss potential future research directions for this emerging area, highlighting the need to overcome
current limitations and explore novel applications of integrated FL. and LLM systems. While Chen et al. [33] recently
offered a detailed review of the integration between language models and FL, to the best of our knowledge, this is the
first comprehensive review that jointly examines FL, LLMs, and the e-health domain (Table[T)).

The paper is organized as follows: Section [2] provides background information on e-health, FL, and language models.
Section [3 outlines the review methodology employed. Section 4] presents the results, followed by Section[5] which
analyzes them in relation to opportunities, challenges, and research directions at the intersection of these domains.
Finally, Section [6| summarizes the authors’ concluding remarks.

Table 1: Previous reviews on the broader area of the study

Paper Topic Key Contribution Year FL Health LLM
Federated and distributed learning Examines FL applications on structured medical

Lietal. [34] applications for EHRs and struc- data, identifies contemporary limitations and dis- 2023 v v -
tured medical data cusses potential innovations

Provides a comprehensive survey on the use of
FL in smart healthcare, from motivations, require-
ments to FL designs and applications in a wide
range of healthcare domains

Summarizes the general solutions to the statistical
challenges, system challenges, and privacy issues

Nguyen et al. [35] FL for smart healthcare 2021 v v -

Xu et al. [36] FL for healthcare informatics ) . . AN 2019 Vv v -
in federated learning, pointing out implications and
potentials in healthcare
Presents the capabilities of LLMs in the medical

Neveditsin et al. [37] Language Models in Medicine domain, with a primary focus on clinical applica- 2024 - v v

tions
Evaluates the gaps in current research and exam-
ines whether LLMs can enhance clinical decision- 2024 - v v
making and improve patient outcomes in ICUs
Large Language Models for investi- Provides a scoping review of studies using LLMs
gating EHRs to process EHR data
Provides an overview of LLM applications in BHI,
highlighting their potential and addressing ethi-
cal and practical challenges. Uses bibliometric 2023 - v v
methods to quantify and visualize trends, research
hotspots, and impact
Provides a comprehensive review of the current
Integration of large language models  state of the domain of LLMs combined with FL. 2004 v
and federated learning Discusses integration advantages, challenges and

future directions

S Large Language Models in Critical
Shi et al. [38] Care Medicine

Lietal. [39] 2024 - v v

Large Language Models in Biomed-

Yuetal. [40) ical and Health Informatics (BHI)

Chet et al. [33]

Provides an overview of discussion topics on feder-

ated learning and language models, their intersec-

tion opportunities, and challenges to address. Uses 2025 v v v
a grounded theory approach to identify themes in

current research

Federated Learning for LLMs in

Ours Healthcare
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2 Background

2.1 E-health

The e-health field encompasses computational technologies designed to enhance healthcare services through digital
innovation, aiming to improve quality of life, diagnosis, disease prevention, and treatment [41]]. While e-health holds
significant potential to transform modern clinical practice, its success depends heavily on the digital and health literacy
of both institutions and users [42].

Technologies falling under the umbrella of e-health include Health Data Analytics, Smart Homes, Virtual Care,
Telemedicine, and Assisted Living [43]]. These areas leverage advances in artificial intelligence and machine learning,
utilizing the wealth of data stored in Electronic Health Records (EHRs) to enable predictive modeling, decision-support
systems, and risk assessment based on patient information [44]].

According to Fakhkhari, Bounabat, and Kassou [43]], the evolution of health informatics can be divided into three
distinct waves: the Technologies for Health era (1960-1999), the e-health age (2000-2020), and the current digital
health age (2021—present). The latest wave gained significant momentum during the COVID-19 pandemic, when
e-health solutions played a crucial role in maintaining access to healthcare services despite restrictions on movement
and in-person care [45]]. These conditions accelerated the digital transformation of healthcare, leading to widespread
adoption of digital tools across numerous medical specialties and establishing e-health as a cornerstone of modern
practice [46}47].

Despite its achievements, e-health continues to face criticism related to data security and system scalability. Integrating
diverse healthcare agents and institutions remains a major challenge, and evidence indicates that data breaches and
leaks can severely undermine the trustworthiness and reliability of e-health applications [48,49]. Consequently, the
field would greatly benefit from methods that enhance privacy, scalability, and trust—ensuring that e-health solutions
remain both secure and sustainable.

2.2 Federated Learning

Federated Learning (FL) is a decentralized and collaborative approach to training machine learning models, designed to
address privacy concerns in sensitive domains. It redefines the traditional workflow of machine learning by reversing
the typical flow of data. Instead of sending decentralized data from participants to a central server, FL distributes model
parameters from a central entity to participants, allowing them to train locally without sharing any raw data [27]. The
central entity then aggregates the local model parameters, weights, or gradients to construct the final global model. This
structure is particularly advantageous in healthcare, as it ensures that patient data remain private while maintaining
compliance with medical confidentiality standards and privacy regulations such as the GDPR [50].

In this setup, participants—known as “clients”—retain their private datasets. All clients agree upon a common
model architecture, which is shared among them for local training. After completing training on their respective
data, clients return their updated model parameters to be aggregated [28]]. This architecture makes FL inherently
privacy-preserving by design and compatible with additional security mechanisms, including multiparty computation,
encryption, authentication, and other protection methods [51} 52} 53]].

FL supports a variety of client arrangements, ranging from traditional server—client structures and hierarchical configu-
rations with intermediary aggregators to fully decentralized peer-to-peer frameworks [54]. It can also be implemented
synchronously—where clients contribute updates in coordinated rounds—or asynchronously, where updates are incor-
porated as they become available [55]].

This flexibility makes FL an ideal strategy for complex healthcare scenarios involving collaborations among hospitals,
networks of decentralized patient-monitoring devices, or hybrid configurations combining both. FL has been successfully
applied to medical imaging, patient monitoring, and risk evaluation tasks—domains where direct data sharing would
otherwise be difficult or impossible.

2.3 Large Language Models

Large Language Models (LLMs) represent a relatively recent advancement in the field of Natural Language Processing
(NLP). These models are typically sequence-to-sequence neural networks built upon the transformer architecture, which
leverages the concept of attention to generate outputs that account for the contextual relationships between tokens
within a text [56} 57]. Originally developed for machine translation, transformer-based models soon proved highly
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effective for generating coherent text from prompts, sparking widespread interest and innovation within the research
community [58]].

Compared to earlier NLP models, LL.Ms are orders of magnitude larger. While the first transformer-based models
contained hundreds of millions of parameters, modern LLMs have reached sizes in the trillions [58]. This massive
scale makes training them computationally expensive and data-intensive, often exceeding the technical and financial
capacities of healthcare institutions [20]].

The introduction of pre-trained transformers mitigated some of these challenges by enabling developers to fine-tune
existing models on domain-specific data [59} [60} 61]. This approach allows LLMs to be adapted to specialized fields
with relatively modest computational resources and smaller datasets. Such applications have already emerged in diverse
domains, including education, finance, and risk assessment [62], [63}, (64 [63]].

In healthcare, clinical notes are one of the primary sources of patient information [66]. They facilitate communication
among healthcare professionals, maintain continuity of care, and support patient engagement in treatment [67].
Accordingly, LLMs have shown considerable promise in processing and understanding these unstructured data sources.
Early LLMs adapted for medical contexts include BioBERT [68]], ClinicalBERT [69], and BlueBERT [70]. Subsequent
work, such as that by Gu et al. [61]], demonstrated the advantages of fine-tuning pre-trained models for domain-specific
biomedical applications, achieving notable improvements in tasks like Named Entity Recognition (NER), Relation
Extraction, and Question Answering.

Despite these advancements, several ethical and practical concerns remain. The use of LLMs in healthcare raises
important debates about fairness, bias, non-maleficence, transparency, and privacy [[71]. Additionally, because LLMs
are stochastic in nature, they are prone to “hallucinations”—the generation of inaccurate or misleading information in
response to user prompts [[72]. This phenomenon poses a significant barrier to the safe and reliable integration of LLMs
into clinical practice [[73} [74].

3 Research Methodology

LLM Search Query FL Search Query

ACM Digital Library IEEEXplore Scopus ACM Digital Library IEEEXplore Scopus
32 studies 67 studies 239 studies 108 studies 313 studies 830 studies

Pool of 345 articles Pool of 1251 articles

Pool of 331 articles Pool of 978 articles
Screened: 191 articles Screened: 288 articles

Selected: 104 articles Selected: 32 articles

Identification

=)

=
[
(7}
g
Q

)

Articles Included in the Review: 136 articles

Figure 1: Systematic selection process for studies on LLMs and FL in e-health. The diagram outlines the identification,
screening, and inclusion phases, detailing the sources consulted, duplicate removal, and eligibility evaluation. By
applying the filtering criteria, the selected final papers were more skewed towards LLM papers.

3.1 Study Protocol
We employed the online tool Parsifal ([https://parsif.al/](https://parsif.al/)) to define and implement our review protocol.

The protocol consists of planning steps in which query parameters, the data extraction form, and quality standards are
established. Details on the data extraction form are provided in Section[3.4]
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The protocol followed the guidelines outlined by Carrera-Riveira et al. [[75]], utilizing the PICOC framework (Population,
Intervention, Comparison, Outcome, and Context). In this study, the Population was defined as “Electronic Health
Records,” the Intervention as “usage of FL or LLMs,” the Comparison as “Centralized Machine Learning,” and the
Outcomes as “efficiency and privacy-preservation aspects.” The Context was “e-health applications.” Research questions
were derived directly from this PICOC structure, as described in Sectionm

Regarding quality standards, the following criteria were applied: the article must be available in English, and it must
be peer-reviewed and published in high-quality outlets. Journals were selected based on Clarivate’s Journal Citation
Reports (JCR) index, requiring a quartile of Q2 or higher, while conference papers were included if they appeared in
conferences rated B or higher according to the GII-GRIN-SCIE evaluation.

3.2 Information sources and search strategy

We selected papers from the IEEE Electronic Library (via IEEEXplore), the Association for Computing Machinery
Digital Library, and the Scopus database, focusing on publications from the last five years. To ensure high-quality
research, only studies from journals ranked JCR Q2 or higher were included. Preprints and non-peer-reviewed sources,
such as arXiv, were excluded to maintain consistency and reliability, emphasizing research that had undergone formal
peer review.

Two search queries were constructed to retrieve relevant publications. For the LLM portion of the review, the query
was (("Document Title": "Large Language Model" OR LLM OR GPT) AND ("Abstract": Health OR disease
OR diagnosis OR hospital OR patient OR clinical)). For the FL portion, the query was (("Document Title":
"FL") AND ("Abstract": Health OR disease OR diagnosis OR hospital OR patient OR clinical)).

3.3 Selection Criteria

The study selection process for this review involved three steps: 1) Identification, applying the two search queries for
each domain; 2) Venue quality screening; and 3) Selection criteria screening.

For the LLM domain, studies were included if they utilized an LLM and were related to healthcare applications. Studies
were excluded if they were experimental or published in journals ranked below JCR Q2 or conferences below GGS B in
quality assessment.

For the FL domain, inclusion criteria required that studies utilized FL, were related to healthcare applications, and
worked with text- or language-based data (written or spoken). Studies were excluded if they were experimental or
published in journals below JCR Q2 or conferences below GGS B.

3.4 Data Collection and Extraction

Database searches were conducted in August 2025. The authors screened titles and abstracts of 10% of all database hits
(160 records) to test and refine inclusion and exclusion criteria. The remaining 90% were screened by the first author
after a joint discussion of preliminary results. Data was extracted using Obsidian using a predefined extraction form
(Table[2). Obsidian (https://obsidian.md/) is a note-taking software that generates links between notes. These links
were used to generate tags, which aided the visualization of shared themes and topics, as well as allowing for improved
retrieval of text in the synthesis phase of the study.

3.5 Data Synthesis

The final synthesis utilizes a GT approach presented in Bowers and Creamer [[76]. We utilized the extraction fields
defined in the prior section and, based on their content, developed preliminary coding encompassing the overall themes
discussed for each category (open coding). The preliminary codes are then grouped into categories (axial coding),
forming theoretical codes (selective coding), which will be the base of our discussion in the paper.

4 Results

The overall search strategy initially identified 1,596 articles, which, after screening and applying the selection criteria,
were narrowed down to 136 articles (8.52%). Most exclusions occurred during the venue quality screening. For FL.
studies, a larger proportion of papers were excluded during selection, often because they did not involve unstructured or
language-based data. Figure[I|provides a visual overview of the selection process.
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Table 2: Extraction form questions used in the study to systematically collect relevant information from reviewed
papers, mapping key aspects such as problem scope, proposed solutions, application domains, data usage, findings,
limitations, and potential opportunities for federated learning in eHealth.

Question Intended Information RQ associated
Seeks to obtain information on the literature or domain

9
What does the paper address? problem addressed by the paper RQ1
. . Seeks to obtain information on the overall structure of the
?
What is the solution proposed? proposed solution by the authors RQ1
In which domain was the solution  Seeks to obtain information about the medical field, task,
. X RQ1
applied? and overall category of the solution
What was the solution architecture? Seeks to dt?SCI‘lbe the solution proposed by the authors ac- RQI
cording to its structure and parts
What kind of data has been used? Seeks to despnbe the data types, datasets, and data selection RQI
for the studies
What are the main findings of the Seeks to highlight the main takeaways of each study regard-
) . . A RQ1
study? ing efficiency, quality, and application
What are the shortcomings of the Seeks to map the restrictions and limitations associated with
. RQ3
study? the studies
What are the opportunities for Fed- Seeks to identify the missed opportunities of joining FL and RQ2
erated Learning? LLMs together for eHealth

Analysis of publication trends showed a growing interest in these topics over time. Of the final selection, 104 articles
focused on applying LLMs to e-health, while 32 examined the use of FL in healthcare applications. A complete list of
selected articles is provided in the appendix, along with supplementary materials detailing each study.

Examining research contributions by country, authors affiliated with institutions in the United States, China, and the
United Kingdom represented the majority (Figure [2)). For visualization purposes, European Union countries were
grouped together, collectively accounting for 84.16% of author affiliations. A second group contributed with the
remaining 15.87% of publications with fewer selected papers composed of Canada, South Korea, Singapore, India,
Israel, Australia, Japan, Switzerland, Brazil, Jordan, Palestine, Sri Lanka, UAE, Taiwan, and Norway.

Movva et al. [77] analyzed trends in LLM publications through 2023 and identified the United States and China
as the most prolific contributors. They noted that academic institutions have increased publication rates, while Big
Tech companies, predominantly in the United States, publish less frequently but with high impact. Industry-academia
collaborations are common, but international contributions remain limited. Interestingly, our results suggest that in the
subfield of LLMs applied to healthcare, Chinese institutions contribute less prominently compared to broader LLM
research trends observed by Movva et al.

4.1 Grounded Theory Analysis

In the summarized notes, 350 codes were obtained from the FL subset and 1,224 codes from the LLM subset, totaling
1,574 codes during the open coding step of GT. These were grouped in the axial coding step, resulting in 11 categories
for FL and 13 for LLM notes, covering challenges, opportunities, and the current application of these technologies in
healthcare. For details, see the appendix, and a simplified view is shown in Figure 3]

In the selective coding step, categories were further aggregated into 8 theoretical codes (Table [3)), highlighting key
aspects of the systematic review to address the study’s research questions. Three pillars emerged at the intersection of
LLMs and FL in e-health:

1. Data Axis (codes 1 and 2): focuses on data accessibility and security for enabling FedLLM:s.
2. Technology Axis (codes 3—6): addresses adoption, integration, and trust in federated LLMs for healthcare.

3. Interaction Axis (codes 7 and 8): examines how LLMs and FL are applied and evaluated in healthcare
settings.

The interplay between these pillars highlights their interdependence. The Data Axis constrains the Technology Axis,
as limited data sharing drives the need for federated approaches, influencing model performance, scalability, and
trust. Integrating LLMs with FL thus requires coordination of data governance, privacy-preserving mechanisms, and
distributed training protocols. Improvements in one axis, such as secure aggregation, can enable advances in another,
allowing more effective fine-tuning of LLMs on distributed clinical datasets.
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Figure 2: Pareto analysis of research publications by country, illustrating the distribution of contributions in the field.
The bar chart highlights the dominant role of a few key regions, with the United States and the European Union leading
in publication volume. The cumulative percentage curve underscores the concentration of research output, where a
small number of countries account for the majority of contributions, reflecting global disparities in research efforts and
resources.

The Interaction Axis further mediates this relationship by translating technological and data frameworks into practical
use cases, including predictive diagnostics, clinical note summarization, and patient risk stratification. Insights from
these applications inform refinements in model architectures, federated protocols, and evaluation metrics. This reciprocal
dynamic underscores that FL. and LLMs are interdependent in this scenario, and their joint optimization is crucial for
effect

4.2 Current Applications

This section summarizes the main findings related to the studies encoded in the Interaction Axis, addressing the first
research question of this study. We analyze common study designs observed in the studies, use cases of FL and LLMs
for e-health, and the patient benefits obtained by introducing these techniques to enable healthcare applications. A brief
summary can be explored in figure [

4.2.1 Applications of LLMs

With the adoption of generative pre-trained LLMs, healthcare professionals have increasingly explored their potential
and limitations in clinical practice. A common approach in these studies is to evaluate LLMs against human standards,
often using standardized board questions or benchmarking exercises. While these studies do not introduce novel
computer science methods, they provide insights into the clinical capabilities of LLMs in scenarios resembling real-
world medical decision-making. For example, Cai et al. /8] evaluated LLMs using 250 questions from the Basic
Science and Clinical Science Self-Assessment Program, and Schubert et al. [79] tested LLMs with sample questions
from a neurology board examination.
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Table 3: Summary of theoretical codes and their descriptions related to LLMs and FL in e-Health.

Theoretical Code

Description

Categories

(1) Data Availability and Distribution

(2) Security and Privacy Challenges

(3) Barriers to adoption

(4) LLM Training, Usage and Technical
Aspects

(5) LLM Limitations

(6) FL opportunities in LLM for e-
Health

(7) Use cases and benefits

(8) Scientific Approaches

Describes subjects related to the access,
availability, scale, and robustness of
data related to EHRs usage for LLMs
and FL

Describes subjects related to con-
cerns pertaining to data privacy, risks
of attacks, data leaks or other pri-
vacy/security related concerns
Describes subjects related to barriers
pertaining to technical adoption of
LLMs, like performance losses, qual-
ity or maturity or technologies
Describes subjects related to the techni-
cal attributes of current usage of LLMs
for e-Health, such as LLM models,
training, prompting and fine-tuning
Describes subjects related to current
limitations of LLMs, like the consis-
tency and reliability of answers, vague
or general responses, hallucinations,
and other limitations

describe subjects regarding integrating
LLMs, FL, and e-Health. Examples
include LLM benefits to FL setups as
well as FL techniques that may improve
LLMs’ performance in the e-Health do-
main

Describes subjects related to the appli-
cation of LLMs or FL in the e-Health
domain, as well as the patient benefits
obtained through their use

Describes subjects related to the meth-
ods of evaluation of LLMs and FL in
the selected studies, like metrics, meth-
ods, and other

Data Distribution challenges in FL,
Low usage of Text Data in FL, Data use
limitations in FL, Challenges related to
data availability in LLMs

Privacy Concerns in FL, Challenges re-
lated to Data Privacy in LLMs, Security
Challenges in FL

Performance and Communication chal-
lenges in FL, Challenges regarding the
application of LLMs in e-health, Oppor-
tunities for e-health LLM

Prompt Strategies in LLMs, Federated
Learning LLM training, Large Lan-
guage Models Architectures, LLM ar-
chitectures in FL

Challenges related to the usability of
models in LLM, Future Directions for
e-Health LLMs

Potential LLM applications for FL se-
tups, Federated Learning Application
for LLLMs, Federated Learning Tech-
nologies

Patient Benefits, LLLM use cases for e-
Health, FL use cases for e-Health

Study designs, Evaluation of LLM suc-
cess

Beyond question-answering, researchers have investigated the language-processing capabilities of LLMs. Applications
include extracting clinical entities, such as medications and diagnoses, from unstructured notes, enhancing mental
health chatbots, and generating supportive messages for patients across various specialties. These interventions offer
tangible benefits, including reduced waiting times for care [[80]], accelerated diagnosis [81]], and faster treatment
recommendations [82]].

LLMs also support on-demand psychological assistance [83], helping to alleviate loneliness and emotional burden [84]],
and empowering patients in self-care management [85) [86]. Their text-generation capabilities have further enabled
the development of educational materials across multiple medical domains, including ophthalmology [87]], urology
[88]], orthopedics [89]], and public health [90} 84, [91]]. An additional key contribution is improving the accessibility and
comprehensibility of health information in multiple languages [92, (93 94]. These benefits arise from common study
designs and form the basis of the primary use cases analyzed in this review.

In this section, we present the main e-health applications of LLMs, focusing on how these models leverage clinical data.
We also briefly explore privacy-preserving solutions where FL has been applied to language models, highlighting the
emerging intersection of these two technologies.

¢ Clinical Decision Support

LLMs have demonstrated strong performance in answering medical knowledge questions [95, 196]], which can
be considered a form of decision support. Beyond simple question-answering, LLMs can provide insights
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Figure 3: Overview of the applications and challenges of using Federated Large Language Models (FedLLMs) in e-
health. The diagram illustrates key aspects, including data access constraints (privacy, availability, and modality), model
training approaches (pre-trained models, fine-tuning, and FL), and different prompting strategies (e.g., zero-shot and
chain-of-thought prompting). It also highlights trust considerations (explainability, specialist evaluation) and application
areas (decision support, summarization, and patient education) while addressing limitations such as hallucinations,
ethics, and accountability. This framework underscores the complexity of deploying LLMs in healthcare and the need
for careful model governance.

Medical Q&A Chatbots and Voice Assistants
Data Summarization Feature Extraction
Named Entity Recognition Decision Support
< LLM applications in e-Health
Information Retrieval Data Augmentation
Data Mining Text Translation
Text Classification Model Distillation

Figure 4: Overview of LLM applications in e-Health. Key use cases of LLMs in healthcare include NER, information
retrieval, data mining, text classification, chatbots, and voice assistants. Additional applications include feature
extraction, decision support, data augmentation, text translation, model distillation, medical question answering (Q&A),
and data summarization. These capabilities highlight the potential of LLMs in enhancing clinical decision-making,
patient interaction, and biomedical data processing.
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into complex clinical queries through fine-tuned models or advanced prompting strategies that enable more
comprehensive evaluations.

Evidence suggests that LLM-enhanced diagnostic tools can expand the differential diagnosis options available
to clinicians, reducing the risk of oversight inherent in human assessment alone [97, 98| 99]. For example,
Benary et al. [100] evaluated four state-of-the-art LLMs to interpret cancer biomarker data and suggest
personalized treatment strategies. Although results were modest, the study illustrates that LLMs can provide a
richer set of options for physicians to consider. Similarly, Zhang et al. [101]] explored LLMs for generating
rehabilitation prescriptions for simulated stroke patients, leveraging patient data to propose individualized
recovery plans. GPT models were able to produce clinically sound recommendations in selected scenarios,
highlighting their potential to aid physicians in real-world decision-making.

Civettini et al. [[102] applied LLMs to estimate transplant-related mortality and predict patient outcomes for
stem cell transplantation. Their results were congruent with responses from medical residents under Cohen’s
Kappa measure, demonstrating that LLMs can serve as a reliable aid in clinical assessment. These approaches
move beyond simple question-answering by optimizing models to generate relevant clinical content prior to
deployment. For instance, Tan et al. [[103]] fine-tuned a GatorTron model on radiology reports and applied
sentence permutation preprocessing, enabling the model to classify cancer disease response more accurately
from real imaging data.

Risk Classification

While structured healthcare data has been extensively explored, free-text clinical notes often contain additional
information that can be lost when data is structured. Beaulieu-Jones et al. [104] illustrate this concept by
using the Clinical Longformer model to predict seizure recurrence. They found that unstructured notes
encoded signals that improved classification accuracy. Similarly, Alsentzer et al. [105] employed Flan-T5 for
phenotyping patients from clinical notes, identifying post-partum hemorrhage risk and detecting 47% more
patients than other state-of-the-art approaches.

Despite being primarily language models, LLMs can demonstrate strong predictive capabilities. Li et al.
[LO6] used LLM:s to identify early signs of Alzheimer’s Disease from clinical notes and synthetic data, aiding
early diagnosis. In more specialized areas, LLMs have been applied to Cerebral Cavernous Malformation
(CCM) risk identification [[107] through genetic data encoded with BERT embeddings, and to ophthalmology,
supporting diabetic retinopathy screening based on features extracted from clinical notes [81].

Emergency departments can also benefit from LLM-assisted triage. Franc et al. [108] applied ChatGPT to
the Canadian Triage and Acuity Scale (CTAS) in a simulated setting, helping prioritize patients based on
symptom severity. These results demonstrate that base-model performance can be significantly influenced
by prompt design, enabling personalized medicine. For example, Yuan et al. [[109] used carefully crafted
prompts to match patients with clinical trials. The LLM parsed trial selection criteria and processed EHRs to
identify eligible participants, illustrating how LLMs can bridge unstructured clinical data and patient-specific
interventions.

Summarization

LLMs can indirectly support healthcare professionals by summarizing information from medical reports. Wu
et al. [110]] introduced a prompting method using the GLM transformer architecture to generate structured
clinical findings from verbose radiology reports. Human evaluators rated the LLM-generated summaries as
higher in quality and more consistent than human-generated summaries, demonstrating their potential for
improving clinical decision-making.

Another common application is simplifying medical documents, such as Randomized Controlled Trials (RCTs).
Kartchner et al. [111] used a zero-shot approach with ChatGPT to extract and analyze RCT data, showing
that the model could accurately retrieve information and detect missing content. Tang et al. [112] evaluated
GPT models for summarizing technical reports across six medical domains, finding the outputs sufficiently
comprehensive, though occasionally omitting critical details. These approaches help synthesize medical
evidence for easier clinical interpretation.

Automated summarization also enhances medical documentation. Giorgi et al. [113] developed a tool to
generate clinical notes from physician-patient dialogues, reducing administrative burden and freeing clinicians
to focus on patient care. Chuang et al. [114] demonstrated that engineered prompts can condense complex
patient histories into manageable formats, aiding decision-making. Multi-stage summarization techniques
[[L15] further improve information condensation across multiple documents and data sources.

Beyond summarization, LLMs support information extraction through Named Entity Recognition (NER).
Cenijk et al. [[116] applied LLMs for NER in clinical nutrition research, mapping cause-effect relationships by
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linking key medical concepts. Such applications enhance information retrieval in fields like clinical genetics
and medical research, enabling more efficient processing of large volumes of clinical data [[117,|118]].

¢ Patient Communication

Beyond diagnosis, LLMs have been applied to improve patient understanding and engagement. For instance,
they have been used to generate informed consent forms [93], enhancing clarity for patients participating in
clinical trials. GPT models have also assisted in rephrasing and augmenting clinical trial eligibility criteria
[[LO9]], making complex conditions more accessible and understandable.

LLMs are further employed in public health communication, generating health messages [85] and pro-
vaccination content [90]. These applications enable the creation of scientifically grounded, easy-to-read
messages that improve patient comprehension and agency, helping to counter misinformation and vaccine
hesitancy.

Improving comprehensibility also supports transparency in LLM-driven clinical decisions. Yang et al. [119]]
evaluated explainability in mental health tasks using prompt-engineered LLMs, finding that InstructGPT
outperformed other models in providing interpretable outputs. Similarly, Mazumdar et al. [120] fine-tuned a
GPT-3 backbone to generate explanations for its decisions, offering a means to reduce the “black-box” nature
of LLMs and increase accountability in clinical applications.

¢ Other Use Cases

LLMs have demonstrated considerable potential across diverse healthcare applications, benefiting patients,
providers, and researchers alike. One notable use is providing health information directly to patients, which
empowers individuals to make informed decisions. However, the accuracy and reliability of responses can
vary. O’Hagan et al. [121]] evaluated ChatGPT’s ability to provide information on Alopecia Areata, finding
that while responses were largely accurate, agreement with specialists was only moderate, indicating a need
for further refinement to meet clinical standards.

LLMs have also been valuable in mental health care, where conversational agents provide continuous support.
Ma et al. [83]] developed an LLM-based chatbot for a Reddit forum, offering 24/7 assistance and identifying
critical issues such as suicidal ideation. This constant availability ensures timely interventions, contributing to
improved mental health outcomes.

In medical research and education, LLMs have been applied to generate synthetic clinical data and scenarios.
Li et al. [106] showed that LLM-generated synthetic data can mimic real-world datasets, enabling diverse
training scenarios while preserving patient privacy. Such approaches expand training possibilities and provide
realistic clinical contexts that would otherwise be constrained by limited data availability.

4.2.2 FL Uses

From a federated learning (FL) perspective, this technology shows significant promise across healthcare domains by
addressing privacy concerns while enabling collaborative data use. FL’s design inherently preserves privacy, effectively
mitigating many of the limitations associated with sharing sensitive healthcare data.

When evaluating FL use cases in e-health applications that leverage language-based electronic health records (EHRs),
several key topics emerge. These applications demonstrate how FL can enhance privacy-preserving capabilities in
language-focused healthcare solutions. Although some studies have begun integrating FL with large language models
(LLMs), substantial opportunities remain to further exploit the combination of FL and LLMs, particularly to improve
model performance while maintaining strict privacy standards.

* Privacy-Preserving Medical Decision Support

In medical imaging and decision support, Chen et al. [[122] employed a multimodal FLL LLM to generate
reports from X-ray images. This approach enables hospitals and research centers to share insights without
exchanging sensitive images. The study also introduced a novel aggregation algorithm, FedSW, which weighs
contributions based on performance prior to aggregation, showcasing a noteworthy application of federated
LLMs.

FL is particularly valuable in developing dynamic treatment regime (DTR) systems [64], where patient-specific
treatments are adapted over time using continuous monitoring. It has also been applied in cardiac event
prediction, analyzing distributed heart data to anticipate events such as arrhythmia or heart attacks. By pooling
knowledge from multiple institutions while preserving privacy, FL enhances early warning systems and
preventive care strategies. Similarly, EHR analysis [123]] through FL has helped identify patterns in patient
histories, improving understanding of treatment outcomes, disease progression, and potential complications.
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In specialized applications, FL has been used for violence risk assessment [[124]], analyzing EHR notes securely
from multiple sources to predict patient risk and support safety management. FL also improves adverse drug
reaction (ADR) prediction [125]], enabling collaborative drug safety analysis while maintaining privacy.
Neurodegenerative disease detection has benefited from FL, with applications in Parkinson’s Disease [126] and
early-stage Alzheimer’s detection [127]. Models trained on distributed datasets can identify subtle behavioral
or imaging patterns, improving early diagnostic accuracy without compromising patient privacy.

Finally, FL addresses challenges in EHR-based model training by avoiding data movement that could expose
sensitive information. Liu et al. [64] demonstrated this by using FL to analyze historical patient data across
multiple providers, extracting features from EHRs to predict tumor treatment outcomes and patient trajectories
securely.

* Privacy-Preserving Patient Support

Mental health is an area where FL can have a significant impact. Shin et al. [128]] introduced FedTherapist, a
system providing psychological support using multimodal patient data (text and speech) from smartphones
within a federated framework. Their method aggregates additional sensitive information, such as geospatial
data, to contextualize language-based content using a Context Aware Language Learning (CALL) approach.
This enables analysis and identification of sensitive psychological profiles across multiple participants while
preserving the confidentiality of individual records.

FL has also been applied to detect mental health distress without compromising privacy. Ahmed et al. [129]
developed a federated NLP approach to identify depression symptoms from text by encoding hypergraphs
derived from participants’ mobile phone data. Such approaches allow the creation of more robust and
generalized models, offering personalized interventions while ensuring patient privacy.

4.3 Technologies

In this section, we explore the technologies and methods currently used to enable e-health applications powered by
LLMs. We focus on LLM architectures, the use of prompt engineering, and the evaluation methods employed to
assess LLM performance. Our review found that FL studies generally did not propose new LLM methods. Instead,
they applied established techniques, such as FedAvg, or focused on deploying FL in healthcare settings rather than
introducing novel methods. The topics discussed in this section primarily relate to codes 4 and 5 from the GT analysis.

4.3.1 LLMs Currently in Use for Healthcare

Analysis of the selected papers revealed a diverse range of neural network architectures, as shown in Figure 5] Among
these, OpenAI’s GPT models were the most commonly used in healthcare applications. Other popular families include
BERT-type models, LLaMA-type models, and several less common architectures. While a variety of model architectures
are employed, smaller pre-trained models are more frequently used in healthcare settings due to resource and data
constraints. In this section, we examine the trends and characteristics of these architectures, their adoption patterns, and
their suitability for different healthcare applications.

¢ GPT-based Models

ChatGPT and its iterations, including ChatGPT 3.5 and ChatGPT-4, have been widely evaluated for clinical
decision support, patient interaction, and data summarization [[111} 130} 1311132} 133} [117]. Their popularity
is likely due to the user-friendly front-end, which allows adoption by non-technical healthcare personnel,
including physicians and nurses [87} 81} 1134}, 79} 192, [135].

While some studies used earlier GPT versions such as GPT-2 [[136, [137], most research focused on GPT-3
and GPT-3.5 turbo, leveraging their efficiency in processing unstructured text, including dialogues, questions,
and clinical notes [[138}[139, 140} [141]. Most studies relied on OpenAlI’s pre-trained weights, which limits
domain-specific performance evaluation. Microsoft’s Bing Chat, also GPT-based, was similarly employed in
studies with parallel objectives [142] 143} 88]].

The introduction of GPT-4 brought improved conversational capabilities and context comprehension. GPT-4
has demonstrated utility in identifying eligible patients for clinical trials [144], performing healthcare economic
modeling [145]], extracting patient chief complaints [146], and generating synthetic datasets for model training
[[LO6]], highlighting its versatility across complex healthcare tasks.

Domain-specific fine-tuned GPT variants have also emerged. InstructGPT has been used to generate distilled
data annotations for entity extraction [147] and to improve decision explainability in mental health scenarios
[119]. GPTFX [120] provides post-hoc explanations of GPT decisions, further supporting explainable Al Other
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Figure 5: Categorization of LLMs used in e-Health applications. The diagram classifies LLMs into different fami-
lies, including LLaMa-type models (VetLLM, LLaMa, Alpaca), GPT-type models (GPT-2, 3, 4, GLM, Bing Chat,
GatorTronGPT), BERT-type models (BART, ELMo, BioMedLM, BioBERT, RoBERTa), Google models (PaLM,
MedPalLM, Bard, Gemini, T5-Transformer), and other specialized models (Longformer Encoder Decoder, KARA-CXR,
Glass Al, HyperCLOVA, Perplexity, Command LLM, Galactica, Claude LLM, Megatron, GatorTron). This categoriza-
tion highlights the diversity of LLM architectures applied in healthcare research and practice.

domain-trained GPT models include GatorTronGPT [[148]] (trained on clinical notes from the University of
Florida), BioGPT [146], PubmedGPT [149] (trained on PUBMED), and PhenoGPT [150] (using BioLarkGSC+
data).

e BERT-based Models

The second most common LLM family in healthcare applications is based on BERT. Due to its relatively
smaller size, BERT is more cost-effective for domain-specific fine-tuning compared to larger models. Variants
such as base BERT, RoBERTa, and Clinical BERT have been applied to benchmark various medical NLP tasks
[149,[151]. For instance, Tan et al. [L03]] compared multiple transformer models, including BERT, BioBERT,
BioClinical BERT, BioMegatron, DeBERTa, GatorTron, PubMedGPT, RadBERT, RoBERTa, and XL Net,
highlighting their relative performance on specialized healthcare NLP tasks.

Fine-tuning on clinical datasets enables these models to handle domain-specific terminology effectively
(141} 152, 150k [137]. Li et al. [106] further demonstrated the integration of ClinicalBERT with memory
networks (Mem) to improve text retrieval and classification, enhancing the model’s ability to manage long-
document context, which is critical for EHR narratives.

Domain-specific adaptations, such as the SAFFRON model [116]], leveraged BERT, RoBERTa, and BioBERT
to generate cause-effect graphs from clinical NLP tasks, exemplifying the flexibility of foundational models
for text extraction and relation analysis. Similarly, BlIoBERT embeddings have been used for EHR text
vectorization, enabling semantic extraction [107], privacy-preserving applications [109], mental health topic
mapping [153]], keyword extraction from speech [136], and patient-trial matching [[109]].

BERT networks can also support other LLMs in hybrid workflows. Meoni et al. [[147] used InstructGPT-3
to generate annotations for unlabeled clinical notes, which were then used to fine-tune BERT, improving
classification and annotation in specialized datasets. Moreover, BERT-based models have facilitated model
distillation; for example, ROBERTa was used to train smaller TinyBERT models for NER tasks [118].

* Google Bard/Gemini, TS, and PaLLM Models
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Google’s family of models, including TS5, LaMDA, PaLLM, and Gemini, has been applied across a variety of
healthcare NLP tasks. TS5 and its fine-tuned variant Flan-T5 have been used for summarizing patient complaints
[154], extracting features from clinical notes [155]], and detecting suicide ideation from social media text [[152].
Alsentzer et al. [[L05]] demonstrated that Flan-T5 can identify Post-Partum Hemorrhage cases from clinical
notes and classify subtypes with minimal intervention, highlighting its potential for domain-specific concept
extraction.

Bard (LaMDA) and Gemini have primarily been explored in QA applications. Examples include ophthalmology
question-answering [87,[156] and assessments of race-based biases in medical calculations [157]]. Tsoutsanis et
al. [95] compared Bard with ChatGPT, LLaMA, and BingChat in the Multi-Speciality Recruitment Assessment
test, illustrating the utility of chat-based interfaces in clinical problem-solving.

PalLM has demonstrated scalability across large medical datasets. Singhal et al. [96] evaluated the base
540B-parameter model on medical tasks and fine-tuned it on Medical QA datasets (Flan-PalLM), achieving
SOTA performance, though reasoning flaws remained. This motivated the development of MedPalLLM, an
instruction fine-tuned version that improved clinical adaptability and reduced the potential for harmful outputs
[158]). Civettini et al. [102] evaluated MedPaLM on hematopoietic stem cell transplantation eligibility, finding
strong concordance with medical residents’ decisions, confirming its practical potential in healthcare.

¢ Other Architectures

Several additional LLM architectures were identified in the selected studies, though less frequently than
GPT, BERT, or Google models. Meta’s LLaMA family, including Vicuna and Alpaca, has been applied
in mental health, veterinary medicine, and report summarization tasks [159, 160} [161]. The Longformer
Encoder-Decoder (LED), optimized for long-range dependencies, proved suitable for extensive clinical texts.
Giorgi et al. [[113]] used LED to summarize patient-doctor conversations with an in-context learning approach,
producing summaries comparable to those of physicians. Beaulieu-Jones et al. [[104] applied LED to predict
seizure occurrences from clinical notes, outperforming alternative text processing methods.

GatorTron-based architectures excel in large-scale medical NLP tasks, particularly NER and classification,
leveraging extensive datasets from the University of Florida [[L62]]. Other architectures from companies and
research institutions, such as ChatGLM, HyperCLOVA, and Glass Al, have been applied to language generation,
information retrieval, multilingual mental health applications, and neuroimaging [110, [83} [163]]. Glass Al
produces consistent reports in clinical settings, though not surpassing physician accuracy, demonstrating utility
in decision support.

Specialized models, including BioMedLLM, Perplexity, and Galactica, have shown success in clinical data
processing and augmentation, improving downstream model performance [[164} 100, [165]. BART has been
explored for text generation and clinical report summarization [[166]. Additional architectures, such as Claude-
instant-v1.0, Command-xlarge-nightly, and Bloom, demonstrate varying strengths in speed, accuracy, and
multilingual capabilities, with Bloom noted for handling diverse patient populations |88} 167} 85].

4.3.2 Privacy-Preserving LLLM and related architectures under FL

For the use of transformer- and LLM-based architectures on EHRs under FL, a smaller set of models and methods was
observed compared to purely LLM-focused studies. These ranged from traditional sequence models like LSTMs to
larger transformer-based models, including LLaMA 7B, highlighting challenges such as client resource heterogeneity,
configuration, and the relatively recent adoption of Federated LLMs.

Simpler architectures remain relevant in specific domains. For instance, Ahmed et al. [129] explored mental health
states from text-based EHR data using uni- and bidirectional LSTMs. Inputs were vectorized via WordNet graph
embeddings and processed through an attention mechanism—an approach inspired by Transformers—achieving an
AUC of 0.86 for PHQ-9 depression classification. Similarly, Sarlas et al. [126] applied an adversarial auto-encoder to
audio data for Parkinson’s disease, preserving patient privacy while capturing complex data profiles. These studies
demonstrate opportunities to integrate traditional architectures with privacy-preserving frameworks.

FL studies have increasingly leveraged transformers like BERT. Shin et al. [128] explored three approaches: (a)
Fixed-BERT + MLP, where pre-trained embeddings were fine-tuned for downstream tasks; (b) End-to-End BERT +
MLP, allowing backpropagation across the entire model for improved EHR adaptation; and (c) a LLaMA-7B setup,
though deployment to smartphones was constrained by model requirements. Lightweight variants such as DistilBERT
and Mobile-BERT also showed promise for mobile health applications due to their reduced resource footprint.

Other studies illustrate multimodal applications. Lu et al. [[168] trained a BERT-BASE backbone for the FedMedVLP
model, integrating image-to-text and text-to-image retrieval with medical Q&A tasks, outperforming other SOTA
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Figure 6: Prompt engineering methods used in the studies. This schematic categorizes key techniques, from in-context
learning approaches like zero-shot and few-shot prompting to advanced reasoning methods such as Chain-of-Thought
(CoT) and diagnostic prompting.

models. Chen et al. [[122] trained a transformer-based report generator from X-ray image features in a federated setting,
achieving higher BLEU-1 scores than individual local models. These approaches highlight the potential of FL to enable
collaborative training of LLMs in healthcare while preserving data privacy and improving model performance.

4.3.3 Prompt Engineering

Prompt engineering is a fundamental component of LLM use in healthcare, as the model’s output is highly dependent
on how tasks are framed and instructed. The choice of prompting strategy directly impacts the relevance, accuracy, and
usability of the results in clinical and research settings. Broadly, prompting techniques can be categorized into three

types:

Zero-shot prompts, where the LLM is expected to perform a task using only the instructions provided, without
additional examples; Few-shot prompts, in which the model receives instructions along with a small set of example
input/output pairs [169]]; and Chain-of-Thought (CoT) prompts, where the LLLM is instructed to reason through a
problem step by step, producing a structured explanation or reasoning process to reach the answer [[170].

e Zero and Few-Shot Prompts

Zero-shot prompting is widely used in medical Q&A studies, where LLMs are tasked with answering questions
or performing direct tasks such as information extraction, summarization, or classification without prior
examples. Kartchner et al.[111]] evaluated ChatGPT and a fine-tuned GPT model (GPT-JT) to extract key data
from Randomized Clinical Trials (RCTs) in a zero-shot setting. Similarly, Bhate et al.[139] used zero-shot
prompting to extract social determinants from clinical notes, achieving promising results. For summarization,
Tang et al.[112]] used ChatGPT to generate abstracts of systematic reviews, finding high extractiveness but low
BLEU scores compared to human summaries.

Zero-shot methods were also applied to multimodal and veterinary tasks. Lee et al.[[130] prompted ChatGPT
and the domain-specific KARA-CXR model to describe findings from DICOM X-Ray data, with KARA-CXR
outperforming ChatGPT-4. Jiang et al.[159] applied zero-shot and fine-tuned Alpaca models to veterinary
notes, finding that fine-tuning improved diagnosis rates, though zero-shot outputs were reasonably accurate.
On content generation, Kianian et al.[87] and Karinshak et al.[90] demonstrated that simple zero-shot prompts
could generate understandable health messages for the public.

Few-shot prompting enhances performance by providing sample input-output pairs. Agrawal et al.[171]]
found that adding one example improved GPT-3’s accuracy on tasks like co-reference resolution, medication
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extraction, and status classification. Shyr et al.[151]] showed that few-shot ChatGPT outperformed zero-shot
for identifying rare diseases, despite BioClinicalBERT performing better overall. Jo et al.[84] used few-shot
prompting with HyperCLOVA on dialog-based data to provide mental health support, reducing professional
burden but producing open-ended outputs. Giorgi et al.[113]] demonstrated that in-context few-shot examples
improved GPT-4 and LED model summaries of patient-provider conversations. Nair et al.[115]] applied a
multi-stage few-shot approach with GPT-3 for dialogue summarization, finding optimal results at three-shot
prompting, though additional contextual examples did not improve performance.

Overall, zero-shot prompting enables emergent behavior, while few-shot and in-context learning enhance
output accuracy and relevance in complex clinical tasks.

Structured Prompts

Structuring prompts—both instructions and expected outputs—can improve the quality and relevance of LLM
outputs [[172]. Lim et al.[85] used structured prompts with the Bloom model to generate health messages
based on frequently tweeted content. The structured prompts produced outputs perceived as clearer and
higher quality than typical human tweets. Similarly, Benary et al.[[100] explored structured prompts with
BiomedLM, Perplexity, ChatGPT, and Galactica to provide targeted cancer therapy suggestions for fictional
patients, finding that prompt structure enabled a wider variety of responses than human suggestions, acting as
a potential support tool for oncologists.

Bernstein et al.[[173]] applied structured prompts adhering to the PE.A.R.L.S guidelines to make responses more
empathetic, and independent evaluators could distinguish LLM-generated responses from human responses
only 61% of the time. Shyr et al.[151] compared structured versus unstructured prompts for ChatGPT, finding
that simpler prompts sometimes performed better, likely due to ChatGPT’s conversational optimization.

Structured prompts are also used in sequential and reverse-prompting strategies. Panagoulias et al.[82]
combined three sequential prompts with rule-based reasoning to mimic physician diagnostic processes. Wu et
al.[110]] used reverse prompting with fine-tuned models to generate richer clinical findings from summarized
radiology notes, supporting professional training in lesion identification.

Finally, prompting for uncertainty is critical in sensitive healthcare contexts. Civettini et al.[102] uniquely
allowed models to respond with “I don’t know,” reducing the risk of hallucinations and improving reliability in
clinical scenarios.

¢ Chain-of-Thought Prompting and Specialized Derivatives

Chain-of-Thought (CoT) prompting improves the interpretability and trustworthiness of LLM outputs in
healthcare by explicitly showing intermediate reasoning steps [[174]. Chen et al. [160] applied CoT prompting
to identify cognitive distortions in therapist-annotated speech (Therapist QA Dataset). While CoT improved
ChatGPT-3.5 performance on zero-shot tasks, GPT-4 showed no improvement. They further developed
a specialized method, Diagnosis-of-Thought (DoT), which combined subjectivity assessment, contrastive
reasoning, and an integrative evaluation. DoT outperformed standard CoT, enhancing classification for both
GPT-3.5 and GPT-4.

Savage et al. [175] introduced "diagnostic reasoning" CoT prompts, designed to mimic physicians’ thought
processes, including differential diagnosis, Bayesian inference, and analytical reasoning. Using one-shot
examples, this approach modestly improved GPT-3.5 and GPT-4 diagnostic performance while making outputs
more interpretable for clinical use.

Yang et al. [119] proposed "Emotion-Enhanced Chain-of-Thought," augmenting CoT with few-shot examples
of emotion classification for mental health analysis. Although BERT-based fine-tuned models still outperformed
it, this method achieved the best performance among autoregressive models. The study noted that outputs were
highly sensitive to prompt phrasing, highlighting a limitation in stability for such reasoning-based approaches.

4.3.4 Evaluation of LLMs

When applied to the healthcare domain, there is a need for the definition of metrics to evaluate the success of a model
in its purpose task. As language models, we’ve discussed that the use cases of LLMs span diverse domains, from
classification, extraction, and health message generation. As such, the metrics used for evaluating the performance of
LLMS reflect the diversity of tasks in which these models are used. A brief summary can be seen in figure

¢ Classification Metrics

Since some of the tasks in the studies related to identifying relevant word classes, extracting medical in-
formation from raw text, and, naturally, classifying patients into groups, traditional classification metrics,
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Figure 7: Common evaluation methods for assessing the outputs of LLMs. The evaluation approaches are divided
into four key dimensions: Correctness, Comprehensibility, Content, and Human Evaluation. Each category defines its
purpose and provides examples of commonly used metrics.

like accuracy and precision, were often present in the papers. Some examples include correct diagnosis
classification with F1 score [159,[99], extracted terms accuracy in NER [I51]], question answer accuracy [[132],
triaged patients correctness [108], risk prediction using the ROC curve and AUC [176]), and precision and
recall of recommendations [100]].

Another common evaluation method was identifying the agreement of models with expected answers, be it
from medical consensus, standardized results, or professional opinion. For this purpose, Cohen’s Kappa was
often used in papers. Usage to measure the distilled models’ agreement with the teacher models and
agreement among consensus and physicians [81]] illustrate the use of this metric in LLM evaluation.

* Comprehensibility

Besides the correctness of outputs generated by the models, authors also often evaluated the understandability
and ease of reading LLM-generated responses. As language models, the community is particularly interested
in answers provided by these models that are easy to understand by patients, who may engage with these
tools through chatbot interfaces like ChatGPT. Another motivation is constructing LLM-based tools that
enable high-quality patient interaction with minimal provider intervention in digital platforms, social media, or
medical assistants.

Among the main methods of evaluating comprehensibility is the Flesch-Kincaid ease of reading and reading
grade formulas [177]. It has been used to measure the readability of surgical consent forms rewritten by
LLMs [93]], to evaluate radiologist and Al summaries on x-ray reports [92]], with LLM provided info on
shoulder surgery [89], rheumatology questions [143]], uveitis questions [87]], and other applications. Beyond
Flesch-Kincaid, authors were also concerned about the coherence and comprehensiveness of LLM-generated
summaries [112] and the quality and clarity of Al-generated messages [134], often employing a panel of raters
to rate the quality of the texts generated.

¢ Content

LLM outputs in healthcare are typically evaluated based on how closely they align with expected or clinically
acceptable text, using both automated and human-centered approaches.
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Automated Text-Based Metrics. BLEU [178] and ROUGE [179] measure n-gram overlap between model
outputs and reference text. For example, Wu et al. [[110] used BLEU to evaluate LLM-generated medical
summaries, while Mazumdar et al. [120] applied ROUGE to assess post-hoc explanations from GPTFX.
BERTScore [180] improves on these by using contextual embeddings to measure token similarity; Islam et
al. [146] applied it to evaluate autocompleted patient chief complaints. METEOR [181]] uses an F1-based
approach for n-grams and was employed by Tang et al. [[112] to evaluate medical summaries.

Health Information Quality Metrics. DISCERN [[182,[183]] and its shortened form mDISCERN [167] assess
the quality and trustworthiness of health content. Hurley et al. [89] used DISCERN and JAMA Benchmark
Criteria to evaluate ChatGPT outputs in orthopedic surgery, finding generally low scores, indicating limitations
in LLM reliability. These metrics help ensure LLM outputs provide accurate, well-referenced information.

Expert Evaluation of Relevance and Appropriateness. Several studies rely on panels of medical profession-
als to assess content clarity, specificity, safety, and appropriateness. Abi-Rafeh et al. [97] evaluated Bard’s
post-operative care instructions, while Lahat et al. [135] assessed the clarity and originality of LLM-generated
research questions in gastroenterology. O’Hagan et al. [[121] and Dennstdt et al. [[184] similarly quantified the
suitability of LLM outputs for patient or professional use.

Adherence to Guidelines and Reference Documents. Some evaluations measure how well LLM outputs
align with clinical guidelines or consensus documents. Fisch et al. [185] compared responses about meningitis
to medical guidelines, Chowdhury et al. [186] assessed cataract-related answers, and other studies examined
rehabilitation [[101]], dentistry [[187,86], and general medical information [87,|188]. These evaluations ensure
that outputs are not only coherent but also clinically valid.

Overall, evaluation strategies range from automated n-gram and embedding-based metrics to expert panels and
guideline adherence checks, providing complementary perspectives on LLM performance in healthcare.

Human Evaluation

Given the clinical focus of LLM applications, many studies evaluated model outputs against healthcare
professionals’ expertise, perceptions, and preferences. Duong et al. [189]] assessed LLM performance on
genetics-related inquiries by comparing Al outputs to human expert responses. Similarly, Tsoutsanis et al.
[95] employed the MSRA exam format to benchmark LL.Ms against standards encountered by practicing
physicians.

Diagnostic accuracy and reliability were examined in various contexts. Gopalakrishnan et al. [81] compared
LLM-generated diabetic retinopathy notes to expert raters, while O’Hagan et al. [[121] solicited specialist
feedback to evaluate the appropriateness of Al-provided patient advice. Yang et al. [119] focused on
interpretability and acceptability in mental health, highlighting professional perspectives on clarity and utility
in patient care.

Some studies explored patient-facing or public health contexts. Jo et al. [84] used qualitative methods,
including interviews and focus groups, to evaluate conversational Al in public health, and Ye et al. [143]
studied patient trust and perceived authenticity of Al responses in rtheumatology. Decker et al. [93] compared
LLM- and surgeon-authored informed consent forms, emphasizing clarity and legal considerations.

LLM outputs were also benchmarked against clinical decision-making. Wilhelm et al. [167] reported strong
alignment between GPT-4 recommendations and physician assessments across multiple specialties. Sorin et
al. [133]] compared ChatGPT suggestions to tumor board decisions in breast cancer cases, while Civettini
et al. [102] evaluated agreement with residents’ decisions in hematopoietic transplant scenarios. Lim et al.
[I83]] assessed health message generation against human-authored content, and Peng et al. [148]] conducted a
Turing-style test with Gatortron using real patient data to gauge Al indistinguishability from human responses.
Finally, studies in specialized fields highlighted LLM potential in nuanced decision-making. Kottlors et al.
[98] explored concordance of LLM-generated differential diagnoses with expert consensus, and Benary et
al. [100] compared personalized oncology treatment suggestions from LLMs to expert recommendations.
Collectively, these studies illustrate how human evaluation serves as a critical benchmark for assessing LLM
reliability, clinical appropriateness, and integration potential in healthcare practice.

4.4 Challenges

While LLMs hold significant promise for advancing digital health technologies, several challenges must be addressed
before they can be fully integrated into clinical practice. A primary concern is data accessibility, which raises privacy
risks when handling, sharing, and analyzing sensitive health information. Limited access to large, high-quality datasets
further constrains model training, making data a scarce and valuable resource. In this section, we examine theoretical
codes along the technology axis, focusing on barriers to adoption and inherent LLLM limitations.
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Table 4: Key challenges in federated learning and corresponding mitigation strategies, highlighting approaches for
privacy preservation, resource efficiency, data quality, reproducibility, trustworthiness, and the integration of language
models in decentralized settings.

Challenge Potential Mitigation Strategies

Prioritizing privacy and secure aggre- Differential privacy, secure multi-party computation (SMPC), homomorphic encryp-
gation tion, secure aggregation protocols in FL, and private federated averaging.
Adaptive model pruning, federated optimization techniques (e.g., FedAvg, FedProx),

R rce-efficient training in hetero- . . . . L L.
esource-efficient training etero client-side compression, low-bandwidth communication protocols, and model distilla-

geneous environments

tion.
Robustness to data imbalance and Client selection strategies based on data quality, federated re-weighting, cross-device
quality variations federated learning with bias mitigation, and federated data augmentation.

Consistency protocols in model updates, federated validation strategies, reproducible
training pipelines, and consensus aggregation for model updates across heterogeneous
clients.

Blockchain for auditability, federated learning accountability frameworks, explainable
federated models (XAI), model provenance tracking, and transparent client contribu-
tion recording.

Low use of text data in FL Lightweight LLMs, LoRA, Prompt Engineering

Reproducibility, variability, and cor-
rectness of outputs

Ensuring trustworthiness and ac-
countability

LLMs also demand substantial computational resources for training and inference, a requirement that becomes even
more pronounced in federated learning scenarios. Despite their rapid improvements, these models remain vulnerable to
biases and errors, underscoring the need to carefully consider ethical and practical implications before using them for
clinical decision support.

The literature demonstrates a strong interplay between technological choices and data-related constraints. For example,
the selection of FL architectures and parameter-efficient fine-tuning strategies often directly addresses challenges in
data accessibility, heterogeneity, and privacy. This highlights a synergy between technical innovation and careful data
management in the deployment of LLMs for healthcare.

e Privacy and Security Concerns

While pre-trained models provide efficiency, they are limited by data representativeness, creating a tension
with privacy-preserving approaches like federated learning that require additional complexity but enable richer
domain adaptation. Many authors understand that data privacy is an important factor when working with health
data in these models [150} 190} [108]], as well as the ethics of training LL.Ms on social media and smartphone
interactions [85} (189} [128]]. Even under the prism of FL, studies are still concerned with possible privacy risks
related to data leaks [[191]], eavesdropping attacks [192]], side-channel attacks [[128], and malicious activities
[193]], meaning that the adoption of FL for this scenario is not a silver bullet on its own.

* Performance and Communication Challenges

The FL paradigm introduces additional complexity to LLM training, as the process becomes decentralized.
This brings challenges related to participants’ resource efficiency, including sending and receiving updates,
processing training computations, and running large-scale inference on edge devices. Ensuring fair and
secure contributions in FL may introduce communication and performance overheads [[194, 122} 195,196,
and models must remain resilient to skewed data distributions [[168| [197, [198]], heterogeneous data quality
[64.,[199], and potential data drift over extended participation cycles [200].

Beyond these practical concerns, LLMs remain resource-intensive, posing technical challenges for scaling
to edge devices for both training and inference. Many studies relied on pre-trained models, leveraging their
encoded knowledge through prompting. While prompt engineering can yield reasonable results, open pre-
trained models, such as OpenAI’s ChatGPT and Google’s Gemini, are trained on broad datasets and are not
specialized for biomedical applications. This limits their applicability in healthcare and may explain some
suboptimal results reported in the literature.

Privacy risks further complicate the use of third-party models via chat interfaces or API requests, making
them less suitable for e-health applications. To address this, some studies implemented fine-tuned pre-trained
models locally, which allowed for personalized models but constrained the scale of models that could be
trained. For context, while GPT-3 contains 175 billion parameters [[169], the fine-tuned models reviewed
ranged from 14.5M to 175B parameters, with the majority in the low billions (Table[5).

The challenges of training large-scale LLMs are evident in the scarcity of studies training models from scratch.
Notable examples include Gatortron [162] and GatortronGPT [[148]], derivatives of the Megatron transformer
trained on clinical notes from the University of Florida, and Google’s Med-PalLM models [96, [158]], trained
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on large-scale medical question datasets. Med-MLLM [94], a multimodal LLM for chest X-ray COVID
classification trained on the MIMIC-CXR dataset, and Kara-CXR [[130], trained on data from a Korean hospital,
also fall in this category. These models, each with billions of parameters, require substantial computational
resources and data, highlighting the need for optimized training and parameter-efficient fine-tuning techniques,
such as Low-Rank Adapters (LoRA), transfer learning, and p-tuning, to facilitate deployment and scaling on
edge devices.

Challenges Regarding Correctness and Trustworthiness

Even after overcoming barriers of data accessibility and resource efficiency, significant challenges remain
regarding the correctness and trustworthiness of Al models in healthcare. First, LLMs are trained on historical
data, which may become outdated by the time the models are deployed. Omiye et al. [157] demonstrated that
popular LLMs, when prompted for technical information relying on patient demographics, produced outdated
calculations no longer valid for race-based measures, such as renal function. This could lead practitioners or
automated agents to make decisions based on incorrect data, potentially harming patients. Similar issues were
reported in orthopedic management [[142] and dentistry [[187].

This limitation is linked to the fact that LLMs do not make the same inferences as practitioners and cannot
consult original knowledge sources. For instance, Wilhelm et al. [[167] evaluated LLM-generated health
messages, finding that while the content was well-written, the models failed to provide reliable references.
All evaluated models scored zero in the JAMA benchmark, which assesses authorship, attribution, disclosure,
and currency. Karinshak et al. [90] reported similar findings in pro-vaccination campaign messages: although
human raters preferred Al-generated messages to CDC materials, they judged Al outputs as less trustworthy
than messages authored by medical professionals.

These issues are partly due to the stochastic nature of LLMs [[72]. Outputs are generated based on statistical
relationships between contextual embeddings of tokens in the training data. Consequently, models are non-
deterministic: repeated prompts can yield different outputs. Franc et al. [108] observed that in a triage scale
task with 30 replicates, repeatability (same prompt, different results) accounted for 21% of variation, while
reproducibility (similar prompt, different results) contributed 4%. Variability was also reported by Sosa et
al. [142], where queries sometimes failed to provide complete guidance, and by Beaulieu-Jones [[190], where
answers to close-ended questions varied in approximately one-third of prompts.

Low availability of text data in FL.

In the introduction of this paper, we discussed the diversity of data types generated in healthcare practice.
Patient-provider interaction generates a wealth of information through measurements, questionnaires, form
responses, images, and clinical notes. We found a significantly large pool of relevant articles when querying the
databases for studies related to language models and FL in e-health. However, especially for FL, the majority
of papers (97%) are associated with data that is not text-based, which reinforces the concept that clinical
notes are still an underutilized resource of information for healthcare AI models. Even for the LLM papers,
text dataset availability was not based on large consolidated datasets (except for MIMIC-IV [201]), with
models often being trained on local private datasets [162,82,[104]], scrapped social media data [189}[153}202],
question banks [96} (132 [79] or authored questions [121} [157]], patient vignettes [[L08}, [100], dialog datasets
(115,203, 166l 113].

These examples corroborate the concept of dataset debt presented by Fries et al. [20]], highlighting that the
need to have large-scale datasets may not be addressed with publicly available data. In the papers selected for
this review, authors often remarked limitations on the fragmentation of NLP datasets [[171]], access to relevant
clinical data [[151]], small sample sizes [[115}[131]], and biases related to data distribution being limited to single
institutions [130}103]]. Authors also often needed to rely on simulated conditions [97, (185} [100], which may
introduce biases and not represent real scenarios faced by real physicians and other practitioners.

Stochasticity, Hallucinations, and Explainability Challenges

Another critical issue related to the stochastic nature of LLMs is the potential introduction of incorrect or
incomplete information. Since end tokens are among the possible outputs, models may terminate a chain of
reasoning without addressing all points necessary to satisfy a prompt. This partially explains why Chain-of-
Thought (CoT) and structured prompting often outperform standard n-shot prompts. For example, Kartchner
et al. [L11] performed an error analysis on zero-shot information extraction with GPT, noting that models
frequently included extraneous information or generated content outside the task’s scope. Similarly, Chervenak
[[188]] observed that LLMs hallucinated roughly 6% of the content and failed to provide references for their
claims.

Models may also refuse to respond or produce vague and unhelpful answers. Giannakopoulos et al. [187]
reported that ChatGPT, Bard, and BingChat often provided irrelevant or ambiguous responses. Wilhelm et al.
[L67] noted frequent error patterns, including confusing diagnoses, vague guidance, and omissions of critical
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Table 5: Overview of fine-tuned models used in the selected studies, detailing model architectures, parameter sizes, and
whether federated learning was employed, highlighting trends in model selection and scalability within the research
landscape.

Study Fine-tuned model Parameter size Eederz-lte(‘l)
earning?
[1152] ALBERT and DistilBERT 12M and 66M -
[L18] TinyBERT 14.5M -
[113] LED 41M -
[[104] LED 41M -
[166] BART 140M -
[151] BioClinicalBERT 110M -
[204] BERT 110M v
[147)) xIlm-roberta-base 125M -
[1L10] GLM-large and Chat-GLM 335M and 6B -
[159] Alpaca7B 7B -
(1281 BERT and LLama-7B 110M and 7B v
[146] BioGPT 1.5B -
[136] GPT-2 1.5B -
[137] GPT-2 1.5B -
110M and 6B, 175B
[[150] Phe-BCBERT, Phe-GPT (GPT-3)
[120] GPT-3 Ada 175B -
[160] GPT-3.5 175B -

treatments. In critical care scenarios such as meningitis, Fisch et al. [185]] found that LLMs refused to answer
questions or provided misleading recommendations in 52% of cases.

Model outputs also often neglect their role as clinical decision-support tools. Studies reported that prompted
models sometimes failed to provide information on risks, quality-of-life considerations, or potential patient
harm [[167} 173/ 83| [185]]. These issues may be attributed to the non-specialized nature of the models used and
highlight the challenge of producing accurate, relevant outputs for federated LLMs.

Data quality further affects model performance. Variations in contributor notes, omissions, or inconsistencies
can bias model outputs [123[]. Beaulieu-Jones et al. [104] showed that free-form clinical notes contained
more relevant signals than structured data alone. In federated learning, clients with higher-quality data may
disproportionately influence the aggregated model. Shyr et al. [151] and Alsentzer et al. [105] highlighted
similar challenges for rare disease prediction and hemorrhage detection, respectively.

Hallucinations remain a significant concern. Cai et al. [78] reported hallucination rates of 42.4% for ChatGPT-
3.5 in ophthalmology tasks. Lee et al. [130] found GPT-4 hallucinated in 62% of image reasoning tasks, while
a fine-tuned KARA-CXR model hallucinated 25% of the time. Butler et al. [92] observed 4—7% hallucination
rates in summarization tasks. Methods to mitigate hallucinations include rule-based grounding [82] and prompt
calibration to reduce variability [114].

Explainability is another key challenge. LLMs generally operate as black boxes, making their reasoning
opaque [205]]. While some studies have sought to improve interpretability [[120, 119} [105L[155(175]], no studies
have examined explainability in clinical LLMs under federated learning.

Finally, federated LLMs require governance mechanisms to track contributions, manage participant reputation,
and ensure data quality. Liu et al. [194] proposed a system for evaluating participant contributions, which
could help mitigate malicious activity, enforce the "right to forget" [206]], and ensure high-quality data is used
for model aggregation.

The deployment of LLMs in healthcare, particularly under federated learning frameworks, faces a multi-faceted set of
challenges. Data accessibility and quality impose limitations on model training and domain adaptation, while privacy
and ethical considerations necessitate careful governance. Technical barriers include the substantial computational
and communication demands of large-scale models, as well as the stochastic and sometimes unpredictable nature
of LLM outputs, which can lead to incomplete, inaccurate, or misleading information. Additional concerns involve
model explainability, trustworthiness, and alignment with clinical best practices, all of which are critical for safe
and effective decision support. Collectively, these challenges underscore that while LLMs hold great promise for
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healthcare applications, their integration requires a cautious, systematic approach that balances technical feasibility,
ethical responsibility, and clinical reliability.

4.5 Opportunities

+/ Can improve FL by identifying
and extracting features from
clinical text

v Allows for wider adoption of
unstructured data under FL

B v Integration of vision-and-

Bl languge models

Mostly focused on Image and

Suitable for unstructured data & LLMs FL 3¢ Tabular Data

»
Improves User Experience . }
P P Privacy-Preserving

Resource demanding V/ Can improve data accessibility [ Scalable and Adaptable
i by ensuring patient privacy
 Allows for scalable and
distributed training of large

models
 Adds privacy-preservation
methods for LLMs

Figure 8: Key advantages of integrating LLMs with FL for healthcare applications include improved data accessibility,
enhanced privacy preservation, and broader adoption of unstructured data. The bidirectional relationship indicates that
both fields benefit: FL enables scalable, privacy-preserving training for LLMs, while LLMs provide structured text
representations for downstream tasks.

Federated learning (FL), as a privacy-preserving technology, has the potential to significantly enhance the capabilities
of LLMs in healthcare. In particular, FL enables collaborative and private model training, addressing two critical
challenges in healthcare modeling: (1) ensuring data representativeness and sufficient volume, and (2) maintaining
confidentiality and privacy of sensitive health information.

Although FL has been extensively explored for tabular and image-based data, text-based EHRs remain largely under-
utilized. Of the nearly 1,000 papers reviewed, only 3.2% incorporated language-based data for model training. This
section focuses on the potential benefits of applying FL to LLMs, particularly in increasing the availability and quality
of text-based biomedical data for modeling.

Traditional model training requires centralizing all data in a single location, which introduces barriers related to privacy,
accessibility, and data management. By contrast, FL allows institutions to fine-tune pre-trained language models (PLMs)
on task-specific data without sharing the raw data externally. This approach can enhance model reliability, reduce
hallucinations, and improve trustworthiness, as models are exposed to domain-relevant information while respecting
patient confidentiality.

4.6 Federated LLM training

As observed in our review, most studies relied on pre-trained models, likely due to the substantial costs associated with
acquiring training data and running full training loops on edge devices. This creates a clear opportunity for federated
LLMs to leverage parameter-efficient fine-tuning (PEFT) techniques. Methods such as LoRA, Instruction Tuning,
Prefix Tuning, and P-tuning enable devices with limited computational resources to effectively train LLMs, making
decentralized training in an FL setup more feasible.

Table [3]illustrates that most fine-tuned models in the reviewed studies were relatively small, often BERT-type models
with parameters in the millions. While these models are flexible and effective, large auto-regressive generative models,
such as the GPT family, often contain billions of parameters and require substantial data for successful training. PEFT
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approaches present an opportunity to adopt these larger, high-capacity models in healthcare settings while drastically
reducing computational costs [207].

Efficient training with PEFT has already been demonstrated in studies like Shin et al.[128]], where BERT-type models
were fine-tuned on a smartphone using LoRA, reducing the number of trainable parameters. The end-to-end BERT
approach under FL consumed approximately 45% of CPU resources and 800MB per training epoch. By freezing the
base BERT model and training only a downstream MLP, the authors achieved comparable performance with significantly
lower computational overhead.

Prompt-based fine-tuning further reduces the number of training samples needed for clients with limited data. Tan
et al.[103] evaluated multiple LLMs for disease classification from radiology reports, showing that without prompt
fine-tuning, accuracy dropped sharply from 0.891 to 0.543 when sample size decreased from 8,500 to 100. With
prompt-based fine-tuning, accuracy declined only marginally, from 0.889 to 0.8102. These results highlight how PEFT
methods empower healthcare participants in federated learning, enabling effective contributions even when their local
datasets are small.

Moreover, as data availability and computational resources are not always homogeneous in FL, flexible training and
fine-tuning methods can help ensure fair contributions from all participants. Yun et al. [204] examined a federated setup
in which a BERT-type model was trained under two separate scenarios: distributed training with FL and fine-tuning
with FL. Rather than treating these approaches independently, they can be distributed across clients based on their
capabilities. Stronger participants can handle full training rounds, while less capable clients can focus on fine-tuning,
all operating on the same shared model.

Under this paradigm, parameter-efficient multi-task learning becomes feasible with federated LLMs. For example,
Shin et al. [[128] leveraged pre-trained dialog models to improve fine-tuned models for mental health classification.
Federated LLMs allow clients with different types of data to contribute complementary knowledge—some providing
structural, type, or content variations, while others contribute high-quality annotated diagnoses and outcomes. This
distributed, multi-task approach can yield synergistic results that outperform traditional single-client training.

The concept of task-specific training also opens avenues for multimodal LLMs. Traditionally, training multimodal
models requires integrating all data types into a single annotated dataset, which can be challenging due to limited data
availability. Lee et al. [130] evaluated GPT-4 on radiology images and found that its performance was inferior to the
specialized KARA-CXR model, which was trained on private hospital X-ray data. This underscores the difficulty of
fine-tuning models on both image and language data simultaneously.

Federated learning offers a promising solution: Lu et al. [[168] demonstrated the training of a vision-and-language
model using split X-ray datasets across multiple clients, integrating CNN-based image embeddings with BERT-based
text embeddings. The resulting model outperformed other state-of-the-art approaches, illustrating the potential of
federated LLMs in healthcare. Furthermore, clients could train only specific components of a model—for example,
some training the CNN part and others the language part—allowing the aggregation of multimodal capabilities even
when individual datasets are limited in scope or type.

A similar concept was explored by Liu et al. [94], where a multimodal LLM was built for X-ray and CT images
alongside medical reports. The approach involved pre-training specialist models separately for images, text, and
combined image-text data, which were then integrated through a downstream architecture to construct the multimodal
model. Incorporating FL into this framework could enable contributors to participate even if they only possess a subset
of the data types.

Multimodality represents a direction where the accumulated knowledge of medical imaging under FL could significantly
enhance the capabilities of medical LLMs. For instance, Sun et al. [86] developed an Al dietitian to assess patient
meals for calorie and ingredient content using images sourced from Chinese social media. Since lifestyle information is
sensitive, applying FL could improve data representativeness while preserving privacy. Consequently, the integration of
FL-enabled multimodality in language models is a significant, yet still largely untapped, opportunity in healthcare Al.

4.7 LLM Potential Applications in the FL. Domain

Language models and federated learning (FL) can mutually benefit from each other. As discussed in Section[4.2] LLMs
excel at tasks such as named entity recognition (NER), summarization, and data augmentation. These capabilities can
support FL applications based on free-form text records by structuring unstructured data and enabling smaller models
to leverage the extracted information.

For example, Bhate et al. [139] utilized a pre-trained transformer to extract structured information tuples from free-form
clinical notes. Similarly, Ni et al. [[136] employed a BERT model to extract keywords related to mental health from
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long-term chatbot conversations. Such strategies facilitate FL adoption in environments with poorly structured data,
allowing participants with varying levels of data stewardship to contribute meaningfully. Since a large portion of
healthcare information is stored in clinical notes, integrating LLMs in pre-processing can significantly improve access
to this largely untapped resource.

LLMs can also be leveraged to generate new features from existing patient data. As observed in Beaulieu-Jones et
al. [104], models that extract signals from clinical notes can serve as feature generators, enriching raw EHR content.
These features can then be incorporated into existing architectures or fed back into the LLMs themselves, enhancing the
predictive power of FL setups.

Finally, the generative capabilities of LLMs present two additional opportunities for FL. First, focusing on privacy
preservation, generative LLMs can de-identify and rephrase EHR content while maintaining semantic integrity. Ghana-
dian et al. [152]] demonstrated this approach using a seeding dataset to generate synthetic content for model training.
Although models trained solely on synthetic data performed worse than those trained on real data, combining synthetic
and real data yielded the best results. Second, synthetic data can improve client data balance, enhance representativeness,
and mitigate biases in FL environments where contributions may be unevenly distributed. While not applied in FL, Li
et al. [[106]] also show the potential of LLMs for data augmentation.

5 Discussion

5.1 Future Research Directions

Language models are a relatively recent development in deep learning and, given their scale, can often be trained by
institutions with dedicated computational power, like Big Tech companies and research institutions. This makes training
an LLM from the ground up an exclusive task and leverages pre-trained models as tools for exploring these models’
capabilities in medicine and healthcare.

This trend is backed up by the sheer number of papers that have utilized popular pre-trained models, like ChatGPT, to
answer health-related inquiries like patient questions, standardized tests, and patient vignettes. While this is a worthy
exploration of the capabilities of LLMs in healthcare, these models are not necessarily trained on biomedical literature,
and the knowledge embedded in the models may not reflect important relationships to ensure quality care advice.
Thus, these studies illustrate the potential of LLMs to address health-related questions when properly designed for this
challenging scenario.

To enable this, there is a demand for methods that improve the ease of fine-tuning or training LLMs on local data. In
this sense, we believe a future research direction involves developing resource-efficient and privacy-preserving training
or fine-tuning language models on local data under FL. New methods like federated instruction tuning (FedIT)[208]],
FedPrompt [209], and FedBPT [210] are promising studies that allow taking efficient SOTA models and generating
specialized models based on local knowledge while maintaining the participant’s privacy.

However, rich quantities of biomedical literature are often restricted to hospitals or research groups and, even then,
subjected to strong access control. We envision FL as a foundation technology to enable the construction of collaborative
language models trained on high-quality data from millions or billions of patient interactions. These models will be
trained on a wealth of data that is not publicly available while still being privacy-preserving by design. These attributes
of FL are what we believe to be the antidote to Fries’ dataset debt, opening up the possibilities of (very) LLMs.

Of course, even with the promise of "privacy by design" brought in by FL, there is concern about what type of
information can be inferred from the models’ transmitted data. Under FL, attacks like membership inference attacks,
model inversion, or prompt-based data extraction attacks can allow malicious or eavesdropping parties to obtain
knowledge of the participating parties and jeopardize the privacy benefits of federating LLMs.

To address this, a future research direction is the development of visualization methods for the aggregated models and
weights, allowing for identifying possible knowledge patterns that are embedded. Chen et al.’s [211] results on fair FL.
can suggest the possibility of identifying parameter patterns in FL that hint at common shared knowledge of federated
model contributions, something we believe can enable more improved core knowledge distillation and also allow for
de-identification methods on FL contributions.

Likewise, there is also a need to explore encryption and other security measures with LLM. Technologies like Pallier
Homomorphic Encryption (PHE) [192], additive homomorphic encryption [195], differential privacy [212], and
multipart computing [51]] have yet to be explored with Federated LLMs. Little is known about how introducing these
security measures can influence contextual embeddings under FL, nor studies about the trade-off between performance
and security in this setting.
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Even with the challenges presented in this paper, pioneers are already exploring the training of LLMs under the FL
paradigm. Yun et al.[204] implemented an FL setup in which a BERT model was fine-tuned to provide a binary classifier
based on health records of over 8.000 patients divided among eight separate clients and yielded results akin to the
centralized version of the model with reasonable training time. Shin et al.[128]] further explored privacy-sensitive
geolocation data to provide additional knowledge when fine-tuning a BERT model to identify mental health status. This
application showcases one of the potential benefits of introducing Federated LLMs because, as privacy is sought after
by design, other types of data can be integrated with language data used by LLMs.

This concept of multimodality is something in which FL. methods will become a research trend, and we project that
other types of data will be enabled to be integrated with either pre-trained models through downstream models or
ground-up multimodal LLMs. Given the experience acquired by many FL studies focusing on image-based methods,
time-series-based methods, and other non-language health data, we consider that this cultivated knowledge will soon
be transferred to language models under FL. Studies like Lu et al.[168]] and Chen et al.[122], in which complex
language-vision models are constructed in a private and collaborative manner, show that this is not only feasible but is
already being implemented by researchers. It should be a matter of time until their widespread adoption.

Industry-adopted libraries have already begun to provide means of training FedLLMs. As of the second half of 2024,
Nvidia’s NVFlare has already enabled scalable FL. with LLMs [213]], as well as the popular FL framework Flower
[214]]. As frameworks facilitate the implementation of the setups necessary for training and validating Federated
LLMs, adoption by developers and practitioners is likely to become more frequent. Moreover, recent developments
like DeepSeek[215] show that reducing the resource requirements for training LL.Ms is feasible and may enable
high-performance LLMs in the following years. The China-based group introduced dense distillation of the larger
DeepSeek model that may be suitable for deploying LLMs to mobile and edge devices more easily [216].

In addition to the research paths discussed, the personalization of FLLMs represents a critical opportunity, as client
heterogeneity is a significant challenge in healthcare settings. Future techniques could enable the adaptation of shared
LLMs to the specific data distributions of individual hospitals or departments without sacrificing privacy. Future
research should also consider integrating continual learning paradigms into FLLMs. Medical knowledge is not static;
systems capable of incremental updates without catastrophic forgetting will be crucial for sustainable deployment.
Another venue relies on developing lightweight FLLMs optimized for edge devices, which warrants investigation.
Resource-constrained environments such as rural clinics could benefit from techniques like model pruning, quantization,
and low-rank adaptation (e.g., LoORA), making it feasible to deploy personalized language models at the point of care.

Furthermore, robustness against adversarial attacks remains an open concern; although privacy risks have been discussed,
future research should address poisoning and backdoor vulnerabilities specific to the FLLMs. Finally, explainability and
interpretability in FLLMSs deserve greater attention. Given the critical nature of clinical decision support, models should
provide human-interpretable rationales for their outputs, following emerging trends in explainable Al for healthcare.

Overall, our analysis suggests that technological, data, and application axes are interdependent. Advances in federated
LLMs, for example, simultaneously address computational efficiency, data privacy, and model personalization, reflecting
how overcoming challenges along one axis can create opportunities along another. These trends make the intersection
between FL and language models a fertile research field in the coming years. Researchers will have the potential to
enable applications that tap into the relatively unexplored wealth of information present in clinical notes and train
collaborative models that leverage the scale of private data. Also, addressing these directions will be key to ensuring
that Federated LLLMs are effective and private, trustworthy, adaptive, and broadly deployable in real-world healthcare
systems.

5.2 Limitations

In systematic reviews, addressing limitations is crucial to ensure readers understand the research’s constraints. In our
study, several limitations impact the scope and interpretation of findings, which we discuss here to contextualize the
results and provide a foundation for further research improvements.

Firstly, our systematic review was bound by a specific research window that covers publications from 2018 to May
2024. This temporal limitation is particularly relevant because it excludes any studies published from June to November
2024, which could introduce recent advancements or data that may alter or expand upon the current findings. The
selected time frame allowed us to analyze recent developments thoroughly, yet it inherently limits the study’s temporal
breadth. Future reviews that include a more current dataset may present additional perspectives or reveal emerging
trends absent here.

Secondly, this review is limited by the venues selected for paper inclusion. We focused on a defined set of reputable
publication sources to maintain quality and rigor, but this also narrows the range of research studies analyzed. Systematic
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reviews often balance scope and depth, and here, we opted for quality and thematic alignment with our research questions.
However, this approach excludes potentially relevant studies from less prominent venues or interdisciplinary sources
that might offer relevant insights. As such, the results reflect only a segment of the broader research panorama, and
additional findings might emerge with a wider venue selection.

The inherent subjectivity of GT coding further contributes to this study’s limitations. GT, as a methodology, requires
subjective encoding of themes, where researchers must interpret and categorize data in a methodologically consistent
way that is reflective of the study’s objectives. Different researchers might approach the data from varying perspectives,
which could lead to alternative thematic focuses or interpretations. Although we adhere to the guidelines of applying
GT to systematic coding protocols as suggested by Bowers et al.[/6], the process remains inherently interpretive, which
might influence the reproducibility of specific findings and discussion points presented in this paper.

Finally, the synthesis analysis used in this systematic review is well-suited for qualitative data synthesis, but it introduces
a potential for interpretive bias. Given that qualitative synthesis involves subjective assessments of thematic patterns,
there is a risk that certain biases could influence the results [217]. This method requires the researcher to weigh
various aspects of the data, which may lead to an inadvertent emphasis on particular themes or interpretations. While
measures were taken to ensure rigor and consistency, readers should interpret these findings with an understanding
of the limitations inherent in qualitative synthesis. Future studies may benefit from incorporating complementary
methodologies to cross-validate findings and further mitigate interpretive bias.

6 Conclusions

Recent advancements in Federated Learning (FL) and Large Language Models (LLMs) have unlocked unprecedented
opportunities across domains, particularly e-health. However, despite the momentum behind both FL and LLMs,
there has been a critical gap in the literature of comprehensive review studies focusing on the convergence of FL and
LLMs (FLLMs) within this field. This paper addresses this gap by providing the first systematic review of FLLMs
in healthcare, using grounded theory to analyze applications, limitations, and future opportunities. By mapping the
landscape of current implementations and highlighting underexplored areas such as data modality gaps, model usability,
and privacy-preserving techniques, our study lays the foundation for a new research frontier. It paves the way for
future work by identifying key enablers and barriers, proposing design considerations for secure, ethical, and effective
deployment of FLLMs, and emphasizing the need for interdisciplinary collaboration to realize their transformative
potential. Moreover, we identify several promising use cases and architectural trends that point toward the feasibility of
scalable, decentralized, and privacy-preserving healthcare systems.
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