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Spectra: Spatial-Temporal Parallel Memory with Agent Attention
Fusion and Embedding Alignment for Time-Series Anomaly Detection

Muyan Yao, Dan Tao*, Peng Qi, and Ruipeng Gao

Abstract: Early detection of anomalous events in automated processes within industrial scenarios helps to
improve service smoothness, thus becoming critical and urgent. Despite this vision, prior works face challenges
in convergence on noisy training materials and insufficient construction of spatial-temporal dependencies,
leading to performance limitations. In this work, we propose Spectra, a flexible framework for time-series
anomaly detection in industrial scenarios. We employ a pair of parallel memory modules in the generative
model to store and purify spatial and temporal knowledge in latent embeddings. As such, Spectra offsets the
impact of noise and anomalous components in training materials, and signifies the difference between normals
and anomalies. To dynamically integrate cross-domain information, we design an embedding fusion
mechanism that comprises an agent attention module and a contrastive embedding alignment technique. This
mechanism bridges embeddings from instantiated memory modules, aligns dependencies, and improves the
organization of the latent space. Extensive experiments on three large-scale industrial datasets demonstrate

Spectra’s effectiveness, with an average F1-Score of 0.9083 outperforming the baselines.

Key words: Anomaly Detection (AD); parallel memory; multi-head agent attention; spatial-temporal; contrastive

regulation; embedding alignment; Internet of Things (loTs)

1 Introduction

Recently, the ever-changing landscape of industries has
urged the adoption of Internet-of-Things (IoT)
technologies!!-2l,  enabling automated
processes. Their deployment brings an escalated
efficiency in multiple applications, including human-
machine interaction3], optical communication!4],
healthcarel®), digital twinl®l, and smart cityl’-8.
However, they also contribute to challenges in ensuring

various
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the services’ smoothness!®- 101 integrity(l1-12] and
maintenancel!3-15],

Anomaly Detection (AD) solutions aim to identify
unusual events in the target time-series data to reduce
These
solutions consistently check the behavior of concerned
assets, enhancing the reliability and efficiency of
infrastructures in the production environment!6-181,

Despite the goal, deploying these solutions in
practical applications is not straightforward. In
industrial scenarios, the data generated during
production processes are usually unlabeled due to the
cost of labeling(!®l, Further, fluctuations and sensor
malfunctions in on-site assets may introduce noise or
anomalous components in the target data stream!(20l,

Prior works use generative models to develop
algorithms under such circumstances, capturing normal
patterns from unlabeled historical observations and
comparing deviations. However, due to the self-

service downtime and maintenance costs.
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supervised nature of such models, their training process
becomes a balancing act, and the model inadvertently
learns to reconstruct the noise or anomalous
components in the training set. Otherwise, it would fail
to capture the intricate knowledge within the data
stream.

These situations contribute to less distinguishable
reconstructed results, resulting in less
anomaly detection. As a result of this dilemma,
deploying such solutions in practical applications
becomes challenging (see Fig. 1).

Challenge 1: Extracting and memorizing typical
patterns from unlabeled training materials is
difficult in a self-supervised pipeline. The vast
deployment of sensors and actuators has led to an
ecosystem enabled by seamless interconnections. The
target data stream pattern in the production

environment varies with time and context(2!: 221,

effective

Besides, the complex topologies presented by the
connections and the noisy, anomalous components in
the data further aggregate the difficulty of their
utilization. As such, it becomes challenging to extract a
proper template from unlabeled on-site data to identify
undetermined samples.

Challenge 2: Bridging and aligning dependencies
from spatial and temporal domains in the latent
space is not straightforward. Interconnections
between different devices result in dependencies that
span  spatial and temporal These
dependencies provide more detailed information about
the target data stream, but their utilization remains
challenging. Incorporating both dependencies is
essential for identifying anomalies caused by different
factors(?3l. However, the bridging and aligning
dependencies that cross domains remain a significant
challenge.

To address these challenges, we propose a flexible
anomaly detection framework Spectra, tailored for
time-series data in Spectra
incorporates a pair of parallel memory modules that
dynamically regulate the extraction of typical patterns,
even from training materials with high levels of noise
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Fig. 1 Challenges associated with deploying AD solutions.
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and anomalous components. Besides, an agent
attention enhanced fusion mechanism is employed to
integrate and reorganize information from the two
memory instances. Considering the embeddings from
spatial and temporal domains may feature distinct
properties, this mechanism improves the alignment of
the dependencies and their cross-domain adaptation.
Extensive experiments are conducted to validate
Spectra’s generalization and efficiency. The results on
three real-world large-scale datasets demonstrate that
Spectra surpasses the baselines in AD performance and
verify its design. The contributions of this work are
threefold.

® We propose a parallel memory mechanism that is
dynamically updated to bridge the spatial and temporal
dependencies and ease the impacts of noise in target
materials. In this way, the difference between normals
and anomalies gets magnified.

e To integrate knowledge portrayed in different
aspects, we design an embedding fusion mechanism
that comprises an agent attention module and a
contrastive embedding alignment technique. This
mechanism helps to reduce redundant components and
improve the organization of the latent space.

o We propose Spectra, a novel framework designed
for anomaly detection in industrial scenarios. Three
large-scale datasets are used for performance
validation. Experiment results indicate that Spectra
achieves an average F1-Score of 0.9083, outperforming
the baselines.

The remainder of this manuscript is organized as
follows. We review recent works in Section 2. Section
3unveils the design of our proposed framework
Spectra, and we present the experiments in Section 4.
In Section 5, conclusions of this work and possible
future directions are given.

2 Related Work

Motivated by the concept of achieving automated
device monitoring, researchers from academia and
industry have been exploring possible solutions. Prior
works have made significant progress in detecting the
operational states of deployed devices. Considering
their different algorithm implementations, we
categorize these solutions into conventional and deep
learning based ones.

2.1 Conventional approaches

Given the static nature of task contents in IoT
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environments, some researchers use specialized
domain knowledge to develop effective approaches
for identifying anomalous behaviors of on-site
devices[?* 231,

Some research examines the properties of the
concerned data stream and analyzes the presence of
anomalies. Liu et al.[26] used a smoothed Z-Score
algorithm to determine a proper threshold for AD tasks.
Researchers in Ref. [27] applied a fusion mechanism
composed of K-Medoids and Euclidean Distance to
detect anomalies in time series. These handcrafted
algorithms heavily rely on data distribution
characteristics, limiting their scalability. To create
more robust solutions, researchers shift their focus
toward machine learning-based approaches.

Kim and Heol?® selected handicraft-extracted
features by calculating their correlation coefficients,
and applied a series of machine learning algorithms,
e.g., Linear Discriminant Analysis and XGBoost, to
spot anomalies in a hydraulic system. Li et al.[?°] used
Isolation Forest to detect anomalies in power grids.
Considering the vulnerabilities of the conventional
feature selection process, researchers in Ref. [30]
proposed a novel feature selection strategy. Utilizing
the selected features, unusual sequences within the
target data are thus spotted by a random forest
algorithm.

Despite the progress being made, there are still
drawbacks to these Machine learning
algorithms require manual specification of feature
extraction schemes, which demands prior knowledge in
the relevant domain. Moreover, the resulting designs
often suffer from poor generalization capabilities. In
evolving application landscapes, where distributions
and patterns shift over time, sustaining optimal
parameter configurations poses significant challenges.
This dynamic nature necessitates adaptive approaches
to maintain the effectiveness of models in such
situations. Otherwise, data distribution and pattern
changes may degrade the model’s performance.

solutions.

2.2 Deep learning approaches

Researchers have focused on developing adaptive
algorithms and techniques to mitigate the adverse
effects of parameter and data pattern changes. Deep
learning, in particular, has gained significant attention
due to its ability to automatically learn hierarchical
representations directly from raw data.

Su et al.l3l

introduced a stochastic variable

connection approach to generate representations from
the samples and detect anomalies based on
reconstruction probabilities. This work
techniques including stochastic variable connections
and planar flows to capture normal patterns from
unlabeled data, providing a potential solution to spot
anomalies. Lin et al.32] employed Long Short-Term
Memory (LSTM) modules in the autoencoder structure
to construct temporal dependencies and generate cross-
timestep embeddings. These researches validate the
possibility of utilizing autoencoders to process
unlabeled data and identify potential anomalies.

Then, researchers investigate the application of other
novel components to elevate AD performance. Since
the graph network is designed to capture complex
works introduce these

utilizes

dependenciesl33-341,  some
modules to enhance the representation learning
process. Zhao et al.[3] proposed a novel framework
that constructs spatial dependencies through graph-
attention modules, and employed Gated Recurrent Unit
(GRU) modules to depict the target data from the
temporal perspective. Li et al[3l designed a
hierarchical variational autoencoder approach to model
the target data through two stochastic latent variables.
Boniol et al.[37-38] analyzed the embeddings in the
latent space produced from graph modules, and spot
anomalies according to the distribution properties.
Inspired by adversarial frameworks, some other works
aim to change how models are trained. Audibert et
al.l designed an adversarial framework that shares
the same encoder to enhance the separation of normal
and anomalous embeddings effectively. Deng et al.[3%]
further introduced graph and LSTM structures to
explicitly capture inter-domain correlations in
neighboring data points. Chen et al.[*0l introduced a
hierarchical attention network to explicitly extract the
short-term and periodic patterns and model the non-
linear dependencies in the target data. These efforts
have led to significant improvements in the overall AD
performance. However, the unique characteristics of
real-world business scenarios result in challenges that
hinder their actual deployment!20l,

In industrial scenarios, the properties of data are
usually complex and dynamic, and anomalies can be
produced in diverse ways. Network fluctuation, packet
loss, and drifts in device patterns all lead to anomalous
readings. While the proposed approaches demonstrate
powerful results during their validations, translating
real-world applications may

these methods to
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encounter difficulties. To solve this problem, some
researchers propose memory modules to ease over-
expression and pattern shift in industrial data. Zhang et
al.20] ysed an LSTM based memory network to capture
temporal dependencies, and applied a maximum mean
discrepancy penalty to guide the generation of
embeddings and ease the impacts of noise. Gao et al.[41]
designed a network that incorporates memory modules
into autoencoder networks to store historical patterns,
and rectify the embeddings’ components. Additionally,
researchers in Ref. [42] used different memory
modules to capture global and local information, thus
creating rich representations for further data
reconstruction. There have also been efforts to
introduce log analysis!*3! and overhead balancel* to
address the needs of industrial anomaly detection.
These works discuss the challenges faced in actual
applications, presenting potential solutions to enhance
model convergence, robustness, and deployment.
Despite the progress that has been made, the balance
between a more robust representation extraction and
the proper convergence of models remains challenging.

3 Framework and Methodology

3.1 Overview

The overall framework of Spectra is presented in
Fig. 2. It consists of two essential components: the
generative model with an encoder-decoder structure,
and the contrastive spatial-temporal memory module.
The encoder in the generative model processes
incoming multivariate sequences to  generate
embeddings within the latent space. As depicted in the
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upper left part of Fig. 2, the encoder translates target
multivariate sequences into the latent space to extract
the typical patterns. This procedure forms two types of
embeddings: the spatial embedding, derived from the
last 1D Convolution layer (Conv1D), and the temporal
embedding, output from the Bidirectional Gated
Recurrent Unit (Bi-GRU) Layer.

In industrial environments, the target data are usually
collected from a process that involves a set of devices
that function cooperatively. As such, the data range and
distribution properties of the features within the data
stream can be inconsistent. To construct a
comprehensive representation and understand the long-
term correlations between different metrics, analyzing
the spatial and temporal embeddings, and modeling the
intricate patterns between different metrics are
necessary.

To address this need, we introduce a pair of parallel
memory modules to bridge the connections between
the spatial and temporal embeddings and ease the
impacts caused by noise components in the target
samples. They work under the guidance of the
embedding fusion mechanism, dynamically update the
components in the memory modules, and purify
contents in the embeddings.

After obtaining the reconstructed sample from the
decoder, Spectra compares the discrepancy between the
input observation sample and its reconstruction. Based
on this discrepancy, Spectra determines if this sample
is anomalous.

3.2 Data pre-processing and problem statement

The widespread deployment of devices in industrial
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settings enables a variety of automated processes,
enhancing production efficiency on a large scale. These
processes are conducted by a set of sensors and
actuators, which produce multivariate time series data
streams that are collected and stored for further actions.
To effectively leverage these data, it is essential to pre-
process the raw recordings and ensure they are suitable
for subsequent analysis.

Without loss of generality, we denote the 1D
multivariate sequence as X ={xq), X©2), ..., X))
x e RVM where N and M represent the number of
timesteps and features in the data, respectively. Each
column in the sequence can be denoted as a univariate
sequence featuring a size of R¥*!. Each column stands
for one feature space, which comes from readings of
one device. A column-wise Max-Min Scaling is
performed in both the training and inference process to
normalize the target data,

‘= X —min (.x) 0

max (x) —min (x)

where min (x) and max (x) are the minimum and
maximum values of the column being scaled. A sliding
window is applied to the scaled data to focus on more
detailed information along the time series, forming
sequences in segments, i.e., X,_7+1.; € R®M where L is
the window length, which is the number of timesteps
contained in a sequence. Since the sliced samples are
the minimal units consumed by the deep learning
model, in the subsequent sections of this manuscript,
we use x; to represent x,_r+1.; to simplify the notation.

For an AD task, the goal is straightforward: to
determine whether the incoming event x,* is an
anomaly. This process can be denoted as follows:

Vi =F (x5 BSpectra) 2
where & () represents the mapping function of
Spectra, and PBspectra 1S the parameter set of our
proposed model.

3.3 Encoder and embedding generation

In this section, we unveil the encoder’s design. The
convolutional encoder plays a fundamental role in the
analysis and reconstruction process of the incoming
sequence x,. This structure is designed to form two
different embeddings to benefit the extraction and
utilization of both spatial and temporal information.
i.e., the spatial and temporal ones.

*For illustrative purposes, we refer to a generic timestep as ¢ without
assuming any predefined characteristics for this specific timestep.

To accomplish this objective, we incorporate four
cascaded Conv1D layers to bridge spatial dependencies
in the target data stream. Besides, a Bi-GRU is added
after the ConvlD layers to extract temporal features.
We use this combination to formulate a comprehensive
understanding of the dynamics embedded in two kinds
of embeddings as follows:

2P = Conv1D (x;)x4 3)

2™ = Bi-GRU (z,"") )

t
where E is the size of the embeddings. We use
2" eRE and z™™ eR™F to denote the spatial
embedding and the temporal embedding, which contain
correlations that are bridged intra- and inter- timestep,
respectively.

In the initial stage of the generative model, a
sequence of four ConvlD layers is employed to
produce spatial dependencies. Each of these layers
performs a ConvlD operation with a stride of 2, to
compact the feature maps and create a higher level of
abstraction. The cascaded layers’ hierarchical feature
extraction process allows the model to uncover
intricate patterns and dependencies within the sample
gradually.

On the other hand, applying the Bi-GRU layer
enables the model to leverage temporal relationships
within the sample selectively. A Bi-GRU layer
operates by processing the input sequence in two
directions: forward and backward. This bidirectional
nature allows Spectra to consider the context from both
past and future timesteps simultaneously. As such,
Spectra captures long-range dependencies that span
across multiple timesteps. This 1is particularly
beneficial in industrial applications where the input
sequences exhibit intricate temporal relationships: the
model thus needs to understand the context beyond
adjacent timesteps for the proper bridging of these
connections.

3.4 Spatial-temporal parallel memory mechanism

As discussed in previous studiesi?0-41, autoencoders
and their variants often suffer overfitting problems
when trained on unlabeled noisy datasets. However, the
presence of anomalies or noise is common in industrial
data. Consequently, the model trained on these
materials may learn to reconstruct these irregular
patterns, and make anomalies less distinguishable.

To address this issue, we propose a spatial-temporal
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parallel memory mechanism, and integrate it into the
structure of the conventional autoencoder. The memory
mechanism acts as a cache of the patterns, which helps
to identify and remove anomalous components from
the embedding vectors. In this way, we ease the
impacts of noise and anomalies on the generation of
embeddings, and enlarge the differences between the
input and output for the anomalous samples.

This structure incorporates a pair of memory
modules, which retain the most typical patterns in the
training materials in a self-supervised, adaptive
manner. During the inference process, the incoming
embeddings are compared with the knowledge in the
memory modules. If the incoming embeddings
significantly deviate from the learned knowledge, a
rectification process would happen by retrieving
information in the memory module.

In specific, we initiate memory modules in both the
spatial and temporal memory mechanisms, which are
denoted as m®*eR™F for the spatial one or
m'®™ ¢ R™E for the temporal one. E in its size matches
the size of z** e R™F, and the I is the number of
memory items. In this way, the information in the
original embeddings can be retrieved from the learned
memories contents,

Z, = Softmax (z;m")m (5)

Equation (5) is the dot-product attention mechanism,
where z, serves as the query (g), and both the key (k)
and the value (v) are the corresponding memory
module m.

Following, we take the Spatial Memory Mechanism
for a more detailed explanation. This mechanism
evaluates the correlation between the information
stored in each component of the memory module m,
and the original spatial embedding z)" *_ Based on the
similarity between the embedding and the memory
module, the hit rate vector is calculated,

hfpat — prat (mspat)T (6)

Then, we use a Softmax function to transfer the
range of the hit rate vector and form the index,

P = Softmax (A" (7)

To indicate the components in the index vector, we

t . .
use r:ﬂa to denote the i-th component of the index

rP e R™!, Following the calculation of the index, a
Top-K operation is performed to prevent excessive

indexing and retain only the most relevant information,

Tsinghua Science and Technology, April 2026, 31(2): 823-836

7P = Top-K (™) 8)

Then, the Spatial Memory Mechanism retrieves
information in m®P3t,

—spat __ ~spat
Z,Spa - rtSPa mspat (9)

The rectified spatial embedding Z** € R™*£ has the
same size of the original embedding z;" *_ but with the
components reorganized and rectified. The process for
rectified temporal embedding Z,™ is similar. During
the training process, the memory module’s components

are updated under the guidance of the compound loss.

3.5 Agent attention enhanced embedding fusion

Upon the generation of rectified embeddings (z;** and
Z,°™) from both of the memory modules, we introduce
an agent attention enhanced fusion mechanism to
consolidate the information in these embeddings. To
unite the information in these embeddings, we

concatenate them as follows:

.Z;C — [-z;spat’ Ettemp] (10)

where [-] represents the concatenation operation. This
process produces the raw fusion embedding, 7z,
containing information from both the spatial and
temporal characteristics. The motivation of this process
is to create a comprehensive representation that
contains both perspectives to record the dependencies
in the input sequences. In subsequent phases of
Spectra, this representation holds the foundation for
further analysis and inference. However, due to several
issues, the concatenated raw fusion embeddings are not
immediately suitable for further processing. These
embeddings may face the problem of information
redundancy and disorganization, which may hinder
their effective utilization.

Considering this, we employ the agent attention
mechanism to weigh and organize the components in
the fusion embeddings. The mechanism (see Fig. 3) is
designed to dynamically adjust the weights of the
individual components within the concatenated
embeddings, allowing the model to capture information
from a range of aspects.

This mechanism expands the original self-attention
to process an additional agent vector. The agent vector
is generated from the original temporal embeddings
through a linear transformation, and then used to guide
the information utilization during the fusion process.
Inside this mechanism, the regulated query vector is
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Fig.3 Agent attention enhanced embedding fusion process.

formed as

qRreg = Softmax (ga") (11)

where a is the agent vector.
Similarly, we have the regulated key vector as

kreg = Softmax (ak") (12)

Then, the regulated key vector interacts with the
value vector to generate its regulated version,

VReg = kRegv (13)
The final output is thus formed,

OAga = QRegVReg (14)

To encapsulate information in different modalities of

the concatenated embedding, a multi-head version of

the agent attention mechanism is employed. During

this process, information in each head k; is updated as
follows:

h; = AgentAttention (W;Ztc, Wizs, Wizs, 2™y (15)

where W, W,, and W, are the weight arrays for the
query, key, and value vectors, respectively, and z;"™ is
taken as the agent vector. AgentAttention(-) is used to
present the process described in Egs. (11)—(14). The

outputs from these heads are then fused as

> hy] (16)

where LN is the layer normalization that helps to ease
the internal stabilize the
convergence of Spectra, and N is the number of
attention heads.

Z = LN[hy, hy, ...

covariate shift and

3.6 Contrastive
alignment

regulation based embedding

Due to the nature of self-supervised training, noise and

anomalous components in the training data can
negatively affect the generation and retrieval of
embeddings. Our proposed parallel memory and agent
attention mechanisms provide a powerful tool to adjust
embedding  generation by applying dynamic
information retrieval operations. By comparing and
retrieving the typical information on data patterns that
are obtained through historical readings, this process
filters the components in the embeddings. Apart from
implementing a specialized module to adaptively filter
the components of the embeddings, we hope to design
regulations that directly constrain the latent space and
control the generation of embeddings.

To this end, we introduce a contrastive regulation to
guide the model’s training process and align the
distribution of embeddings. Firstly, both the hit rate
vectors described in Eq. (6), i.e., B" and h\™, are
captured as indicators of the intensity of information
retrieval from the memory module.

Based on these index vectors, a contrastive prompter
is employed to regulate the parameter optimizations,

E/2 1
T
O S DY Gt
k=1 i=1
E/2 1
D= Yy )
S =

where P and u"*™P refer to the mean component of
the embeddings z** and z°°™, respectively; /' " and
hfr,-np are the i-th component in the hit rate vectors h*"
and k"™, respectively; 7, and 7, are the weights for
this regulation.

This setting is inspired by the idea of incorporating
external information and aligning the distribution of
embeddings in the latent space. We use the similarity
between the extracted embeddings and contents in the
memory module as an implicit measurement to
enhance the alignment of embeddings. This
measurement represents the extent to which the input
sequence matches the significant patterns that have
been previously learned and stored in the memory
module.

Under this design, embeddings of a potential
anomalous sample and the information stored in the
memory module
Subsequently, the contrastive prompter L, as defined
in Eq. (17), directs the encoder to adjust its parameters
to exhibit a deviation from the clusters of normal
instances when processing anomalous samples. This

would become less relevant.
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deviation, in turn, results in less likelihood of these
samples’ embeddings to match records in the memory
module m. A more equalized index for information
retrieval would then be obtained, leading to a more
We illustrate this
process in Fig. 4 to provide a more straightforward
demonstration.

intensified information retrieval.

3.7 Decoder and parameter optimization

When the z! is ready, Spectra uses a decoder with a
symmetric setting to the encoder (see Section 3.3) for
data reconstruction,

X; = Decoder (z)') (18)

The decoder architecture mainly consists of a Bi-
GRU layer, followed by a sequence of four successive
layers of 1D Transposed Convolution, denoted as
Conv1DT layers. The incorporation of Bi-GRU layers
in the decoder plays a pivotal role in modeling complex
temporal relationships within the sequential data. By
facilitating simultaneous information exchange from
both forward and backward directions, the Bi-GRU
layers the decoder to capture complex
dependencies that may span across different timesteps.

enable

Meanwhile, the ConvlDT layers leverage transposed
convolutional operations to expand the feature maps,
allowing for a more detailed representation that
captures subtle patterns. By combining these two kinds
of layers,
convolutional

Spectra leverages both recurrent and
approaches that
dependencies within the target sequences.

extract essential
To optimize the parameters in the model, Spectra
employs a compound loss function that combines the
reconstruction loss, the Kullback—Leibler Divergence
(KL-Div), the
regulation,

and sparsity loss for parameter

Lsum = Lrec +11 Espr +m Ly (19)

where 7 and 7, represent the weights assigned to
corresponding component.

The first component, i.e., the reconstruction loss
Lec, 18 calculated as follows:

e Pefzgeb"accek%?g 1 Adjustments on parameter
I Low hit rate
|. o I Memory e
module -

A | Erbeddi Infohretrleval
nomalous mbedding with a more
sample Encoder generation equalized index

More noticeable deviation I
Fig.4 Contrastive regulation on the latent space.
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Lre = E 1102 po (221~ KL (96 10)llpo(z)]
(20)

where py (-) is the approximate posterior distribution,
and ¢y (-) is the likelihood function. The term
KL [g4(zlx)llpe(z)] is calculated as follows:

KL[gy @1x)lIpe @ l1x)] =

E,, cioll0gds(zlx) —log ps (x,Z)] +logps (x)  (21)
The sparsity loss Lgp, is formulated as follows:
I
Loe= Y —log(1+(P2+(™P2)  (22)

i=1
The contrastive prompter L is defined in Eq. (17).
3.8 Anomaly detection

After obtaining the reconstructed data x;, Spectra uses
Mean (MSE) to compare the
discrepancies between the scaled observations and the
reconstructed sequences,

Square Error

L
e = %;(x(i) -X)? (23)
where X and X(; are the i-th timestep in X; and x;,
respectively. During the inference process, the on-site
data are scaled (Eq. (1)) according to the rule derived
from historical observations, thus ensuring consistency
in the data range.

We denote the training dataset as D ={x, xa, ...,
X4, ..., Xg}. The threshold to spot anomalies is
calculated as follows[20l:

K
1
e @
=1
where u is the average discrepancy of all samples in

the training set. The anomalies are thus determined by
conducting the discrepancy analysis,

03
lt:{]’

As presented in Eq. (25), the samples with more
significant discrepancies than the threshold are labeled
anomalous.

if A;
1mre; < ' (25)
otherwise

4 Evaluation

4.1 Experiment settings

Metrics. In data collected from industrial applications,
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anomalies exhibit a notably lower occurrence rate. The
accuracy alone thus becomes insufficient for evaluating
the performance of an AD solution.

In the experiment section, we use the metric
system widely adopted by other anomaly detection
works(19: 20. 31, 32. 36] a5 follows:

.. TP
Precision = ——,
TP +FP
TP
Recall = ————
T TP EN
2 % Precision X Recall
F1-S = . 26
core Precision + Recall (26)

In the above formulations, True Positive (TP) stands
for positive instances that the model correctly inferred.
False Positive (FP), and False Negative (FN) denote
positive or negative instances that the model
incorrectly identifies.

Test environment. The experiments are conducted
on a server with computational capabilities similar to
those typically used in industrial settings. Its main
configurations are listed in Table 1.

Parameters. The following parameters in Table 2
are used in the experiments.

4.2 Baselines and datasets

Baselines. We reproduce the performance of several
deep learning state-of-the-art works, i.e., VAE-

Table 1 Test environment configuration.

Item Configuration
CPU Intel Xeon 6142
RAM 64 GB DDR4
Storage 1 TB SSD
GPU NVIDIA RTX A5000
ML Env TensorFlow 2.13.1, CUDA 11.8, cuDNN 8.6

Table 2 Parameters.

Item Value
Batch size 64
Window length 128
Epochs 500 (with early stopping)

USADU9L,
serve  as

LSTMI321, OmniAnomaly!31],
InterFusion3!, and CAE-M[01  to
benchmarks. Considering machine learning algorithms
are also widely deployed in industrial applications, a
classical machine learning classification algorithm
Isolation Forest (IF) is also included for evaluation.

Datasets. We use three large-scale industrial datasets
during the evaluation. The datasets include the
SMDBI an AD dataset containing service center
statistics, and two other AD datasets sampled from
industrial process recordings: SMAPI40] and SWaT!47],
We list their specifications in Table 3 for reference.

4.3 Overall performance

In this section, we evaluate the overall performance of
Spectra, as compared to the baselines on three large-
scale datasets collected from real-world industrial
scenarios. During the evaluation process, three random
trials on each dataset are performed and the average
performance. The results are presented in Table 4 for a
direct comparison.

It is clear from Table 4 that Spectra achieves a
noticeable advancement in the overall anomaly
detection performance. Specifically, the observed
advance in the F1-Score is of particular significance.
This advancement is quantified by an increase of 2.15%
in the F1-Score compared to the best baseline results.
This rise in the F1-Score underscores the elevated
ability of Spectra to strikingly enhance the system’s
capacity to accurately detect anomalies within the data
from real-world applications.

Generally speaking, different degrees of growth can
be observed in these datasets. For these large-scale
datasets, the most salient increase in F1-Score can be
observed in SMAP, with a boost of up to 4.43%. As for
the dataset with higher dimensionality, i.e., the SWaT,
Spectra also gets an increase of 2.19% in F1-Score.
This increment is mainly attributed to Spectra’s ability
to effectively utilize features extracted in the spatial
and temporal domain while rectifying the embeddings,
which is essential under industrial scenarios. As for the
service center dataset SMD, Spectra also performs

Optimizer Adamax (Ir = 2.5 x 107) better than the best baseline.
Table 3 Properties of the datasets.
Dataset Scenarios Number of Number of metrics Record Anomaly Noise in
monitored entities of each entity duration ratio (%) training set
SMDI31 Service Center 28 38 5 weeks 4.16 Yes
SMAPI46] Satellite Telemetry 55 25 12 months 13.13 Yes
SWaTl#7] Water Treatment - 51 11 days 12.14 Yes
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Table 4 Overall evaluation. The best results are in bold, while the second-best ones are underlined.

SMD SWaT SMAP Average C %
Works mP mR mF mP mR mF mP mR mF mP mR mF omp. (%)
IF 0.5909 0.8302 0.6904 0.7476 0.6444 0.6922 0.4622 0.5354 0.4961 0.6002 0.6700 0.6262  68.95

VAE-LSTMB2I  0.8181 0.8962 0.8554 0.8909 0.6035 0.7196 0.8318 0.8610 0.8462 0.8470 0.7869 0.8070  88.86
OmniAnomaly®!l 0.9340 0.9528 0.9433 0.9805 0.6558 0.7859 0.7893 0.9312 0.8544 0.9013 0.8466 0.8612  94.82
USADI? 09274 0.9709 0.9486 0.9805 0.6953 0.8137 0.8466 0.8881 0.8668 0.9182 0.8515 0.8764  96.49
InterFusion®  0.9438 0.9825 0.9627 0.9869 0.6957 0.8161 0.8551 0.9247 0.8885 0.9286 0.8676 0.8891  97.89
CAE-M201 09293 0.9435 0.9364 0.9762 0.6520 0.7818 0.8940 0.8815 0.8877 0.9332 0.8257 0.8686  95.64
Spectra 0.9624 0.9633 0.9629 0.9483 0.7442 0.8340 0.9287 0.9271 0.9279 0.9465 0.8782 0.9083  100.00

Note: mP: mean Precision; mR: mean Recall; mF: mean F1-Score; Comp.: a numerical comparison derived from the average mF
metric for the baselines, taking the average mF of Spectra as 100%.

4.4 Validation of the parallel memory robust in capturing the temporal dependencies in the
time series data, which may hold a more significant
role in industrial scenarios. The input of the spatial
memory mechanism is truncated from the encoder
module. As the information from the encoder module is
not fully utilized, the performance of Variant-S is
relatively limited. Despite the performance in record,
we should note that the utilization of spatial memory is
still essential in the Spectra model, as it helps to clean
and organize the learned patterns, and contributes to
the overall performance improvement.

We introduce a novel parallel memory design to
Spectra, and incorporate it within the conventional
generative model structure. To  validate its
effectiveness, the memory modules in Spectra are
partially masked to form different variants (Table 5).
The anomaly performance of these variants is then
compared, and the results are presented in Fig. 5.

From Fig. 5, we can observe that the introduction of
the parallel memory module helps Spectra to extract
and bridge the complex dependencies in the target
industrial data from different aspects. With the 4.5 Visualization of the embeddings

complete parallel memory module activated, the  We have validated the effectiveness of the parallel
Variant-O achieves the best performance compared to memory module in Section 4.4 and concluded that this
the other two variants. This finding is consistent with unique design contributes to improvements in AD
the design of this module, as it helps the model to performance. To gain insight into the module’s
leverage and portray the patterns more effectively. effectiveness, we discuss the impacts produced by this
With only the temporal memory activated, the Variant- design by plotting the distribution of the generated
T achieves the second-best result. This observation embeddings in latent space using t-SNE. The
suggests that the temporal memory mechanism is more visualization is presented in Fig. 6.

In the visualization results, the proximity of these

Table 5 Settings of the variants. . e e .
g dots indicates their similarity in the latent space, while

Variant Setting lust f the dot ¢ shared ch teristi
T r racteristi T
Variant-O Spectra with full model structure clusters o ¢ dots sugges S are C a.ac enstcs o
. patterns among the samples. Figure 6 indicates that the
. Temporal memory mechanism and . ;
Variant-S all Bi-GRU not enabled memory design contributes to more compact and
Variant-T Spatial memory mechanism not enabled converged embeddings in the latent space.
Figure 6a indicates the embedding distribution when
1.0 — no memory mechanism is applied. It can be observed
Recal that the embeddings are more dispersed across the
09 F1-Score . . .
latent space. This finding suggests that the absence of
;50,3 L engagement with the parallel memory mechanism

poses challenges for the remaining generative model’s
ability to effectively extract and encapsulate patterns
0.6 from incoming sequences. The reconstruction quality
' Variant-O Variant-S Variant-T .
can be affected as the captured patterns may deviate
Fig. 5 F1-Score on SMAP of different variants. from the normal ones. It becomes more challenging to




Muyan Yao et al.: Spectra: Spatial-Temporal Parallel Memory with Agent Attention Fusion and Embedding... 833

+ Normal 40
Anomalous
20
0 %
N
—20
—40
40
—40 0 .
—20 —20 Y-axis
.20 —40
X-axis 40
(a) No memory module
- Normal 40
Anomalous 20
@«
N
-20
-
—40
40
20
—40 20 _200 Y-axis
X-axis 40 —40

(b) With parallel memory module

Fig. 6 Visualization of Spectra’s embedding distribution.
Blue/red dots are embeddings of normal/anomalous samples,
respectively.

spot anomalous samples accurately.

Conversely, Fig. 6b visualizes the distribution of the
embeddings rectified by the parallel memory module.
As we can see, both normal and abnormal samples use
a shared encoding approach, resulting in a similar
distribution in the latent space for both the blue and red
dots. This finding indicates that the memory
mechanism helps the generative model in Spectra to
focus on the encoding approach for normal samples,
thus weakening the reconstruction quality for
anomalous samples. Besides, the overall distribution of
the embeddings is more compact, validating the
effectiveness of the memory module in cleaning and
organizing the learned patterns.

In conclusion, this experiment demonstrates that the
introduction of the parallel memory module leads to an
enhanced encoding of normal patterns, and
consequently, an improvement in AD performance.
This unique design enables Spectra to leverage stored
information, guiding the embedding process and
promoting the formation of more structured and
distinguishable embeddings in the latent space.

4.6 Validation of anomaly portions

As discussed in prior sections, anomalies are common

in industrial scenarios. To address this concern, Spectra
integrates a pair of memory modules to store the
typical patterns from historical observations, thus being
able to handle data with anomalous components.

We conduct an ablation study to test and validate the
effectiveness of Spectra in handling data under
different irregularities.
Considering that the training sets of the selected
datasets are unlabeled, we process the SMD dataset as
follows to satisfy the need to form a dataset with
known anomaly portions.

The original test set of SMD is divided into three
parts in temporal order: the (labeled) training set, the
validation set, and the new test set. Upon the newly
formed training set, the anomalies contained in it are
manually sampled so as to adjust the proportion of
anomalies in the training set. We visualize the results
in Fig. 7.

We can observe from Fig. 7 that Spectra’s AD
performance remains robust to different noise levels,
even with a portion of 20% of anomalies mixed in the
training material. Since it is “unrealistic” that 20% of
the samples are unnoticed anomalies during an
extended period, it is much less likely that 20% of the
observations are generated from failures in industrial
scenarios. However, the results indicate that despite
Spectra sacrificing precision to maintain recall in this
extreme the overall F1-Score remains

noise levels and data

scenario,
sustained.

Generally speaking, as the noise level increases, the
F1-Score of Spectra shows a slight decrease but
remains relatively high. We attribute this robustness to
the embedding rectification empowered by the memory
mechanism in Spectra, which ensures the robust
learning of the normal patterns in the data.

4.7 Validation of window length

Segmenting original time series data into fixed-length
windows is crucial in applying Spectra and other deep

0.98 F1-Score trend
BN Precision
Recall
0.96 B Fl-Score
Q
=
s
0.94
092
10% 15% 20%

Anomaly portion

Fig. 7 F1-Score on SMD under different anomaly portions.
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learning AD models. The segmented sequences
represent the temporal context or history the model
considers to extract complex dependencies. In this
section, we present a detailed experimental analysis of
the impact of different window lengths to investigate
its effects. In this experiment, we evaluate the AD
performance of Spectra under different window
lengths.

In detail, we select four specific window lengths: 48,
64, 80, 96, 112, and 128. These lengths are chosen to
cover a range of short to medium window sizes,
allowing us to evaluate the effectiveness of Spectra
under various temporal resolutions. The experimental
results are depicted in Fig. 8 for a clear comparison.

By default, we use a window length L = 128 for data
pre-processing. This setting is
consideration that the span of more timesteps enables
the generative model to better capture global patterns
and long-range dependencies within its temporal scope
of the target data stream. This is beneficial for
detecting anomalies that occur over an extended
period, such as gradual drifts or trends. The experiment
results also validate this point: Spectra achieves the
most effective AD performance with this setting.

With the decrease in window length, a relative, mild
performance impact can be observed in the value of
F1-Score. This result can be attributed to limited
contextual information, which limits the analysis along
the temporal axis. However, it is also important to note
that the AD performance of Spectra generally remains
high, regardless of the window length.

based on the

5 Conclusion

Modern industrial operations rely on a vast network
comprising devices with varying patterns and intricate
topologies. To ensure operation smoothness, reduce
downtime, and improve efficiency, we propose
Spectra, a novel and effective anomaly detection

framework for industrial time-series data. We
1.00 F1-Score trend
095}
2
5090
0.85}
0.80
48 64 30 96 112 128

Window length

Fig. 8 F1-Score on SMAP under different window lengths.

Tsinghua Science and Technology, April 2026, 31(2): 823-836

incorporate a pair of parallel memory modules in the
architecture of generative models to capture and store
typical dependencies. We then design an embedding
fusion mechanism comprising an agent attention
module and a contrastive embedding alignment
technique to integrate knowledge portrayed in different
aspects, and help distinguish between normals and
anomalies. Extensive results on three large-scale, real-
world datasets suggest that the anomaly detection
performance of Spectra outperforms the baselines.

For future works, we suggest that researchers may
focus on fine-grained analysis of discrepancies, a more
advanced training protocol, and a more robust structure
of the generative models.
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