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Abstract—An innovative method for deploying a cost-effective
and high-performance WiFi network is explored, focusing on
OpenWRT-based routers and FreeRadius authentication. By
standardizing hardware with TpLink WRT4300 devices and
utilizing a custom OpenWRT firmware, seamless network man-
agement and easy device replacement are achieved. WPA2-
Enterprise authentication, powered by a FreeRadius server on a
Raspberry Pi 2, enhances security by providing unique creden-
tials to users without requiring costly enterprise hardware. The
proposed system ensures uninterrupted connectivity with multi-
ple access points while enabling future integration with IoT and
smart home automation. Designed for scalability and reliability,
this approach delivers enterprise-grade security and performance
while maintaining affordability for multi-user environments.
Index Terms—Wireless networks, network security, authentica-
tion, WPA2-Enterprise, RADIUS, OpenWRT, virtual LAN, access
control, IoT infrastructure.

I. INTRODUCTION

The global WiFi market is anticipated to witness substantial
expansion in the coming years. This rapid growth is primarily
driven by the proliferation of smart devices, including but
not limited to mobile phones, tablets, smartwatches, smart
televisions, and other connected appliances. The trend ob-
served among users indicates that the highest volume of data
consumption occurs when devices are stationary and connected
to WiFi networks in environments such as homes, offices,
commercial establishments, and public infrastructure. Despite
the declining costs of mobile data services, it remains common
practice for users to configure smart devices to execute data-
intensive operations, such as software updates, cloud synchro-
nization, and media downloads, exclusively when connected
to WiFi networks. This behavior underscores the criticality of
reliable and secure WiFi infrastructure in contemporary digital
ecosystems.

Historically, the emphasis on network security was predom-
inantly placed on safeguarding against external cyber threats
through mechanisms such as firewalls, encryption protocols,
and public key cryptography. However, a paradigm shift
has been observed in recent years, with security concerns
increasingly focusing on internal threats. The necessity to

secure vital network resources from potential vulnerabilities
originating within the network itself has become a major
area of concern. This challenge is particularly pronounced
for small and medium-sized enterprises (SMEs) and rental
housing facilities, where a growing demand for widespread
WiFi accessibility must be balanced against the need for
robust security measures. Such environments require cost-
effective solutions that facilitate secure authentication and
access management for individual users while enabling real-
time network monitoring to detect and mitigate unauthorized
activities.

Furthermore, the scope of network security is no longer
limited to conventional computing devices such as laptops
and smartphones. The emergence of the Internet of Things
(IoT) has led to an unprecedented increase in the number
of connected devices, surpassing traditional endpoints. The
deployment of IoT devices introduces additional security chal-
lenges, necessitating the segregation of such devices from
general-purpose networks and the implementation of dedicated
security protocols. For certain IoT applications, particularly
those related to critical infrastructure, healthcare, and indus-
trial automation, ensuring high network reliability and low-
latency communication is imperative.

Another significant concern pertains to WiFi piggybacking,
wherein unauthorized users gain access to a network without
explicit permission. Beyond the immediate risk of bandwidth
theft, unauthorized access poses serious legal and ethical
implications. Individuals engaging in illicit activities, such as
cybercrimes, unauthorized file sharing, or accessing prohibited
content, may exploit the network to mask their identity, po-
tentially implicating the legitimate network owner in unlawful
activities. Even in cases where authorized users are involved in
policy violations, the inability to trace network activity back
to specific individuals may result in legal repercussions for
the network administrator. Thus, implementing mechanisms
for user authentication, session tracking, and activity logging
is essential to mitigate such risks.

This study presents an approach for designing and deploy-
ing an internal WiFi network within a medium-sized rental
housing facility. The primary objective extends beyond merely
providing network access to tenants; it also aims to establish a
foundational infrastructure for a planned smart home ecosys-
tem. The integration of intelligent devices and automation



systems requires a secure and efficient network framework
capable of managing multiple interconnected devices without
compromising performance or security.

It is important to acknowledge that access control and
network monitoring represent only a subset of the broader
domain of cybersecurity. While this study focuses on aspects
related to access management, unauthorized usage prevention,
and tenant activity monitoring, other critical security concerns,
such as protection against data breaches, network integrity
attacks, and denial-of-service (DoS) threats, fall beyond the
scope of this paper. Given the specific use case of the proposed
network installation, additional security measures targeting
these advanced threats were deemed unnecessary within the
present framework.

The subsequent sections of this paper will elaborate on the
architectural considerations, security mechanisms, and imple-
mentation strategies adopted for the proposed WiFi network
infrastructure. The discussion will encompass technical speci-
fications, deployment methodologies, and potential challenges
encountered during the implementation process. Additionally,
insights into best practices for enhancing network security and
ensuring regulatory compliance will be provided.

II. NETWORK REQUIREMENTS

The primary objective of this project is to design and
implement a robust internal network infrastructure within a
multi-unit residential building. The intended network must
meet several critical functional and operational criteria to
ensure reliability, security, and ease of management. The key
network specifications are outlined as follows:

1) Establishment of high-speed and stable WiFi coverage
across all areas of the building,

2) Cost-efficient deployment without compromising net-
work performance and security,

3) Implementation of segregated virtual subnetworks to en-
hance security for sensitive devices such as surveillance
systems, smart home automation units, and network-
attached storage (NAS),

4) Provision of a structured and easily manageable guest
network to regulate internet access on a per-user basis,

5) Development of a web-based administrative interface
accessible both from within the network and remotely,

6) Configuration of secure external access via a Virtual
Private Network (VPN) tunnel,

7) Establishment of a foundational framework to support
future smart home integrations.

The following sections will delve into each of these require-
ments, providing a detailed overview of the methodologies
employed in achieving these objectives.

III. HIGH-SPEED AND STABLE WIFI COVERAGE WITH
COST-EFFECTIVE IMPLEMENTATION

Enterprise-grade wireless networking solutions often come
equipped with extensive feature sets but are typically costly
and complex to configure. For cost-sensitive deployments,
a viable alternative is to utilize consumer-grade hardware

that supports open-source firmware, enabling enterprise-class
functionality at a fraction of the price. While this approach
necessitates additional customization and potential trade-offs,
it presents a compelling balance between affordability and
advanced features.

This study details the deployment of a wireless network
infrastructure incorporating a single primary router and six
strategically positioned access points (APs) to ensure compre-
hensive coverage. Uniformity in hardware selection was pri-
oritized to simplify maintenance and streamline configuration.
Following an assessment of cost-effectiveness and technical
specifications, the TpLink WRT4300 router was selected as
the core networking hardware. This device features Gigabit
Ethernet support, dual-band concurrent wireless connectivity
with a combined throughput of 750 Mbps (300 Mbps on the
2.4 GHz band and 450 Mbps on the 5 GHz band), and an
Atheros AR9344 chipset clocked at 560MHz with 128MB
of RAM. Additionally, the unit includes hardware Network
Address Translation (NAT) capable of 800 Mbps and dual
USB 2.0 ports for peripheral connectivity.

To maximize flexibility and unlock advanced networking
capabilities, the stock firmware was replaced with a custom-
compiled OpenWRT Barrier Breaker build. The same firmware
was deployed across all devices, simplifying management and
ensuring seamless interoperability. By maintaining a uniform
software environment, potential device failures can be miti-
gated efficiently by simply swapping in an identical replace-
ment unit. Moreover, OpenWRT’s package repository allows
additional software installations as required, further extending
network functionality.

The placement strategy for access points was meticulously
planned to optimize signal distribution and minimize dead
zones. Two APs were installed per floor, ensuring extensive
coverage and facilitating wired LAN connections for each
segment of the building. These units not only provide seamless
wireless connectivity but also act as local distribution hubs
for wired networking where required. In anticipation of future
expansion, the USB interfaces of these APs are reserved for
integration with smart home automation peripherals, such as
automated utility metering and lighting control systems.

To enhance power management and minimize dependency
on individual adapters, a centralized power distribution system
was implemented on each floor. This approach increases
reliability, reduces cable clutter, and allows for better control
over the power supply to networking equipment. By employing
a structured deployment strategy that balances cost efficiency
with robust performance, the network infrastructure is poised
to support both current and future operational demands.

IV. SEPARATE ISOLATED VIRTUAL SUBNETWORK FOR
CRITICAL DEVICES

To ensure network security and efficient management, a
VLAN-based separation mechanism has been adopted. The
primary objective of this segmentation is to establish distinct
virtual subnetworks to cater to different types of network traf-
fic, thereby enhancing security and performance. Two separate



VLANs have been configured to fulfill these requirements.
The first VLAN is designated for guest access, ensuring that
tenants and temporary users are granted only internet access
without any direct interaction with other network resources.
The second VLAN serves as the administration network,
exclusively reserved for building infrastructure and adminis-
trative devices such as IP surveillance cameras, IoT-enabled
smart home automation systems, and VoIP intercoms.

To realize this structured network segmentation, each access
point (AP) within the building has been configured to broad-
cast four WiFi networks—two operating in the 2.4GHz fre-
quency band and two in the 5GHz frequency band. However,
only two distinct SSIDs are utilized across all access points:
one dedicated to guest access and another assigned to the
administration network. This configuration ensures seamless
roaming for users, as their devices are automatically routed
to the access point offering the strongest signal, thereby
optimizing connectivity and user experience.

Each WiFi network is systematically mapped to a specific
VLAN, ensuring that both the 2.4GHz and 5GHz frequency
bands provide connectivity to both VLANs. VLAN tagging is
employed on the AP switch ports that connect to the network
backbone. This tagging mechanism allows the network to
differentiate between traffic belonging to separate VLANs.
Consequently, each AP is connected to the central router or
switch via a single cable known as a trunk link, which carries
multiple VLANs simultaneously. This approach minimizes
cabling complexity while maintaining network segregation.

Each VLAN operates as an independent subnet, preventing
unauthorized access between networks. The router is config-
ured to restrict communication between VLANs, permitting
only one-way traffic flow from the administration network to
the guest network. This ensures that while network adminis-
trators can monitor and manage tenant internet usage, tenants
remain isolated from critical infrastructure devices, thereby
mitigating potential security threats. The use of VLANs
also enhances scalability, allowing additional IoT devices or
network components to be seamlessly integrated into the
administration network without compromising the integrity of
other network segments.

By implementing this VLAN-based architecture, the net-
work not only ensures security and controlled access but also
lays the groundwork for future expansions, including enhanced
automation and smart home functionalities. This segmentation
strategy significantly reduces security risks associated with
unauthorized access and bandwidth abuse while maintaining
an efficient and structured network environment.

V. EFFICIENT AND USER-SPECIFIC NETWORK ACCESS
MANAGEMENT

A. Selection of an Optimal WiFi Encryption Mechanism

The security of wireless networks is paramount, particularly
given the vulnerabilities associated with outdated encryption
standards such as Wired Equivalent Privacy (WEP). Previous
studies have demonstrated that WEP-based security frame-
works exhibit critical weaknesses, allowing unauthorized in-

dividuals to breach network defenses by intercepting wireless
transmissions [16]. Consequently, more advanced encryption
protocols, specifically Wi-Fi Protected Access (WPA) and
its successor, WPA2, are recommended for securing wireless
networks.

WPA encryption is categorized into two primary variations:
Pre-Shared Key (PSK) and Enterprise. Despite its enhance-
ments over WEP, WPA-PSK was found to possess vulnera-
bilities [17] that were mitigated with the adoption of the Ad-
vanced Encryption Standard (AES) in WPA2. While WPA2-
PSK, when used with a complex, non-dictionary passphrase,
remains a relatively secure choice, its primary limitation lies
in the uniformity of credentials shared among all users. This
implies that any compromise of the network key necessitates
a complete reconfiguration of all connected devices.

A more robust alternative is WPA/WPA2 Enterprise, which
eliminates the necessity of a common key by assigning distinct
authentication credentials to each user. This individualized au-
thentication system enhances network security as unauthorized
access becomes significantly more challenging. Although tra-
ditional implementations of WPA-Enterprise require dedicated
authentication servers, cost-efficient alternatives are available.
The subsequent sections elaborate on the deployment of a
FreeRadius authentication server on a Raspberry Pi 2, offering
a budget-conscious yet effective security solution.

B. Principles of Authentication, Authorization, and Account-
ing

The Authentication, Authorization, and Accounting (AAA)
framework [19][20] establishes a structured methodology for
regulating access to network resources. The first component,
authentication, verifies the legitimacy of users attempting to
connect to the network. Once authenticated, the authoriza-
tion phase determines the level of access granted based on
predefined policies. Finally, the accounting mechanism tracks
network resource usage, providing logs for security auditing
and usage analysis.

This systematic approach ensures that only authorized users
gain access while enabling network administrators to monitor
activities effectively. The integration of an AAA framework is
particularly crucial in multi-user environments where differen-
tiated access levels and tracking mechanisms enhance security
and resource management.

C. Implementation of the Extensible Authentication Protocol

The Extensible Authentication Protocol (EAP) was de-
veloped to provide a standardized authentication framework
that replaces proprietary authentication methods [18]. EAP
supports multiple authentication techniques, including MD5,
TLS, TTLS, LEAP, and PEAP, making it a versatile solution
adaptable to various security requirements.

Within WPA/WPA2-Enterprise networks, authentication is
managed via the IEEE 802.1X standard, which defines the
transmission of EAP over wired or wireless LANs (EAPoL
- EAP over LAN). A complete IEEE 802.1X authentication
system consists of three key components:



1) Supplicant: The end-user device (e.g., laptop, smart-
phone) requesting network access.

2) Authenticator: The network device (e.g., access point
or switch) that enforces authentication policies.

3) Authentication Server: A centralized server (e.g., RA-
DIUS) responsible for verifying credentials and granting
access.

Communication between the supplicant and the authen-
ticator occurs using EAPoL, whereas interactions between
the authenticator and the authentication server utilize the
RADIUS protocol. Within the presented network architecture,
OpenWRT-based access points (APs) serve as authenticators.
To enable Radius authentication, the default WPA implemen-
tation in OpenWRT, known as wpad-mini, was substituted
with wpad, a more comprehensive package supporting WPA-
Enterprise configurations.

Configuration of the authenticator can be achieved using
the LuCI web administration interface of OpenWRT. In ad-
dition to defining standard WiFi settings such as SSID and
encryption type, it is essential to specify the IP address and
port of the RADIUS server, alongside a shared secret key for
authentication between APs and the server.

D. Network Administration and User Authentication Manage-
ment

The centralized authentication server, in this case, FreeRa-
dius, is responsible for managing access control policies. The
router and additional APs function as clients within the RA-
DIUS configuration framework, ensuring that authentication
requests are processed systematically. Through this setup,
network administrators gain the capability to assign unique
login credentials to individual users, enhancing overall security
while maintaining ease of management.

By implementing WPA2-Enterprise with RADIUS authen-
tication, unauthorized access risks are mitigated, and network
administration efficiency is significantly improved. The ability
to track user activity further supports compliance with security
regulations, ensuring that the network remains secure and well-
regulated.

The Remote Authentication Dial-In User Service (RADIUS)
protocol [21] has become a standard solution for authentica-
tion, authorization, and accounting (AAA) in network envi-
ronments. It provides centralized management of credentials
and access control, making it an ideal choice for enterprise
and large-scale network deployments. For the network infras-
tructure detailed in this paper, FreeRADIUS [22] was selected
due to its robust feature set, modular architecture, and open-
source nature, which makes it widely adopted across various
applications.

FreeRADIUS is available as an OpenWRT package and can
be conveniently installed and configured. Despite the flexibility
and customization options it provides, configuring FreeRA-
DIUS can be complex, requiring a thorough understanding
of its modular components and policies. However, in most
scenarios, the default configuration settings are sufficient to
establish a secure authentication framework.

To ensure optimal performance and avoid unnecessary
computational load on networking devices, FreeRADIUS was
initially tested on the Tp-Link WRT4300-based access points
(APs). The results demonstrated that the access points could
run the RADIUS server without any significant performance
degradation. However, to enhance system resilience and main-
tainability, the final deployment decision involved relocating
the RADIUS server to a dedicated Raspberry Pi device.

A crucial advantage of this approach is the ability to main-
tain network functionality in the event of hardware failure.
Since all essential packages are pre-compiled into the firmware
of the APs, should the Raspberry Pi experience an outage, the
RADIUS service can be seamlessly restarted on any of the
access points with minimal configuration. The configuration
was pre-deployed during the network commissioning phase
to ensure that only the RADIUS server process needs to be
activated as a fallback measure.

This distributed redundancy approach enhances network
reliability, as authentication services remain available even if
the primary RADIUS server encounters an issue. Additionally,
deploying FreeRADIUS on a Raspberry Pi device allows for
further scalability, enabling integration with external authen-
tication databases, logging mechanisms, and advanced access
control policies.

In summary, implementing FreeRADIUS within the de-
scribed network architecture ensures robust authentication se-
curity, centralized access control, and flexible recovery mecha-
nisms, all of which contribute to a resilient and scalable Wi-Fi
infrastructure.

E. AAA Implementation Summary

To ensure secure and efficient network access control,
WPA2 Enterprise authentication has been implemented specif-
ically for the WiFi guest network. The administration network,
which hosts critical devices such as surveillance cameras,
smart home automation components, and network storage so-
lutions, operates using WPA2-PSK encryption. The distinction
between the two security protocols arises due to the limited
compatibility of certain embedded devices, such as IP cameras,
with enterprise-grade wireless security mechanisms.

One of the key observations during the implementation
phase was the relative complexity of configuring WPA2 Enter-
prise authentication, particularly on Windows-based devices.
Unlike personal WPA2-PSK networks that require only a sin-
gle shared key, WPA2 Enterprise relies on authentication via
a RADIUS server, necessitating additional configuration steps
such as specifying authentication credentials and certificate
validation parameters.

To optimize system performance and minimize computa-
tional overhead on the primary router, the RADIUS authenti-
cation server was deployed on one of the WiFi access points
rather than on the main router. This strategic allocation of
resources prevents excessive processing burden on the central
networking hardware while maintaining seamless authentica-
tion services.



Fig. 1. Complete IEEE 802.1X system.

Extensible Authentication Protocol (EAP) provides a stan-
dardized framework for implementing various authentication
mechanisms, enabling seamless integration of multiple secu-
rity protocols within a unified authentication architecture. EAP
is designed to eliminate reliance on proprietary authentication
mechanisms, ensuring interoperability across different authen-
tication methods, including password exchange, challenge-
response tokens, and public-key infrastructure (PKI) certifi-
cates.

Within the implemented network structure, two distinct
VLANs have been configured to facilitate access control
and enhance security. The first VLAN serves as a publicly
accessible network, secured using EAP authentication. This
VLAN is intended for guests, renters, and visitors within
the building, each of whom is assigned unique authentica-
tion credentials to access the network. The second VLAN
is exclusively reserved for building administration purposes,
supporting mission-critical infrastructure such as network-
attached storage, surveillance systems, and IoT-enabled smart
home devices. Given that some of these devices lack EAP
compatibility, the administration VLAN employs WPA2-PSK
encryption as an alternative security measure.

To reinforce the security posture of the administration
network, both physical and logical security controls have been
implemented. Physically, key-protected cabinets restrict unau-
thorized access to essential networking equipment, ensuring
that only authorized personnel can interact with the hardware.
Logically, multiple security layers are enforced, including the
use of non-trivial WPA2-PSK passphrases, firewall rules to
restrict unauthorized external access, and MAC address-based
IP leasing via DHCP to prevent unauthorized devices from
connecting to the network.

Implementing these measures effectively safeguards the
network against potential security threats, ensuring that critical
infrastructure remains isolated from unauthorized access while
providing a structured and efficient authentication mechanism
for guest users. The combination of physical security measures
and logically enforced access restrictions helps mitigate risks
associated with unauthorized network access, ensuring robust
network integrity and operational reliability.

VI. PERFORMANCE EVALUATION

To validate the efficiency and effectiveness of the proposed
WiFi deployment, a performance evaluation was conducted
using key metrics such as average network latency, throughput,
and authentication time. The testbed consisted of the deployed
OpenWRT-based APs, Raspberry Pi Radius server, and a
variety of client devices.

A. Network Latency and Throughput

Latency tests were performed using ICMP echo requests
across VLANs and to the public internet. The average round-
trip latency within the internal network was observed to
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Main router
192.168.1.1
192.168.2.1

Camera first floor
192.168.1.53

Ground floor 1
192.168.1.3
192.168.2.3

Camera enterance
192.168.1.51

Camera ground floor
192.168.1.52

Ground floor 2
192.168.1.4
192.168.2.4

Main server
192.168.1.101

Intercom
USB-RS232

RfId key reader
USB-RS485

Second floor 1
192.168.1.5
192.168.2.5

Second floor 2
192.168.1.6
192.168.2.6

RaspberryPi server
192.168.1.128

Camera second floor
192.168.1.54

Fig. 2. Topology of prepared network

logs [table]
id INTEGER

timestamp DATETIME
host TEXT

program TEXT
msg TEXT

stats [table]
id INTEGER

timestamp DATETIME
router INTEGER

rx_bytes INTEGER
rx_packets INTEGER

tx_bytes INTEGER
tx_packets INTEGER

load INTEGER

connections_in_time [temp table]
id  INTEGER

user_id  INTEGER
start_timestamp  DATETIME
end_timestamp  DATETIME

users [table]
id INTEGER

timestamp DATETIME
mac TEXT NOT NULL

name TEXT
ip TEXT

bridge TEXT

connections [table]
id INTEGER

timestamp DATETIME
result TEXT

account TEXT
ap TEXT

user_id INTEGER

queries [table]
id INTEGER

timestamp DATETIME
user_id INTEGER

url TEXT

usage [table]
id INTEGER

timestamp DATETIME
user_id INTEGER
data_in INTEGER

data_out INTEGER

usage_by_ap [temp table]
id INTEGER

timestamp DATETIME
user_id INTEGER
data_in INTEGER

data_out INTEGER
ap TEXT

usage_by_hour [temp table]
id  INTEGER

timestamp  DATETIME
user_id  INTEGER
data_in  INTEGER

data_out  INTEGER

usage_by_month [temp table]
id  INTEGER

timestamp  DATETIME
user_id  INTEGER
data_in  INTEGER

data_out  INTEGER

usage_by_monthday [temp table]
id  INTEGER

timestamp  DATETIME
user_id  INTEGER
data_in  INTEGER

data_out  INTEGER

usage_by_weekday [temp table]
id INTEGER

timestamp DATETIME
user_id INTEGER
data_in INTEGER

data_out INTEGER

Fig. 3. Schema of database

be below 5 ms, while external latency averaged 35–45 ms.
Throughput tests using iPerf recorded consistent download
speeds of 85 Mbps on the 5GHz band and 40 Mbps on 2.4GHz
band across the access points.

B. Authentication Time

WPA2-Enterprise authentication using FreeRadius was eval-
uated for 20 sequential logins. The average authentication time
was measured at 1.6 seconds. Reauthentication times were
negligible due to session caching.

C. Comparative Analysis

TABLE I
PERFORMANCE COMPARISON BEFORE AND AFTER OPTIMIZATION

Metric Before Deployment After Deployment
Avg Latency (ms) 22.5 4.8
Avg Throughput (Mbps) 38.6 85.2
Auth Time (s) NA 1.6

These results validate the enhanced performance and re-
sponsiveness of the optimized architecture.

VII. FUTURE WORK

Future enhancements of this system may include:
• Integration of captive portals for real-time access man-

agement and monetization.
• Deployment of advanced analytics for usage patterns and

intrusion detection.
• Support for IPv6 and mesh networking capabilities in

OpenWRT firmware.
• Implementation of redundant authentication servers for

failover.
• Integration with third-party identity providers via LDAP

or OAuth.



These improvements would further enhance the scalability
and resilience of the architecture for larger deployments.
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