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ABSTRACT

Agentic AI systems built on large language models plan, use tools, and maintain memory over
multiple steps. Their risks and responsibilities depend on an execution trajectory rather than a
single output. Despite progress, work on transparency for such systems remains scattered. Most
explainability and interpretability research still targets static or single step model outputs, while
Agentic AI surveys emphasize planning, tools, and memory, giving limited attention to transparency
and oversight. Literature insufficiently addresses what should be subject to transparency and recorded
during an agent’s lifecycle and how to verify records. Addressing this need, this survey offers
a transparency-focused analysis by connecting interpretability, explainability, and governance for
Agentic AI systems from design to deployment and synthesizing relevant methods for agent artifacts,
including plans, tool interactions, memory events, and coordination signals, relating them to assurance
needs such as faithfulness, auditability, compliance, robustness, and equity. The paper consolidates
evaluation practices and highlights gaps, especially in trajectory level accountability, tool mediated
provenance, and multi-agent coordination transparency. It proposes the Minimal Explanation Packet
as standardized outcome artifact bundling key lifecycle evidence into an audit-ready record. The
survey serves as a reference for researchers and practitioners to consistently compare approaches,
design evaluations, and report transparency evidence.
� Project Page: https://vectorinstitute.github.io/Agentic-Transparency/
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1 Introduction

Agentic AI systems, which are large language models (LLMs) augmented with planning, memory, tool use, and
autonomous decision-making, are rapidly moving from research prototypes to production deployments [49, 20]. Unlike
traditional machine learning (ML) models that produce a single output from a single input, these LLM-based agents
maintain state across interactions, reason over multi-step goals, coordinate with other agents, and take actions with
real-world consequences [147]. This shift in capability demands a corresponding shift in how we approach transparency.
Explaining an agent requires explaining not only what it concluded, but also how it arrived there and what that means
for the user, the organization, and society [31].

To date, the tools available for understanding AI systems have largely been built for a different era. Interpretability
methods developed for static classifiers [60] and post-hoc explainability techniques designed for single predictions [8]
struggle to capture the temporal, stateful, and interactive nature of agentic behavior. When an agent plans a sequence of
actions, updates its beliefs based on tool outputs (e.g., search APIs, database queries, code execution), and coordinates
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with other agents before producing a final outcome, existing explainable AI (XAI)1 methods are largely limited to
isolated steps and fail to trace accountability across the full decision-making process. This gap matters because users
confronting an agent’s recommendation face three recurring questions: (1) Why did I get this result? (Cause); (2)
How did the agent arrive at it? (Process); and (3) What does it mean for me? (Impact). Addressing these questions
in Agentic AI systems demands a shift away from viewing explanations as one-time, post-hoc artifacts and towards
treating transparency as a lifecycle property, one that is embedded in the agent’s architecture, monitored throughout
execution, and evaluated against its outcomes. A taxonomy of transparency in agentic AI presented in this paper is
presented in Fig. 1 and discussed in Section 3.

1.1 The Transparency Gap in Agentic AI

Throughout this survey, we use the term Agentic AI to refer to LLM-based autonomous agents, which are systems that
integrate LLMs with planning, memory, and tool-use capabilities to operate over multiple steps and produce real-world
effects, consistent with recent literature [49]. In this context, we use transparency as an umbrella term that includes
interpretability (insight into internal mechanisms), explainability (user-facing rationales), and auditability (support for
verification and accountability), following prior work [42, 90] on transparent and accountable AI systems.

There is an urgent need for transparency in Agentic AI. This urgency arises because investment and deployment are
accelerating rapidly, while transparency research and tooling are not keeping pace. Fig. 2a illustrates this divergence,
showing deployment growth exceeding transparency tooling by approximately 6× by 2034. This imbalance is also
evident in research activity. As shown in Fig. 2b, publications on Agentic AI are increasing substantially faster than
those on XAI. More than 90% of enterprises report near-term interest in Agentic AI; however, only 2% had deployed
such systems at scale by early 2025, and just 15% report having XAI infrastructure in place (Fig. 2c) [41, 82]. These
figures suggest that governance and assurance gaps (rather than lack of interest or technical capability) are the primary
barriers to large-scale deployment.

The sectors adopting Agentic AI are also those with the strongest transparency requirements. As shown in Fig. 2d,
banking, financial services, and insurance, healthcare, and government face high regulatory demands for transparency
while actively deploying agentic systems. Governance frameworks such as the EU AI Act [35], NIST AI RMF [92], and
ISO/IEC 42001 [51] mandate varying degrees of explainability for high-risk AI systems; however, the explainability
methods referenced in these frameworks were largely developed for static models rather than for Agentic AI. The
research landscape is similarly fragmented; we summarize this divide in Table 1 and Fig. 3.

1.2 Necessity of this Survey

As Table 1 and Fig. 3 show, prior survey articles fall into two largely non-overlapping groups. The first group comprises
XAI and interpretability surveys, which focus predominantly on static or single-step models; recent LLM-oriented
reviews in this category remain centered on individual model outputs rather than agentic workflows [164]. Fig. 4
further shows that Agentic AI capabilities have advanced faster than XAI methods. The second group comprises
surveys on Agentic AI [78, 159, 152], which comprehensively cover architectures, planning, tools, and memory but
treat transparency as a secondary concern or defer it entirely. To address this gap, we present a survey that bridges these
two strands by offering a unified treatment of interpretability and explainability for LLM-based agentic systems.

1.3 Scope and Approach

We survey interpretability and explainability methods for Agentic AI systems, focusing on how transparency can be
achieved in these settings. Methodologically, our literature review spans 2017–2025 across major publisher databases
including SpringerLink, Elsevier ScienceDirect, the ACM Digital Library, and IEEE Xplore, as well as across Google
Scholar and arXiv. We used keyword combinations including agentic AI, LLM agents, tool use, and transparency
(interpretability and explainability) to search the relevant literature. We prioritize methods that (i) expose or test internal
mechanisms, traces, or decision factors, (ii) agent-specific artifacts (e.g., plans, tool I/O, memory writes/retrievals,
coordination signals), and (iii) governance or assurance frameworks to operationalize transparency. Consistent with
common practice in computer science survey articles [145, 62], we do not present new empirical validation through
deployed systems, reference implementations, or controlled user studies; instead, we outline these validation directions
as future work (Section 7). Building on foundational taxonomic work in explainable and interpretable AI transparency
by Lipton [70], Gilpin et al. [40], and Murdoch et al. [90], we extend these conceptual distinctions to Agentic AI
systems. As illustrated in Fig. 3, our work bridges a critical gap between traditional XAI/interpretability surveys
focused on static models and emerging Agentic AI surveys with limited transparency coverage. As shown in Table 1,

1Here, we use XAI to refer to traditional explainability and interpretability methods.
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Cognitive Objects
(WHAT) §3.1

Intent (G)

Beliefs (B)

Plans (P)

Memory/State (S)

Tool I/O (T)

Policies (Π)

Outcomes (O)

Goal or objective [5, 127]

World model representation [163]

Action sequences [49, 154]

Persistent context [98]

Tool interactions [116]

Guardrails and constraints [10]

Actions and effects [90]

Assurance
Objectives

(WHY) §3.2

Faithfulness (Af )

Usefulness (Au)

Compliance (Ac)

Robustness (Ar)

Equity (Ae)

Auditability (Aa)

Reflects actual computation [79]

Actionable for stakeholders [32, 15]

Evidence for obligations [91, 35]

Stable under perturbations [126]

Fair across groups [110]

Verifiable provenance [136]

Mechanisms
(HOW) §3.3

Intrinsic (Mi)

Post-hoc (Mp)

Mechanistic (Mm)

Operational (Mo)

Social (Ms)

Built-in traces and rationales [146, 105]

Attributions and counterfactuals [76, 113]

Probing and circuit analysis [27, 139]

Logs, provenance, replay [108]

Interactive and contestability [61, 112]

Temporal Stages
(WHEN) §3.4

Design-time (Wd)

Process-time (Wp)

Outcome-time (Wo)

Pre-deployment specs [39, 87]

Runtime monitoring and oversight [108]

Post-hoc MEP and audit artifacts [136]

Stakeholders
(WHO) §3.6

End Users (Hu)

Developers (Hd)

Auditors (Ha)

Regulators (Hr)

Third Parties (Ht)

Actionable explanations and recourse [32]

Debugging traces and probes [134]

Reproducible evidence [136]

Compliance documentation [63]

Aggregate transparency [36]

Agentic
Transparency
Taxonomy §3

Methods & Evaluation

Interpretability
§4

Perception-layer [73]

Reasoning/Planning [107]

Tool & Memory [109]

Causal Probes [29]

Explainability
§5

Layered CoT [137]

Counterfactuals [64]

Interactive/Contest [97]

Compliance Artifacts [36]

Evaluation
§6

Design-time Ready §6.1

Process-time Monitor §6.2

Outcome-time Assess §6.2

Performance Signals §6.5

MEP
§3.5

Plan Summary

Tool Traces (I/O)

Evidence Hashes

Policy/Fairness ∆

Figure 1: Taxonomy of transparency in agentic AI, organized for interpretability, explainability, and evaluation.

our survey uniquely integrates explainability, interpretability, and Agentic AI coverage, which have previously been
addressed in isolation in the existing literature.
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(a) Market growth projection (b) Growth rate asymmetry

(c) Enterprise adoption gap (d) Sector adoption vs. regulatory requirements

Figure 2: The transparency gap in Agentic AI. Across market, research, and enterprise adoption, agentic deployments
outpace transparency tooling, and the most active sectors face the strongest transparency and regulatory requirements.

Four subplots summarizing the transparency gap: market growth projections, publication growth rates, enterprise
adoption gap, and sector adoption versus regulatory requirements.

Table 1: Comparison of related surveys. Symbols: ✓ = explicit focus, ✗ = no dedicated treatment.
Related survey Year Explainability Interpretability Agentic Notes

[32] 2017 ✗ ✓ ✗ Defines interpretability as human-simulatability; evaluation levels.
[70] 2018 ✓ ✓ ✗ Intrinsic transparency vs. post-hoc;

simulatability/decomposability.
[90] 2019 ✓ ✓ ✗ Model-based (intrinsic) vs. post-hoc; PDR evaluation.
[50] 2023 ✓ ✗ ✗ General XAI overview.
[164] 2024 ✓ ✓ ✗ LLM-focused XAI; local/global; prompting vs. fine-tuning.
[149] 2025 ✗ ✓ ✗ Usable interpretability methods.
[12] 2025 ✓ ✓ ✗ LLMs as explainers (XAI tooling).
[78] 2025 ✗ ✗ ✓ LLM agent methodologies/workflows.
[69] 2025 ✓ ✓ ✗ Broad XAI taxonomy.
[159] 2025 ✗ ✗ ✓ Agent workflows: planning, tools, memory.
[99] 2025 ✗ ✗ ✓ Autonomous agents review.
[152] 2025 ✗ ✗ ✓ Tool-use agents survey.
[96] 2025 ✓ ✓ ✗ Usability-oriented XAI.

This survey 2026 ✓ ✓ ✓ Transparency for LLM-based agents.

1.4 Contributions

This survey makes three primary contributions:
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Agentic Focus

Transparency Depth

Static Models Agentic Systems

L
ow

H
ig

h XAI / Interpretability Surveys

Agentic AI Surveys

Lipton [70] Gilpin [40]

Murdoch [90] Zhao [164]

Luo [77] Bilal [12]

Lin [69]

Luo [78] Yu [159]

Xu [152] Nisa [93]

Piccialli [99]

This Survey

Gap

Figure 3: Positioning of this survey relative to existing literature. Prior work clusters in two regions: XAI/interpretability
surveys focused on static models (left), and Agentic AI surveys with limited transparency coverage (bottom-right). This
survey addresses transparency challenges specific to agentic systems.

A 2D positioning diagram showing how prior surveys cluster around static-model XAI/interpretability versus
agentic-AI surveys, with this survey highlighted as bridging the two areas.

Figure 4: Evolution of Agentic AI milestones versus XAI methods. The shaded region highlights the “transparency gap”
period (2022–present) where Agentic AI development has accelerated while explainability methods remain focused on
static models.
A timeline comparing key milestones in agentic AI with milestones in explainability and interpretability methods; a

shaded region marks the period since 2022 where agentic AI progress outpaces transparency methods.

1. Synthesis. We consolidate research across interpretability, explainability, mechanistic analysis, and agentic
AI monitoring to characterize the current state of transparency for LLM-based agents, covering single-agent,
multi-agent, and multimodal settings.

2. Taxonomy. We propose a five-axis framework for organizing agentic transparency research along: (i) what is
made transparent (cognitive objects: goals, plans, memory, tool I/O, policies, outcomes), (ii) why transparency
is required (assurance objectives: faithfulness, usefulness, compliance, robustness, equity, auditability),
(iii) how transparency is achieved (mechanisms: intrinsic, post-hoc, mechanistic, operational, social), (iv) when
transparency applies (lifecycle stages: design-time, process-time, outcome-time, post-deployment), and
(v) who requires transparency (stakeholders: end users, developers, auditors, regulators, affected third parties).

3. Gap Analysis and Research Agenda. We map existing methods to assurance objectives and governance
frameworks (EU AI Act, NIST AI RMF, ISO/IEC 42001), identify critical gaps—particularly in trajectory-
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level accountability, tool-mediated provenance, and multi-agent coordination—and propose the Minimal
Explanation Packet (MEP) as a standardized outcome-time artifact. We outline a research agenda for empirical
validation as future directions for the research community. A conceptual overview of the survey is provided in
Fig. 1.

2 Background

2.1 Interpretability and Explainability

The terms interpretability and explainability are often used interchangeably, but we follow a distinction that has emerged
in recent literature [70, 40, 90]: Interpretability refers to the degree to which a human can understand the internal
mechanisms of a model, such as its representations, computations, and decision boundaries [60]. Interpretability
is typically model-facing: it concerns what the system is doing internally, and its primary audience is developers,
researchers, and auditors. Explainability refers to the capacity to provide post-hoc rationales or justifications for a
model’s outputs in terms that are meaningful to end users [156]. Explainability is typically user-facing: it concerns
why a particular output was produced, and its primary audience is the people affected by or relying on the system.

This distinction becomes especially important for Agentic AI systems. A developer debugging an agent’s planning loop
requires interpretability, i.e., access to internal reasoning traces, belief states, and decision points. A user receiving a
recommendation from that agent requires explainability, i.e., a coherent justification for why the agent acted as it did.
The two needs are related but not identical [70, 40, 90]. We use transparency as an umbrella term encompassing both
interpretability and explainability, along with broader properties such as audibility and traceability that governance
frameworks increasingly require [35, 92, 51].

2.2 Characterizing Agentic AI Systems

Table 2: Notations used throughout the survey.

Symbol Description Symbol Description
A Agentic AI system M LLM-based reasoning module(s)
G Goal or objective P Planning / decomposition module
T Tool set and tool I/O traces S State or memory
B Belief state / world model Hu End-user stakeholder class
Hd Developer / operator stakeholder class Ha Auditor stakeholder class
Hr Regulator stakeholder class Ht Affected third-party stakeholder class

Mi Intent/goal explanation mechanisms Mp Plan/trajectory explanation mechanisms
Mt Tool/evidence (provenance) mecha-

nisms
Mu Uncertainty/confidence mechanisms

Mπ Policy/guardrail mechanisms Mo Outcome/impact mechanisms
E Environment π Policy / guardrails
at Action at step t ot Observation at step t
st Agent state at step t O Outcome / final output
e Explanation artifact f Faithfulness metric

Af Faithfulness objective Au Usefulness objective
Ac Compliance objective Ar Robustness objective
Ae Equity objective Aa Auditability objective

Wd Design-time stage Wp Process-time stage
Wo Outcome-time stage MEP Minimal Explanation Packet
τ Trace–plan agreement threshold ϵ Fairness / parity tolerance
∆ Measured parity gap Π Policies surfaced in explanations

We define an Agentic AI system as an LLM-based system that operates over multiple steps with persistent state and
interaction with external tools or an environment. Table 2 summarizes the notation used in this survey.

2.3 Agentic AI Architectures and Lifecycle

We distinguish three common configurations of Agentic AI architectures. Single-agent systems involve a single
LLM-based agent that interacts with tools and an environment (e.g., ReAct [155], Toolformer [116], and AutoGPT-style
systems [124]). In these settings, transparency challenges typically center on tracing multi-step plans, justifying tool
selection, and attributing outcomes to memory retrieval and state updates. Multi-agent systems comprise multiple
LLM-based agents that coordinate to accomplish tasks (e.g., ChatDev [104], AutoGen [147], and CAMEL [66]).

6
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Here, transparency needs inspection of inter-agent communication, role attribution, and coordination dynamics that
may emerge across interactions. Multimodal agentic systems integrate additional modalities such as vision or
audio, alongside language, which introduces further transparency challenges related to cross-modal grounding [120],
attribution, and consistency between modalities and actions. We treat transparency as lifecycle-dependent rather
than a single property. Following governance frameworks such as NIST AI RMF [92] and ISO/IEC 42001 [51], we
distinguish three temporal stages for transparency assurance. Design-time (pre-deployment) encompasses architectural
choices—model selection, interface design, memory structure, and role definitions—that enable or constrain later
interpretability. Process-time (operational phase) includes reasoning traces, plan monitoring, tool-call auditing, and
state inspection during agent execution. Outcome-time (post-hoc phase) covers explanation generation, counterfactual
analysis, contestability mechanisms, and audit logging. We subsume end-of-lifecycle under outcome-time, as its
transparency requirements are met through outcome artifacts and governance controls.

2.4 Governance and Regulatory Context

Transparency requirements for AI systems are also increasingly formalized in governance frameworks and AI regula-
tions. In this survey, we foreground three widely used references: the EU AI Act [35], which introduces risk-based
obligations for high-risk systems (e.g., logging, human oversight, and user-facing information duties); the NIST
AI Risk Management Framework (AI RMF) [92], which treats accountability and transparency as cross-cutting
concerns across the GOVERN, MAP, MEASURE, and MANAGE functions; and ISO/IEC 42001 [51], which specifies
organizational management-system controls for responsible AI, including transparency and documentation practices.

Beyond the EU AI Act, NIST AI RMF, and ISO/IEC 42001, several complementary governance instruments reinforce
transparency requirements for Agentic AI. The GDPR establishes safeguards for automated decision-making and associ-
ated disclosure duties2 , while ISO/IEC 23894 provides lifecycle-oriented guidance for AI risk management, IEEE 7001
further treats transparency in autonomous systems as a measurable and testable property3. At the principles level, both
the OECD AI Principles and the UNESCO Recommendation explicitly emphasize transparency, explainability, and
human oversight. Recent international developments include the Council of Europe Framework Convention on AI,
which frames lifecycle governance around human rights, democracy, and the rule of law. In Canada, the proposed AIDA
under Bill C-27 similarly emphasizes risk mitigation for high-impact systems*.

Across these instruments, meaningful human oversight emerges as a consistent expectation. Several frameworks also
address end-of-lifecycle transparency: the EU AI Act mandates post-market monitoring and withdrawal procedures
(Articles 72–73), ISO/IEC 42001 requires documented decommissioning processes, and GDPR establishes data
retention limits and deletion obligations. These requirements ensure that transparency obligations extend beyond active
deployment to archival, handoff, and retirement. Building on these foundations, Section 3 turns the above concepts into
a practical structure.

3 Taxonomy for Agentic AI Transparency

This section introduces a taxonomy for operationalizing transparency in agentic AI systems. In contrast to existing XAI
taxonomies that emphasize static models, our taxonomy is designed for tool-using LLM agents where transparency is
essential. We structure transparency along 5 complementary dimensions, each addressing a fundamental question:

1. Cognitive Objects (WHAT): Which internal states and interfaces should be made transparent?
2. Assurance Objectives (WHY): What goals should transparency serve?
3. Mechanisms (HOW): What technical means achieve transparency?
4. Temporal Stages (WHEN): At what point in the lifecycle is transparency required?
5. Stakeholders (WHO): Which audiences require transparency, and in what form?

We use these dimensions to compare methods that would otherwise be discussed in separate literature, to clarify what
evidence each method produces, and to surface gaps that matter for deployment and evaluation. This five-dimensional
structure builds on established organizing principles in related domains. For example, Yin et al. [157] organize privacy-
preserving federated learning around a “5W” taxonomy (who, what, when, where, why), while Guidotti et al. [42]
classify XAI methods by explanation type, scope, and model dependency. We extend these ideas to agentic AI by
explicitly accounting for tool use, memory, multi-step trajectories, and multi-agent coordination. Fig. 1 provides a
visual overview, and Table 3 summarizes the framework in an implementation-oriented form.

2GDPR Article 13 and GDPR Article 22.
3IEEE SA Autonomous and Intelligent Systems (AIS) Standards (incl. IEEE 7001).
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Table 3: Five-axis summary: axes, core categories, representative artifacts/mechanisms, and practical evaluation signals.
Axis Core categories Representative artifacts / mechanisms / evaluation signals

WHAT
(Cognitive
objects)

Intent G; beliefs/world model B;
plans P; memory/state S; tool
I/O T ; policies/guardrails Π; out-
comes/effects O
[5, 71, 98, 116, 117, 90]

Goal verbalization/intent probes; plan graphs and rejected alternatives; memory
and retrieval logs; tool-call traces (inputs/outputs/errors) with signatures; policy
activation logs; outcome logging and effect attribution.
Signals: object coverage, redaction policy, trace completeness, integrity checks

WHY
(Assurance
objec-
tives)

Faithfulness; usefulness; com-
pliance; robustness; equity; au-
ditability
[79, 32, 35, 92, 111, 126, 110,
136]

Faithfulness tests (trace–execution consistency); user task success and perceived
helpfulness; documentation sufficiency for governance; stability under perturba-
tions; disaggregated transparency/fairness checks; replayability and verifiable
provenance.
Signals: stability, disparity, reproducibility, retention compliance

HOW
(Mechanisms)

Intrinsic; post-hoc; mechanistic;
operational; social
[146, 113, 76, 139, 136, 59, 108]

Intrinsic rationales / structured reasoning; model-agnostic attributions and coun-
terfactuals; probing and causal interventions; signed logs, hashing, replay and
provenance; interactive dialogue, critique/revision and contestability interfaces.
Signals: approximation error, cost, privacy risk, user alignment

WHEN
(Temporal
stages)

Design-time; process-time;
outcome-time
[86, 39, 108]

Design-time: specs, model cards, risk assessment and logging plan. Process-
time: monitoring + real-time trace integrity. Outcome-time: Minimal Explana-
tion Packet (MEP) for each decision.
Signals: readiness, monitoring effectiveness, post-hoc verifiability

WHO
(Stakeholders)

End users; developers; auditors;
regulators; affected third parties
[32, 35, 92]

Tailored views: user-facing explanations + recourse; developer debugging traces;
auditor-grade evidence and replay; regulator-ready reports and incident records;
aggregate transparency for affected groups.
Signals: role-appropriate utility, contestability, audit sufficiency

3.1 Cognitive Objects: What Should Be Transparent?

Traditional XAI methods typically explain a model’s prediction by highlighting relevant input features or providing
counterfactual alternatives. For Agentic AI systems, transparency extends beyond explaining outputs to making the
decision trajectory inspectable. The goal is to see: what the agent believed, what it intended to do, which tools it invoked
and what constraints shaped the process. We define Cognitive objects as the internal states and interfaces that shape an
agent’s behavior. We identify seven categories of cognitive objects as first-class transparency targets. For a given agent
execution, we denote the transparency-relevant state as a tuple:

C = ⟨G,B,P,S, T ,Π,O⟩

where each component corresponds to one category: intent G (the goal or objective, explicit or inferred) [5]; beliefs B
(the agent’s representation of the world, including retrieved facts) [156]; plans P (action sequences, rejected alternatives,
contingencies) [146]; memory/state S (persistent and transient context across interactions) [98]; tool inputs/outputs
T (queries, responses, failures, fallbacks) [116]; policies Π (guardrails, safety constraints, governance controls) [108];
and outcomes O (actions taken, effects, and user-facing outputs) [90].

Design principle: If a cognitive object can influence downstream behavior, it should be observable for the relevant
stakeholder and assurance objective. In practice, this requires defining which objects are in scope, logging or exposing
them through traces, graphs, or metadata, and applying selective disclosure when privacy or security constraints apply.

3.2 Assurance Objectives: Why Is Transparency Required?

Transparency is not an end in itself but an enabler of assurance. This dimension specifies which objectives transparency
should serve, recognizing that different stakeholders prioritize different goals. We define an assurance objective set
A = {Af , Au, Ac, Ar, Ae, Aa} comprising six objectives that transparency mechanisms must support.

Faithfulness (Af ) asks whether the explanation reflects the system’s actual computation and decision path, rather than
an appealing post-hoc narrative [79]. This is particularly challenging for Agentic AI systems, where CoT traces may
not correspond to internal reasoning processes. Usefulness (Au) asks whether the transparency artifact is actionable
for its intended audience such as users, developers, or auditors [32]. A technically complete trace may be useless to
an end user seeking recourse. Compliance (Ac) asks whether artifacts provide evidence sufficient for legal, ethical,
or organizational obligations [35, 92]. Robustness (Ar) asks whether explanations remain stable under reasonable
perturbations and adversarial conditions [111, 126]. Equity (Ae) asks whether transparency surfaces potential bias and
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avoids systematically disadvantaging protected groups [110]. Auditability (Aa) asks whether artifacts can be verified,
reproduced, and traced over time with provenance guarantees [136].

Design principle. Agentic AI systems should be evaluated against a portfolio of objectives rather than a single proxy
such as task accuracy, as discussed in detail in related work [36]. When agents rely on tools and memory, failures often
occur in intermediate steps that remain invisible without explicit transparency mechanisms.

3.3 Mechanisms: How Is Transparency Achieved?

Mechanisms are the technical and procedural means through which transparency is achieved. We group mechanisms into
five familiesM = {Mi,Mp,Mm,Mo,Ms}, emphasizing that no single mechanism dominates across objectives and
stages. Intrinsic (Mi) mechanisms build transparency into the model or agent behavior, such as structured reasoning
traces and explicit plan representations [146]. Post-hoc (Mp) mechanisms produce explanations after the fact, including
model-agnostic attributions and counterfactuals [113, 76]. Mechanistic (Mm) mechanisms interrogate or intervene
on internal representations to increase causal grounding, for example, probing, activation patching, and circuit-level
analysis [139]. Operational (Mo) mechanisms instrument the system to create verifiable traces, including signed
logs, cryptographic hashing, replay capabilities, and provenance graphs [136, 108]. Social (Ms) mechanisms align
explanations with human needs through interaction, critique/revision loops, and contestability interfaces [59].

Design principle. Select mechanisms as assurance tools matched to objectives: operational provenance (Mo) is central
for auditability (Aa), while social mechanisms (Ms) often dominate perceived usefulness (Au). When faithfulness (Af )
is high-stakes, mechanistic (Mm) and operational (Mo) evidence should constrain or validate intrinsic narratives.

3.4 Temporal Stages: When Is Transparency Required?

Transparency requirements and mechanisms shift across the system lifecycle. We distinguish three temporal stages
W = {Wd,Wp,Wo} at which transparency must be addressed. Design-time (Wd) transparency establishes readiness
before deployment: documenting intended behavior and limitations (e.g., model cards [86], datasheets [39]), defining
which cognitive objects are in scope, and specifying how logs, policies, and monitoring will be implemented. Process-
time (Wp) transparency supports real-time oversight: trace completeness, logging integrity, and monitoring effectiveness
while the agent executes actions and uses tools [108]. Outcome-time (Wo) transparency supports post-hoc assessment
after a decision: faithfulness (Af ) and robustness (Ar) checks, equity (Ae) analysis, and audit/replay.

We treat end-of-lifecycle transparency, including archival, retention, and decommissioning, as part of outcome-time
because it is primarily operationalized through outcome artifacts and governance controls such as audit records, access
controls, and retention policies, rather than through a distinct class of runtime transparency mechanisms.

3.5 Minimal Explanation Packet (MEP)

Outcome-time transparency requires a structured artifact that consolidates the evidence generated during design- and
process-time into a verifiable, stakeholder-accessible form. To address this need, we propose the Minimal Explanation
Packet (MEP), which is a standardized, outcome-time artifact designed to simultaneously support multiple transparency
objectives, from real-time user explanations to post-hoc audits, without requiring redundant logging infrastructure.
A typical MEP comprises: (i) a compact plan summary (including key decision points and rejected alternatives);
(ii) evidence references (retrieval IDs and source hashes); (iii) tool traces (inputs, outputs, and errors); (iv) policy and
fairness deltas (triggered guardrails and flagged disparities); (v) cryptographic signatures with timestamps [136, 108];
and (vi) resource consumption estimates (energy usage, carbon emissions, and compute steps where instrumentation
permits) [75]. Table 4 (Panel A) specifies the evidence requirements at each lifecycle stage for each cognitive object,
ensuring MEP completeness and enabling downstream audit capabilities. Fig. 5 illustrates a concrete MEP snapshot
with its constituent components.

Design principle. Treat transparency as a lifecycle capability: design-time (Wd) sets scope and instrumentation,
process-time (Wp) ensures integrity and oversight, and outcome-time (Wo) provides verifiable artifacts for evaluation.

3.6 Stakeholders: Who Requires Transparency?

Different stakeholders require different transparency views, even for the same underlying trace. We identify five
stakeholder categoriesH = {Hu, Hd, Ha, Hr, Ht} and use them to guide what information is surfaced, at what level
of detail, and in what format. End users (Hu) need understandable, actionable explanations, clear status indicators
for long-running agent behavior, and recourse pathways when outcomes are adverse [32]. Developers (Hd) need
debugging traces, interpretability probes, and structured artifacts that support error diagnosis and iterative refinement.
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(A) Flow: From specs to release
Design-time specs
prompts, policies, logging plan, required fields
Runtime traces
plans, tool I/O, memory/belief updates, timestamps
MEP gate (X-Contract checks)
signatures; hash match; plan–trace agreement ≥ τ ; parity
∆ ≤ ϵ
Outcome
Release decision + MEP or Violation → flag, human
review, rollback

(B) Gate logic (pseudo-code)
Algorithm: MEP-Gate(decision d)
input: traces T_d, spec S, thresholds (tau,
epsilon)
1. MEP := assemble(T_d, S.required_fields)
2. if not signed(MEP) or not
hash_match(MEP, T_d) → FAIL
3. if plan_trace_agreement(T_d) < tau →
FAIL
4. if parity_delta(T_d) > epsilon → FAIL
5. log(MEP); RELEASE(d, MEP)
on FAIL: flag(d); notify_human(); rollback()

(C) Minimal Explanation Packet (MEP) — example
{ "run_id": "2025-11-07T11:22:45Z#agentic-vqa#042",

"decision_summary": {"question": "...", "answer": "..." },
"plan_graph": {"nodes":[...], "edges":[...], "rejected":["tool_bing_search"]},
"tool_io": [ {"tool":"vision.embed","in":"img#sha256:...","out":"vec#..." },

{"tool":"retriever","in":"query: ...","out":"doc_ids":[...],"error": null} ],
"evidence_hashes": {"traces":"sha256:...", "inputs":"sha256:..." },
"policy_fairness_deltas": {"gender_proxy": 0.02, "age_proxy": 0.01 },
"resource_consumption": {"energy_kwh": 0.0034, "carbon_gco2e": 1.2, "compute_steps":

4},
"signatures": {"agent":"sig:...", "operator":"sig:..." },
"timestamps": {"start":"...", "end":"..." } }

Figure 5: Minimal Explanation Packet (MEP) operationalized: (A) lifecycle flow from design-time specifications to
outcome generation; (B) release gate ensuring MEP completeness and integrity before deployment; (C) example MEP
structure with required fields.

Auditors (Ha) need reproducible traces, evidence linking outcomes to decisions, and provenance suitable for third-
party review [136]. Regulators (Hr) require documentation, incident records, and governance evidence aligned with
applicable legal frameworks [35, 92]. Affected third parties (Ht) need aggregate transparency about system behavior
and accessible recourse mechanisms, especially when impacts are distributed across populations.

Design principle. Stakeholder needs should determine what is disclosed, in what form, at what granularity, and with
what access controls, all derived from a shared transparency substrate. A single execution trace can yield multiple
views: user-facing summaries for Hu, developer-grade debugging traces for Hd, and auditor-grade signed provenance
for Ha. Table 4 (Panel B) operationalizes these requirements.

3.7 Multi-Agent Extensions

As deployments evolve from single agents to multi-agent systems, transparency becomes more challenging because
outcomes emerge from distributed decision-making across multiple agents. Multi-agent settings introduce four additional
transparency considerations. Role attribution delineates role boundaries by specifying which agent made which
decision, at the granularity required by the relevant assurance objective. Inter-agent communication requires traceable
message exchanges (subject to privacy constraints) to debug coordination failures, identify influence patterns, and trace
escalation paths. Emergent behavior recognition captures team-level dynamics such as consensus formation and
conflict resolution that cannot be attributed to individual agents. Provenance graphs provide the structural foundation
by adopting relations inspired by W3C PROV [136] to connect actions, artifacts, tools, and agents into a verifiable
execution history that supports accountability and replay-based auditing.

Design principle. Attribution is often needed at multiple levels: team-level (collective outcome attributable to the
ensemble), agent-level (decisions attributable to a specific agent), and tool-level (results attributable to external tools
invoked by agents). For multi-agent deployments, MEPs emitted by individual agents can be linked through provenance
edges to reconstruct team-level accountability for any given outcome.

3.8 Cross-Axis Relationships

Mechanisms × Objectives. Different mechanisms preferentially support different assurance goals. Operational
mechanisms (Mo) and replay tend to be decisive for auditability (Aa) and often constrain faithfulness (Af ) by grounding
explanations in verifiable traces [136, 108]. Mechanistic analyses (Mm) provide causal grounding for faithfulness and
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Table 4: Operational requirements across lifecycle stages (WHEN) and stakeholders (WHO). Panel A specifies stage-
by-object evidence needed for MEP completeness; Panel B defines stakeholder-facing views over the same transparency
artifacts.

Panel A: Temporal Stage × Cognitive Object Requirements
Cognitive
Object

Design-Time (Wd) Process-Time (Wp) Outcome-Time (Wo)

Intent (G) Goal specification templates;
intent probe attachment points

Real-time goal verbalization;
intent drift monitoring

MEP: decision summary with
inferred intent

Beliefs (B) Belief schema definition; world
model structure

Belief state inspection; update
logging

MEP: evidence hashes; retrieval
references

Plans (P) Plan representation format;
alternative tracking schema

Plan execution monitoring;
deviation alerts

MEP: plan graph with rejected
alternatives

Memory/State
(S)

Memory/state structure design;
retention policies

Read/write logging;
contamination detection

MEP: memory access patterns;
state snapshots

Tool I/O (T ) Tool interface specs;
error-handling protocols

Tool call traces; I/O logging
with timestamps

MEP: tool traces
(inputs/outputs/errors)

Policies (Π) Policy encoding; guardrail
definitions

Policy activation logging;
threshold monitoring

MEP: policy/fairness deltas;
triggered guardrails

Outcomes (O) Output format specs; effect
attribution schema

Action logging; effect tracking MEP: outcome record with
signatures/timestamps

Panel B: Stakeholder × Transparency Artifact Requirements
Stakeholder Primary Needs Key Artifacts Format Requirements Priority

Obj.

End Users (Hu) Understandable
explanations; clear status;
recourse

Natural-language
summaries; progress
indicators; appeal
mechanisms

Plain language; visual aids;
interactive Q&A

Au, Ae

Developers (Hd) Debugging traces; error
diagnosis; iterative
refinement

Full execution traces; probe
outputs; failure analytics

Structured logs; API access;
IDE integration

Af , Ar

Auditors (Ha) Reproducible evidence;
outcome–decision links;
provenance verification

Signed MEPs; replay
capability; hash verification

Cryptographic integrity;
time-stamped;
machine-readable

Aa, Af , Ac

Regulators (Hr) Compliance documentation;
incident records;
requirement alignment

Regulatory reports; risk
assessments; incident logs

Standardized formats;
mapped to requirements;
retention-compliant

Ac, Aa

Affected Third
Parties (Ht)

Aggregate transparency;
accessible recourse; impact
visibility

Population-level reports;
fairness dashboards; appeal
portals

Public-facing; accessible
language; multi-format

Ae, Au

can support robustness (Ar) by identifying brittle internal circuits [139]. Social (Ms) and intrinsic (Mi) mechanisms
often dominate perceived usefulness (Au), but should be calibrated against operational or mechanistic evidence when
faithfulness is high-stakes [32, 79]. Post-hoc tools (Mp) can help diagnose behavior and surface disparities relevant to
equity (Ae), but may be unstable under perturbations [113, 76, 126].
Objects × Stages. The same cognitive object may require different fidelity at different temporal stages. Design-
time (Wd) policies may be summarized at a high level, process-time (Wp) policy activations must be logged with full
detail, and outcome-time (Wo) policy deltas should be included in the MEP for audit purposes.
Stakeholders × Disclosure. Stakeholder requirements constrain what to reveal and how. User interfaces (Hu)
prioritize clarity and contestability, while auditor interfaces (Ha) prioritize verifiability and replay. Privacy and security
considerations may require selective disclosure, especially for memory/state (S) and tool I/O (T ).
These interactions can be operationalized through systematic mapping. Table 5 consolidates the relationships.

3.9 Example: Tool-Using LLM Agent

To make the taxonomy concrete, we present a tool-using LLM agent that answers a research question by planning,
searching external databases, retrieving documents, and synthesizing a response [155]. Fig. 6 summarizes the execution
flow and the outcome-time transparency substrate.
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Table 5: Interpretability–Explainability–Evaluation mapping to the five-axis taxonomy.

Agent Compo-
nent

Cognitive Ob-
ject (WHAT)

Interpretability Method Explainability Method Assur-ance
Object.
(WHY)

Evaluation Signals Governance Map-
ping

Percep-tion Intent (G), Be-
liefs (B)

Saliency maps [125],
Grad-CAM [118], Con-
cept activation [102],
Attention visual. [1]

Goal verbalization [98],
Retrieval attri-bution [2],
Source influence scoring
[103]

Af , Au Localization accuracy [32],
Plausibility scores [52], Con-
cept alignment [60]

EU AI Act Art. 13,
NIST MAP 1.5

Reason-ing /
Plan-ning

Plans (P), Poli-
cies (Π)

Linear probes [4], Struc-
tural probes [46], Cir-
cuit analysis [139, 45],
ACDC [26], Inference-
time probes [67]

Chain-of-Thought [146],
ReAct traces [155], Plan
graphs [140], Counter-
factual expl. [64], Lay-
ered CoT [137]

Af , Ac, Ar Predictability [110], Selec-
tivity [52], Faithfulness [36],
Completeness [36], Minimal-
ity [36]

EU AI Act Art. 12, 14,
NIST MEA-SURE 2.3,
ISO 6.1.2

Tool Inter-
action

Tool I/O (T ) AgentSHAP [47], Tool
tracing [155], Retrieval at-
tribution [16], Causal in-
tervention [17]

Tool attribution [116],
Tool traces (I/O, er-rors)
[155], Evidence refer-
ences [36]

Af , Aa Faithfulness [52], Complete-
ness [36], Relevance [30],
Hash signatures [37]

EU AI Act Art. 12,
NIST MANAGE 4.1,
ISO 10.2

Memory /
State

Memory / State
(S)

Memory probes [4], Re-
trieval traces [38], Belief
state inspection [162],
Memory pertur-bation
[83]

Memory attribution [25],
State provenance [11],
Belief update logs [43]

Af , Ae, Aa Completeness [36], Trace-
ability [11], Parity delta
[108]

NIST GOVERN 1.2,
ISO 8.4

Cross-Layer
/ Full Trajec-
tory

Outcomes (O),
All objects

Provenance graphs [11],
Attention rollout [1], LRP
/ DTD [9], Sparse auto-
encoders [29], Activation
patching [84]

Traces generation [11],
Interactive dialogue
[106], Policy logs [11],
Audit reports [32]

All: Af , Au,
Ac, Ar , Ae,
Aa

Plan–trace agreement [67],
Stability [111], Repro-
ducibility [100], Retention
compliance [34]

EU AI Act Art. 62,
NIST full frame-work,
ISO 9.3

Multi-Agent
Coord.

Inter-agent mes-
sages, role attri-
bution

Communication analysis
[73], Role–rationale con-
tracts [98], Attribution
mappings [128], Prove-
nance graphs [11]

Team-level logs [73], Co-
ordination traces [155],
Delegation logs [73]

Aa, Ac, Ae Role coverage [49], Attri-
bution accuracy [128], Co-
ordination fidelity [49]

Gap in current regu-
lations

Note. Assurance objectives: Af = Faithfulness, Au = Usefulness, Ac = Compliance, Ar = Robustness, Ae = Equity, Aa =

Auditability.

As shown in Fig. 6, the top row captures the agent’s decision trajectory (query→ planning→ tool use→ synthesis→
output). Dashed links indicate which intermediate artifacts are recorded into a Minimal Explanation Packet (MEP).
This instantiates the cognitive objects dimension (intent G, plans P , tool I/O T , policy activations Π, outcomes O)
and the temporal dimension (outcome-time packetization), while enabling stakeholder-specific views that improve
faithfulness (Af ) and auditability (Aa).

Formally, we view an execution as a multi-step trajectory. Let st ∈ S denote the agent state at step t (including working
memory and retrieved context), and let at denote the chosen action (e.g., a tool call or a synthesis step). After executing
at, the agent observes ot and updates its state:

at ∼ π(· | st), st+1 ← Update(st, at, ot). (1)

The surfaced cognitive objects include the inferred research intent G (the user’s information need); the plan P (search
strategy, retrieval sequence, synthesis approach); tool I/O T (queries sent, retrieved results, failures, and fallbacks);
relevant policies Π (e.g., source-quality filters, citation requirements); and the final outcome O (a synthesized answer
with citations). Transparency is achieved using three mechanism families: (i) intrinsic (Mi) structured reasoning via a
compact plan graph rather than free-form verbosity; (ii) operational (Mo) signed logs of tool calls with timestamps and
replay capability [136, 108]; and (iii) social (Ms) interaction that lets users request clarification, alternative sources, or
higher-level summaries.

At outcome-time, the agent emits an MEP as a compact record of key artifacts:
MEP = ⟨G,P, T ,Π,O⟩. (2)

Assurance evaluation checks faithfulness (Af ) by verifying that cited sources match retrieved documents and that
reasoning aligns with execution traces. For example, let Dret be retrieved evidence identifiers (recorded in tool traces)
and Dcite those cited in the output. A simple consistency score is

Af =
|Dcite ∩ Dret|

max{1, |Dcite|}
. (3)
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User Query
G (intent)

Planner
P (plan)

Tools
T (I/O)

Synthesis
rationale

Output
result

Plan
alternatives

Tool Trace
I/O/errors

Evidence
IDs/hashes

Policy
guardrails

Signature
timestamp

Minimal Explanation Packet (MEP) · outcome-time

WHO: users, developers, auditors WHY: faithfulness, auditability, robustness, equity

Figure 6: Tool-using agent under X-AXIOM: execution flow (plan→ tool use→ synthesis) and transparency substrate
via an outcome-time Minimal Explanation Packet (MEP). Dashed arrows indicate provenance for replay, verification,
and stakeholder-specific views.

which equals 1 when all citations are supported by retrieved documents. We assess usefulness (Au) via task completion
metrics and user feedback; robustness (Ar) via stability under query paraphrases; and auditability (Aa) via replay
capability, signature verification, and retention compliance.

At outcome-time (Wo), the MEP contains (i) a plan summary of the search→ retrieve→ synthesize flow, (ii) tool
traces (query strings, result counts, selected documents), (iii) evidence identifiers and hashes for retrieved documents,
(iv) triggered policy filters, and (v) a cryptographic signature with timestamp [136, 108].
This example illustrates how the five dimensions work together: cognitive objects define what is exposed, assurance
objectives define why, mechanisms and stages define how and when, and stakeholder needs shape who receives which
view over a shared transparency substrate.

Operationalizing the MEP The MEP is not merely a conceptual artifact but a concrete data structure that can be
validated at runtime. Fig. 5 illustrates how the MEP integrates into the agentic lifecycle: design-time (Wd) specifications
define required fields and logging policies; process-time (Wp) traces accumulate evidence across plan execution, tool
calls, and memory/state updates; and a validation gate checks completeness, integrity (hash matching), plan–trace
agreement, and fairness bounds before releasing the decision. This gating mechanism ensures that every released
outcome is backed by verifiable, auditable evidence which is a requirement increasingly mandated by governance
frameworks (Section 2). Next, we discuss interpretability and explainability through the lens of this taxonomy (across
the Agentic AI lifecycle).

Having defined the five axes of agentic transparency in Section 3, we now instantiate them through two complementary
lenses that recur across the literature: interpretability and explainability.

4 Interpretability in Agentic AI (Design- and Process-Time)

This section addresses how to make agent internals inspectable before and during execution. We cover two lifecycle
stages: design-time preparation (instrumenting systems to enable inspection) and process-time monitoring (capturing
evidence during execution). Fig. 7 focuses on process-time, showing how evidence types (E1–E4) attach to each stage
of the agent loop; design-time integration is addressed in Section 4.4.

We connect cognitive objects (intent G, beliefs B, plans P , memory/state S, tool interactions T , and policies Π) to
concrete evidence so developers (Hd) and auditors (Ha) can trace decisions and verify trustworthiness. Interpretability
in agents is an end-to-end tracing problem. Evidence must be logged at perception, planning, tool I/O, and action layers
so later audits do not depend on post-hoc narratives. We represent an execution as a length-T trace

4.1 Classical Interpretability: Foundations and Evolution

Classical interpretability developed across several waves. Early work in the 1990s emphasized rule extraction and model
mimicry, distilling trained networks into symbolic rules or interpretable surrogates [131]. The CNN era popularized
feature attribution methods, including deconvolutional networks [161], gradient saliency [125], and Grad-CAM [119],
to visualize input regions that influence predictions.

In parallel, model-agnostic local explanations and additive feature attribution became widely used for structured data,
including local surrogate models and Shapley-value-based attribution [113, 76]. Counterfactual explanations and
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Perception
Encoder

Beliefs &
Memory

Planner &
Policy

Tool Calls
I/O

Action
Output

E1 E3 E2 E2 E4

Saliency Maps
Grad-CAM
Attention Viz
VLM Concepts

Memory Probes
Retrieval Traces
Belief State
Inspection

Plan Probes
Circuit Analysis
Linear Probes
ACDC/SAEs

Tool Traces
I/O Logging
Error Handling
Hash Signatures

Action Logs
Outcome Trace
Effect Attribution
Policy Checks

SIGNED RUN LOG & PROVENANCE GRAPH
Plans • Tool I/O • Belief/Memory Updates • Policy Checks • Timestamps • Run ID

⇒ Minimal Explanation Packet (MEP)

Evidence Types: E1 = Perception/Retrieval , E2 = Tool Inputs/Outputs , E3 = Memory/Belief Updates , E4 = Executed Actions .

Execution Flow

Figure 7: Where interpretability connects to the agent loop. Arrows indicate logged evidence: E1 retrieval, E2 tool
I/O, E3 memory/belief updates, E4 actions. These traces support causal probes and feed into the Minimal Explanation
Packet (MEP).

recourse reframed interpretability in terms of minimal changes required to alter outcomes [64]. Concept-based methods
further bridged low-level features and human-meaningful abstractions [60].

With Transformers, attention visualization provided an initial lens, though attention weights are not a reliable
importance measure on their own [53]. Subsequent methods, such as attention rollout and relevance propagation,
aimed to trace information flow across layers [1, 23]. From 2020 onward, mechanistic interpretability increasingly
focused on reverse-engineering learned algorithms via circuit analysis and sparse feature decompositions [139, 29].
These developments motivate trajectory-level inspection for agents, where plans, memory, and tool interactions shape
outcomes over time. A timeline is shown in Fig. 8, which highlights the shift from correlation-based explanations
(saliency and attention) toward causally grounded approaches (circuits and activation patching). This motivates why
agent trajectories need more than single-step explanations.

4.2 Interpretability Methods for Agentic AI Components

Having established the foundations of interpretability in Section 4.1, we now survey methods organized by the agent
component they target. This structure aligns with the cognitive objects dimension of our taxonomy (Section 3), covering
perception, reasoning/planning, tool use, memory, and cross-component tracing.

Perception-Layer Interpretability Traditional XAI methods such as saliency maps[125], Grad-CAM[119], and
deconvolutional visualization[161] can be applied directly to the perception encoders of Agentic AI systems. For
vision-language models, concept-based methods can expose latent semantic structure in joint embedding spaces[122],
while attention-based tools help inspect cross-modal grounding [19]. These methods diagnose perception failures such
as ignored visual evidence or spurious correlations.

Reasoning and Planning Interpretability Methods developed for LLM interpretability extend to agent reasoning
and planning. Probing methods test whether internal representations encode goals, subgoals, or expected action
outcomes [4, 46]. Evidence also suggests models may represent planned continuations prior to token emission [67].
Mechanistic approaches (circuits and sparse features) aim to isolate causally relevant substructures and representations
that implement planning-relevant behaviors [139, 26, 29]. Adapting these methods to multi-step agentic trajectories
remains an open challenge.
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Figure 8: Timeline of key milestones in AI interpretability.

Tool and Memory Interpretability For tool-using agents, attribution methods quantify how tool outputs influence final
responses (e.g., tool-level Shapley scores) [47]. Let O(T ) denote the outcome produced given tool traces T , and let
T \ t denote the trace with a specific tool output t removed or replaced. A simple intervention-based influence score is

∆t = d(O(T ), O(T \ t)) , (4)

where d(·, ·) is a task-appropriate difference measure (e.g., answer change, factual consistency, or reward). Causal
interventions provide stronger evidence by removing or perturbing tool outputs and measuring outcome changes [117,
38]. Memory interpretability inspects read/write operations and their downstream influence [98], including perturbation
tests and long-context utilization analyses [72].

Cross-Component Tracing Full interpretability requires tracing information flow across perception, reasoning, tool
use, and memory throughout a trajectory. Provenance graphs (e.g., W3C PROV-style) represent states, actions, and
artifacts as nodes with derivation and responsibility edges. This enables forward and backward tracing for systematic
audit [136]. In practice, trajectory-level tracing asks whether intermediate artifacts (plans, retrieved evidence, tool
outputs) are causally responsible for the final outcome, not merely correlated with it.

Perception Reasoning
/ Planning Tool Use Memory Multi-Agent

Feature Attribution • • • • – – –

Concept Probes •• •• – • –

Attention Analysis •• •• – – –

Mechanistic / Circuits • •• – – –

Tool Tracing – – • • • – –

Memory Probes – – – •• –

Provenance Graphs • • •• • ••

Causal Intervention • •• •• •• •

Legend: • • • Strong •• Moderate • Limited – Gap

Figure 9: Interpretability method coverage by agent component. The matrix reveals that current methods provide strong
coverage for perception but significant gaps remain for tool use, memory, and especially multi-agent interpretability.

Finally, Agentic AI interpretability also includes trajectory-level causal tracing, multi-agent interaction attribution, and
runtime monitoring for tool correctness and memory integrity. We summarize these methods in Table 6. However,
methods coverage remains limited, as shown in Fig. 9, which maps major interpretability families (attribution, probes,
circuits, provenance, causal interventions) to agent components and highlights that tool use, memory, and especially
multi-agent interpretability remain key gaps.
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Original Trajectory

Step 1 Step 2 Step 3 Step k Step k+1 · · · Step N Outcome
O

Target step

Intervention Types
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Counterfactual Trajectory
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Figure 10: Agent-loop causal probes. Apply an intervention at step k (activation patching, tool ablation, memory
perturbation, or plan intervention) to generate a counterfactual trajectory and outcome O′. If O ̸= O′, the intervened
component is causally relevant (counterfactual dependence).

4.3 Agent-Loop Causal Probes

Agentic interpretability must explain behavior over trajectories, where each action can change later observations. Fig. 10
summarizes the causal-probing template: intervene at step k (e.g., activations, tool outputs, memory contents, or plan
representations), replay the trajectory, and compare an outcome of interest (e.g., task success, final answer, or action
sequence) under O vs. O′. We instantiate this template for each agent component.

Intervention-based analysis. We consider five intervention families. Activation patching swaps internal states to test
causal necessity [84]. Tool ablation removes or perturbs tool I/O to isolate tool-driven effects. Memory perturbation
edits or deletes retrieved/stored memories to test whether specific items drive decisions. Plan intervention modifies
plan representations P to test whether changes propagate to actions. Predictive probing exploits the agent’s internal
world model (if present) by comparing the agent’s anticipated outcomes against actual execution results; discrepancies
reveal where predictive representations diverge from realized trajectories and can expose planning failures rooted in
faulty forward projections. These tests can be run online or via offline trajectory replay.

Dialogue-guided probing. Beyond automated interventions, interactive approaches query agents through multi-turn
dialogue to elicit reasoning [59]. This includes asking "why" questions about specific decisions, posing counterfactual
scenarios ("what would you have done if..."), and iteratively refining hypotheses about agent behavior through follow-up
queries. However, these self-reports should be treated as hypotheses rather than ground truth, so rationales may be
unfaithful or post-hoc rationalizations [133]. Effective dialogue-guided probing therefore combines conversational
exploration with intervention-based validation to distinguish genuine reasoning from plausible-sounding confabulation.

4.4 Lifecycle Integration: Design-Time and Process-Time

The interpretability methods described above, including perception probes, mechanistic analysis, tool attribution,
and causal interventions, depend on infrastructure established before deployment and maintained during execution.
Without deliberate instrumentation, key cognitive objects remain unobservable and causal probes cannot be applied. We
therefore distinguish two preparatory stages.

Design-time preparation (Wd). At design time, systems are instrumented to make later analysis possible: (i) object
selection specifies which cognitive objects are exposed (e.g., intent G, plans P , tool calls T , outcomes O); (ii) schema
design defines the fields and formats for each object; (iii) provenance infrastructure provides storage, linking,
integrity guarantees, and access control; and (iv) probe attachment identifies where to extract intermediate signals
(e.g., activations) for inspection.

Process-time monitoring (Wp). At runtime, oversight is supported by trace logging of I/O and intermediate states with
timestamps and run IDs [11]; log integrity protections (e.g., cryptographic mechanisms) [37]; anomaly detection for
plan–trace divergence or unexpected failures [130]; and live probing over executed trajectories to surface misalignment-
relevant features. Together, Wd and Wp ensure that process-time traces can later be packaged into the Minimal
Explanation Packet (MEP) for debugging, audit, and compliance. Outcome-time explainability, which translates
these traces into stakeholder-facing artifacts, is addressed in Section 5. End-of-lifecycle interpretability includes trace
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archiving, retention policies, and decommissioning documentation, ensuring that post-deployment obligations are
treated as part of operational transparency.

Table 6: Interpretability techniques mapped to agent components (design- and process-time).
Method Modality Focus Metrics (tags) Agent layer

Deconvolutional nets [161] Image Map feature activations back to pixels via
unpooling / transpose conv

localization, plausibility, runtime Perception

Gradient saliency [125] Image Input sensitivity heatmaps via gradients localization, plausibility, robustness Perception
Grad-CAM [119] Image Class-discriminative localization via conv

feature gradients
localization, plausibility, robustness Perception

Concept activation
(VLM) [122]

Text/Image Latent concept discovery in shared embed-
ding spaces

concept-alignment, plausibility Perception

Attention flow / rollout [1] Text/Image Aggregate token influence paths across lay-
ers

plausibility, correlation Cross-layer

LRP/DTD for Transform-
ers [89, 23]

Agnostic Propagate relevance through atten-
tion/residual routes

faithfulness, localization Cross-layer

TCAV [60] Agnostic Sensitivity to human-defined concepts concept-influence, robustness Cross-layer
Sparse autoencoders [29] Agnostic Decompose activations into sparse, inter-

pretable features
feature-quality, sparsity, faithfulness Cross-layer

Activation patching [84] Agnostic Swap internal states to test causal necessity faithfulness, causal-necessity Cross-layer
Provenance graphs [136] Agnostic Track derivation and responsibility across

components
completeness, traceability Cross-layer

Dialogue-guided interpretabil-
ity [59]

Agnostic Model-human dialogue to hypothesize
mechanisms (validate with probes)

usefulness, plausibility Cross-layer

Linear probes [4] Agnostic Decode target information from intermedi-
ate layers

predictability, selectivity Reasoning / Planning

Structural probes [46] Text Geometric tests for syntactic structure correlation, predictability Reasoning / Planning
Circuit analysis (IOI) [139] Agnostic Identify sparse subgraphs with causal vali-

dation
faithfulness, completeness, minimality Reasoning / Planning

ACDC [26] Agnostic Automated discovery of causally relevant
subgraphs

faithfulness, completeness, minimality Reasoning / Planning

Inference-time probes [67] Text Decode planning tokens / future action pre-
dictions during generation

predictability, faithfulness Reasoning / Planning

Tool attribution [47] Text+Tools Quantify which tool calls influenced out-
puts

faithfulness, completeness Tool Interaction

Tool tracing [116] Text+Tools Logs, tool calls and outputs faithfulness, completeness Tool Interaction
Retrieval attribution [38] Text+Retrieval Identify which retrieved passages shaped

generations
faithfulness, relevance Tool Interaction

Note. IOI = indirect object identification. Metric tags: faithfulness, causal-necessity, completeness, minimality, robustness, localization, plausibility, predictability,
selectivity.

5 Explainability in Agentic AI (Process- and Outcome-Time)

Section 4 focused on inspecting agent internals for developers (Hd) and auditors (Ha); here, we translate that evidence
into explanations for end users (Hu) and governance needs, including compliance (Ac).

5.1 From Interpretability to Explanation

Interpretability methods (e.g., probes, interventions, provenance) often produce technical evidence that is difficult for
non-experts to consume. Explainability translates this evidence into narratives, visualizations, and interactive interfaces.
This translation must balance three tensions: (i) faithfulness (Af ) versus accessibility, since faithful traces may be too
complex; (ii) completeness versus cognitive load, since full provenance can overwhelm; and (iii) standardization versus
context sensitivity, since regulator-ready artifacts differ from user-facing explanations. Fig. 11 summarizes where
evidence is produced in the agent lifecycle and where it is transformed into stakeholder-facing artifacts, motivating the
need for structured packaging (e.g., MEPs).

The cognitive objects and assurance objectives defined earlier in Section 3 guide what evidence is surfaced and
how it is packaged. Stakeholders require different views: end users (Hu) prioritize intent and outcome summaries;
auditors (Ha) require verifiable traces with timestamps and integrity guarantees; and regulators (Hr) require standardized
documentation mapped to specific requirements. Fig. 12 maps these objects to explanation modalities and primary
audiences, highlighting that the same underlying evidence must be rendered differently across stakeholders.
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Design-time Process-time Outcome-time End-of-life

Interpretability (Evidence)

Explainability (Artifacts)

Probes
Schemas

Reasoning traces
Tool & memory logs

Monitoring
Eval traces

Archived logs
Incident timeline

Live rationales
Status updates

MEP
User explanations

Audit reports

Post-mortem packet
Decommission dossier

MEP archive

transforms

closed-loop feedback
(lessons learned, policy updates)

Figure 11: From interpretability evidence to explainability artifacts across the agent lifecycle. Interpretability yields
technical evidence (e.g., probes, traces, logs) across stages, while explainability transforms it into stakeholder-facing
artifacts (e.g., MEPs, explanations, audits, post-mortems). End-of-life artifacts support accountability and feedback into
design.

Cognitive Object Explanation Type Primary Stakeholder

Intent / Goals Goal verbalization End users

Plans / Alternatives Plan graphs
Counterfactuals

Developers
End users

Evidence / Retrieval Source attribution
Provenance links

End users
Auditors

Uncertainty Confidence indicators
Uncertainty bounds End users

Policy / Constraints Guardrail reports
Compliance evidence

Auditors
Regulators

Lifecycle / Incidents
Decommissioning

Post-mortem packet
Change log & archived MEP

Developers
Operators, Auditors

Figure 12: Mapping cognitive objects to explanation types and primary stakeholders, extended to include lifecy-
cle/incident and end-of-life artifacts for auditability and closed-loop improvement.

5.2 Explanation Methods for Agentic Systems

Agentic AI systems generate rich trajectory evidence (§3.5), but this raw data requires transformation into stakeholder-
appropriate explanations. We organize explanation methods by their approach to bridging this gap.
Layered and contrastive explanations. Layered CoT [137] introduces checkpoints that let users verify intermediate
conclusions at a chosen level of detail. Contrastive explanations answer “why X rather than Y?”, which is particularly
useful for plans (P) and rejected alternatives.
Counterfactual explanations. For agents, counterfactuals can operate on inputs (a different query), evidence (a
different retrieval set), or plans (a different action sequence) [64]. Simulatability evaluation tests whether explanations
enable users to anticipate counterfactual outcomes.
Interactive and contestable explanations. Static explanations may not address user needs. Reflexion [121] supports
self-critique and revision, while contestability interfaces enable users to challenge decisions and receive responsive
explanations aligned with human oversight expectations [35]. Multi-turn dialogue can help form hypotheses, but should
be validated against trace evidence where possible [61].
Compliance-oriented artifacts. Governance-facing explanations differ from user explanations in evidentiary require-
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Table 7: Five-axis explainability view: (A) methods mapped to cognitive objects (goals, plans, tools/evidence, uncer-
tainty, policy), assurance objectives (faithfulness, usefulness, compliance, robustness, auditability), and stakeholders;
(B) governance requirements crosswalk (EU AI Act, NIST RMF, ISO 42001).

Panel A: Explainability methods

Method Description Objects Objectives Stakeholders

G P T U π F U C R A

Chain-of-thought Step-by-step reasoning Users, Dev
ReAct traces Interleaved reason-

ing/action
Users, Dev

Retrieval attribution Source influence scoring Users, Aud
Tool attribution Tool contribution scores Developers
Counterfactuals Minimal changes for dif-

ferent output
Users

Policy logs Guardrail activation
records

Aud, Reg

Interactive dialogue Collaborative refinement Users
MEP Structured outcome

packet
All

primary; partial; not addressed. Dev=Developers; Aud=Auditors; Reg=Regulators.

Panel B: Governance requirements crosswalk

Requirement EU AI Act NIST RMF ISO 42001

Decision logging Art. 12 MEASURE 2.3 6.1.2
Human oversight Art. 14 GOVERN 1.2 8.4
Explainability Art. 13 MAP 1.5 9.3
Incident records Art. 62 MANAGE 4.1 10.2

ments: they must be reproducible, complete, and verifiable. Rather than treating governance mapping as a separate
artifact, we merge it into the consolidated view (Table 7, Panel B) .

5.3 Explanation Quality and Robustness

Explanations themselves must satisfy assurance objectives. For faithfulness (Af ), self-generated rationales should
be treated as hypotheses requiring validation against operational traces [133]. For robustness (Ar), explanations
should remain stable under minor perturbations; post-hoc methods like LIME and SHAP can be unstable [126].
For equity (Ae), explanation quality should not vary systematically across demographic groups, and accessibility
constraints should be treated as first-class design requirements. Table 7 consolidates explainability methods using
five-axis coordinates (WHAT/WHY/HOW/WHEN/WHO): each row indicates which cognitive objects it addresses,
which assurance objectives it supports, and which stakeholders it targets. Panel B summarizes common governance
requirements across major frameworks. Having established the what and how of agentic transparency through design-
time specifications and outcome-time artifacts, we now address whether these mechanisms achieve their intended
objectives. Evaluation frameworks must assess not only interpretability and explanation quality but also their operational
effectiveness across diverse stakeholder needs. With methods in place for producing and communicating transparency
evidence, the remaining challenge is to measure whether they work. Next, Section 6 reviews evaluations in Agentic AI.

6 Evaluation Protocols for Transparent Agents

Evaluating transparency in Agentic AI systems requires going beyond task accuracy to test whether the system’s
reasoning, evidence, and safeguards behave as claimed. Building on the evidence collection mechanisms in Section 4
and the packaging methods in Section 5, this section summarizes evaluation protocols across the agent lifecycle (design-
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Planning
& Reasoning

Logical reasoning
Planning quality
Plan adherence

Task
Performance

Adaptability
Generalization
Task accuracy

Task completion
Goal adherence

Trajectory
Consistency

Tool
Use

Invocation
correctness

Tool selection
Workflow or-
chestration

Memory

Long-Horizon
behavior

Interaction
& Collab-

oration

Helpfulness
Instruction
following

Multi-agent
coordination

Safety, Risk
& Com-
pliance

Privacy
preservation

Risk awareness
Harm avoidance

Robustness
& Reliability

Adversarial
resilience

Cheating/gaming
Determinism

Context resilience
Error recovery
Hallucination

Efficiency
& Resources

Cost efficiency
Latency

Execution
efficiency

Sustainability

Fairness
& Equity Bias & dis-

crimination
Interactional

fairness

Agentic AI Performance
Evaluations

Figure 13: Agent performance evaluation landscape. Inner ring: nine core evaluation areas derived from the agentic AI
literature. Outer ring: representative metrics for each area. Colors distinguish categories; see Table 8 for benchmark
mappings.

time, process-time, and outcome-time). We operationalize transparency using six assurance objectives: faithfulness,
usefulness, compliance, robustness, equity and auditability.

6.1 Design-time Readiness

Design-time evaluation ensures that the system is prepared to support transparency before deployment. This includes
verifying that all relevant cognitive objects, such as intent, plans, memory and belief updates, tool interactions,
and outcomes, can be captured through the instrumentation defined for the agent loop, consistent with established
descriptions of autonomous agent workflows [101, 20]. The MEP schema is examined for completeness, internal
consistency, and its ability to store all required fields [108].

To support reproducibility and auditability, we validate the underlying integrity infrastructure, including hashing, digital
signatures, timestamping, and retention settings, following best practices in provenance and compliance [136, 51].
These checks are summarized in a readiness score representing the proportion of required fields that are (i) populated
and (ii) cryptographically protected. A high readiness score ensures that subsequent evaluations rest on verifiable
evidence rather than ad-hoc or incomplete logging. Fig. 13 provides a compact view of the readiness dimensions and
helps diagnose which evidence types are missing at design time.

6.2 Process- and Outcome-Time Evaluation

We evaluate transparency at runtime (process-time) and after decisions are produced (outcome-time) using six assurance
objectives. These objectives act as evaluation criteria that determine what evidence is required (e.g., traces, tool logs,
memory updates), how it should be summarized for stakeholders, and which failure modes must be detectable.

1. Faithfulness examines how closely the reported explanation is supported by the realized execution trace and
by the system’s causal dependencies. This follows established principles in interpretability and attribution
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that emphasize alignment between explanations and true computational pathways [23]. We complement trace
checks with causal probes, drawing on mechanistic interpretability where targeted interventions on activations,
components, or tool calls test whether highlighted elements play a causal role [29].

2. Usefulness is evaluated by comparing stakeholder outcomes with and without explanations. Prior work in
user-centered XAI shows that well-designed rationales can improve task completion, reduce cognitive burden,
and assist in debugging [96]. We track whether explanations help users understand behavior or identify
failures.

3. Compliance ensures that transparency artifacts contain evidence required by policies, safeguards, or standards.
This covers the presence and correctness of mandated fields in the MEP, links to policy checks, and consistency
with organizational or regulatory constraints (regulations discussed in Section 2.4).

4. Robustness assesses whether small, non-substantive input variations produce markedly different outcomes
or explanations. Earlier studies on perturbation-based explanation methods demonstrate the importance of
stability under benign changes [143]. Stable artifacts are indicative of robustness to surface-level noise.

5. Equity examines consistency of decisions and explanations across demographic or otherwise protected groups.
Following fairness end audit explainability recommendations, it highlights parity in outcomes, interpretability
quality, and user experience. recording disparities in the fairness fields of the MEP.

6. Auditability measures whether explanatory claims are grounded in verifiable log entries. This includes
checking that traces can be replayed and that signatures remain valid, consistent with established documentation
and dataset governance practices [86, 39]. We also measure runtime and token overhead to ensure that
transparency remains practical for deployment.

Process-Time Evaluation Process-time evaluation assesses whether transparency evidence is captured as the agent
executes. The goal is to detect and diagnose failures during planning, tool use, and state updates, and to ensure that
resulting traces are sufficiently complete and reliable for oversight. In process-time evaluation, we measure : (i) trace
completeness across key cognitive objects (plans, tool I/O, memory writes/reads, policy activations); (ii) trace integrity
(timestamps, run IDs, tamper-evidence where applicable); (iii) trace–execution agreement (do logged actions/tool
calls match what was executed); (iv) monitoring sensitivity to common failure modes (tool errors, retrieval drift,
memory contamination, plan divergence). At process-time, faithfulness and auditability are primary (trace fidelity and
verifiability). Robustness and equity are monitored via stability checks and disaggregated alerts, while compliance is
supported by ensuring required logging and oversight artifacts exist.

Outcome-Time Evaluation Outcome-time evaluation assesses whether each decision is accompanied by a stakeholder-
appropriate transparency artifact and whether that artifact supports accountability after the fact. The focal point
is the quality of the emitted explanation package (e.g., an MEP) and its ability to support contestation, audit, and
governance reporting. In outcome-time evaluation, we measure : (i) explanation sufficiency for the intended stakeholder
(users, developers, auditors, regulators); (ii) evidence grounding (claims link to logged traces, retrieval references,
and tool outputs); (iii) reproducibility/replayability (can the outcome be reconstructed from the recorded evidence);
(iv) stability under reasonable perturbations (robustness of explanations and attributions); (v) fairness and disparity
indicators reported at appropriate granularity. Usefulness and compliance are most salient at outcome-time (actionable
and governance-ready artifacts), while faithfulness and auditability constrain narrative explanations through trace
grounding and verification. Equity and robustness are evaluated through disaggregated reporting and stress-testing of
both outcomes and explanations.

6.3 Reporting and Reproducibility

To facilitate reproducibility, we report all evaluation metrics over multiple runs and present summary statistics with
confidence intervals. This aligns with established expectations for transparent reporting in empirical research [95].
Along with the quantitative results, we publish configuration files, prompts, model parameters, and guardrail settings,
following documentation conventions such as model cards and datasheets [86, 39].

At least one complete example, including the full trace and its MEP, is made available for replay. A concise summary
table presents the agreement scores, stability results, usefulness measures, equity gaps, MEP completeness, and runtime
overhead. These practices ensure that the evaluation protocol remains transparent, repeatable, and easy to compare
across datasets and systems.

6.4 End-of-Life Evaluation

Although end-of-life obligations are reflected in outcome-time artifacts and retention policies, we distinguish this phase
to make decommissioning checks explicit and reproducible. End-of-life evaluation addresses transparency requirements
when an agentic system is deprecated, replaced, retrained, or decommissioned, ensuring accountability beyond active
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deployment. We identify four core concerns. Cumulative impact accounting aggregates transparency evidence across
the system’s lifetime, including resource use, environmental footprint [58], fairness outcomes, and longitudinal failure
patterns, supporting organizational learning and regulatory reporting. Deprecation rationale documents why the
system is retired (e.g., performance degradation, policy non-compliance, or replacement) and how successor systems
differ [92]. Knowledge and state disposition specifies how memory, learned parameters, and interaction histories are
retained, transferred, anonymized, or deleted, with documented justification. Audit trail preservation ensures that
Minimal Explanation Packets, execution traces, and compliance evidence remain accessible for post-hoc review or audit
after decommissioning [39].

End-of-life transparency is especially important in high-stakes domains where decisions may be contested long after
deployment. At this stage, compliance requires adherence to data retention and disposal regulations; auditability
requires preserved, accessible evidence; faithfulness requires accurate reporting of cumulative impacts; equity requires
retrospective analysis of demographic disparities; and sustainability requires full lifecycle environmental account-
ing [75].

6.5 Agent Performance Signals

Agent performance metrics characterize the behavioral properties of agentic systems: whether they succeed in tasks,
follow plans, select tools appropriately, avoid unsafe actions, maintain consistent memory, and coordinate effectively in
multi-agent settings. Although these metrics do not evaluate transparency directly, they indicate where transparency
evidence matters most (e.g., planning, tool interaction, memory updates, and safety-relevant decisions).

We group agent evaluation into the following areas: task performance; planning & reasoning; tool use; memory and
long-horizon behavior; interaction & collaboration; safety, risk & compliance; robustness & reliability; efficiency &
resource use; and fairness & equity. Table 8 organizes reported evaluation metrics from recent agent benchmarks under
these categories. This reorganization does not treat these benchmarks as measures of transparency; rather, it shows how
the behaviors they assess expose transparency-critical regions of the workflow. Fig. 13 provides an index of which
metric families appear most often across current benchmark suites.

Environmental Costs as a Transparency Concern The “cost” dimension of efficiency evaluation should be un-
derstood broadly to encompass environmental costs alongside financial and computational costs. While token usage,
API expenses, and latency are routinely monitored, energy consumption, carbon emissions, and water usage remain
largely invisible to developers and users despite their growing significance [75]. Agentic AI systems amplify these
concerns: iterative reasoning, repeated model calls, tool invocations, and extended sessions can produce environmental
footprints substantially larger than single-inference deployments. Recent benchmarking reveals that reasoning-intensive
models can consume over 70 times the energy of efficient alternatives for equivalent prompts [54], and inference-phase
emissions increasingly dominate the lifecycle footprint as deployment scales.

From a transparency perspective, environmental costs represent a category of outcome that stakeholders increasingly
have legitimate interest in understanding. Regulators are beginning to require environmental disclosure for AI
systems [35], and organizations face reputational and operational risks from undisclosed resource consumption. We
therefore recommend that efficiency evaluation explicitly include environmental metrics, such as per-step energy
consumption, session-level carbon emissions, and water usage where data center instrumentation permits, and that these
metrics be logged in transparency artifacts such as the MEP. Tools such as CodeCarbon (https://codecarbon.io/)
can support estimation at the application level. As measurement infrastructure matures, environmental transparency is
likely to transition from optional to expected, and systems that instrument these costs early will be better positioned for
compliance and stakeholder accountability.

Table 8: Agent performance evaluation landscape grouped by core performance areas.

Area Evaluation Aspect Reported Metrics Measurement Target Benchmarks & Refer-
ences

Planning
&
Reasoning

Logical Reasoning Multi-step reasoning accuracy Accuracy of multi-step or
structured reasoning

DABstep [33]

Planning Quality Planning accuracy Coherence and soundness of
generated task plans

Multi-Plan [56], Agent
GPA [55]

Plan Adherence Plan adherence score Match between plan and exe-
cuted behavior

Agent GPA [55]

Task Per-
formance

Adaptability Self-awareness, Belief updat-
ing

Ability to adjust behavior
when context or information
changes

MaGIC [151], Reflection-
Bench [68]
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Area Evaluation Aspect Reported Metrics Measurement Target Benchmarks & Refer-
ences

Generalization Out-of-distribution success rate Ability to succeed on unseen or
out-of-distribution tasks

TeamCraft [74]

Goal Adherence Goal adherence score, Goal
drift score

Alignment of actions with the
user’s stated goal

Goal Drift [7]

Task Accuracy Accuracy, Precision, Exact
match rate

Correctness of outputs relative
to ground-truth answers

AssistantBench [158],
CORE-bench [123]

Task Completion Completion rate, Pass rate,
Success rate, Win rate

Success in fully completing the
assigned task

AppWorld [132], MCP-
Bench [144], Col-
Bench [166]

Trajectory Consis-
tency

Logical consistency score Logical consistency of actions
over the task trajectory

Agent GPA [55]

Tool Use
Tool Invocation
Correctness

Parameter Accuracy, Result
Accuracy, Dialogue turn suc-
cess rate, Schema Compliance
Rate, Grounding accuracy

Correctness of API calls, pa-
rameters, schemas, and bind-
ings

GTA [138], MCP-
Bench [144], Agent
GPA [55], Agent-
Board [22]

Tool Selection Tool selection accuracy, Tool
Name Validity Rate, Tool Ap-
propriateness

Choosing the most appropriate
tool for each reasoning step

GTA [138], Agent
GPA [55]

Tool Workflow
Orchestration

Tool retrieval exact match,
Task orchestration exact match

Ability to plan and execute
multi-step or multi-tool work-
flows

MSC-Bench [44]

Memory Long-Horizon
Behavior

Memory Accuracy, Memory
Recall, Memory Capacity,
Memory Efficiency

Ability to store, retrieve, and
use information across turns or
long horizons

MemBench [129], Lo-
CoMo [81], LTM Bench-
mark [21]

Interaction
& Collabo-
ration

Helpfulness Helpfulness score Human-perceived quality of
responses

TrustAgent [48], Tool-
Emu [114]

Instruction Follow-
ing

Instruction following accuracy,
Instruction following error,
Grounding accuracy

Adherence to user instructions
and constraints

HAL [57], Agent-
Board [22], GTA [138]

Multi-agent Coor-
dination

Coordination score, Planning
Score, Collaboration score,
Workload balance

Ability to coordinate and col-
laborate with other agents

MultiAgentBench [168],
MAgIC [151],

Safety,
Risk &
Compli-
ance

Privacy Preserva-
tion

Privacy leakage rate Avoidance of private or sensi-
tive data leakage

AgentDAM [165], Priva-
cyLens [142]

Risk Awareness Safety judgment scores, Inter-
annotator agreement

Ability to recognize unsafe or
high-risk content and contexts

ToolEmu [114], R-
Judge [160]

Harm Avoidance Unsafe-action rate, Safe-action
rate, Safety score, Harm Score,
Criminal traits activation rate

Avoidance of harmful, unsafe,
or high-risk actions

OpenAgentSafety [135],
PRISON [148]

Robustness
&
Reliability

Adversarial Re-
silience

Attack success rate, Net re-
silient performance, Refusal
rate, Adversarial prompt ro-
bustness, Benign accuracy

Resistance to adversarial
prompts or malicious manipula-
tion

AgentHarm [6], Agent-
Poison [24], Prompt-
Bench [167]

Cheating / Gaming Cheating flag, Evaluator gam-
ing

Exploiting evaluation loop-
holes or manipulating evalua-
tion

HAL [57]

Determinism & Di-
alogue Consistency

passk, Conversational consis-
tency

Consistency across repeated
runs and multi-turn dialogues

τ -Bench [153], TD-
Eval [3]

Context Resilience Volatility Factor, Accuracy
under distraction

Stability under distracted, trun-
cated, or perturbed context

C3-Bench [18], EnvDistrac-
tion [80]

Error Recovery Self-correction rate, Repair
rate

Ability to detect and correct
mistakes during execution

HAL [57]

Hallucination Backend Knowledge Consis-
tency, Information grounding,
Hallucination rate

Tendency to produce fabricated
or ungrounded content

TD-Eval [3], MCP-
Bench [144]

Efficiency
&
Resource
Use

Cost / Resource
Usage

Token cost, API cost Resource efficiency TheAgentCompany [150],
HAL [57],

Latency Response time Time required to produce re-
sponses or complete tasks

MobileAgentBench [141]

Execution Effi-
ciency

Dialogue turns, Tool-call count,
Step efficiency

Efficiency during task execu-
tion

LiveMCPBench [88],
Agent GPA [55],
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Area Evaluation Aspect Reported Metrics Measurement Target Benchmarks & Refer-
ences

Sustainability Energy, Carbon emissions Environmental footprint WebAgentEnergy [65]

Fairness &
Equity

Bias and Discrimi-
nation

Bias score, Performance gap Parity of outcomes across
groups

ImplicitBias [14], MAL-
IBU [85]

Interactional Fair-
ness

Interpersonal fairness, Informa-
tional fairness

Fair treatment across users Interactional Fairness [13]

The organization of performance metrics into these evaluation areas aligns with patterns observed across recent surveys
on agent evaluation [36]. Prior work typically groups metrics around broad behavioral, capabilities, reliability, and
safety dimensions; our structure provides a consolidated view grounded in the current benchmark literature while
remaining compatible with existing taxonomies. Neverthless, the agentic evaluation literature is still developing, and
coverage across different behavioral aspects is uneven. As agent capabilities grow and new benchmarks emerge,
additional evaluation areas will likely be introduced, and existing ones will continue to evolve. The structure presented
here reflects the current state of the field while remaining flexible enough to accommodate future developments.

Example Case Study We consider a ReAct-style e-commerce customer-service agent [155] that retrieves information
from knowledge bases and order systems, reasons over results, and executes actions such as refunds or ticket creation
using session context and customer profiles. Along the WHAT axis, the agent exposes inferred intent, retrieved beliefs,
response plans, dialogue memory, and tool I/O, with governance enforced through explicit service and escalation
policies. Along the WHY axis, usefulness and faithfulness are critical for customer understanding and escalation
decisions, while compliance and equity support auditability and monitoring of service disparities. Along the HOW
axis, transparency relies on ReAct-style reasoning traces and systematic logging of tool calls and conversations,
complemented by supervisor review mechanisms. Along the WHEN axis, policies and logging are defined at design
time, trajectories are monitored at process time, and a compact MEP is produced at outcome time. Along the WHO axis,
customers require clear explanations, developers require debugging traces, supervisors require escalation rationales, and
auditors require compliance evidence. This analysis reveals recurring gaps: escalation decisions lack user-accessible
rationale, attribution to prior customer history is opaque, uncertainty in retrieved information is under-communicated,
and cross-session consistency is weak. We recommend escalation-focused MEPs that expose confidence and policy
triggers, retrieval attribution linking responses to evidence sources, tiered explanations for different stakeholders, and
structured logging of memory access to support equity auditing.

7 Discussion

Synthesis of Findings Four findings stand out. First, agentic transparency is trajectory-centric. For LLM agents,
risk and responsibility emerge from sequences of decisions: how goals are interpreted, how plans evolve, which
tools are invoked, what evidence is retrieved, and how memory is read and written. Transparency therefore cannot
be reduced to explaining a final output; it must make the execution trajectory inspectable. Second, transparency is
lifecycle-dependent. Post-hoc explanations are useful, but they are fragile when the underlying evidence was never
captured. In practice, transparency requires design-time instrumentation choices (schemas, logging, access control),
process-time integrity and monitoring (trace completeness, policy triggers, anomaly detection), and outcome-time
packaging so that evidence can be reviewed and contested after the fact. This lifecycle view also clarifies why retrofitting
transparency after deployment is costly and often incomplete.

Third, transparency is stakeholder-specific but evidence should be shared. End users, developers, auditors, and
regulators need different views, yet these views should be derived from the same underlying trace substrate. This
motivates a separation between (i) user-facing explanations that prioritize clarity and recourse, and (ii) verification-grade
evidence that supports audit, replay, and governance reporting. A compact outcome-time artifact such as the Minimal
Explanation Packet (MEP) can serve as the handoff between these needs by linking narratives to verifiable traces.
Fourth, faithfulness and usefulness are in tension. Explanations that are easy to read can be unfaithful, while faithful
traces can be overwhelming. The practical response is not to choose one, but to layer them: provide concise summaries
for humans while preserving trace-grounded evidence for verification. In high-stakes settings, self-reported rationales
should be treated as hypotheses and validated against operational traces or interventions when feasible [133].

Implications for Practice For practitioners, the main implication is that transparency should be engineered as a system
property rather than produced as an afterthought. A practical workflow is to begin with stakeholders and assurance
objectives, then decide which cognitive objects must be captured and protected at runtime (plans, tool I/O, memory
updates, policy activations), and finally determine how these records will be summarized at outcome-time.
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At minimum, systems should support: (i) stable identifiers for retrieved evidence and tool outputs, (ii) signed and time-
stamped traces to provide integrity, and (iii) selective disclosure mechanisms so that privacy and security constraints
do not force a shift to narrative-only explanations. For consequential decisions, emitting an MEP that links outcome
summaries to plan and tool traces provides a concrete path to debugging, contestation, and audit without requiring
stakeholders to interpret raw logs.

Implications for Policy Existing governance frameworks such as the EU AI Act, NIST AI RMF, and ISO/IEC 42001
provide valuable principles, but agentic deployments add process-time risks that are easy to miss under outcome-only
compliance. Tool failures, memory leakage, planning drift, and delegation across agents create new loci of accountability.
Policy requirements that treat “explainability” as a single obligation risk encouraging narrative summaries without
verifiable grounding.

A more operational approach is to distinguish three artifact types: (i) user-facing explanations and recourse, (ii)
compliance documentation that maps controls to requirements, and (iii) audit evidence grounded in provenance and
replayable traces. Minimum expectations for agentic systems should include process-time logging/provenance, retention
and access for review, and explicit triggers for escalation and oversight when policies activate or uncertainty is high.

Research Agenda Our framework is intended to be testable. We highlight three research directions: (1) Compare stake-
holder performance under (i) structured packets (e.g., MEP-style artifacts), (ii) unstructured traces, and (iii) output-only
baselines. Measure comprehension accuracy, time-to-diagnosis, and confidence calibration. (2) Develop benchmarks
and protocols that test whether explanation claims match trace evidence (plan–trace agreement, citation-retrieval
consistency, tool attribution checks), and evaluate robustness under perturbations and adversarial manipulation [126].
(3) Measure runtime and storage overhead, and study explanation drift as tools, prompts, policies, and memory evolve.
Multi-agent deployments should be evaluated for responsibility attribution and cross-agent provenance linking.

Limitations of the survey We acknowledge some limitations of this work. First, the framework is a conceptual rather
than empirically validated contribution. It provides organizational structure and shared vocabulary, but we have not
demonstrated through user studies or deployment experiments that it improves transparency outcomes. Our coverage
assessments are based on literature analysis rather than systematic empirical evaluation. Second, the field is evolving
rapidly. New architectures, methods, and regulatory frameworks may require taxonomy refinement. While the axes are
designed to be extensible, periodic revision will be necessary. Third, although we address multi-agent and multimodal
settings, the majority of existing transparency methods-and thus much of our survey-focus on single-agent, text-primary
systems. As deployments diversify, additional research and potential taxonomy extensions will be needed.

8 Conclusion

This survey systematizes transparency for agentic AI by introducing a lifecycle-aware taxonomy that unifies inter-
pretability, explainability, and governance. Our analysis shows that transparency is not an optional enhancement but a
prerequisite for responsible deployment of autonomous, tool-using agents. We identify persistent gaps in trajectory-
level accountability, provenance, and multi-agent coordination, and outline an empirical research agenda to validate
transparency mechanisms in practice. The proposed framework and Minimal Explanation Packet provide a foundation
for measurable, auditable transparency in agentic AI systems.
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