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ABSTRACT6

This paper introduces a novel set of component importance measures that are based on the7

concept of critical flow. Various research communities have developed techniques for identifying8

critical components of networks. The methods in this paper extend previous work on flow-based9

centrality measures by adapting them to the assessment of critical infrastructure in urban systems.10

The motivation is to provide municipalities with a means of reasoning about the impact of urban11

interventions. An infrastructure system is represented as a flow network in which demand nodes12

are assigned both demand values and criticality ratings. Sensitive elements in the network are those13

that carry critical flows, where a flow is deemed critical to the extent that it satisfies critical demand.14

A method for computing these flows is presented, and its utility is demonstrated by comparing the15

new measures to existing flow centrality measures. The paper also shows how the method may be16

combined with standard approaches to reliability analysis.17

INTRODUCTION18

This paper describes a set of component importance measures (“CIMs") that allow system19

components to be ranked according to their role in the delivery of resources to critical locations.20

These measures can be viewed as variants of flow centrality (Freeman 1977) that are customized for21

flow networks in which demand nodes are assigned both demand values and criticality ratings. The22
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paper describes a general method for computing critical flow CIMs, as well as a simple embodiment23

that demonstrates the various stages of computation.24

The perspective on infrastructure criticality adopted in this work is demand-based, motivated by25

an interest in decision support systems (“DSS") (Holsapple 2008) for use by municipal governments26

[see (Geertman et al. 2015; Brail and Klosterman 2001)]. As urbanization continues at a rapid27

pace (UN-Habitat 2009; Smil 2019) cities are experiencing significant increases in population and28

concomitant increases in demand for goods and services. The resulting capacity issues are a major29

source of risk for legacy infrastructure systems due to the fact that they are typically extremely30

expensive to alter [e.g., the Thames Tideway tunnel project (Stride 2016; Stride 2019)].31

In addition to population growth, various interventions have the potential to alter patterns of de-32

mand, and therefore to change the distribution of flows within infrastructure systems. For example,33

densification involves constructing new residential apartment units on top of legacy infrastructure34

systems (Kishewitsch 2015), creating new demands that alter existing flow patterns and potentially35

change the set of components that are relied upon to deliver resources to existing critical locations.36

As a second example, maintenance activities can temporarily impact the availability or capacity of37

existing network components, leading to similar consequences.38

In the worst case, these factors may impose undue stress on existing infrastructure. Increases39

in demand (or reductions in capacity) may leave critical locations such as hospitals with reduced40

access to resources. In addition, resource flow to critical locations may be routed through less41

reliable infrastructure components. In some cases, there may be no fallback routes available in case42

of component failure.43

This paper provides a method for identifying sensitive portions of an infrastructure system44

according to the degree to which those portions carry flow to critical locations (i.e., critical flows).45

The critical infrastructure protection literature contains methods for identifying vulnerabilities in46

containing critical assets [e.g., (Apostolakis and Lemon 2005)]. The method presented in this paper47

allows criticality ratings to propagate through the entire network. It is also highly granular, intended48

for use in urban decision support systems operating at a parcel level. By combining critical flow49
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with standard reliability techniques, stakeholders can visualize the portions of an infrastructure50

system that: (1) play a disproportionate role in delivering resources to critical locations, and; (2)51

lack backup/failsafe routes.52

Of course, infrastructures do not exist in isolation. Interdependencies between infrastructure53

systems are ubiquitous, leading to complex failure patterns that are much more difficult to predict54

(Amin 2007). The resulting ‘systems-of-systems’ (DeLaurentis and Crossley 2005) are subject55

to additional risks that arise from the complex interaction of their component systems, including56

cascading failures (Rinaldi et al. 2001). Nevertheless, in the interests of brevity this paper focuses57

on a single infrastructure system at a single moment in time.58

The structure of this paper is as follows. Section Two provides a concise review of background59

information on network component importancemeasures, aswell as a discussion of themost relevant60

applications to infrastructure systems. Section Three discusses the rationale for introducing flow61

criticality. Section Four provides a simple instantiation of the method described above, while62

Section Five presents a comparison with other centrality measures and a demonstration of how63

reliability analysis might be integrated with critical flowmodeling. The paper closes with numerous64

suggestions for future work.65

BACKGROUND AND PREVIOUS WORK66

Many research communities have proposed component importance measures (“CIMs") (Al-67

moghathawi and Barker 2019) for infrastructure systems. Examples of CIMs include network68

efficiency (Nagurney and Qiang 2009), flow vulnerability (Ouyang et al. 2014), and flow capacity69

rate (Nicholson et al. 2016). Of particular interest are the centrality measures, which are used to70

identify the most central components in a network (Stephenson and Zelen 1989; Borgatti 2005;71

Borgatti and Everett 2006; Latora et al. 2017; Newman 2018). Arranged in categories [e.g,. (Scott72

2000; Ouyang et al. 2014)], these include:73

1. Nearness measures, which calculate a component’s centrality by means of its proximity74

to other components. Examples include: degree centrality (Newman 2018), closeness75
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centrality (Borgatti 1995), residual closeness centrality (Dangalchev 2006), information76

centrality (Latora and Marchiori 2007), and evidential centrality (Wei et al. 2013).77

2. Betweenness measures, which consider components to be central to the extent to which78

they stand between other components as intermediaries. Examples include: (shortest path)79

betweenness centrality (Freeman 1977), (general path) betweenness centrality (Izquierdo80

and Hanneman 2006), load centrality (Goh et al. 2001), and random walk betweenness81

centrality (Newman 2005).82

3. Dynamical measures, which examine both topology and dynamical processes situated on83

the network. Examples include: flow centrality (Freeman et al. 1991), traffic load centrality84

(Newman 2001), random walk centrality (Noh and Rieger 2004; Newman 2005), routing85

betweenness centrality (Dolev et al. 2010), dynamical influence (Klemm et al. 2012),86

efficiency centrality (Wang et al. 2017), and percolation centrality (Piraveenan et al. 2013).87

Flow-based Centrality Measures88

Several centrality measures are based on the concept of network flow. The progenitor of this89

family is the classical notion of flow centrality (Freeman et al. 1991). Consider a simple network90

with nodes + and links � . A node E is considered to be between other nodes D and F to the extent91

that the maximum flow between D and F depends on E. For D, E, F ∈ + , let <D,F be the maximum92

flow between D and F, and let <D,F (E) be the maximum flow between D and F that depends on E.93

Then the flow centrality (“FC") of a node E ∈ + is the degree to which the maximum flow between94

all unordered pairs of nodes depends on E:95

�� (E) =
∑
D≠F≠E

<D,F (E) (1)96

This can be normalized by dividing the flow that passes through E by the total flow between all97

other pairs of nodes, yielding the percentage of flow that depends on E:98

�′� (E) = �� (E)∑
D≠F≠E <D,F

(2)99
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Since the analysis of supply/demand networks focuses primarily on the relation between source100

and sink nodes, this paper introduces a narrower formulation of flow centrality [and of edge-flow101

centrality (Nicholson et al. 2016)]. The source-sink flow centrality (“SSFC") of a node E is the102

degree to which the maximum flow between all source and demand nodes depends on E:103

�((� (E) =
∑

B∈(,3∈�,B≠3≠E
<B,3 (E) (3)104

where <B,3 is the maximum flow between B and 3, and <B,3 (E) is the maximum flow between B105

and 3 that depends on E. This can be normalized by dividing the flow that passes through E by the106

total flow between all pairs of source/sink nodes:107

�′((� (E) = �� (E)∑
B∈(,3∈� <B,3

(4)108

Flow-based CIMs Applied to Infrastructure109

Various research communities have applied centrality measures to the study of infrastructure110

systems [see, for example, (Murray et al. 2003; Zio 2007; Cadini et al. 2009; Lü et al. 2016)].111

Recentwork has focused on dynamical CIMs, including those based on network flows. Comparisons112

between topological and flow-based methodologies have appeared in several recent studies [e.g.,113

(Zio and Kroger 2009; Ouyang 2013; Ouyang et al. 2014)].114

Probabilistic estimates of reliability in a flow network were provided by (Kansal and Kumar115

1995). A network is deemed reliable to the extent that demand nodes have at least one path to116

the source, given component failures. To determine reliability, an appended spanning tree data117

structure is used to identify a set of disjoint spanning trees. For a given failure scenario, each of118

these spanning trees )8 is inspected to determine if demand nodes have at least one path to the119

source. The results are then aggregated to create a measure of reliability for the scenario. The120

network is not a proper flow network with capacities, but the concept of fallback routes is evident.121

A method for ranking vulnerabilities in a directed, capacitated, flow network is provided in122

(Michaud and Apostolakis 2006). Damage scenarios are created by disabling one of the edges. A123
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scenario is evaluated by determining its impact on the supply coverage (supply/demand ratio) at124

each sink. A greedy, path-based algorithm finds the geodesic with maximum capacity between a125

sink and a source, and reserves the demand from the sink against the capacity of each edge and126

vertex of the geodesic. (If capacity constraints are violated, there is a supply problem for the given127

sink). Multi-attribute decision theory is used to calculate the disutility of the scenario. There is no128

priority order imposed on the nodes, nor is there consideration of fallback routes.129

A CIM for a directed, uncapacitated, flow network is provided in (Dunn and Wilkinson 2012).130

To identify critical nodes: (1) a synthetic baseline network �� is generated, using nodal degree131

to identify a unique supply node and to assign demand values; (2) hydraulic simulation is used to132

compute flows; (3) a ‘roving supply node’ simulation is performed. In each iteration a single demand133

node 3 is removed from ��, yielding �� − {3}, and hydraulic simulation is used again. After134

iterating through all demand nodes, a new supply node is chosen and the process is repeated until all135

combinations have been covered. The impact of each scenario 9 is
√
(Δ1 9 )2 + (Δ2 9 )2 + · · · + (Δ= 9 )2,136

where Δ 8 9 is the difference in flow for node 8 between �� and �� − {8}. Unlike the present paper,137

the supply nodes are not fixed, and no priority is imposed on demand nodes.138

A hierarchical approach to evaluating the robustness of capacitated flow networks is provided in139

(Ferrario et al. 2016). A network is represented as a multi-level flow model in which each demand140

node is assigned a priority level. Reliability evaluation is carried out through a Monte Carlo141

approach (Zio 2013) in which a system configuration is created by sampling the link capacities142

from their probability distributions. For each configuration, a greedy, surplus-based algorithm143

pushes flow through the network, satisfying higher priority nodes first. The results from numerous144

such configurations are used to estimate the probability distribution of the amount of flow delivered145

to each demand node at equilibrium. The network is robust to the extent that sufficient levels of146

flow reach the demand nodes despite capacity degradation of the links. The decision to assign flow147

based on node priority is a major difference from the method described in this paper.148

Flow-based vulnerability measures for a capacitated and directed network are developed in149

(Nicholson et al. 2016). The measures are used to identify a set of list of network edges that can150
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be hardened against damage from geographically-situated disruptions; Performance of the network151

is measured by computing an all-pairs average network flow i(G) by means of a minimum cost152

network flow algorithm (Ahuja et al. 1993). Several edge importance measures are considered,153

including: (1) all-pairs max-flow edge count, the total number of times a given edge is utilized in154

all B − C pairs max-flow problems, and; (2) edge flow centrality: sum of flow on the edge for all155

possible B − C pair max-flow problems, normalized by the sum of all-pairs max-flows. No priority156

order is imposed on nodes, but the measures are important precursors for the work described in this157

paper.158

Finally, a variant of current-flow betweenness centrality (Newman 2005) was applied to to urban159

networks in (Agryzkov et al. 2019). Since the computational cost of this type of centrality measure160

can be quite high, an approximation method is used to allow for its use on high density urban161

datasets. The authors use the new method to study pedestrian flow on a dataset of 186 nodes that is162

drawn from a real-world street network in Spain. Priority order on nodes is not supported, but the163

method is a useful comparator as it is designed for analyzing urban infrastructure at district scale.164

While this is not an exhaustive list of previous work on flow-based CIMs, it is representative165

of basic techniques and guiding assumptions. Although various authors have proposed means166

of identifying critical components using flow-based techniques, only one (Ferrario et al. 2016)167

permits network components to be labeled with criticality values of the sort commonly used in168

critical infrastructure protection [e.g., (Apostolakis and Lemon 2005)]. In that work, the algorithm169

for generating the flow solution ensures that higher priority nodes are satisfied first. In contrast, the170

current work does not make any such assumption, allowing a variety of techniques (e.g., hydraulic171

simulation) to be used in determining flow solutions and the resulting centrality values.172

CRITICAL FLOWS173

At a high level, the method in this paper provides a means of modeling the impact of changes174

in demand, supply, or capacity on the distribution of flows within a system. Of particular interest175

are those system components that deliver resources to critical locations such as hospitals. Urban176

planners and other municipal stakeholders could benefit from software artifacts that permit the177
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visualization of planning interventions on the flow of resources within a system.178

For example, changes in demand can result in significant changes to the distribution of flows,179

including critical flows (i.e., flows that supply critical locations with resources). Part � of Figure180

1 shows a capacitated network in which demand node 31 has been deemed to be critical. Part181

� shows a maximum flow solution for the network; the flow to 31 is balanced between the paths182

((, =1, 31) and ((, =2, 31), with each path carrying 7.5 units of flow. Furthermore, the flow to all183

demand nodes is approximately balanced, and the internal edge (=1, =2) is not used.184

A slight change to the network drastically alters the distribution of critical flows. Part � of185

Figure 1 shows a modified network in which the demand at 33 has been increased to 22. Part186

� shows the resulting change in critical flow patterns: the majority of flow to critical location 31187

is now routed through the upper path ((, =1, 31). If, for instance, those network elements were188

unreliable or scheduled for maintenance, the introduction of new demand at 33 might increase the189

risk that critical locations could experience resource shortages.190

Representing Criticality191

There are many possibilities for defining CIMs based on critical flows. One major design192

decision is the representation of criticality, for which there are three salient options: (1) a binary193

representation, in which a demand node is either critical or not; (2) a categorical representation, in194

which a demand node’s criticality is selected from a finite set of categories (e.g., {;>F, <43, ℎ86ℎ}),195

and; (3) a continuous representation, in which a demand node’s criticality is in R.196

Given a representation of criticality, one must provide a measure of importance. There are197

several possible ways to measure a component’s importance: (1) absolute critical flow, the amount198

of critical flow that passes through it; (2) percentage critical flow, the percentage of its flow that is199

critical; (3) location count, the number of critical locations that receive flow through paths in which200

that component appears, and; (4) weighted expected critical flow, the expected amount of resource201

that it supplies to demand nodes, weighted by their criticality.202

COMPONENT IMPORTANCE MEASURES BASED ON CRITICAL FLOWS203

The concept of critical flow may be used to define numerous CIMs. Two such measures are204
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described in the following sections.205

Critical Flow Centrality206

The most simple means of applying the concept of critical flow to CIMs is to formulate a new207

measure of flow centrality (Freeman 1977). The underlying idea is that a node is deemed central208

to the extent that it is involved in the flow of resources to critical locations. Examples of such209

measures include:210

1. (Binary) Critical Flow Centrality: let �� ⊆ + = {31, 32, . . . , 3: } be the set of demand211

nodes in � that are deemed critical. and let ( = {B1, B2, . . . , B?} be the set of source nodes212

in �. Let <B,3 be the maximum flow between B ∈ ( and 3 ∈ �� . (In the case where213

there is a single source, this is the same as the flow entering 3). Furthermore, given node214

E ∈ + −�2, let <B,3 (E) be the maximum flow between B and 3 that depends on E. Then the215

(binary) critical flow centrality of a node E ∈ + −�2 is the degree to which the maximum216

flow between critical demand nodes and source nodes depends on E:217

��� (E) =
∑

B∈(,3∈��
<B,3 (E) (5)218

2. Weighted Critical Flow Centrality: let the set of demand nodes in the network be � =219

{31, 32, . . . , 3<}, and consider function 2A : � → R+ that maps a demand node 3 ∈ � to a220

criticality value 2A (3). Then the weighted critical flow centrality of a node E ∈ + is:221

�,�� (E) =
∑

B∈(,3∈�
2A (3)<B,3 (E) (6)222

Both of these CIMs may be normalized by the total critical flow on the network to yield measures223

in the interval [0, 1].224

Probabilistic Critical Flow Measures225

The measures introduced above are based on maximum flows. One can relax this assumption,226

creating another type of CIM in which demand nodes have both demand values and criticality227
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levels. Consider demand nodes � = {31, 32, . . . , 3<}, and criticality function 2A : � → R+. Let228

D be a family of functions X8 : � → R+, each of which assigns a demand X(3) ∈ R+ for each229

demand node 3 ∈ �. Finally, let an assignment � be a concrete choice of function X8 fromD, and230

let 5� (3) be the flow received by 3 ∈ � under �.231

The flow in network � given assignment � is the aggregate of all flows reaching the demand232

nodes:233

�� (�) =
∑
3∈�

5� (3) (7)234

The critical flow in network � given assignment � is the set of flows reaching the demand235

nodes, weighted by criticality:236

��� (�) =
∑
3∈�

5� (3)2A (3) (8)237

Let 5� (E8, 3 9 ) be the flow that reaches 3 9 ∈ � from/through node E8 ∈ + under assignment �.238

The main quantity of interest is the expected amount of flow from E8 that reaches 3 9 :239

� [ 5� (E8, 3 9 )] (9)240

Assuming that there is a method to compute these expectations, one can define a relevant CIM.241

For instance, the (probabilistic) critical flow centrality (“CFC") of a vertex E ∈ + is:242

�%�� (E) =
∑
3∈�

2A (3)� [ 5� (E, 3)] (10)243

This is the sum of all expected amounts of flow being delivered via E to the demand nodes, weighted244

by their criticality. This quantity may be normalized by an appropriate expression, such as the total245

flow �� (�) or the total flow weighted by criticality:246

�′%�� (E) = �
%�� (E)
��
�
(�)

=

∑
3∈� 2A (3)� [ 5� (E, 3)]∑

3∈� 2A (3) 5� (3)
(11)247

Variations on these formulas are easy to construct. First, identical definitions can be formulated248
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for edges. Second, one can concoct unweighted versions in order to accommodate the boolean249

representation of criticality. Third, additional components may be incorporated (e.g., reliability250

estimates for components, as discussed in Section 6). Lastly, these definitions are compatible with251

the use of utility functions, although that topic is not discussed in this paper.252

COMPUTING THE CRITICAL FLOW MEASURES253

The previous section provided definitions of new CIMs, but no guidance on how they are to be254

computed. This section presents a general framework for doing so, as well as a simple instantiation255

that computes the (probabilistic) critical flow centrality (“CFC").256

A Method for Critical Flow Analysis257

The framework for computing critical flow measures requires that the following four elements258

are provided:259

1. a representation of an infrastructure system as a flow network;260

2. criticality metadata for nodes (i.e., demand values, criticality ratings, capacity constraints);261

3. a means of calculating flows;262

4. a means of determining the probability that a given network component (node, link) carries263

flow to a given demand node;264

Since these elements can be supplied in different ways, there are many possible instantiations265

ranging from simple to highly complex. This paper presents a simple instantiation (a.k.a., the266

present instantiation) for reasons of brevity.267

Network Representation268

In the present instantiation, an infrastructure system is represented as a weighted, capacitated,269

flow network � = 〈+, �〉 where + is a set of nodes, and � ⊆ + × + is a set of links. Each node270

E ∈ + is situated in Euclidean space, having world coordinate ®F(E) = (EG , EH, EI) ∈ R3. Each271

link 4 = (E8, E 9 ) ∈ � has a capacity 2(4) ∈ N, a flow 5 (4) ∈ N, and a length ; (4) ∈ R defined as272

‖ ®F(E8) − ®F(E 9 )‖2. Bi-directional relationships, cycles, and self-loops are all permitted.273
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The network � contains both source (supply) and sink (demand) nodes. The set of source274

nodes is ( = {B1, B2, . . . , B?} ⊆ + , and the set of demand nodes is � = {31, 32, . . . 3<} ∈ + . All275

other nodes are called transmission nodes. A flow on � is a real-valued function 5 : � → R on276

�’s links that obeys three flow properties:277

1. Capacity Constraints: for all 4 = (E8, E 9 ) ∈ � , we have 5 (4) ≤ 2(4).278

2. Skew Symmetry: for all 4 = (E8, E 9 ) ∈ � , we have 5 ((E8, E 9 )) = − 5 ((E 9 , E8)).279

3. Flow Conservation: for all nodes EC ∈ + − (� ∪ (), we have
∑
E∈+ 5 ((EC , E)) = 0.280

The value of a flow is defined as the flow exiting the source nodes: | 5 | = ∑
E∈+ 5 (B, E). While a281

network with multiple source and sink nodes may be reduced to a network with a single sink and282

source, [see (Cormen et al. 2009)], the explicit representation is used throughout this paper.283

Demand Distributions and Criticality284

The basic network flowmodel is augmentedwith additionalmetadata. First, a demand function285

X : � → N maps a demand node 3 ∈ � to a demand X(3). Second, a supply constraint function286

5B : ( → N assigns each source node B ∈ ( a maximum flow 2 5 (B). Third, a criticality function287

2A : � → [0, 1] maps 3 ∈ � to a criticality rating 2A (3) between 0 and 1.288

An assignment to a network involves assigning supply constraints to all source nodes and289

criticality/demand values to all demand nodes. Theses values may be provided by probability290

distributions (e.g., those arising from stochastic processes), or via external data (e.g., real world291

data obtained from smart meters).292

Calculating Network Flow293

For a given assignment to the network, a network flow must be computed. While binary and294

categorical representations of criticality can be accommodated using a multi-commodity network295

flow algorithm (Ahuja et al. 1993), the continuous representation of criticality requires the use296

of alternative techniques, including: (1) general network flow algorithms, or (2) domain-specific297

simulation techniques [e.g., hydraulic simulation (Novak et al. 2010)].298

The most intuitive way to create a flow on an network is to utilize an algorithm for the maximum299
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flow problem (Ahuja et al. 1993). A major drawback to this approach is that popular maxflow300

algorithms do not yield network flows that are balanced across competing paths. [Algorithms301

that allow for disjunctive constraints exist, as in (Pferschy and Schauer 2013), but they have302

some drawbacks]. Domain-specific methods such as hydraulic simulation (Novak et al. 2010) are303

preferable in cases where a realistic flow must be obtained. For simplicity, this paper uses the the304

Edmonds-Karp algorithm [see (Cormen et al. 2009)].305

Calculating Critical Flow from Flow Patterns306

Once a flow solution has been obtained for the current assignment �, the CIM can be computed.307

In the case of the CFC measure, one must compute � [ 5� (28, 3 9 )] (Equation 9), the expected308

amount of flow passing through component 28 that ends up at demand node 3 9 . For a model that309

uses empirical data, a sampling approach is required. The demonstration method in this paper310

represents an infrastructure system at a single point in time using integer-valued demands, so that311

Equation 9 is equivalent to the probability that a unit of flow passing through 28 ends up at 3 9 ,312

multiplied by the total amount of flow passing through 28:313

� [ 5� (28, 3 9 )] = %(3 9 |28) 5� (28)314

The required probabilities can be computed in several ways. The most intuitive approach315

is to reduce the problem to Markov chain computation (Stewart 1994; Stewart 2009). Another316

feasible solution is to estimate probabilities from the flow network using a Time Forward Random317

Walk (Blanchard and Volchenkov 2011). In contrast, the present instantiation uses a graph search318

approach to directly compute the probability for each node E (or link 4) that a unit of resource319

passing through E (or 4) lands in a given demand node 3. Figure 2 shows how this is performed320

for a demand node corresponding to a lot/parcel.321

The flow solution is transformed into a secondary transition graph �′ that represents the flow322

in terms of transition probabilities. Every node in �′ contains a list of outgoing links, each of323

which is labeled with the probability that a unit of flow is sent down that link. (If a link in the flow324
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network � has a flow of 0, it does not appear in �′). The edges in �′ are unidirectional.325

Demand nodes 3 ∈ � in the original flow network � are referred to as absorbing nodes in �′.326

Associated with every non-absorbing node E8 ∈ �′ (and every link 48 ∈ �′) is a map data structure327

E8 .<0? (or 48 .<0?) that stores the entire set of demand nodes reachable from E8 (or 48). Each entry328

in this map contains an identifier of a demand node 3 9 , together with the probability %(3 9 |28) that a329

unit of flow will reach 3 9 from the node/link 28 to which the map belongs. Metrics can be computed330

by examining the contents of the map and the attributes of the relevant absorbing/demand nodes.331

The method for computing conditional probabilities is shown in Algorithm 1. It proceeds332

by exploring secondary graph �′ in reverse, tracing out paths from each absorbing node 3 ∈ �333

to a source. For each 3, a search of the graph is performed by following incoming edges 4 =334

(BA2, 3BC, ?A>1018;8CH), recording the probability of arriving at 3 at each subsequent component.335

Function ComputeProbabilities(G’)
Data: G’, a graph with components (+, �) and absorbing nodes � ⊆ + .
foreach 3 ∈ � do

ReverseSearch(G’, d)
end

Function ReverseSearch(G’, d)
Data: G’, as above.
Data: d, an absorbing node.
Var excess[] // array of numbers ∈ [0, 1] of size |+ |
Var stack
excess[d.ID] = 1
stack.push(d)
while stack not empty do

Var curNode = stack.pop()
Var amt = excess[curNode.ID] // amount of probability to push
foreach incoming edge curEdge of curNode do

curEdge.map.IncrementOrAddProbability(d.ID, amt)
excess[curEdge.src.ID] = amt * curEdge.probability
stack.push(curEdge.src)

end
curNode.map.IncrementOrAddProbability(d.ID, amt)
excess[curNode.ID] = 0

end
Algorithm 1: A Deterministic Algorithm for Computing Flow Probabilities.

A lookup table containing probability values for each node is maintained in a helper variable336
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4G24BB, indexed by node ID. The IncrementOrAddProbability() function updates the estimate of337

%(3 |2) stored in the map of component 2. The lookup table and variable amt are used to avoid338

problems with overlapping paths.339

Once the relevant probabilities have been determined, the CFC of a component 28 (edge or340

node) is computed as:341

�%�� (28) =
∑

3 9∈28 .<0?
%(3 9 |28)2A (38) 5� (28) (12)342

where 3 9 is a demand node, %(3 9 |28) is the probability that flow passing through 28 reaches 38,343

5� (28) is the flow passing through 28 under assignment �, and 2A (38) is the criticality of 38. The344

measure may be normalized by the maximum CFC value for the network. For vertices, this gives:345

�′%�� (E8) =
∑
38∈E8 .<0? %(38 |E8)2A (38) 5� (E8)

maxE∈+ (�%�� (E))
(13)346

Figure 3 shows the four stages of computation. In the upper left, the basic network model is347

shown along with demands for each lot and each building (black font) and criticality values (white348

font). The upper right diagram shows a flow solution computed on the basic network, while the349

lower left shows the induced probability graph arising from this flow. (Network edges with zero350

flow are elided from the probability graph). Finally, the lower right diagram shows the critical flow351

metrics, ranging from green (low criticality) to red (high criticality).352

Computational Requirements353

Algorithm 1 is quadratic in space and time. In the worst case, the map at each node/link stores354

|� | entries, one for each demand node in the network, leading to$ (( |+ | + |� |) |� |) in storage space.355

As a variant of depth first search, the time required to compute probabilities for each demand node356

is $ ( |+ | + |� |), so the total time required for all demand nodes is again $ (( |+ | + |� |) |� |). For357

infrastructure networks, |+ | ≈ |� | and |� | / 1
2 |+ |, yielding time and space complexity bounds of358

$ ( |+ |2). For the model used in this paper, the maps at nodes/links contain an average of 5 entries359

each, pushing the storage requirements closer to $ ( |+ |).360

The running time of the entire method is dominated by the$ ( |+ | |� |2) ≈ (|+ |3) Edmonds-Karp361
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algorithm that is used to generate flows. If a push-relabel algorithm is used, the running time can362

be reduced to $ ( |+ |2
√
|� |) ≈ $ ( |+ |2

√
|+ |). In contrast, betweenness centrality (Freeman 1977)363

can be computed in $ ( |+ |3) using the Floyd-Warshall algorithm or $ ( |+ |2 log |+ | + |+ | |� |) ≈364

$ ( |+ |2 log |+ |) time using Johnson’s or Brandes’ algorithm [see (Cormen et al. 2009)].365

Note that Algorithm 1 does not work for a transition graph �′ that contains cycles. The366

Edmonds-Karp algorithm does not create cycles, but this is not necessarily the case for domain-367

specific methods (e.g., hydraulic simulation). For flow networks with cycles, alternative techniques368

must be used.369

Sampling Variants370

The present instantiation involves a ‘one shot’ scenario in which a single set of integer-valued371

demand values is used. � [ 5� (28, 3 9 )], the expected amount of flow from component 28 to demand372

node 38, is computed with the use of a conditional probability %(3 9 |28). If empirical data is373

available, or if demand values are sampled from probability distributions, the basic method must374

be adapted to support sampling. This is accomplished easily with a modification that iterates over375

input data sets and computes � [ 5� (28, 3 9 )] as a sample mean of conditional probabilities.376

EVALUATION377

The utility of the critical flow method presented in this paper is demonstrated in two ways: (1)378

comparison with alternative flow centrality measures, and; (2) integration with two common forms379

of reliability analysis. In both cases, a synthetic, neighborhood-level model (suitable for diagrams)380

is used as a testbed. A model consists of a planar region containing one or more blocks (light381

purple). Each block may contain a building (dark purple) or a set of lots (light green) representing382

houses. A water distribution network provides buildings and lots with water drawn from a reservoir.383

The basic topology of the street and water network is taken from downtown Toronto, while demand384

values for buildings and lots are sourced from empirical studies (Aquacraft 2011). The modeler385

assigns criticality values to buildings manually.386
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Comparison with Flow Centrality Measures387

The FC, SSFC, and CFC measures were computed for a small model that was patterned after388

high density neighbourhoods in Toronto, Canada. Figure 5 shows four views of this basic model.389

In the upper left, the network is shown along with the demands at each building and lot. The flow390

resulting from this configuration is shown in the upper right, where black network edges indicate391

that no flow is present. In the lower left, the SSFC centrality measure has been computed for each392

edge and vertex. The lower right shows the FC centrality measure.393

The FC measure places emphasis on the central nodes in the graph, leaving the sole edge394

emanating from the source (i.e., the most critical) relatively dark. In contrast, the SSFC is highly395

correlated with the flow, as shown in Figure 6. The fact that both the SSFC and the maximum flow396

have occasional black edges is an artefact of the Edmonds-Karp algorithm that was used to produce397

flows, and something that would be rectified with domain-specific methods.398

Figure 7 (A) shows the critical flow for the same model and demand/criticality configuration.399

Criticality levels for buildings are displayed in white font; lot criticality is negligible and elided.400

The critical flow comes from the hospital (1), school (0.6) and public buildings (0.2) down the401

right of the network. Figure 7 (B) arises from a single modification: the demand on one of the402

non-critical buildings is raised from 150 to 2000. This forces a redistribution of flows on the403

network due to capacity constraints on the right hand path. As a result, critical flow is more evenly404

balanced across all paths from the source.405

The SSFC and FC measures are unable to capture the flow redistribution involved in Figure 7.406

To a large extent this is a result of SSFC and FC being based on sums of maximum flows between407

vertex subsets (i.e., pairs in the case of FC, sources and sinks in the case of SSFC). Since the408

underlying graph is only changing slightly between scenario (A) and (B) of Figure 7, the measures409

change only slightly. In contrast, CFC is computed on a per-flow basis, where the flow in question410

is the result of competition between demand nodes for supply. The CFC is therefore a measure of411

not only the network’s topology, but also the load induced by an assignment of supply, demand,412

and capacity values.413
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Edge Reliability414

The critical flow measures introduced in this paper may be combined with reliability estimation415

procedures [e.g., edge reliability (Zio 2007)]. As a simple example, a reliability function A : � →416

[0, 1] can be used to assign edges 4 ∈ � a reliability rating A (4). Edges with high criticality and417

low reliability can be identified by using the Reliable Critical Flow (“RCF") CIM:418

�′'�� (4) = �′%�� (4)A (4) (14)419

Since both the normalized CFC and reliability (4) lie in the interval [0, 1], the same is true420

for �′'�� (4). Reliability values can be obtained through a variety of means, including surveys,421

inspections, or inferences from the physical characteristics (e.g., age) of the relevant components.422

DiagramA of Figure 8 shows reliability values for the model in Figure 3 . Diagram B is a plot of423

edge reliability [versus CFC. The majority of the edges have negligible CFC (e.g., those edges that424

feed individual lots). The solitary edge with a criticality of 1.0 is the edge from the reservoir that425

carries flow for the entire model. Of particular interest are those edges that have lower reliability426

ratings and moderate criticality.427

While edge reliability can be combined with FC, SSFC or other centrality measures, the use of428

the CFC provides a snapshot of the actual critical load on the network under a given assignment.429

Use of the FC measure, for instance, would rank components by their role in facilitating maximum430

flows between all pairs of vertices, weighted by reliability. While this might be useful for social431

networks in which information flows arbitrarily, it does not match the typical load patterns on432

source/sink networks.433

Component Failure Analysis434

Critical flow measures also support a common form of reliability analysis in which components435

are failed iteratively in order to ascertain the impact on the global performance of the network [e.g.,436

(Dunn and Wilkinson 2012)]. The total amount of critical flow (i.e., the flow delivered to demand437

nodes, weighted by criticality) can be used as a performance measure. Each edge/node can be438
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failed iteratively in a ‘leave one out’ analysis, and the impact on total critical flow can be recorded.439

This type of analysis can be used to identify the portions of the network that lack fallback routes.440

Figure 9 shows the result of using this approach on the edges of the network in Figure 5. The441

vast majority of edges carry little critical flow, and therefore have insignificant failure loss. More442

interesting are the edges on the upper left, with moderate CFC and no failure loss. These are edges443

for which there are backup routes available (e.g., the edges in the residential blocks). The edge in444

the upper right is the edge incident on the lone source node, the failure of which is catastrophic.445

CONCLUSION446

The goal of this paper was to define a novel set of component importance measures (“CIMs")447

based on critical flows and to provide a method for their computation. In the ensuing discussion,448

the critical flow measures were compared against two versions of the traditional flow centrality449

measure. A simple example of how the critical flow measures could be combined with reliability450

analysis was also provided.451

Unlike flow centrality, critical flowmeasures are able to track shifts in flow distribution that arise452

from changes in both demand and network topology. Flow centrality aggregates the distribution453

of maximal flows generated between pairs of vertices, resulting in a measure that largely tracks the454

topology of the network, and one that is not necessarily suitable for networks with defined sets of455

sources and sinks. In contrast, critical flow measures are specific to a particular configuration of456

source capacities and sink demands. This means that they give an ephemeral glimpse of a system457

under load, as opposed to a more general evaluation based on network topology alone.458

There are many extant works concerning the identification of critical components in infrastruc-459

ture systems. The method in this paper differs in several key details. First, it allows an analyst to460

assign criticality values to assets such as buildings. Second, the method is agnostic about solution461

methods, allowing a wide range of techniques to be used. Given an assignment of demand, supply462

and capacity values (generated by simulation packages or obtained as empirical data) the CFC463

values for each network component can be computed efficiently and visualized. The use of edge464

failure methods can identify those components that are highly critical but lacking fallback routes.465
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In general, the method is intended to aid municipalities in reasoning about the consequences of466

interventions. For instance, it could be used in GIS software in order to help urban planners consider467

the impacts of zoning decisions (e.g., densification). Maintenance engineers could also use such468

a tool when developing schedules for the repair of infrastructure components, since: (1) highly469

critical components should be serviced more frequently, and; (2) repairing one set of components470

can shift critical flow across the network, potentially introducing new risks. Components without471

fallbacks might require system upgrades to provide alternative delivery paths in case of failure.472

The approach shown in this paper is only a simple instantiation of the general method, providing473

simple means of generating flows and computing probabilities. Future work should investigate the474

use of domain-specific methods, as well as approaches for computing probabilities that work with475

cyclic graphs. Perhaps the most urgent need is to discuss the use of the critical flow method to476

analyze a system as it evolves over time.477

There are many avenues of future work. First, performance measures can be introduced to give478

a metric that enables comparison and optimization. The use of utility functions was suggested, but479

not developed within the paper. Second, vertices and sources could be given capacity constraints,480

and transmission nodes/edges could be augmented to act simultaneously as supply or demand481

nodes (e.g., edges could have a small loss to model malfunction or component degradation). Third,482

network clustering algorithms [see (Brandes and Erlebach 2005)] could be introduced to reduce the483

number of demand nodes. Lastly, no attempt was made to identify groups of critical components484

(e.g., critical paths or clusters).485

Data Availability Statement486

Some data, models, or code generated or used during the study are available from the cor-487

responding author by request: (1) ESRI CityEngine lot/parcel geometry and network topology488

in XML format; (2) Python scripts to extract lot/parcel geometry and network topology from489

CityEngine; (3) CityEngine scene file for the sample city used in the paper, and; (4) C++ source490

code for the probability propagation algorithm.491
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Demand node 31 is deemed a critical location. Capacities and flow values are given613
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demand. (�) shows how the upper path now carries the bulk of critical flow to 31. . 28616

2 Calculation of expected amount of flow delivered from source (green) to a demand617

node (black). Nodes/links that do not supply resources to the demand node are not618

shown. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29619

3 Four steps in critical flow computation. Upper left: network topology with de-620

mands. Upper right: maximum flow. Lower left: induced probability graph.621

Lower right: critical flow (CFC), with light green being non-critical and red being622

critical. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30623

4 Distribution of sizes for the map data structures in the model shown in Figure 3.624

Almost all of the nodes/links have a map with less than 6 entries. . . . . . . . . . . 31625

5 Comparison of centrality measures. Upper left: empty network showing demands.626

Upper right: flow upon the same network. Lower left: source-sink flow centrality627

(SSFC). Lower right: Freeman’s flow centrality (FC). The darker an edge, the lower628

the centrality score. (Pure black edges have no data). . . . . . . . . . . . . . . . . 32629

6 Correlations between CIMs on the network in Figure 5. Normalized flow (FLOW),630

normalized probabilistic critical flow (PCF_NORM), normalized source-sink flow631

centrality (SSFC_NORM), and normalized flow centrality (FC_NORM). Diagonal632

elements show kernel density estimators for each CIM. . . . . . . . . . . . . . . . 33633

26 Williams, August 12, 2020
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which a single building has had its demand raised from 150 to 2000. Flow patterns637
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Fig. 1. A capacitated network (�) and a maximum flow solution (�) showing critical flows.
Demand node 31 is deemed a critical location. Capacities and flow values are given as -/. where
- is the capacity and . is the flow value, and demands are indicated as 3 = G. (�) shows the same
network as (�), but node 33 has greatly increased demand. (�) shows how the upper path now
carries the bulk of critical flow to 31.
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Fig. 3. Four steps in critical flow computation. Upper left: network topology with demands. Upper
right: maximum flow. Lower left: induced probability graph. Lower right: critical flow (CFC),
with light green being non-critical and red being critical.
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Fig. 4. Distribution of sizes for the map data structures in the model shown in Figure 3. Almost all
of the nodes/links have a map with less than 6 entries.
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Fig. 6. Correlations between CIMs on the network in Figure 5. Normalized flow (FLOW),
normalized probabilistic critical flow (PCF_NORM), normalized source-sink flow centrality
(SSFC_NORM), and normalized flow centrality (FC_NORM). Diagonal elements show kernel
density estimators for each CIM.
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Fig. 8. Edge unreliability and critical flow. Diagram A shows edge reliability levels, ranging from
green (reliable) to red (unreliable). DiagramB plots corresponding reliability values against critical
flow values (taken from Diagram A of Figure 7).
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