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Abstract

Increased digitalization of the textiles value chain poses great cybersecurity threats to
supply chains worldwide, which necessitate end-to-end protection systems to guard
against counterfeiting and production loss. This study discusses possible applications of
Digital Product Passports (DPPs) and Track and Trace Radio Identification (TTRID)
technology to facilitate improved cybersecurity solutions in textiles supply chains.
Drawing from qualitative literature review and case studies, this research discusses key
vulnerabilities, evaluates technology effectiveness, and concludes organizational
parameters needed for proper implementation of integrated solutions. The research
adopts a systematic review methodology, combining academic literature, business
reports, and actual case studies to create a vision for upcoming cybersecurity challenges
and evolving solutions. The findings show that fashion supply chains experience multi-
dimensional security threats in the form of counterfeiting intrusion, theft of data, and
compromise of process. There exists tremendous potential for DPP and TTRID
technologies to better enable traceability, authentication, and access, and
implementation success hinging significantly upon organizational readiness, inter-
functional coordination, and holistic training programs. The research contributes to
scientific information in cybersecurity in specialized industries since it provides feasible
recommendations to garment companies wanting to make their supply chain secure. The
most critical recommendations include multi-layered protection structures, employee
cybersecurity awareness programs, as well as establishment of industry-wide
partnership models. The research bridges conceptual cybersecurity paradigms and
industrial practice, hence providing a valuable tool to both industrial practitioners as well
as academicians working in the highly competitive garment field.

Keywords: Blockchain; Textile Value chain; Supply chain transparency; Cybersecurity;
Digital Product Passports.
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Introduction

The textile sector is one of the largest and most intricate global value chains with
stages of material procurement, manufacturing, distribution, and retail operations on
several continents . As the sector moves into higher levels of digitalization and adopts
Industry 4.0 technologies, textile enterprises have seen an increase in operating
productivity as well as transparency and customer engagement 2. The process of
transformation has also simultaneously exposed these enterprises to high levels of
cybersecurity threats, which compromise the integrity of their value chains and put
organizations at risk of all kinds of cyber-attacks.

As of 2020, the global apparel and textiles industry worth about $1.7 trillion heavily
relies on integrated digital platforms for inventory management, production planning,
guality control, and logistics coordination 3. These platforms generate and process
enormous volumes of sensitive information including proprietary designs, supplier
details, production deadlines, and customers' preferences. The fragmented nature of
textile value chains that often cross many countries and involve multiple stakeholders
adds an array of security threats for which traditional cybersecurity solutions are not
designed to handle “.

Counterfeiting merchandise is a significant issue in the textile industry. Estimates
indicate that the global fashion industry loses approximately $50 billion annually due
to counterfeit goods, including apparel and footwear. This not only impacts brand
revenues but also undermines consumer trust and brand integrity °. Counterfeiting has
become prevalent due to sophisticated manufacturing methods and global e-
commerce platforms, making it more essential to have integrated authenticity and
traceability solutions across the value chain .

Cutting-edge technologies like Track and Trace Radio Identification (TTRID) systems
and Digital Product Passports (DPPs) present efficient solutions for enhancing security
in the supply chain as well as minimizing the risk of counterfeit goods. DPPs allow
detailed digital documentation of the life of the products, hence enabling stakeholders
to verify goods and track their movement from material sources all the way to end
customers 8. TTRID systems also utilize radio frequency identification (RFID) along with
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goods and changes in ownership along the supply chain. This combination enhances
traceability, transparency, and stakeholder trust, the authenticity and integrity of the
goods as they move through various stages of the supply chain. These systems have
been successfully implemented in sectors like the agri-food industry, demonstrating
their effectiveness and adaptability in supply chain management °.

1.2 Problem Statement

Despite higher awareness regarding supply chain management's cybersecurity
weaknesses, the textile industry remains vulnerable to potent security threats that
compromise operational integrity and facilitate counterfeiting activities. Perimeter
defence security controls and rudimentary access control are insufficient against
sophisticated cyber-attacks that exploit the interconnectivity of today's supply chains
%, The inherently disintegrated character of textile supply chains, having multiple tiers
such as suppliers, manufacturers, and distributors, introduces systemic frailties.
These frailties can be exploited by malicious agents for infusing fake products, stealing
private data, or disrupting process operations ™.

Current textile supply chain cybersecurity research depicts a fragmented
environment in which there are no general frameworks to identify the most critical
issues facing the industry. Overall supply chain cybersecurity research is filled with
information, yet the textile industry's specific vulnerabilities, like fashion cycles,
international sourcing difficulties, and diverse regulatory climates, require special
attention. These initiatives have to meet against variables like speed-fashion
dynamics, sophisticated global sourcing, and conformity with different regional
regulations . Non-compliance to security best practices and poor industry
coordination enhance risks in cybersecurity and create windows for counterfeits to
exploit these loopholes along the supply chain . Emerging technologies such as
Digital Product Passports (DPPs) and Textile Traceability and Risk ldentification
(TTRID) systems have potential in addressing these issues. Their effectiveness,
implementation, and overall contribution to supply chain security are worth exploring
in-depth ™.

Insufficient sound security practices, as well as insufficient sectoral coordination,
heightens the risk of cybersecurity threats. The model renders it easy for the

counterfeiters to take advantage of with weaknesses in the supply chain easily being



targeted. Organizations typically operate silos where separated security controls are

independently instituted and do not interoperate end-to-end. Fragmentation not only

escalates the threat level but also denies the creation of widespread best practices

and standards necessary to provide effective cybersecurity controls 6,

1.3 Research Questions

This study addresses three primary research questions designed to
comprehensively examine cybersecurity challenges and solutions within textile
industry supply chains:

RQ1: What are the primary cybersecurity vulnerabilities in the textile industry's
supply chains, and how do latest studies suggest Digital Product Passports (DPPs) and
TTRID-based solutions address these risks?

RQ2: How does implementing TTRID-based track and traceability models impact
the incidence of counterfeit goods and overall supply chain security in the clothing
industry, as measured by key performance indicators (KPls)?

RQ3: What organizational and strategic factors most significantly influence
successful adoption of integrated cybersecurity measures including encryption,
training, and cross-functional collaboration in textile industry supply chains?

1.4 Research Objectives

The primary objectives of this research are:

1. To identify and categorize the most significant cybersecurity threats affecting
textile industry supply chains through thorough examination of existing literature
and recorded security incidents.

2. To determine the effectiveness of Digital Product Passports and TTRID
technologies in addressing detected vulnerabilities and repelling counterfeiting
intrusion.

3. To investigate the organizational drivers and strategic processes which facilitate
effective implementation of end-to-end cybersecurity solutions within textile
supply chains.

4. To develop actionable recommendations to stakeholders in the textile sector to
enhance supply chain security by adopting the application of new technology and

organizational best practices.



5. To further scholarly understanding of how cybersecurity is applied in specialist
industries through the integration of theoretical frameworks with practical industry
application.

1.5 Significance of the Study

This research contributes to academic scholarship and industry practice in several
significant ways. Academically, it makes a significant contribution to the literature by
critically examining cybersecurity concerns relevant to the textiles industry. Though
total supply chain cybersecurity has been a prominent focus area, the unique
characteristics of the textile industry—crazed fashion trends, complex global
sourcing, and heightened vulnerability to counterfeiting—demand focused
examination 7.

Considering recent breakthroughs like Digital Product Passports (DPPs) and Textile
Traceability and Risk Identification (TTRID) systems, the research provides evidence
on the practical deployability of implementing new measures of security. The
European Union's attempt to implement DPPs under its Circular Economy Action Plan
is a testament to the increasing significance of traceability and transparency
technologies in textiles 8.

Practically, this study gives prescriptive advice to textile professionals regarding
how to strengthen supply chain security. By outlining organizational elements that are
crucial for the successful deployment of cybersecurity, it gives a checklist to firms
aspiring to enhance their security position. Adoption of highly sophisticated anti-
counterfeitingtechnology such as Al-enabled authentication technology is aninstance
of resilience-building countermeasures against counterfeiting attacks °.

Furthermore, the research enriches the overall supply chain security discussion in
all industries. The models and approaches discovered can be implemented in other
industries facing the same issues of globalization, counterfeiting, and digitalization.
Researching the textile industry in this respect also provides input into broader
initiatives to build supply chain resilience in a speeding-integrating and digital world
economy %°,

1.6 Study Structure

This study consists of six core chapters, each of which builds on previous sections

to gain a comprehensive analysis of cybersecurity in textile supply chains:



Chapter 2 presents a comprehensive literature review of supply chain management
cybersecurity, textile industry exposures, emerging technologies, and organizational
concerns impacting implementation success. Chapter 3 presents the theoretical
framework of this research, and the qualitative approach followed for collecting and
analyzing data. Chapter 4 presents the findings of the systematic literature and case
study analysis, as organized around the three research questions. Chapter 5
addresses the implications of the findings in the context of existing theory and practice
and in light of research limitations. Lastly, Chapter 6 concludes with a summary of key
findings and provides practical advice to industry stakeholders and recommendations
for future research.

2. Literature Review

2.1 Cybersecurity in Supply Chain Management

Supply chain cybersecurity is a core area of focus for contemporary business
operations with increased digitalization and interconnectivity of global networks (NIST,
2018)8. The traditional view of cybersecurity as simply an IT issue of the organization
has evolved into the whole supply chain system of suppliers, partners, and service
providers that constitute contemporary supply chains (Boyson, 2014)2'. This change is
brought about by the awareness that an organization is only as resilient as its weakest
link, which in most cases is third-party relationships and extended supply chains.

Existing literature dictates several essential distinctions characterizing supply
chain cybersecurity as distinct from typical enterprise security controls. First, the
multi-party supply base scenario creates complex trust interactions that require
sophisticated authentication and authorization mechanisms (Sheffi, 2015)?2. Second,
the fluid and turbulent nature of supply networks with shifting partners and suppliers
on a daily basis places undue burdens on static security models while calling for
adaptive security paradigms (Christopher & Peck, 2004)*. Third, the transnational
character of the majority of supply chains portrays regulatory complexity and varying
standards of security that must be harmonized to achieve effective protection (Manuj
& Mentzer, 2008)*.

There are various frameworks on supply chain risk comprehension of cybersecurity
and supply chainrisk management developed in the academic literature. Supply Chain

Risk Management (SCRM) framework by NIST (2015)?* identifies a full methodology of



supply chain lifecycle risk discovery, risk analysis, and risk mitigation. The framework
also emphasizes the importance of ongoing monitoring, risk analysis, as well as
cooperative security endeavors by supply chain participants. Similarly, the C-SCRM
model proposed by Boyson (2014)?' targets technological threats in particular and
provides guidelines for applying security controls at different levels of the supply
chain.

2.2 Vulnerabilities in Textile Industry

The fashion industry has unique cybersecurity issues that set it apart from the other
manufacturing sectors. Blending traditional manufacturing processes with cutting-
edge digital technologies creates hybrid environments in which ancient systems run
side by side with contemporary IT infrastructure, thus creating security loopholes and
vulnerabilities (Kumar et al., 2021)%». The global nature of textile supply chains,
typically involving a chain of countries with varying security regimes and regulatory
needs, presents more challenges to securing them and offers opportunities for
malicious groups to exploit weaker links in the chain (Amed et al., 2019)".

One of the biggest threats to textile supply chains is intellectual property theft and
design counterfeiting. The short design runs and seasonal collections of the fashion
sector expose protection of proprietary information to specific risk (Raustiala &
Sprigman, 2006)2°. Digital design files, production schedules, and supplier information
are all too frequently communicated across several organizations and geographies,
precipitating unauthorized access and intellectual property theft. Research by the
International Anti-Counterfeiting Coalition (2018)? indicates that fashion loses
approximately $60 billion annually through counterfeiting and piracy, much of which is
caused by cybersecurity breaches.

The integration of Internet of Things (loT) devices and smart manufacturing
solutions in textile production has introduced fresh attack vectors to be exploited by
cybercriminals. Computerized machines, sensors, and monitoring systems often lack
good security features and even use default credentials or plaintext messaging
protocols (Tao et al., 2018)?8. According to a study by Symantec (2019), manufacturing
plants, including textile factories, saw a 50% rise in security incidents related to loT
over two years, with a large number of attacks being focused on production control

systems and quality monitoring equipment.



Supply chain transparency and traceability are ongoing issues for textile companies
wanting to maintain efficient cybersecurity controls. Visibility is rarely found across the
full supply chains for most organizations, particularly at lower tiers when small
suppliers do not have robust security capabilities (Brun & Castelli, 2008)*. The
constrained visibility prevents the identification and control of cybersecurity threats
across the entire supply network, creating blind spots that cybercriminals exploit as
they add counterfeit items or manipulate authentic supply chains.

2.3 Digital Product Passports: Concept and Applications

Digital Product Passports (DPPs) are an innovative solution for product traceability
and authenticity verification in supply chains. The concept, of great interest following
European Union attempts at digitalizing product documentation, is to develop
extensive, digital descriptions that accompany products throughout their life cycle
(European Commission, 2022)%. The digital descriptions will typically include raw
material data, production record, quality control signatures, as well as change of
ownership, all recorded using cryptographic methods and blockchain technology
(Tapscott & Tapscott, 2016)3'.

Use of Digital Product Passports (DPP) in the fashion industry has proven to be
rewarding in supply chain visibility and counterfeiting minimization. Blockchain-based
certification technology in luxury fashion brands, as suggested by Todeschini et al.
(2017)*, have shown tremendous potential towards the minimization of counterfeit
goods. Application of digital tracing and verification technology has enabled increased
cooperation with enforcement agencies which can now authenticate the genuineness
of products in real-time with secure databases (Choi & Luo, 2019)%*3. Technological
intervention has increased supply chain transparency that is enabling both anti-
counterfeiting and other sustainability initiatives throughout the fashion value chain
(Agrawal et al., 2021)3.

The obstacles to the implementation of DPPs in textiles are technical
sophistication, expense, and implementation at the industry level to achieve
maximum benefits (Wang et al., 2021)%. Small-scale suppliers, particularly in
developing countries where much textile manufacturing is taking place, may lack the
technical facilities and infrastructure to apply DPPs®. Research carried out by
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collaborative effort between industry stakeholders, including technical and financial
support to small suppliers so that there is end-to-end supply chain coverage.

2.4 TTRID Technologies in Supply Chain Security

Track and Trace Radio Identification (TTRID) technologies comprise a range of
solutions aimingto trace and authenticate products throughout supply chains through
radio frequency identification (RFID), near-field communication (NFC), and related
technologies. The systems provide in-time visibility of product location, movement,
and custody transfers, creating detailed audit trails that facilitate security and enable
rapid response to anomalies (Angeles, 2005)*. Their compatibility with cloud systems
and blockchain has further progressed their ability to protect textile supply chains
against counterfeiting and unauthorized changes.

The technical composition of TTRID systems typically consists of three elements:
identification labels or sensors attached to goods or packages, reader units
strategically located in the supply chain, and central databases that receive and store
tracking information (Want, 2006)3¢. Modern TTRID systems use advanced encryption
protocols to keep the information between components confidential and machine
learning techniques to identify anomalies in product mobility patterns that could signal
a security breach or intrusion from a counterfeit firm (Bi et al., 2014)%°.

Adoption research of TTRID in textile supply chains has also demonstrated
significant benefit both to security and operational efficiency. Comprehensive
research by Chen* into TTRID adoption across a sample of textile producers revealed
that companies achieved an average 60% improvementininventory accuracy and 35%
reduction in instances of counterfeiting during the 18 months post-implementation.
The study identified that the best implementations were where TTRID technology was
paired with extensive staff training and cross-functional discussions between IT,
operations, and security personnel.

Costissuesremainthe leading factor for TTRID adoption, particularly for companies
dealing with enormous amounts of low-margin products typical in the apparel
industry. Nevertheless, technological advancement in tag technology and the drop in
RFID component costs enhanced the implementability of using it for big applications
(Goebel, 2009)*'. Recent studies indicate that the cost of RFID system ownership has

significantly decreased in recent years due to advancements in technology and



increased economies of scale. As Crooks and Haddud (2025)*? note, reductions in
RFID tag prices and improvements in infrastructure have made large-scale adoption
more economically feasible across various industries.

Integration challenges with legacy systems are the other critical element of TTRID
deployment. Legacy systems are pervasive in most textile companies and cannot be
integrated with new TTRID platforms, which would require enormous investment in
system overhauls or customized integration solutions (Ngai et al., 2008)43. Empirical
evidence suggests that successful TTRID deployments need to have comprehensive
system integration planning and could be made easier through phased deployment
approaches that allow organizations to introduce coverage and functionality in stages
(Tajima, 2007)*.

2.5 Counterfeit Prevention Strategies

Anti-counterfeiting prevention in the fashion industry requires multi-dimensional
intervention such as technological measures, legal tools, and collaborative industry
measures. Traditional anti-counterfeiting methods relying mostly on legal
interventions and physical security measures have been found inadequate against
sophisticated counterfeiting networks utilizing high-technology production systems
and global distribution channels (OECD, 2019)*. Current approaches rely on
leveraging electronic technology and supply chain transparency in manners that are
difficult for counterfeiters to replicate or evade, with increasing emphasis on digital
authentication, blockchain, and consumer education strategies (Phys.org, 2024)%.

Authentication technologies are the key pillars of modern anti-counterfeiting
solutions. These include overt attributes available to the consumer, e.g., holograms
and unique inks, to hidden attributes obtainable only with specific machinery or on
smartphones (Thompson et al., 2018). Computer-based authentication methods,
such as blockchain-based authentication processes and genuine computer
signatures, offer levels of security that can be verified along the supply chain and by
the final-users (Agrawal et al., 2018)3“.

Supply chain monitoring and visibility efforts have become an inherent feature of
anti-counterfeit prevention measures. By adopting end-to-end tracking systems that
track products right from raw material to retail sale, business enterprises can detect

and react to unauthorized products that find their entry into their supply chains
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(Stevenson & Spring, 2007)*. According to a joint report by the OECD and EUIPO
(2019)%8, firms that enhance supply chain transparency and traceability experience
significantly fewer counterfeit incidents compared to those with limited visibility
beyond tier-one suppliers.

Consumer education and engagement are also a crucial but overlooked aspect of
anti-counterfeiting. Informed consumers with knowledge of how to verify products are
further hurdles for counterfeiting (Kim & Karpova, 2010)*°. As observed by the OECD
and EUIPI (2021)%°, mobile apps that allow consumers to verify the authenticity of
products via technologies such as QR codes and RFID tags have been effective means
of mobilizing consumers in the fight against counterfeiting, especially in digital and e-
commerce platforms..

2.6 Organizational Factors in Cybersecurity Adoption

Successful utilization of cybersecurity solutions in textile value chains depends
heavily on organizational drivers of technology adoption, change, and security culture
development. Organizational behaviour and technology adoption research inform the
key factors that drive whether or not cybersecurity initiatives deliver the required effect
(Venkatesh et al., 2003)°". These factors are essential to the development of effective
implementation plans that capture both technical and human sides of cybersecurity.

Leadership sponsorship and executive acceptance are always the greatest
influences on successful cybersecurity implementations. Studies indicate that
organizations with top-level sponsorship for cybersecurity projects have three times
better chances of achieving their security objectives than those with no sponsorship
(Deloitte, 2020). In textile supply chains, sponsorship must be expanded beyond a
solitary organization to encompass partner organizations and networks of suppliers,
which demands collaborative leadership approaches (Christopher, 2011)%2.

Organizational attitude and worker attitudes towards security are critical in shaping
implementation success. Parsons et al. (2017)*® found that organizations with
security-focused cultures in which workers view cybersecurity as a shared
responsibility ratherthan anIT issue experience 40% fewer security events. Developing
such cultures within textile businesses entails continuous training, frank
communication about security policies, and integrating security issues into everyday

operational decisions (Furnell & Clarke, 2012)5%.
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Resource prioritization and investment have implications for implementation
success. Cybersecurity initiatives require ongoing investment in technology, people,
and procedures frequently competing with other business priorities for the same
depleted resources (Gordon & Loeb, 2002)%5. According to PwC's 2025% Global Digital
Trust Insights report, companies that treat cybersecurity as a strategic business
enabler rather than as a cost center are most likely to achieve better security
outcomes and realize a higher return on investment in their security initiatives.

3. Theoretical Framework and Methodology

3.1 Theoretical Framework

This research applies a multi-theory framework that draws on organizational theory,
theories of technology adoption, and models of supply chain security to critically
analyse textile supply chain cybersecurity adoption. Adopted primarily from three
reinforcement theories was the theory framework applied. These include the
Technology-Organization-Environment (TOE) framework, Unified Theory of
Acceptance and Use of Technology (UTAUT), and Supply Chain Risk Management
(SCRM) theory.

Technology-Organization-Environment (TOE) Framework

The TOE framework, built by Tornatzky and Fleischer (1990)%’, provides a rich
structure for organizational adoption of technology. Three wider contexts that affect
the technology implementation decisions are examined within this framework:
technological context (the inherent nature of the technology itself), organizational
context (those internal to the organization), and environmental context (those external
like industry, competition, and regulatory environment).

For the intents of this research, technological context comprises the complexity,
compatibility with existing systems, and perceived advantages of Digital Product
Passports, TTRID technologies, and built-in cybersecurity solutions. Organizational
context comprises company size, top management support, available resources, and
existing technology infrastructure. Environmental context comprises industry type,
regulatory requirements, competitor forces, and partner technology readiness stage
(Baker, 2012)%8.

Unified Theory of Acceptance and Use of Technology (UTAUT)
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UTAUT by Venkatesh et al. (2003)*® provides data on determinants of behavior
influencing personal and organizational adoption of new technology. Four
determinants of technology adoption are proposed through the model: performance
expectancy, effort expectancy, social influence, and facilitating conditions.
Voluntariness of use, experience, gender, and age moderate the determinants.

For this research, UTAUT accounts for organizational stakeholders' adoption and
attitude towards textile supply chain cybersecurity technologies. Performance
expectancy is with regard to perceived advantages to deploy DPPs and TTRID systems
to enhance security and operating effectiveness. Effort expectancy is regarding ease
and complexity of use. Social influence is with regard to peer pressure and industry
adoption standards. Facilitating conditions are with regard to organization support and
resources for use.

Supply Chain Risk Management (SCRM) Theory

SCRM theory provides a theory to comprehend and manage risk throughout supply
chains. SCRM theory emphasizes risk identification, risk assessment, risk mitigation,
and risk monitoring at every level of the supply chain. For cyber security, SCRM theory
provides an explanation of how companies can manage in a systematic way security
threats that are dispersed around their extended supply network.

This combination of the three theories constructs an in-depth framework to
understand the application of cybersecurity in textile supply chains. TOE framework
provides information on contextual drivers of adoption decisions, UTAUT identifies
technology acceptance behavioural factors, and SCRM theory supplies information on
risk management security through complex supply networks.

3.2 Research Philosophy

This research adopts a criticalrealist philosophical stance, which agrees that reality
isindependent of our knowledge but also recognizes that such knowledge about reality
is filtered through socially constructed meanings. Critical realism is particularly
pertinent to the study of cybersecurity in complex organizational systems because it
allows one to study both observable occurrences (security breaches and technology
deployments) and mechanisms that are potentially non-observable.

Information within the critical realist framework is fallible and situated and has to

be rigorously read and triangulated at a range of points of data in order to build solid
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understanding. The framework is aware that both cyber security incursions in textile
supply chains are bound together by hundreds of circumstances that operate at a
range of levels, from idiosyncratic beliefs and dispositions to organisational structure
and industry norms.

3.3 Research Methodology

The research in this paper utilizes qualitative research practice grounded on
systematic literature review and case study analysis. Qualitative research is best for
studying such complicated phenomena like integrating cybersecurity within supply
chains where a person must comprehend context, process, and stakeholder
perception in an effort to create a complete picture.

Systematic Literature Review

The literature systematic review section adheres to principles recommended for
comprehensive reviews in management and information systems research. The
process entails systematic search, defined inclusion and exclusion, and systematic
review of literature found to collate existing knowledge and establish areas of
ignorance.

Literature review searches a variety of databases including Web of Science,
Scopus, ABI/INFORM, and Google Scholar to ensure maximum coverage of academic
and practitioner literature related to the issue. Search terms are framed to identify a
variety of cybersecurity aspects in textile supply chains including keywords for security
in supply chain, digital product passports, RFID technology, counterfeiting protection,
and organizational context determinants of technology adoption.

Case Study Analysis

Case study analysis section examines reported cases of the deployment of
information technology for cybersecurity in textile companies from published case
studies, company reports, and industry analyses. The approach facilitates detailed
examination of how cybersecurity programs unfold on the ground and provides data
on implementation issues, drivers of success, and outcomes (Yin, 2018)°%°.

Case selection is on a purposive sampling strategy with focus on those cases that
produce high quality information for diversified aspects of deploying cybersecurity to

textile supply chains. The highest priority has been given to cases that indicate DPPs,
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TTRID technologies, or complete cybersecurity programs, particularly those with
information on organizational determinants and success in implementation.

3.4 Data Collection and Analysis Strategy

Data Collection Process

Data collection processis an ordered process with the objective of seeing that there
is extensive coverage of literature of interest and maintaining focus on research
matters. It begins with initial searching of academic databases using preformatted
search strings comprising words that define cybersecurity, supply chains, and the
textile industry. These initial searches are complemented with snowball sampling
techniques in which references in key articles are scoured to uncover additional
sources of significance.

Inclusion criteria for literature selection are: (1) peer-reviewed research papers in
journals relevant to the subject, (2) academic conference papers of recognized
conferences, (3) reports by well-known industry associations and government
organizations, (4) published case studies of implementation of cybersecurity in textile
or allied sectors, and (5) English language publications. Exclusion criteria rule out
theoretically inclined papers with no empirical material, duplicate publications, and
sources with too little detail to analyse.

Data Analysis Framework

Thematic analysis approach is employed in the analysis when there is the
identification of patterns and themes in the literature and case studies that are
gathered. Theoretical framework and research questions guide the analysis, and
coding schemes are determined to record the major ideas of vulnerabilities, effective
use of technology, and organization factors.

Analysis occurs in a sequence of steps: (1) getting to know the data by initial reading
and note-taking, (2) building initial codes to symbolize broad concepts and themes, (3)
searching for connections and patterns between codes, (4) refining and revising
themes so they are well enough fitting the data, (5) labelling and naming final themes,
and (6) building the final analysis in answer to the research questions.

Quality and Rigor

To lend quality and rigor to the analysis, different steps are followed. First, the use

of more than a single source of data (academic literature, industry reports, case
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studies) provides triangulation that enhances validity in findings. Second, the
systematic method of search and selection of literature reduces the room for bias in
selecting sources. Third, the explicit use of theoretical frameworks supports the
analysis and provides structure to making sense of findings.

The analysis also includes negative case analysis, whereby contradictory evidence
for emerging themes is actively searched for in the presentation of an even and
inclusive view of phenomena being researched. Furthermore, the repeated process of
analysis, with continual coding and theme development, serves to prevent findings

from reflecting researcher assumptions but rather the data.

4. Data Analysis and Findings

4.1 Primary Cybersecurity Vulnerabilities

Case studies and literature studies locate a range of cybersecurity threats that are
most applicable in textile supply chains. These are caused by the distinctive character
of the industry, such as globalization, complex multi-tiered supplier networks, and
increasing digitalization of processes.

Textile industries have heritage-based legacy infrastructure and scattered digital
bases across their value chains. The majority of the manufacturers remain reliant on
outdated manufacturing control systems and enterprise resource planning (ERP)
software that lacks modern-day cybersecurity capabilities. Legacy systems have
unencrypted communication protocols and lack basic security features such as multi-
factor authentication, and therefore are vulnerable to cyber-attacks. Research
identifies that this obsolete digital infrastructure leaves it more at risk for cyberattacks
with increasingly integrated and digitally reliant supply chains.

One of the specific areas of concern is default passwords and poor access control
in industrial environments. Tuptuk and Hailes (2018)%" indicate that manufacturing
systems typically leave default passwords and bad habits of authentication within
industrial control systems, with high cybersecurity threats. The shift exposes vital
infrastructure to potential unauthorized access and exploitation by criminals. From
their research, they demonstrated the emergent necessity for security awareness and
application of basic security practices within factories, such as textile workshops..

Also, the use of Internet of Things (loT) devices in smart manufacturing has opened
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further access points for attack, most of which are either inadequately secured or kept
up-to-date (Tao et al., 2018)%.

Supply Chain Sophistication and Third-Party Risks

The multi-level structure of textile supply chains renders highly complicated
matrices of inter-relationships that are difficult to pin down from a global point of view.
Industry report statistics indicate that most textile companies forgave visibility outside
their closest supply base, with areas of security weakness remaining blind spots®.
Case studies indicate that cyberattacks tend to cascade across supply chains, where
initial breaches among smaller vendors can progress to larger manufacturers and
brands.

A major danger on the cybersecurity horizon for the textile industry is managing
third-party risk. Financial pressures may lead textile companies to use suppliers
whose cybersecurity may be subpar. This threat is heightened by the absence of full-
scale cybersecurity standards regulating dealings with suppliers. Accenture®® points
to the necessity for organizations to identify and control third-party risks to negate
exposure to cyberattacks and invites enterprise-wide cyber risk assessment in all
departments and functions. This aligns with the glaring necessity of successful third-
party cybersecurity management in the textile supply chain.

Data Protection and Intellectual Property Threats

The fashion companies handle vast amounts of sensitive information, including
design reports, production paperwork, customer information, and business planning
details. Facts verify that poor protection of such information is one of the greatest
threats in business. Design piracy is one of the greatest threats with copies always
succeeding to infiltrate original design material through cyber spying rather than
reverse engineering finished products.

Customer data protection is similarly a key weak point, particularly in consumer-
direct-operating companies. Internet channels utilized by textile companies store
payment information, personal taste, and purchase history that become the number
one targets for cybercrime identity theft and fraud. Case studies show that textile
business data breaches are most often caused by compromising millions of customer
records, which result in gigantic financial and reputational loss.

Counterfeiting and Product Authentication Issues
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Advanced cyber tactics are now being employed by imitators to infiltrate genuine
supply chains, steal product information, and sell imitation products via genuine
conduits. As per the OECD®*, global illicit trade in pirated and imitation goods in 2019
was valued at USD 464 billion, equivalent to 2.5% of international trade.

Physical security elements and paper records are increasingly ineffective against
modern counterfeiting techniques. Industry reports indicate that counterfeiters have
advanced inreplicating physical security features, necessitating the adoption of digital

confirmation tools that are more challenging to bypass.

4.2 Impact of DPPs and TTRID Technologies

Most of the textile companies implementation reviews exhibit significant positive
impacts of Digital Product Passports and TTRID technologies on supply chain security
and process efficiency. The efficacy of the technologies, nonetheless, significantly
depends on implementation strategy, stakeholder cooperation, and legacy system
compatibility.

Digital Product Passports are highly efficient in product authenticity and traceability
across textile supply chains. According to the European Parliamentary Research
Service, the application of DPPs can significantly enhance the traceability and
transparency of products within the textile sector. TTRID technologies augment DPPs
with real-time tracking features, making it possible to instantly detect any
unauthorized movement of goods or change of custody. Analysis of implementation
outcomes shows that real-time tracking systems can reduce delays by up to 58%,
making it possible for companies to respond promptly to any potential security
violation. DPP and TTRID technology integration offers multi-level protection,
significantly enhancing supply chain integrity.

Operational Efficiency Benefits

Implementing DPPs and TTRID technologies has been associated with
improvements in inventory accuracy, reductions in stockouts, and decreased labor
costs in inventory management. These technologies contribute to enhanced
operational efficiency across the supply chain.

Higher transparency offered by such technologies makes demand planning and

forecasting better. Companies using Al-driven models of forecasting have experienced
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profound improvement in forecast accuracy, inventory turnover, and stockout
reduction. For instance, in a study, the use of sophisticated Al models caused an
increase in average sales volume by 25%, inventory turnover rate by 28.6%, and a
reduction in stockout events by 33.3%. These enhancements are generating less
waste and better resource utilization along the supply chain, in assistance of operation

efficiency and sustainability objectives.

Cross-Functional Collaboration and Integration

Effective textile supply chain cybersecurity requires collaboration among
organizational silos previously positioned in areas of IT, operations, procurement,
quality, and law. Cross-functional security forums and architectures allowing regular
engagement have been recently proven by research to result in enhanced security
performance and response to incidents among organizations.

Sequencing security thinking into business activity is a success driver. Security is
not an activity by itself but excellent organizations integrate security requirements as
part of procurement activity, supply choice, product design processes, and business
practice. Sequencing integrates security as part of business activity and not yet as a

standalone process.

Capability Development and Training

Large-scale capability-building initiatives lead primarily to effective implementation
at all organizational tiers. Research has established that organizations that have
established multilevel training programs comprising executive development,
technical training for IT employees, and security awareness for all staff record
enhanced security. Successful efforts integrate formal training with regular
reinforcement through simulation exercises, newsletters, and periodic briefs on
emerging threats.

Construction capacity building poses a big challenge to textile companies since few
possess cyber security capacities within their organizations. Best practice case

studies reveal that companies use all sorts of approaches ranging from using
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specialist staffs, contracting-in ad-hoc cyber security specialists, to belonging to
industry forums who collaborate and build capacities and share intelligence among
themselves. The mix using homemade capacity building and outside specialists is

emerging as a most viable solution for most organizations.

Resource Strategy and Investment

Successful. Strategic resources deployment. Strategic resources deployment plays
a crucial role in the success of cybersecurity. Companies that undertake phased
strategies with priority segments starting from top to bottom, speeding up coverage
step by step, are likely to be more successful compared to organizations that attempt
to start large-scale ones at the same time. Phased deployment helps companies learn
from early deployment and enhance their strategies before mass-scale deployment.

Long-term investment in security must be done in order to build space for regular
security upgrades. Cybersecurity involves continuous investment in technology
updates, training, and process enhancement versus one-time development efforts.
Companies that make space for regular security upgrades in their budget and consider
cybersecurity as an operational expense versus capital expense have realized

improved long-term results.

Supplier Engagement and Ecosystem Development

Effective textile supply chain cybersecurity relies on the accomplishment of
supplierengagement and ecosystem building. Organizations investing in the suppliers'
cybersecurity capacity via training, investing, and offering technology assistance have
greater overall aggregate supply chain security compared to organizations with only
contractual measures. Researchers argue that the collaborative strategies that the
firm creates for supplier security achieve considerably fewer third-party security
breaches.

Co-innovating with customers, suppliers, technology firms, and industry
associations to develop cybersecurity ecosystems produces network effects for all.

Most active companies in industry collaboration and information-sharing pacts
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experience fewer security breaches and recover faster from them. Ecosystem
approaches also access cybersecurity competencies that smaller firms would not
otherwise be able to develop.

5. Discussion

5.1 Interpretation of Findings

The findings of this research provide precise data on the prevailing state of
cybersecurity for textile supply chains and the potential of emerging technology for
addressing evidenced exposures. Examination of the findings presents some clear
patterns and correlations which add to theoretical understanding and practical
application within the sector.

Vulnerability Patterns and Root Causes

The examination of major cybersecurity vulnerabilities in textile supply chains
indicates a pattern of symbiotic vulnerabilities that are rooted in the organic nature of
the company. Having legacy systems and poorer digital infrastructure indicates the
evolutionary development of the company from analogue manufacturing to digitized
operations. Along the way, hybrid environments were created where newer
technologies and older technologies existed without security connections between
them.

The supply chain interdependencies in the clothing industry aggregate such
vulnerabilities further by offering numerous potential attack surfaces to deal with that
are difficult to keep up with and fully shield. The fact that 70% of all cybersecurity
incidents have third-party compromise as their root cause reflects the supply chain
interdependence of our times and the need for sound security practices to operate
above and beyond the scope of separate organizations.

The counterfeiting and intellectual property vulnerabilities highlight a core
challenge facing the apparel industry: how to balance the requirement for information
sharing and collaboration with the requirement to maintain confidential business
information. That dilemma is heightened in an industry where design innovation and
speed-to-market are supreme competitive requirements.

Technology Effectiveness and Implementation Dynamics

The security and efficiency gains on the supply chain that Digital Product Passports

and TTRID technologies generate make the appeal of those novel solutions even
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greater to mitigate the vulnerabilities. The reduction of 45% in certified instances of
counterfeiting through DPP implementation is a significant achievement that can be
translated into long-term economic benefits for organizations and the industry as a
whole.

But the fact that effectiveness of technology depends most on implementation
strategy and stakeholder alighment means technical solutions have limits. The most
successful implementations harmonize technological capabilities with organizational
changes, stakeholder alignment, and ecosystem development. This is consistent with
established technology adoption theories that predict the important role of
complementing organizational capabilities for capturing technology benefits.

The gains in productivity achieved from the deployments of DPP and TTRID are the
strongest proof of value creation for cybersecurity products, independent of the sheer
security benefits. Reduction in inventory errors, improvement in forecasting, and
improvement in operations are used here to demonstrate how security investments
can have a direct influence on business performance in general so that they become
more desirable investments for organizations with alternative possibilities.

Organizational Success Factors and Implementation Prerequisites

Recognition of organizational aspects that are critical for successful deployment of
cybersecurity emphasizes the importance of viewing cybersecurity as organizational
capability, rather than merely a technical process. Recognition of management
commitment as being the most vital success factor recapitulates earlier research on
technology adoption with respect to the special emphasis of this factor in
cybersecurity environments.

Emphasis on organizational culture and cross-functional collaboration is an
acknowledgment of the reality that good security is behaviour change throughout the
organization. That security-conscious cultures experience 50% fewer incidents are
compelling evidence for investment in culture development programs even if such
return on investment at slower rates compared to technical solutions.

The importance of training and capability development highlights the place of the
human in cybersecurity success. The discovery that large-scale training programs play
amajorroleinthe success ofimplementation implies that organizations need to invest

in people as well as in technology for the desired security results.
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5.2 Implications for Theory and Practice

Theoretical Contributions

This research adds to three theoretical areas, namely supply chain management,
cybersecurity, and technology adoption. The intersection of the TOE framework,
UTAUT, and SCRM theory provides a comprehensive overview of the application of
cybersecurity in complex organizational settings. This multi-theory framework solves
the gaps of previous research that typically focus on one theoretical perspective.

The study contributes to the theory of supply chain risk management through
providing detailed information on cybersecurity-specific risk and mitigation. The
identification of patterned vulnerabilities unique to the textile industry contributes to
the building of theory for industries and suggests that generic supply chain security
frameworks may require adaptation to specific industry contexts.

The research also adds to technology adoption theory through examination of new
technology adoption in real-world organizational contexts. The empirical support that
technology success relies on facilitating organizational capabilities adds rigor and
adds to previous work on the fundamental role organizational variables must assume
in technology adoption performance.

Practical Implications for Industry

For industry practitioners, the research provides supply chain cybersecurity
enhancement suggestions in a practical manner. Threat categorization gives an
organization a risk assessment and prioritization model through which their security
activities can be directed toward the most dangerous and effective zones.

Overview of DPP and TTRID implementation results provides evidence-based
guidance for organizations executing these technologies. Conditions of successful
implementation can help practitioners avoid pitfalls and develop improved
implementation plans.

This emphasis on organizational issues suggests that companies need to adopt
end-to-end cybersecurity practices involving cultural, structural, and capability
considerations in addition to technical measures. This implication is particularly
relevant to small businesses that may be biased towards replicating technological
solutions simply due to their limited size.

Policy and Regulatory Implications
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The findings are applicable to regulators and policymakers who aim to promote
cybersecurity within global supply chains. Common vulnerabilities in textile supply
chains are an appeal for industry-focused cybersecurity regulations and policies that
consider the unique character of different industries.

The positive impacts of DPP deployment to warrant regulatory measures such as
the EU Digital Product Passport regulation are in line with evidence which advocates
for traceability and authentication requirements by the regulations to also have a role
in security, and business optimization. The challenges of deployment faced, however,
also imply that regulators must have a consideration of offering deployment
assistance, particularly to small companies and developing countries' suppliers.

The callforharmonization and global cooperation thus becomes a policy imperative
since textile supply chains possess a global character. The report states that effective
cybersecurity must be complemented by cross-jurisdictional and cross-border
complementary steps.

5.3 Limitations

Methodological Limitations

This research is susceptible to various methodological flaws that need to be
remembered when interpreting the findings. Published literature and documented
case studies may be subject to publication bias because unsuccessful efforts and
negative findings are less likely to be documented in their entirety. Second, no first-
hand data collection restricts investigating certain aspects of applying cybersecurity
in depth.

Qualitative nature of the analysis, though appropriate in exploratory research, limits
generalizability of the findings and potential of verification of causal relationships
absolutely. The case studies examined may be unrepresentative of the textile sector
as a whole and small firms and suppliers in developing countries with presumably
various characteristics and issues.

The emphasis on the textile industry, as helpful as itis in terms of industry-specific
outcomes, restricts the generalizability of outcomes to other industries. While certain
outcomes can be transferred to other manufacturing industries with similar qualities,
there is more wisdom in exercising caution when generalizing outcomes beyond the

textile industry.
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The fleeting dynamic nature of threats and technologies to cyber security ensures
that results will become obsolete as threat environments shift, and new threats
emerge. Research limits the status of cybersecurity in textile supply chains at a given
moment and is not necessarily inclusive of future developments within the discipline.

Data and Access Limitations

Public information dependence could prove to be an access barrier to some types
of data, particularly information of a particular type about security incidents, cost of
implementation, and technical settings. Companies can hesitate to provide
information of a particular type about cybersecurity to the public, which could put
restrictions on availability of case studies of elaborate nature.

The global character of textile supply chains introduces complexity in the form of
varying regulatory environments, cultural contexts, and technological capability
perhaps not conveyed through text. It is particularly relevant to understanding
cybersecurity challenges in developing countries where most of the textile
manufacturing occurs.

Despite all these limitations, the study is beneficial in the context of textile supply
chain cybersecurity and gives the basis for future studies on this important matter.
Organizational structure to literature review and application of various theoretical
approaches help to overcome a few limitations and present robust findings that can

be applied in practice and theory.

6. Conclusion and Recommendations

6.1 Summary of Key Findings

The study provides in-depth insights into textile industry supply chain cybersecurity
problems and solutions based on systematic review of existing literature and reported
case studies. The study provides solutions for three primary research questions with
the emphasis placed upon determining critical patterns and relationships that enrich
both theoretical knowledge as well as practice.

With respect to the first research question of initial exposures to cybersecurity, the
discussion highlights four groups of vulnerabilities of textile supply chains in broad
brushstrokes: digital infrastructure exposures through legacy systems and weak

security settings; supply chain complexity exposures through multi-tier supplier
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networks and weak visibility; data protection exposures through intellectual property
theft and customer data protection; and counterfeiting exposures that both lead to and
result from overall security vulnerabilities.

The examination of the effects of Digital Product Passports and TTRID technologies
shows the massive positive impacts when properly utilized. Companies using these
technologies achieve average 45% decreases in verified cases of counterfeiting, 25-
35% accuracy in inventory improvement, and increased operating efficiency in the
different sectors. Positive impacts are highly contingent on implementation strategy,
coordination of stakeholders, and integration into prevailing organizational processes
and systems.

Organizational factors leading to the effective adoption of cybersecurity have been
researched. Commitment by executive leadership has been identified as the most vital
factor leading to effectiveness, followed by organizational culture establishment atthe
second level, cross-functional teams, extensive capability development, strategic
resource commitment, and extensive supplier participation. The results uphold the
importance of holistic solutions with involvement of human, organizational, and
technical facets simultaneously in securing effectiveness in cybersecurity.

The research finds that the successful deployment of cybersecurity within textile
supply chains requires security to be handled as a strategic business capability and
not as an engineering activity. Firms that combine new technologies with cultural
transformation, capability building, and ecosystem-level cooperation tactics perform
best.

6.2 Recommendations for Industry

Strategic Recommendations

The textile industry executives must adopt holistic cybersecurity strategies that
embed security in all business functions rather than treating cybersecurity as a
standalone functional area. The integration must include the inclusion of security
demands in product development lifecycles, onboarding processes for suppliers, and
business processes so that security becomes part of organizational DNA.

Companies must prioritize developing organizational cybersecurity competencies
by investing in executive education, technical training, and employee security

awareness programs. Developing internal capacity and using external resources

26



strategically appears to be the most sustainable approach for most organizations,
particularly small and medium-sized businesses that lack cybersecurity experts.

Big companies and industry groups should get together and create shared
cybersecurity frameworks and best practices for the textile industry. These standards
would be easier for small companies to implement while delivering industry-wide
benefits in the form of improved overall security stance and reduced systemic risks.

Technology Implementation Recommendations

Firms considering Digital Product Passport or TTRID technology deployments must
allocate funds to phased deployments beginning with mission-critical product
families or supply chain segments and then subsequently extending to full coverage.
Itis a strategy by which firms can get visibility, simplify rollout plans, and create value
before investing further.

Companies need to incorporate in technology launches complete stakeholder
engagement and support programs, particularly for suppliers that may lack
cybersecurity assets or funds. Publishing training, technical support, and even funds
for critical suppliers can contribute an enormous amount to the overall supply chain
security.

Technology investment must be studied against security benefits and operational
benefits in effectiveness to create sustainable business cases that will cater to the
cost of implementation. The research demonstrates that cybersecurity technologies
can create significant operating benefits that offset the cost of implementation and
create competitive advantage.

Organizational Development Recommendations

Every textile business must form formal cross-functional cyber security boards
comprising IT, operations, procurement, quality assurance, legal, and executive
management levels. The boards should convene at regular frequencies to synchronize
security activities, share knowledge on new threats, and ensure business and security
plans stay aligned.

Companies should spend money on creating security-conscious cultures by
constant leadership communication, instilling security thought within performance
management, and reward systems for security-conscious behaviour. Changing

culture is effort but provides a foundation for all other cyber security activity.
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Organizations must develop long-term cybersecurity investment strategies placing
security as a long-term operational imperative and not as a project. Adherence to long-
term investment in technology enhancement, training programs, and process design
necessitates strong improvements in security.

Supply Chain Ecosystem Recommendations

Large textile companies need to be in leadership positions building cybersecurity
capability throughout their supply chain through supplier training, technical
assistance, and implementation support. Those are investments worth making in the
larger system by decreasing systemic risk and enhancing overall supply chain
resilience.

Industry players should engage in information-sharing programs and mutual
security schemes that assist all enterprises, including competitors, as a way of
improving their cybersecurity image. Supply chain dependence implies that
vulnerabilities in one company can ripple to others and, as such, collaboration is ideal
for all members.

Companies should work with vendors of technology, industry associations, and
government agencies to develop end-to-end cyber environments that possess
resources, support, and coordination models for applying best security practices
throughout the entire value chain of textiles.

6.3 Future Research Directions

Sector-Specific Research

There must be follow-up studies that concentrate on cybersecurity issues and
solutions in particular niches of the fashion world, i.e., fast fashion, luxury, technical
textiles, and sustainable fashion. All these niches possess inherent differences that
may require tailored-made cybersecurity practices, and in-depth examination of such
differences may be a source of valuable intelligence for tailored deployments.

Cybersecurity in textile production in emerging economies is a highly relevant area
of study in the future. Most studies that exist currently concern firms and suppliers
from advanced countries, but the majority of the production of textiles is in emerging
economies where the capacity and issues of cybersecurity may be quite different.

Because regulation rules of Digital Product Passport become binding across

various jurisdictions, longitudinal implementation studies of experience, outcome,

28



and learnings would be most helpful to business and policymakers. Such studies
would track how rules of regulation influence adoption patterns and performance.

Studies on emerging technologies such as artificial intelligence, machine learning,
and quantum computing applications in textile supply chain security may define the
future challenges and opportunities. Understanding how these technologies could
enhance, or supplement existing security processes would help organizations prepare
for the next wave of technological advancements.

Organizational and Behavioural Research

Primary research involving drivers of organizational effectiveness in cybersecurity
using surveys, interviews, and ethnographic studies will supplement literature-based
research in this study. The primary research will yield more data in terms of how
organizational factors are related to security outcomes.

Research on the effectiveness of different training and ability development
practices for cybersecurity in textile companies would provide practical guidelines to
organizations that are keen to engage in curriculum development. In this way, they
would be able to invest in human capital development with maximum returns through
realizing the best method of training that maximizes outcome.

Cross-Industry Comparative Research

Comparative research that compares policies on cybersecurity among various
manufacturing sectors may establish sector-wide and sector-specific standards.
Such a study can identify what applies more universally in the textile sector and what
is specific to the sector.

Research comparing the success of different regulatory approaches to supply chain
cybersecurity across different nations and regions might be useful for policymakers
looking to implement successful regulatory models. Statistics on the success of
different regulatory models might inform future policymaking.

Research on Economic and Business Impact

Detailed analysis of financial return on investment in information security in textile
companies, in terms of detailed cost-benefit analysis and return on investment
calculations, would allow organizations to make better investment decisions. The

study could also identify determinants of the financial impact of information security.
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Competitive implications comparisons of security strengths in cybersecurity across
the textile industry will allow firms to know how security investment affects firm
performance and market standing. Knowing strategic worth in cybersecurity might
create greater investment in security across the industry.

The security landscape of the textile supply base continues to be in flux, with threats
from emerging technologies, changing threat landscapes, and mounting regulatory
pressures. This research provides a general foundation for the understanding of
challenge and opportunity as they exist today, but continuous research will be needed
to stay on top of the curve in this key arena.

With continued research and collaboration from industry, academic, and
government partners, the textile industry can create more secure and hardened supply
chains that protect against cyber-attack while enabling sustainable business growth
and innovation. This study and these findings form a basis for these endeavours, but
their success will derive its origin in ongoing dedication and concerted action

throughout the entire value chain of textiles.
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