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1 Introduction

Synthetic Data (SD), which is data generated by an algorithm or mathematical model instead of a real-world process,
can replace or augment Real Data (RD) whenever RD is scarce or inaccessible due to privacy or other concerns [77].
The evaluation of SD typically spans assessing its statistical similarity to RD (Fidelity), task-specific usefulness (Utility),
and safety (Privacy) [65, 77], which is crucial to determine whether SD can indeed satisfactorily replace or augment RD.
That is, realistic SD should be similar to RD to ensure similar outcomes across a range of inferences drawn from the SD
(high fidelity); should show good performance in specific downstream tasks of interest (high utility); and should not
allow adversaries to disclose sensitive information from the SD (high privacy).

In practice, however, the metrics for evaluating fidelity, utility and privacy are often selected without appropriate
reflection or motivation, leading to issues such as incorrect interpretation of results, as well as a lack of alignment in
benchmarking methods [11, 80, 109, 151]. For example, Fréchet Inception Distance (FID) as a fidelity metric [66] is fit for
natural images, but often misleading when applied to other domains [117]. Additionally, probabilistic fidelity metrics
such as KL divergence, Jensen-Shannon (JS) divergence, and Wasserstein distance are often used interchangeably,
without reflection on which is most suitable for a given dataset, or the drawbacks they might have. Regarding privacy,
ad-hoc evaluations based on similarity of individual synthetic and real records are typically provided, while it is
known that SD exhibits further privacy risk and should be adequately evaluated [150]. Furthermore, recent work has
documented hundreds of evaluation metrics already in use for assessing synthetic tabular data only [162], and though
many different overviews exist that try to reduce this complexity (e.g. [124], [30], [80]), they provide little guidance on
choosing appropriate metrics given a particular dataset and context.

This article surveys existing work on SD evaluation, provides guidelines for choosing appropriate evaluation metrics
in different contexts, provides general practical recommendations on SD evaluation, and illustrates SD evaluation in
practice with a concrete example. First of all, in our discussions, we will keep a user perspective in mind, that is, specific
use cases and accompanying dataset characteristics, and refrain from the idea of a universally valid and applicable set
of evaluation metrics. We believe that this provides a more practical and helpful guide to SD evaluation. Second, we
aim to provide deeper insight into which types of metrics are most applicable to various practical scenarios, thereby
aiming to improve, homogenise, and enhance the robustness of SD evaluation. This approach makes our framework
more robust to new metrics. These metrics may come from other fields or may be newly developed. The framework can
help evaluate the applicability of such metrics across different scenarios. This is helpful, as we observe that many more
statistical metrics are equally suitable for SD evaluation but are rarely used, as researchers tend to reproduce metrics
they have already seen in prior work.

Table 1 contains an overview of other surveys and review articles that dedicate substantial attention to SD evaluation.
Our work is broad in its scope, in that it discusses evaluation metrics for the three archetypal dimensions (fidelity,
utility, privacy), is not focused on one specific domain, discusses multiple data types (tabular, time-series, images, text),
provides explicit guidance on which metrics to select in specific scenarios, and provides an empirical illustration to
showcase how to select and apply different evaluation metrics in practice. In contrast, Kaabachi et al. [80], Murtaza et al.
[115], Hernandez et al. [65], and Budu et al. [18] focus only on structured medical data. Stenger et al. [151] focuses only
on time-series data. Osorio-Marulanda et al. [124] focuses only on privacy metrics. Kiran et al. [87] are not explicitly
focused only on structured data, but do not mention evaluation metrics for unstructured data types. Lautrup et al. [92]
focuses only on tabular data and provides only a minor discussion on privacy metrics. To our knowledge, ours is the
only work that explicitly provides guidance on which evaluation metrics are most appropriate in different scenarios.
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Table 1. Summary of contributions of this work versus previous works.

Ours [80] [45] [115] [151] [124] [87] [65] [92] [18]
Summarizes Evaluation Metrics × × × × × × × × × ×

Agnostic to Evaluation Dimension × × × × × × × × ×
Agnostic to Data Domain × × × × × ×
Agnostic to Data Type × × ×

Guidance on Metric Selection ×
Empirical Illustration × × ×

As this article is a survey rather than a systematic review, we do not employ a systematic methodology for literature
collection. Accordingly, we assemble the bibliography through iterative, ad-hoc searches and snowballing across the
major scholarly repositories, e.g., ACM Digital Library, IEEE Xplore, PubMed, Scopus, and Web of Science. Search
queries combined terms for SD with synonyms for evaluation, utility, fidelity, and privacy. We include papers which
introduce, adapt, or empirically apply at least one evaluation metric for SD ánd appear in a peer-reviewed venue;
influential pre-prints are only included when they accumulated over 50 citations by July 2025. No other constraints
were imposed. The resulting references are therefore representative rather than exhaustive - sufficient to populate and
stress-test our taxonomy (Section 2) and framework for guidance on metric selection (Section 3), while leaving readers
room to map additional metrics onto the same taxonomy and framework.

The remainder of the paper is structured as follows: we first provide a taxonomy of SD evaluation metrics (Section
2), which serves as the foundation for the rest of the paper. Thereafter, we address four key questions that will help
researchers and practitioners to make a better informed selection of SD evaluation metrics (Section 3). We continue
with providing some general, practical recommendations on SD evaluation (Section 4) and conclude with a concrete
illustration of SD generation and evaluation with a dataset on heart failure patients (Section 5). Overall, this article
has structured data as its vantage point, although at several points we also indicate and discuss evaluation metrics
appropriate for unstructured SD, such as images and text.

2 Synthetic Data Evaluation Metrics

Evaluating SD requires assessing its fidelity, utility, and privacy to ensure its realism, usability and safety. This section
outlines key metrics used to assess these aspects and provides a taxonomical classification as shown in Figure 1. Note
that this taxonomy is not intended to be exhaustive, but rather indicates how these metrics can be categorised. Many
more similar evaluation metrics could be easily inserted, for example, probabilistic distance measures including Jeffrey’s
divergence [74] and projection similarity algorithms such as Isomap [156].

2.1 Fidelity

SD fidelity comprises its realism or similarity to RD. It can thereby also be considered a measure of SD general utility;
when SD closely resembles RD, it should be possible to perform a range of (related) tasks approximately as successfully
with the SD as with the RD. We categorize fidelity metrics as falling underHuman Evaluation, Descriptive Statistics,
Projection Similarity, Feature Association, and Statistical Distance and Similarity Measures as shown in Figure
1.
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2.1.1 Human Evaluation. Human evaluation provides manual checks on SD fidelity without relying on extensive
statistical methods. For example, assessing whether SD similarly follows specific domain constraints or business
rules found in RD [184], or setting up experimental procedures allowing target audiences to blindly score SD realism
[19, 26, 171].

Human evaluation is especially crucial when data validity is required, i.e., SD could (theoretically) belong to a
real individual or entity. It is also an essential part of assessing the realism of some unstructured data types such as
speech [37], for which humans generally have a good intuition of what is realistic or not. Also, for some domains,
expert knowledge is often required to assess desired and specific features which general fidelity metrics may miss, e.g.,
co-occurring local and global pathological features in radiological images [89].

Furthermore, SD may demonstrate high statistical quality yet still exhibit unrealistic artifacts. As a result, such SD is
often considered unusable, especially in high-stakes domains such as healthcare, which poses challenges for its adoption
and reduces practitioners’ confidence in its reliability within the respective field.

2.1.2 Descriptive Statistics. Descriptive statistics can provide intuitive checks on statistical fidelity. Here, we limit
ourselves to univariate and bivariate statistics that are commonly used because they are easy to compute and interpret.
Univariate metrics typically concern measuring central tendency, dispersion, shape, position, and frequency of a specific
synthetic feature distribution against its real counterpart [1, 63, 144, 184, 188, 193]. Bivariate metrics such as covariance
matrices, contingency tables, and mutual information, express the relationship between two features [30]. Graphical
plots such as histograms, kernel density plots, and scatterplots can be used to get an accompanying visual intuition for
how much univariate or bivariate distributions overlap [110].

2.1.3 Projection Similarity. Projection similarity provides graphical evaluation of high-dimensional data by plotting
compressed versions of SD and RD against each other [1, 86, 119, 130, 149, 167, 169, 175, 199]. Dimensionality reduction
algorithms compress data down to a manageable number of dimensions for plotting, e.g., two or three, while aiming
to maintain similar statistical properties. These plots provide a qualitative rather than quantitative evaluation of SD
fidelity (even when difficult in original high-dimensional data) and can inform on issues such as overfitting and mode
collapse in SD, e.g., when SD is clustered into dense clouds within clusters of RD [1]. However, they can also be costly
to compute, lossy, and contingent on subjectivity [96]. Choosing the appropriate dimensionality reduction algorithm is
key, paying attention to the tradeoff between quality and computational complexity. For example, PCA is generally fast,
non-stochastic, and insensitive to hyperparameters, but its linear orthogonal projections only retain global data structure
[69]. Contrarily, tSNE and UMAP are computationally more expensive, stochastic, and sensitive to hyperparameters,
but project non-linearly and aim to retain both local and global data structure [111, 165]. See Gisbrecht and Hammer
[53] for a more extensive discussion on selecting dimensionality reduction algorithms. To limit computational overhead,
one possibility is to investigate more complex projections (e.g., tSNE or UMAP) only when simple projections (e.g.,
PCA) are already deemed similar.

2.1.4 Feature Association. Feature association measures indicate further multivariate dependencies beyond simple
bivariate correlation statistics. Association rule mining and dimension-wise prediction are commonmethods. Association
rule mining extracts interpretable if-then rules between features in a dataset; similar rules in SD and RD (measured
through, e.g., precision-recall) indicate similar feature dependencies [9, 10, 83, 186]. Although association rule mining
provides for an interpretable metric, it relies on discrete concepts, which may oversimplify evaluation.
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Dimension-wise prediction assesses similarity in the generalization capacity of predictive algorithms trained on
SD and RD for predicting each feature from other features to a real test set [9, 26, 84, 186, 196]. Note the overlap with
utility metrics (when the target feature corresponds to target in downstream predictive analysis, Section 2.2.3) and
privacy metrics (when target feature corresponds to target in attribute inference attack, Section 2.3.1). Utilizing different
predictive algorithms ranging from less to more flexible, e.g., linear regression to boosted trees, provides additional
insight into the structural fidelity of SD.

2.1.5 Statistical Distance and Similarity Measures. Statistical distance and similarity metrics tell something about the
(dis)similarity between the probability distributions of SD and RD. The selection of these metrics should cover overall
similarity but ideally also be sensitive to general failure modes such as under- and overfitting, mode collapse, and mode
invention. In addition, it should also cover specific failure modes if applicable, such as retaining outliers or tail events.
Note that metrics that measure similarity between individual samples are an indication of privacy risk rather than high
fidelity in privacy-preserving SD, as they can provide insight as to whether RD is (partially) copied, so we exclude them
from discussion here.

Marginal statistics can provide insights into whether individual feature distributions have the same underlying
distribution. Common choices are statistics with well-established distributions under the null hypothesis (𝐻0 : 𝐹𝑅𝐷 (𝑥) =
𝐹𝑆𝐷 (𝑥), ∀𝑥), allowing formal statistical testing, such as Kolmogorov-Smirnov (numerical features) and Chi-square
(discrete features) [9, 83, 139, 160, 188].

Probabilistic distance measures indicate distance between multivariate SD and RD distributions, typically requiring
density estimation beforehand. KL divergence, JS, total variation distance, Hellinger distance and Wasserstein distance
are common choices [30, 32, 40, 40, 81, 86, 103, 119, 133, 139, 178, 188, 198]. Different probabilistic distance measures
are suited to indicate different failure modes in SD. For example, due to its asymmetric nature, forward KL divergence
favours “likely" SD (SD outside RD support is penalised more heavily) whereas backward KL divergence favours
“diverse" SD (RD outside SD support is penalised more heavily). JS divergence is a bounded and symmetrized version of
KL divergence and provides an overall indication of distributional similarity. Total variation distance measures the
maximum absolute deviation between distributions, thereby being especially sensitive to distribution shifts. Hellinger
distance calculates divergence based on square root probabilities and is especially sensitive to differences in distribution
tails; this can be useful when focus on retaining tails is warranted, e.g., when modelling rare diseases, credit risk,
or natural disasters. Wasserstein distance indicates geometric similarity of distributions, penalising mode collapsed
(or inventing) distributions heavily; this has made it a popular cost function for training generative models while
preventing mode collapse [7]. Wasserstein distance does not require density estimation beforehand, but relies on linear
programming techniques, which can make it computationally costly in large datasets - although faster approximations
exist [25]. Precision-recall analyses distinguish whether SD is covered by RD (precision) and whether RD is covered by
SD (recall) [140]; several adaptations to the precision and recall metrics of Sajjadi et al. [140] have been made to improve
or generalize these measures [5, 91, 117]. For other measures, choosing an appropriate density estimator is key, e.g.,
kernel- or deep learning-based methods based on the size and dimensionality of the RD and the available computational
resources. Other metrics exist that circumvent direct density estimation, such as maximum mean discrepancy, by
comparing means of high-dimensional embeddings between SD and RD directly, making them especially suited to
high-dimensional data [56].

More implicit procedures using machine learning algorithms can also be used to indicate SD fidelity. For example,
assessing whether SD and RD similarly reside in point clusters [40, 55, 118, 176, 184], or more commonly, whether SD
Manuscript submitted to ACM
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and RD can be accurately distinguished using a classifier [1, 83, 94, 97]. For the clustering metric, selecting the number
of clusters is key; we recommend selecting this on RD only (e.g., through silhouette score), since this should not change
when integrating SD. For the classification test, we recommend selecting an accuracy metric which is insensitive to class
imbalance and classification threshold, e.g., AUC or (standardised) propensity Mean Squared Error (pMSE) [148]. The
classification procedure can also be used for two-sample testing of the SD versus RD distribution [47, 62, 85], although
conclusions should be drawn with care, since failing to reject the null hypothesis could simply be the result of an
underpowered classifier [1]. Both the clustering and classification measures are highly influenced by which algorithm
is selected, and assessing multiple algorithms may provide additional insight into structural fidelity. They both provide
an indication of overall fidelity, and fail to disentangle failure modes, as poor clustering and classification scores can be
due to a number of other reasons, such as poorly chosen hyperparameters or distance metrics.

Figure 2 and Table 2 provide intuitions regarding the suitability of probabilistic distance and machine learning
measures to detect various failure modes in SD. They show how, for example, Wasserstein distance is especially sensitive
to geometric similarity of distributions (mode collapse and invention), precision and recall to under- and overfitting
(either generally or through mode collapse/invention), while overall similarity (as given by JS divergence and a classifier
test) remains similar.

Shift Mode Invention Mode Collapse

Underfit Overfit

Dataset
Real
Synthetic

Fig. 2. Examples of different failure modes of SD, keeping overall similarity relatively constant (see Table 2). Toy data from (mixtures
of) Gaussians (𝑛 = 1000 for SD and RD).

Table 2. Probabilistic distance measures corresponding to Figure 2.

Jensen-Shannon Wasserstein Precision Recall Classifier test*
Shift 0.350 0.559 0.982 0.991 0.554

Mode Invention 0.350 1.756 0.710 1.000 0.525
Mode Collapse 0.351 2.127 0.999 0.878 0.535

Underfit 0.352 0.826 0.840 1.000 0.562
Overfit 0.348 0.884 1.000 0.878 0.562

*SD distinguishability from RD as given by the AUC of an XGBoost classifier.
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2.2 Utility

The utility of SD relates to its usefulness in a specific task or set of tasks. We note that utility in the literature is sometimes
also used for metrics that seem to describe fidelity [33, 34, 144]. Since the description by Purdam and Elliot [135] of the
loss of utility as the moment when ‘a disclosure control method has changed a dataset to the point at which a user
reaches a different conclusion from the same analysis’, utility is more often understood in terms of the inference drawn
from a specific analysis or task done with SD. Since utility is task-specific, we further distinguish utility metrics based
on the data analysis-specific goal, i.e., Explorative, Aetiological, or Predictive, as shown in Figure 1.

2.2.1 Explorative Analyses. Explorative analyses aim to formulate and explore a number of hypotheses or general
insights from the SD. Similar to when the task is unknown, there is no specific inference the SD can be evaluated for.
This means that no task-specific utility measures can be used directly, and analyses often rely on fidelity metrics as
a proxy for usefulness - even though these can be severely limited in that sense [2]. Some common examples of SD
generation for unknown or explorative downstream analyses are synthetic (micro-level) census data [100], synthetic
electronic health records [1, 184], but also the exploration how well different SD generators perform, i.e., benchmarking
generative models according to their ability to accurately model a datasets’ joint distribution function [2, 30].

2.2.2 Aetiological Analyses. Aetiological analyses aim to explain causes of outcomes by reflecting on how predictions
relate to explanatory variables. Here, we do not consider strict causality, but also correlational studies, as they serve a
similar goal. Various utility metrics exist which indicate whether SD and RD similarly relate explanatory variables
to outcomes, e.g., by comparing regression coefficients (or their subsequent hypotheses tests) or feature importances,
e.g., through Shapley values or feature effect plots [29, 33, 35, 73, 82, 114, 120, 184]. Some common examples of SD
generation for aetiological analyses are clinical trials [22, 42], epidemiological studies [16, 158], credit card fraud and
network intrusion detection [6, 73]. In these contexts it is crucial that human decisions based on patterns in the SD are
the same as those based on RD.

2.2.3 Predictive Analyses. Predictive analyses aim to accurately predict an outcome of interest, without necessarily
relying on explainability. Predictive utility metrics indicate, e.g., generalisation capacity to RD when training on SD or
vice versa - formally introduced by Esteban et al. [43] as Train Synthetic Test Real (TSTR) [1, 2, 30, 78, 84, 86, 88, 97,
102, 138, 182, 188, 190] and Train Real Test Synthetic (TRTS) [84, 86, 146, 184]. Both approaches are usually compared
to performance on purely RD (Train Real Test Real, TRTR). TRTS indicates whether synthetic labels are “likely", i.e.,
similar examples were seen when training on RD, whereas TSTR indicates whether synthetic labels are “diverse",
i.e., SD contains similar labels as in the RD test set. Note the similarity to Sajjadi et al. [140]’s disentanglement of
precision-recall for distributions. TSTR is often seen the more important evaluation [43]. However, we acknowledge
the usefulness of disentangling whether synthetic labels are adequately likely ánd diverse by computing both TSTR and
TRTS. For example, when TRTS is high but TSTR low, this tells us that SD labels are realistic but not diverse enough
to generalize well to RD [43]. Additionally, there are specific applications where TRTS more closely aligns with the
intended goal, e.g., sharing SD with regulatory bodies to test clinical decision support systems trained on RD [50]. In
these applications, reporting TRTS can be valuable, as it directly aligns with SD’s intended task.

Some efforts also include Train Synthetic Test Synthetic (TSTS), which trains predictive algorithms on SD and scores
them on a synthetic holdout set [44, 146]. However, this is generally not a good measure of SD utility, as it does not
indicate how well SD generalizes to real-world scenarios: high TSTS utility may be a result of equally poorly generated
train and test data.
Manuscript submitted to ACM
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Choosing the appropriate predictive algorithm is vital, as it directly influences the outcome of these metrics. For
example, choosing a prediction model that is less robust against overfitting may yield less pronounced differences
between different SD generators as opposed to more robust prediction models [143]. Hence, it is best to select a set of
prediction models which are appropriate for the task at hand, dependent on, e.g., data type, complexity and domain.
Then, reporting utility metrics for all appropriate algorithms can provide additional insight into SD utility - similar to
some fidelity metrics such as classifier distinguishability.

2.3 Privacy

Although we consider privacy-preserving SD, information from RD can potentially leak through to SD, inducing
privacy risks [150]. A common distinction regarding privacy risk is between Attribute Disclosure and Membership
Disclosure [80], as shown in Figure 1. In attribute disclosure, an attacker augments an available set of features (quasi-
identifiers) with unknown sensitive attributes by mining information from SD. In membership disclosure, an attacker
infers which records from an attack dataset were used in training the SD generator, which leaks sensitive information if
membership to the SD training set is sensitive in and of itself. Another type of disclosure risk is sometimes discussed,
i.e., identity disclosure, where SD leads to complete re-identification of samples in RD. However, as mentioned by
Pilgram et al. [132], identity disclosure in the context of SD is more precisely captured under attribute and membership
disclosure, as reidentifying a specific record can lead to identifying additional sensitive attributes (attribute disclosure)
and/or that the record was used to generate SD (membership disclosure). Privacy metrics which aim to indicate identity
disclosure risk can thus be better thought of as indicating either attribute or membership disclosure or both, depending
on the context, as also discussed by Taub et al. [155].

2.3.1 Attribute Disclosure. Attackers can disclose sensitive information by employing an Attribute Inference Attack
(AIA). Attribute inference risk will be considerable when i) there exists some significant association between the
quasi-identifiers and sensitive feature and ii) the inference model generalises well from SD to RD [68]. Therefore,
attribute disclosure risk from SD can be considerable even when individual SD samples do not leak information, and
attribute disclosure risk is thus often more a property of the dataset and attacker’s access to auxiliary data sources, than
of the SD generation process.

A typical method for attribute inference is training predictive machine learning algorithms on SD and performing
inference on (a holdout split) of RD [1, 1, 2, 26, 150, 184, 185, 194]. Flexible, inherently regularized or otherwise
well-generalizing algorithms such as random forests or boosted trees are often favoured, as there is no way to test
generalization capacity of different models due to a lack of ground-truth labels. Highly parameterized models which
require careful architectural tuning based on a validation set containing ground-truth labels, with neural networks as
prime example, are thus seldom the best choice.

Instead of machine learning, much simpler methods for attribute inference are often also considered, which rely on
sample-level similarity between SD and RD. Here, the idea is that when SD and RD can be linked on their quasi-identifiers
on a sample-level, the sensitive attributes from SD are potentially good predictors for the sensitive attributes in RD.
This relates to the notion of identity disclosure metrics mentioned before: when we can accurately link SD and RD on
a sample-level this discloses the full identity of the sample, but more importantly, this discloses membership to the
training set (membership disclosure), and if the sensitive attributes in SD are close to those in RD, this incurs attribute
disclosure as well.
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The simplest metrics which implement this notion work with discrete tables and match SD to RD directly on discrete
attributes [68, 155]. Other metrics can be based, more generally, on any geometric distance measure suitable to the
dataset, e.g., Euclidean, Hamming, or Gower distance for numerical, discrete, or mixed-type data respectively. Many
such metrics can be captured under the umbrella of Distance to Closest Record (DCR) metrics, which indicate whether
SD samples are “too similar" to RD [39, 64, 86, 93, 127, 146, 152, 196]. SD should not artificially distance itself from RD
however, e.g., by some fixed scaling factor, as this can be leveraged by attackers to reidentify samples. DCR can account
for this by separately normalizing SD and RD to the same scale [113]. In this case, distances no longer reflect distances
in the original data space, but they do account for SD which artificially distances itself from RD. Furthermore, DCR
metrics only indicate disclosure risk when compared to distances to other samples in its direct neighbourhood, since
geometric closeness does not incur disclosure risk when those types of samples are typical [132]. An example of a
metric which compares to other samples in its direct neighbourhood is Nearest Neighbour Distance Ratio (NNDR),
which normalizes SD-RD distances to the next-nearest RD sample [93, 121, 146]. Extremely low values indicate that
these particular SD and RD samples are similar without other RD in the vicinity; this is a potential case of identity
disclosure, and thereby, a potential case of membership as well as attribute disclosure. NNDR is computed with respect
to the training set, but can also be normalized by NNDRs with respect to a holdout set (NNDR ratio). When NNDRs are
low with respect to both the train and holdout set, similar “outliers" exist in the holdout set as in the training set, in
which case those points are less identifiable than initially thought by assessing only the training set.

Other such metrics exist which assess sample-level similarity, but these are only informative when aggregated across
the entire dataset; these are not effective to detect linkability of specific samples, from which identity and thus attribute
disclosure may occur. Therefore we discuss these metrics when discussing membership disclosure instead.

2.3.2 Membership Disclosure. Membership disclosure indicates whether an attacker can infer which RD was used in
training the SD generating algorithm [115]. This leaks privacy when membership to the training set exposes sensitive
attributes in itself. An example is when a health insurer infers that some patient’s data was used to generate SD for a
particular illness, thereby exposing that the patient has that illness.

Building on the previous section, sample-level similarity metrics can indicate identity disclosure (when compared
to other samples in its neighbourhood), in which case membership is disclosed as well. Other than distance-based
metrics which can imply specific samples to be at risk, e.g., NNDR [121], some measures are only informative on
general disclosure risk across the entire dataset. For example, the authenticity score from Alaa et al. [5] indicates
the proportion of samples from RD which are closest in proximity to RD instead of SD [2, 8, 102, 136]. Low scores
(compared to the overall SD-RD proportion) indicate that SD is at risk of copying samples from the training data, in
which case membership disclosure risk is high - although it does not provide any information on which samples are at
risk. Also, high scores cannot easily be compared, as we cannot conclude whether a slightly higher score indicates less
privacy risk, as this may only be the result of reduced fidelity, and both datasets may pose little disclosure risk. Other
similar metrics are nearest neighbour adversarial accuracy [183] and the identifiability score [188]. Nearest neighbour
adversarial accuracy balances the authenticity score with a second term indicating whether SD is closest to other SD
[15, 24, 167, 174, 184, 187]. However, since there is no likely scenario when the first term is high but the second term
low, the second term adds little practical value in terms of indicating privacy risk. The identifiability score is calculated
similarly to the authenticity score, but has the inverse connotation. It measures the proportion of RD which is closest
to SD, and therefore, high scores indicate more instead of less disclosure risk [2, 59, 112, 145]. Also, "closeness" is not
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defined through standard geometric distance, but rather, distances are weighted by the discrete entropy of features,
such that low entropy features, for which different values are more identifiable, receive a higher score.

Instead of these measures which provide a general indication of membership disclosure across the entire dataset, a
more specific Membership Inference Attack (MIA) can be constructed to target specific samples and disclose whether
they are members of the training set. These typically exploit the notion of local overfitting in SD, i.e., (groups of)
samples which are overrepresented in SD and hence likely part of the training set. Various efforts have been made to
construct such MIAs, e.g., Hayes et al. [60], which employ discriminators of GANs to directly estimate a relative score
relating to the likelihood of some dataset belonging to the SD generator training data. In the white-box setting, i.e.,
an attacker has access to the GAN SD generator, the original discriminator can be used directly. Otherwise, for VAE
generators, the reconstruction error can be used [67]. In the black-box setting, i.e., no access to the SD generator, a
generator is trained on SD by the attacker and a classifier used to distinguish training data from non-training data.
Otherwise, Zhang et al. [194] estimate the likelihood of training data and some test data under a density estimator fitted
on SD - which has a similar architecture as the SD generator - and compare their perplexity. Similar perplexity indicates
that no unreasonably high likelihood is placed on (portions of) training data compared to non-training data. However,
they do not provide any formal attack accuracy. Next, van Breugel et al. [164] provide a more formal framework for
MIAs to detect local overfitting. Firstly, they assume attackers have access to some auxiliary RD which they can use
to estimate the RD density. They separately estimate the SD and (auxiliary) RD density using neural autoregressive
flows (or Gaussian kernel density estimators). Then, they scale the SD density by the RD density to compute a relative
likelihood score for RD samples of interest to infer membership: relatively high likelihood, according to some threshold
such as the median, indicates local overfitting and thus membership.

Other efforts construct MIAs using geometric distances with a threshold [184, 195]. However, when these are not
calibrated for distances to some auxiliary RD, they do not provide any meaningful notion of membership disclosure,
and are not likely to lead to accurate inference attacks.

2.3.3 Differential Privacy. Instead of a post-hoc metric, differential privacy is a formal mathematical framework to
ensure a user-specified level of privacy during SD generation. In essence, differential privacy quantifies the contribution
of individual samples to the output of an algorithm [36]. In the SD context, this corresponds to the contribution of
individual RD points to the generated SD. If this contribution is high, it will be easier to detect which RD was used to
generate SD, invoking membership disclosure.

A specific level of differential privacy is typically enforced by injecting noise during the training process [180, 191].
This diminishes the contribution of individual training samples to the output, but also diminishes SD fidelity [180, 191].
Hereby, differential privacy potentially mitigates both membership ánd attribute disclosure. This is also why differential
privacy is shown as a separate category of privacy measures in Figure 1.

The parameter 𝜖 ∈ R≥0 in differential privacy sets the specified privacy level, with 𝛿 ∈ R≥0 indicating the probability
of violating said privacy level for any sample. High values of 𝜖 indicate low probability of getting the same output with
or without a specific sample, meaning the sample is identifiable, and thus high privacy risk. An 𝜖 of 0 indicates no
membership disclosure, but also results in poor fidelity SD due to the fidelity-privacy tradeoff inherent to differential
privacy. Typically, 𝜖 ≤ 1 and 𝛿 less than some polynomial in the size of the dataset is seen as adequately privacy-
preserving [180]. However, setting appropriate levels of differential privacy remains an open question. For any 𝜖 > 0
some privacy risk may still exist [150], and similar 𝜖 can result in different privacy guarantees dependent on the domain
and characteristics of the data [95]. Therefore, differential privacy parameters can typically not be considered as a
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Fig. 3. A framework consisting of four essential questions to address when selecting evaluation metrics, and main takeaways of the
answers we propose.

sufficient privacy evaluation, and differentially private SD still needs to be evaluated according to the same metrics as
SD without differential privacy [132].

All in all, various privacy metrics as discussed in this section exist to inform on privacy risks, which can be utilized
to decide whether SD is safe enough to publish. It should be noted, however, that there are currently no clear thresholds
or legal precedents which values of privacy metrics deem SD "safe enough", so assessments can, in effect, only be made
on a case-by-case basis [12]. This is in part because it is still discussed among legal experts under what circumstances
SD could be acknowledged as anonymous data for which, generally, privacy regulations do not apply. This in turn
depends on legal definitions of “personally identifiable information" (PII) that may vary per country and sector. In the
US context for example, current rule-based conceptions of PII do not take into account the data-generating process
and further downstream processing, which do relate to privacy [49]. These issues could help explain the finding that a
significant part of research on SD in for example the health domain, lacks a rigorous privacy evaluation [115]. Another
factor may be the wrong presumption that SD is “privacy-secure by design" [49, 77, 80].

3 Selecting Evaluation Metrics

Which evaluation metrics are most suitable depends heavily on contextual factors. Here, we survey four of the most
important factors by addressing the questions of how SD task, data type, evaluation goal, and dataset domain influence
the choice of evaluation metrics. Given that for privacy evaluation, no shared standards can be given, as discussed in
the previous section, most of the discussion will revolve around fidelity and utility evaluation.
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3.1 What Type of Task is Envisioned for Synthetic Data?

Whether SD is generated to perform a specific task or is generated for explorative purposes is paramount to how its
usefulness should be evaluated. For explorative (or unknown) tasks, SD usefulness can only be evaluated through
fidelity metrics. For aetiological or predictive tasks, task-specific utility measures can be used as well.

For aetiological and predictive tasks, fidelity metrics do not always correlate well with utility in the respective task.
Fidelity metrics might not indicate similarity in the dimension of interest [181]. Additionally, reducing fidelity whilst
maintaining task-specific utility can ensure useful SD with stronger privacy guarantees, as a lower degree of similarity
typically reduces privacy risk - effectively providing a pareto improvement on the utility-privacy trade-off in SD [2]. In
task-specific scenarios, such as aetiological and predictive analyses, the main focus of SD evaluation should thus be on
task-specific utility measures.

3.2 What is the Goal of Synthetic Data Evaluation?

SD can be evaluated to (i) select the best out of a set of potential data generators, or to (ii) report the quality of a
single SD set intended to replace or augment RD. These usually do not happen in isolation, since researchers will often
perform an SD generator selection process before publishing the “best" SD set, accompanied by an evaluation report.

3.2.1 Selecting the best data generator. In case of (i), we should emphasise informative quantitative metrics that provide
a compressed representation of fidelity - and utility if the intended analysis is known. Probabilistic fidelity measures or
utility measures (e.g., TSTR, Wasserstein distance, precision-recall for distributions) provide a numerical representation
of SD quality which can easily be compared across generators. These analyses, however, should always be accompanied
by privacy metrics indicating generalization capacity, to ensure generators do not overfit and harm privacy, e.g.,
authenticity score [5] and DOMIAS [164].

3.2.2 Replace RD with SD. In case of (ii), more interpretable metrics are often required. Regarding fidelity, absolute
values of statistical distance and similarity measures are not well understood by humans. For example, a JS divergence
to RD of 0.25 is not very informative by itself. In order to inform a target audience, such as privacy officers, regulators,
or fellow researchers, of the quality and safety of SD, metrics need to be either interpretable or different values and
thresholds need to be better understood and documented in the literature. Also note that, instead of selecting a single
best SD generator and generating a single SD set in case of ii), it can be beneficial to make inferences on multiple sets of
SD from ensembles of SD generators when publishing SD [163].

Structured data fares better regarding interpretability in that it allows separately emphasising marginal distributions
and covariate dependencies. Feature-level similarity provides a straightforward indication of what can be expected
in the SD: which features are captured well, which values are generally higher, lower, and so on. The same goes for
covariate dependencies: which features correlate similarly as in the RD, and which do not. Projection similarity can also
be useful, since it provides a graphical representation of fidelity in a single plot, although underlying algorithms can be
complex, making it difficult to understand what the differences between SD and RD signify. These methods, however,
work less well for complex datasets with many feature dependencies and interactions. For unstructured data, however,
the task of reporting interpretable metrics is more difficult. Many efforts focus on metrics that correlate well with
human judgment [48, 66, 108, 177], showing that (proxies for) opinion scores from humans are considered important.

If SD is to replace RD, one key criterion regarding utility in predictive use cases is that for a specific task, task
performance obtained with SD should match the performance of RD. Still, the loss in performance could also be deemed
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acceptable, for example because the task is situated in a low-stake context, such as education, training, or model
development settings, where no critical decisions are based on models trained on SD. For aetiological use cases, it is
important that the SD relates explanatory variables to outcomes in similar ways. For example, when the intended goal
of SD is to support faster assurance of some medical device, a regulator may need to validate a manufacturer’s claims
about the device’s performance for minority populations, which should be borne out by both RD and SD.

Lastly, concerning privacy, interpretable privacy evaluations are still challenging because of a gap between metrics
and practice [3]. For example, mathematical frameworks such as differential privacy may lack practical application, as
current legal frameworks provide less guidance with respect to the use of this type of metrics [12]. Still, the benefits
of SD are arguably strongest in the cases where it can actually replace RD, hence, can be shared. Here, regulations
and guidelines on privacy protection, such as the GDPR and the European Data Protection Board, come into play that
identify key privacy risks from a regulatory perspective that must be addressed. Such guidelines focus on the degree to
which a dataset renders individuals anonymous, and the quality and robustness of this anonymisation process, in other
words the risk of 1) “singling out" or disclosing identity; 2) “linkability" or membership disclosure; and 3) attribute
disclosure [52, 128]. Note that this corresponds to our discussion of identity, attribute and membership disclosure in
Section 2.3.

In guiding privacy evaluation for these three risk types, we focus on tabular data, which often has sensitive features
that are easy to interpret. First, for singling out, in fully SD there is no obvious mapping between real and synthetic
records [155] – even in the case of outliers in the RD, such as rare diseases or financial transactions, an attacker may
infer membership but no link with RD since it is typically inaccessible. Still, a distance to the closest record metric such
as NNDR (Section 2.3) should always be reported so that it becomes clear whether SD records are close to RD without
other RD nearby.

For general recommendations regarding membership disclosure, we draw on work by Pilgram et al. [132]. A good
estimation of membership disclosure risk depends on a convincing MIA. An attack dataset is often a split from the RD,
hence from the same distribution. This practice is convenient in many setups, as it is hard to reason about the resources
of many possible attackers, but its assumptions may not always be realistic: if an attacker had data from the same
distribution, not much would be learned from inferring membership besides sample-level information. A good MIA
also requires a good performance metric. The F1 score is often used out-of-the-box, but it should be adjusted relative
to a naive baseline F1 that gauges successful membership prediction without access to SD. In addition, it should be
adjusted for the prevalence of membership in the attack dataset, and its precision and recall weights should be adjusted
to the type of RD and vulnerabilities potentially exposed. Lastly, assuming maximum information for an adversary (i.e.,
access to many quasi-identifiers), however intuitive this may be, does not imply the largest privacy risk [132].

For recommendations on attribute disclosure, it is best to resort to an AIA with a prediction model, and compare the
information gained about some individual in the SD to information that can be gained from a naive baseline, such as
from population data. Only if a sensitive feature can be predicted substantially more reliably with the SD than without
(in contrast to, say, an AUC of about .5), we can say privacy might be violated [132].

3.3 What Type of Data is Synthesized?

What type of data synthesized is the most crucial determinant of which evaluation metrics are applicable, and how they
need to be adapted (if necessary)? We focus on the most common modalities for privacy-preserving SD generation
below, i.e., tabular, time-series, images, and text, and provide only a short discussion on other modalities (graphs, audio,
video, and multi-modal).
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3.3.1 Tabular. Tabular data is a structured data format consisting of rows and columns. Rows (samples) are assumed to
be independent. Tabular data often exhibits domain constraints or business rules between columns, which need to be
enforced in SD [184]. Assessing this is especially crucial when SD generators use machine learning to generate data,
as these might fail to learn vital rules in the data; it is less relevant for rule-based SD generators, which inherently
enforce constraints. Due to its structured nature, humans typically have difficulty with providing valid opinion scores,
especially for high-dimensional datasets - but domain experts may still provide useful insight [26, 171].

Since individual features in tabular data typically relate to well-understood concepts, SD fidelity evaluation should
attend to feature-level similarity through, e.g., descriptive statistics and marginal distance measures. One of the main
difficulties in tabular data, however is potential heterogeneity across features. For descriptive statistics, they need to
be tailored to the relevant data types, e.g., use adequate bivariate correlation metrics such as Pearson or Spearman
for numerical correlations, Cramérs V for categorical correlations, and correlation ratio 𝜂2 for categorical-numerical
correlations. In projection algorithms, it is key to select the the adequate extension (e.g., PCA, MCA, or FAMD), or for
distance-based algorithms, the adequate distance measure (e.g., Euclidean, Hamming, or Gower distance in tSNE and
UMAP). For measures relying on probability distributions (e.g., probabilistic distance measures, MIAs [164]), select an
adequate density estimator, e.g., histogram- or kernel-based methods, or deep generative models for more complex
heterogeneous tables.

Differential privacy has been enabled for a variety of tabular SD generators such as GANs [78, 180], VAEs [4], and
Bayesian networks [191]. However, previous research has shown that, for relatively complex heterogeneous tabular
datasets, enforcing even weak differential privacy can severely affect utility [51].

3.3.2 Time-Series. Time-series data is a structured data format also consisting of rows and columns. However, rows are
generally not considered to be independent, as some sequential dependency exists. We can distinguish single time-series
(𝑡, 𝑘) and multiple time-series (𝑛, 𝑡, 𝑘), for 𝑛 samples, 𝑡 timesteps, and 𝑘 features.

Time-series adds another layer of complexity on top of the aforementioned practical considerations regarding tabular
structured data. This may increase complexity for human evaluators. For other metrics, this necessitates adapting
standard metrics, e.g., descriptive statistics need to be computed over the time-dimension, and additional statistics
such as autocorrelations may need to be added [99]. Otherwise, metrics which rely on algorithms such as association
rule mining, density estimation (probabilistic distance measures, MIAs), distance computation (projection similarity,
precision-recall, membership disclosure attacks), clustering, classification and regression (classifier test, TSTR, TRTS,
AIAs), can often utilize time-series algorithms as drop-in replacement. For example, time-series association rule mining
[134], autoregressive flows with sequential layers for density estimation, dynamic time warping for distance computation
[1], and time-series classifiers, regressors, and clustering [105]. Another option is to embed time-series as a single row
per sample, allowing to use standard evaluation metrics. For example, Jeha et al. [75] compute a FID-like metric from
unsupervised time-series embeddings. The embedding process can be time-consuming and lossy, but it does allow for a
unified framework for evaluating SD.

Some other metrics have a more natural extension to time-series. For example, for maximum mean discrepancy, we
can regard each sample as a matrix instead of a vector (for multiple time-series), embed matrices using an appropriate
kernel, and compute Frobenius- instead of 𝑙2-norm to calculate the metric [43]. For other standard probabilistic distance
measures such as JS divergence and Wasserstein distance, approximations for time-series exist [151].

Since time-series predictors are typically more complex, we do see that some metrics lose their applicability. For
example, in multiple time-series, we often need to rely on feature importances instead of regression coefficients to
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assess aetiological utility, due to the complex nature of popular predictive models (e.g., recurrent neural networks).
Additionally, time-series analyses may yield additional use cases such as forecasting, such that predictive analyses need
to predict next-step temporal vectors instead of a single target feature, using the TSTR or TRTS framework [189].

3.3.3 Images. Images are an unstructured data format ubiquitous in domains where privacy-preservation is vital, e.g.,
healthcare (MRIs, CT scans) and biometrics (facial recognition). Human evaluation is more widely applicable to images
than to structured data formats; especially human opinion scores can be valuable to assess SD realism and alignment
with human preference [19].

Individual features in pixels or patches are generally uninformative, motivating adaptation of common and new
evaluation metrics [48]. Image-specific descriptive statistics relating to, e.g., brightness (mean pixel value), contrast
(range of pixel values), and sharpness (Laplacian variance), can provide an indication whether SD accurately captures
high-level image properties. However, this is no guarantee that SD is even remotely realistic, unlike in structured data
formats, where similarity in a wide range of descriptive statistics is typically a fairly good predictor for overall fidelity.
For images, descriptive statistics should rather be seen as a supplement to other evaluations, instead of providing an
indication of overall fidelity.

Other metrics can be computed in a more meaningful feature space constructed through image models. For example,
for association rule mining on images, we can first extract image labels using, e.g., object detection models, and perform
association rule mining on extracted labels [122]. Otherwise, for projection similarity and statistical distance and
similarity measures, we can compute metrics in an embedding space constructed through (pre-trained) image encoders.
This is often more useful, since random artifacts produced in the SD generation process can lead to poor similarity
scores in pixel-space even when samples are perceptually appealing [106, 140, 142, 157]. Tanfoni et al. [154] show that,
for example, the classifier test can mainly draw on background artifacts to distinguish SD from RD in facial images.

The importance of perceptual appeal in images has also given rise to new image-specific probabilistic measures
designed to align with human preference. FID encodes images using an Inception model [153] and computes Fréchet
distance between Gaussians fitted on SD and RD image embeddings. Heusel et al. [66] mention that by using Fréchet
distance, the metric correlates well with human judgement: it is more sensitive to types of disturbances such as implanted
black rectangles, insertion of external images, and salt and pepper noise than low levels of Gaussian noise or blur. Also,
the metric correlates well with the amount of disturbance added [66]. In the medical domain, lower Fréchet distance has
been found to overlap with the indistinguishability of synthetic and real images by experts on synthetic dermatological
images [108]. However, Bińkowski et al. [13] rightly state that Gaussians are unsuitable priors for Inception embeddings
since they rely on ReLU activations and are thus skewed, and propose squared maximum mean discrepancy instead of
Fréchet distance, coining the metric Kernel Inception Distance. Current work on metrics that align well with human
preferences aim to strike a balance between low-level patch-based metrics and high-level concepts in an image such as
object categories [48].

Pre-trained image feature extractors need to be appropriate to the dataset domain. When the distribution of target
data moves away from the training data (of the image model), the extracted features become unreliable and may either
miss problematic artifacts, or emphasise irrelevant differences. For example, Naeem et al. [117] observe that random
embeddings are more suitable than Inception embeddings (trained on natural images) for evaluating handwritten digits
and spectrograms. Other studies adapt metrics such as FID by using domain-specific image encoders instead of the
Inception network [125]. There is some pushback against this idea, however, since domain-specific encoders do not
always align better with human judgment than Inception networks [177]. Whether or not to adapt feature extractors to
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the dataset domain depends on the specific dataset and its distance to the training set (e.g., natural images), and the
availability of large and diverse domain-specific datasets for pre-training.

We omit some very common image metrics found in image augmentation and domain translation studies, since they
either do not measure similarity to the RD (e.g., Inception Score), or measure sample-level similarity, thereby indicating
privacy loss rather than fidelity (e.g., SSIM [170], LPIPS [192]).

Aetiological and predictive utility measures for images can employ deep learning methods for prediction (e.g.,
convolutional neural networks, vision transformers). For aetiological analyses, however, typical feature importance
measures (saliency maps, SHAP) provide image-level rather than feature-level explanations, complicating the assessment
of overall feature importance similarity. Rather, analyses rely on manually investigating whether predictions adequately
draw on objects or cues found in synthetic images [58].

Privacy measures for synthetic images similarly adapt to (partly) operate in a meaningful feature space rather than
(solely) pixel space. High feature-level similarity can still leak privacy even when pixel-level similarity is low, e.g., when
rotating an image. For example, Chen et al. [23] measure distance-based membership disclosure risk using a weighted
measure including distance in pixel- and feature-space.

3.3.4 Text. Natural language is regarded as unstructured data since its features of interest typically have to be extracted
by some further qualitative or computational method. Social media posts and newspaper articles are examples of
text data that provide relevant information to social science, e.g. regarding sentiment about policy [172], but also to
healthcare, for example in forums that discuss adverse drug effects [126]. The Transformer network architecture [166]
in combination with large swathes of web text has mainly driven the ascent of Large Language Models (LLMs) [17],
which made it much easier to generate domain-specific texts of high quality via API calls at scale [14] .

The fidelity of synthetic text can be evaluated with approaches similar to FID, where instead of an image encoder
a text encoder such as BERT [31] is used to embed synthetic and real texts and evaluate to what extent high-level
features co-occur in representation space [179]. Fidelity evaluation that draws on assessing projection similarity of
extracted features is sometimes also used [72], though this is not very common as features may be hard to interpret –
they could be the presence of specific words but also less obvious combinations of tokens or grammatical structures.
The training distribution of common text encoders such as BERT is often different from the real-world distribution of
interest [168]. This means that using such models for embedding e.g. clinical notes may not capture features of interest
well, so using a specific model such as ClinicalBERT [71] is often preferred. Relatedly, as many easily accessible LLMs
are also general-purpose, human evaluation of LLM-generated synthetic text for specific domains will often reveal
unrealistic properties, such as too verbose or articulate clinical notes or tweets [107, 168].

As human evaluation is costly, proxies for this kind of fidelity include n-gram overlap, for example ROUGE or
Self-BLEU scores between real and synthetic texts [27, 72]. Such scores gauge sample-level similarity and could also be
used to indicate generator failure modes and privacy risks such as overfitting or memorisation. These are relatively
simple metrics and are best complemented with sample similarity based on cosine similarity which is more sensitive to
semantics and context [72, 104], or the BERT-score mentioned above for overall similarity. Classifier test setups are
another common and good choice to assess the realism of synthetic texts – if a classifier cannot reliably distinguish real
from synthetic texts, this is an indication that the synthetic text is of high quality [116]. Another probabilistic fidelity
metric is perplexity, which indicates the average log-likelihood of some synthetic text sequence from the perspective of
some reference model [116]. Often the generator is used to calculate how dissimilar the synthetic text is compared
to the learned distribution, which can be problematic as it is insensitive to failure modes such as overfitting. Using
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another reference model is not a solution, as perplexity is ill-defined for models that have different tokenizers hence
different vocabularies [79].

Regarding utility evaluation, synthetic text can be employed in TSTR and TRTS setups on downstream tasks such
as text classification, entity recognition, and sentiment analysis, and evaluated with common metrics such as AUC,
precision and recall, and F1-score. Synthetic text can also be evaluated against open benchmarks to evaluate specific
aspects such as its factuality [104].

Concerning privacy, given that many frequently used LLMs such as GPT-4o or Llama are trained on private web
datasets, it is unclear what sensitive information may surface when generating SD. This is different in scenarios where
a researcher trains a generator with full control over the RD. LLMs can leak sensitive information even when they are
not overfit, and successful retrieval of sensitive information is often prompt-dependent hence variable and difficult to
quantify [20]. Synthetic texts are frequently used for supervised fine-tuning to further optimise LLMs for comprehension
and reasoning, and here MIAs and PII leakage are good strategies to assess privacy [61]. Combinations of rule-based
and manual inspection for sensitive information are also still used [27] and may be advisable in high-stakes contexts.

Synthetic text is predominantly used for fine-tuning, instruction-tuning and aligning LLMs, or augmenting existing
NLP-datasets, which is why evaluation is often in terms of utility [129]. LLMs have capacities that other data generators
lack, such as self-reflection, which introduces non-standard evaluation metrics such as the number of necessary
iterations over its own synthetic text to further improve it [72]. In addition, given the increasing size and training
complexity of LLMs, ‘meta’ evaluation metrics that target efficiency such as SD generation time and power consumption
will likely become more important in evaluation [147].

3.3.5 Graphs, Audio, Video, and Multi-Modal. Graph data consists of nodes connected by edges, and is commonly
used to express connected networks in a structured format. For graph SD, fidelity is assessed through graph-specific
properties such as spectrum, distance distribution, betweennes centrality, likelihood, degree distribution, and clustering
[98]. These graph features are often put into a feature vector, whereby we can measure similarity (i.e., fidelity) between
graphs by measuring distance between feature vectors, e.g., L2 norm [141]. Which features are most important, and
which distance metric is appropriate, remains an open question, however [98]. Utility can be more straightforwardly
assessed by measuring prediction accuracy from SD through a TSTR or TRTS setup [57]. Privacy metrics for synthetic
graphs similarly consider whether individual graphs (or queries from graphs) are not “too similar" to the RD (especially
regarding sensitive information), or whether adversaries can construct attacks to infer information (e.g., reidentify
nodes) [197]. Differential privacy can also be incorporated in synthetic graph generation, allowing a more controlled
tradeoff between graph fidelity and privacy [41].

Privacy-preserving synthetic audio generation is still in its infancy; most audio generation studies focus on data
augmentation or domain translation (e.g., text-to-speech). Privacy-preserving approaches for audio focus mostly on
perturbing real signals such that they are unidentifiable [123]. Audio SD can be seen as single or multiple continuous
time-series (dependent on whether a single or multiple fragments are processed) in 1 dimension (raw waveforms) or
2 dimensions (spectrograms). For audio in stereo, another dimension is added. Correspondingly, waveform data is
often processed similarly to time-series, while spectrograms are processed similarly to images, and (adaptations to)
evaluation metrics for SD correspond to those found for these two categories, see Section 3.3.2 and Section 3.3.3. Due to
the humanly interpretable nature of audio, human opinion scores are considered much more valuable than for regular
structured time-series, however [38, 54].
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Video data consists essentially of series of images. Video SD quality can be assessed by adapting image metrics to
use feature extractors for videos instead of images [161], e.g., I3D models which use 3D instead of 2D convolutions to
capture the temporal dimension [21].

Multi-modal data consists of combinations of different types of data, e.g., tabular and time-series, image and text, or
video and audio. Deep learning provides methods to learn shared representations of multiple modalities, which can be
useful for, e.g., density estimation, distance or similarity computation, and prediction, allowing the aforementioned
evaluation metrics to be computed (Section 2). For example, synthetic electronic health records often contain both
tabular and time-series data, for which we can use neural networks with separate recurrent and feedforward layers for,
e.g., TSTR and the classifier test [1].

3.4 What is the Domain of the Dataset?

Domain-specific feature extractors can be useful to compute evaluation metrics in a feature space relevant to the
dataset domain (see e.g. Section 3.3.3). Additionally, since privacy-preserving SD replaces RD, it will be used in analyses
common to that domain, making these specific analyses more important during evaluation. We already mentioned that,
in task-specific scenarios, utility measures are more important than fidelity measures (Section 3.1). However, even for
more general scenarios where fidelity metrics are more applicable, we can use prior knowledge from the dataset domain
to select more relevant metrics, especially when reporting the quality of a SD set intended to replace or augment RD
(see Section 3.2). For example, association rule mining is widely applied in electronic health records, whereas census
data is mainly used for computing descriptive statistics, and clinical validity as assessed by humans is most important
for medical images. It can be useful to place more emphasis on common analyses to ensure SD is useful to the intended
audience.

The dataset domain also influences whether outliers or anomalies (and corresponding metrics) require special
attention. In some domains, retaining outliers in SD is crucial for useful analyses, e.g., for rare diseases in health data,
fraudulent transactions in financial data, or natural disasters in environmental data. In other domains, however, outliers
are considered extremely identifiable and are preferably not propagated to SD with high fidelity, e.g., in census data
[46], where outliers are either removed before SD generation or perturbed afterwards. Analysis of outlier similarity
between SD and RD can be performed through any outlier detection method (e.g., isolation forests), and privacy metrics
such as NNDR [121] can indicate whether outliers from RD are too closely mimicked in SD, potentially leaking sensitive
information.

4 Practical Synthetic Data Evaluation

Having established the existing SD evaluation metrics and the criteria for selecting appropriate ones based on dataset
characteristics and contextual factors, we now present some general practical guidelines for SD evaluation.

4.1 Evaluating Generalization

SD generators are trained to mimic a RD training set. However, high similarity between SD and this RD training set can
be the result of overfitting, which can lead to various privacy-related issues (Section 2.3). To assess generalization of SD
it should, therefore, be evaluated with respect to an independent RD test set whenever possible. The training set should,
typically, only be used in privacy evaluations, to investigate whether indeed any overfitting to the training data has
occurred.
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4.2 Uncertainty and Bias

The training process of many SD generators is stochastic, and therefore, different random initializations lead to different
evaluation metrics. To quantify uncertainty in evaluation metrics we can train SD generators across different random
initializations and report the metric distribution over folds [163].

Evaluation metrics can be biased in multiple ways. As mentioned above, random initialization of SD generators
affect downstream evaluation metrics, thus, biased initialization leads to biased evaluation. One solution is to infer a
point estimate (e.g., mean or median) from a distribution over metrics from SD generators with varying initializations.

Secondly, metrics are usually computed with respect to an independent RD test set to assess generalization capacity
of the SD generator (Section 4.1). Random train-test splits can be biased, which is propagated to evaluation. To combat
this, we can compute metrics for different train-test partitions, and infer a point estimate (if necessary).

Combatting both these sources of bias calls for a sort of nested cross validation procedure, where SD generators
are trained for multiple initializations and multiple train-test splits. However, we acknowledge that bias can never be
fully mitigated, and that such a procedure can incur high computational costs. In practice, which source of bias is more
urgent depends on the specific dataset and SD generator. For example, algorithms such as GANs typically incur more
variation across initializations than, e.g., VAEs which tend to learn fuzzier distributions [163], whereas in regards to
train-test splits, small datasets typically incur more bias than larger datasets due to higher variance across partitions.

4.3 Auditing

Next to reporting SD quality, evaluation metrics can be used to improve existing SD post-generation. Sample-level
metrics can inform an auditing process which removes poor samples and queries additional (potentially good) samples
from a generative model [5]. This process can improve SD quality without changes to the underlying generative model
or training process. Not all metrics are suited for this, however. For example, when aiming to improve SD fidelity, the
metric should inform on both likelihood ánd diversity of SD (and potentially generalization), such that auditing does
not incur mode collapse. Good choices are, therefore, precision-recall type metrics [5].

5 Illustrative Experiments: Electronic Health Records of Heart Failure Patients

Now, for an illustrative tabular dataset, we show how our survey can inform effective and reliable SD evaluation.
To ensure impactful and realistic experiments, we select a dataset of Electronic Health Records; privacy-preserving
SD generation is a widely researched topic in this domain [1, 9, 94, 97, 167, 184, 185, 190]. We select a patient cohort
from the Medical Information Mart for Intensive Care (MIMIC)-IV (version 3.1) [76]. We include admissions where
patients received a heart failure diagnosis (ICD-9 code 428 or ICD-10 code I50). In total, we include 11.194 rows
(admissions) with 12 variables. Table 3 summarizes all included variables. Our code for these experiments is available at
https://github.com/JimAchterbergLUMC/EvaluationMetricsSD/.

Firstly, we consider the 4 questions (denoted as Q1, Q2, Q3, Q4, respectively) from the framework displayed in Figure
3 to assess which metrics are relevant for this dataset. With respect to Q1, this dataset can be used for a variety of
analyses, e.g., explorative (clustering for patient risk stratification), aetiological (analyzing regression coefficients to find
which features affect mortality), and predictive (predicting mortality). We assume a currently unknown downstream
task. This means we focus mainly on fidelity metrics rather than task-specific utility metrics. With respect to Q2, we
first consider selecting the best SD generator out of a variety of generators, after which we also consider the goal of
replacing RD with a set of SD. The former requires compressed quantitative metrics, whereas the latter requires metrics
Manuscript submitted to ACM
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Table 3. Summary of Heart Failure Dataset from MIMIC-IV.

Variable Type Description
age Numerical Patient age at admission. This is an approximation, as the exact year patients

received care has been deidentified by grouping several years together.
sex Categorical Genotypical sex of the patient: Male (‘M’) or Female (‘F’).

ethnicity Categorical Patient ethnicity. Grouped into ‘White’, ‘Black’, or ‘Other’.
marital_status Categorical Patient marital status: ‘single’, ‘married’, ‘widowed’, or ‘divorced’.

bmi Numerical Patient Body Mass Index as measured closest to admission time.
bp_systolic Numerical Patient systolic blood pressure as measured closest to admission time.
bp_diastolic Numerical Patient diastolic blood pressure as measured closest to admission time.
n_diagnoses Numerical Total number of diagnoses during admission.

admission_type Categorical Admission characteristics useful for classifying admission urgency. There are 9
possibilities: ‘AMBULATORY OBSERVATION’, ‘DIRECT EMER.’, ‘DIRECT OB-
SERVATION’, ‘ELECTIVE’, ‘EU OBSERVATION’, ‘EW EMER.’, ‘OBSERVATION
ADMIT’, ‘SURGICAL SAME DAY ADMISSION’, ‘URGENT’.

admission_location Categorical Location of the patient prior to admission at the Emergency Department.
There are 11 possibilities: ‘PHYSICIAN REFERRAL’, ‘WALK-IN/SELF REFER-
RAL’, ‘EMERGENCY ROOM’, ‘TRANSFER FROM HOSPITAL’, ‘CLINIC REFER-
RAL’, ‘TRANSFER FROM SKILLED NURSING FACILITY’, ‘PROCEDURE SITE’,
‘PACU’, ‘AMBULATORY SURGERY TRANSFER’, ‘INTERNAL TRANSFER TO
OR FROM PSYCH’, ‘INFORMATION NOT AVAILABLE’

los Numerical Length of admission stay in days.
mortality Categorical Whether patient passed away during admission.

which are more interpretable by our target audience. Regarding Q3, we consider a tabular dataset, which means we
incorporate metrics on feature-level similarity and take data heterogeneity into account. Finally, regarding Q4, we
consider a dataset in the healthcare domain. This allows us to incorporate analyses and measures which are commonly
found in this domain, such as certain physiological constraints, and association rule mining.

5.1 Selecting Synthetic Data Generator

We first focus on the goal of comparing SD generators and consider a variety of SD algorithms with different architectural
styles, using their implementation from the Synthcity library [137]: ARF [173], Bayesian Network (BN), CTGAN [182],
TVAE [182] and TabDDPM [90]. Details on hyperparameters can be found in the Appendix B.2.

When benchmarking SD generators, we focus on easily comparable quantitative metrics (see Q2 in Figure 3).
Furthermore, as Section 3.1 describes, we need to utilize metrics to get insight into various aspects of SD fidelity,
e.g., overall similarity (classifier test), geometric similarity (Wasserstein distance), and general over- and underfitting
(precision-recall). We use the classifier test rather than, e.g., JS divergence, to circumvent direct density estimation.
Additionally, we include the authenticity score and DOMIAS to indicate failure modes and privacy issues caused by the
training process (i.e., overfitting). Other, more practical privacy risks, e.g., attribute disclosure or singling out, are more
of a property of the dataset and information available to an attacker than a failure during the training process, and thus
less relevant during benchmarking than for reporting privacy risk of a specific SD set to stakeholders.

For the classifier test we use an XGBoost classifier and report the AUC. For precision and recall we use Kynkäänniemi
et al. [91]’s method for estimating coverage. For DOMIAS we use an attack dataset consisting of members (training
set) and non-members (half of the test set), and a reference set (other half of the test set) which attackers can use to
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estimate RD density. We estimate density using Gaussian KDE; as this requires weakly correlated input features, we
apply PCA first. Since PCA can over-smooth data when retaining fewer components which makes it more difficult
to estimate local overfitting, and since the dataset has relatively few features, we retain a large amount of principal
components, i.e., preserving at least 99% of the variance.

To mitigate bias from random initializations and train-test splits (Section 4.2), we perform 3-fold cross validation and
use 3 different initializations within each split, effectively training each generator 9 times.

Table 4. Benchmarking results of SD generators for the Heart Failure dataset. Best results per metric in bold, second best underlined.
Arrows indicate whether higher (↑) or lower (↓) metric values are desirable.

Fidelity Privacy Training
Classifier test ↓ Wasserstein ↓ Precision ↑ Recall ↑ Authenticity ↑ DOMIAS ↓ Time (m)* ↓

ARF 0.910 ± 0.091 1.731 ± 0.036 0.744 ± 0.013 0.973 ± 0.003 0.628 ± 0.007 0.501 ± 0.008 0.541 ± 0.006
BN 0.905 ± 0.101 1.646 ± 0.014 0.805 ± 0.011 0.960 ± 0.004 0.431 ± 0.007 0.651 ± 0.004 0.046 ± 0.002

CTGAN 0.972 ± 0.036 1.863 ± 0.189 0.773 ± 0.077 0.860 ± 0.054 0.684 ± 0.078 0.495 ± 0.005 1.774 ± 0.044
TVAE 0.956 ± 0.052 1.920 ± 0.194 0.745 ± 0.058 0.849 ± 0.068 0.704 ± 0.067 0.492 ± 0.006 0.933 ± 0.027

TabDDPM 0.677 ± 0.026 1.484 ± 0.055 0.917 ± 0.006 0.933 ± 0.006 0.577 ± 0.003 0.488 ± 0.007 2.662 ± 0.017
*Average training time in minutes - CTGAN, TVAE and TabDDPM on GPU, ARF and BN on CPU (see Appendix C for more details).

The results in Table 4 highlight the importance of using a carefully selected set of informative metrics, since dependent
on the context of the user, different generators can come out on top. For a strong overall tradeoff between fidelity
and privacy, the TabDDPM generator seems the most obvious choice. However, when computational costs are also
of concern, the BN can be a strong choice, as it scores second in terms of fidelity at a fraction of the training time of
TabDDPM. When strong privacy guarantees are also required, the BN is not the strongest choice, and the ARF might
bring a better tradeoff between fidelity, privacy, and computational costs. For now, we assume adequate access to
resources and care mainly about a strong tradeoff between fidelity and privacy, therefore selecting TabDDPM as our
final generator.

5.2 Replacing RD with SD: Evaluation Report for TabDDPM

Next, we focus on the goal of replacing RD with SD and assume we need to report the quality of SD generated from
TabDDPM (intended to replace RD) to a set of stakeholders in the healthcare domain. We generate a single set of SD
from TabDDPM from a random 50% training split of RD - we use a relatively small training set to ensure a larger
independent validation set can be used to evaluate SD. This is especially useful to construct a reasonable attack dataset
for MIAs, for which usually it is assumed that the attacker has access to data from the same population as the RD. It is,
however, debated whether an adversary can really learn new information in this setup [132].

The framework (Figure 3) indicates that, for this scenario, we now focus on interpretable metrics (Q2) with a strong
focus on feature-level similarity (Q3), and incorporate analyses and domain knowledge relevant to healthcare (Q4).
For the latter, we can identify various physiological constraints that should hold in patient records, e.g., systolic blood
pressure should exceed diastolic blood pressure. Additionally, we can incorporate association rule mining as a common
data mining analysis in healthcare [9, 10, 83, 186], to investigate whether SD exhibits similar feature associations.
Regarding interpretable feature-level similarity measures we include feature-wise plots and bivariate correlation
statistics.

Systolic blood pressure should always exceed diastolic blood pressure in patient records (bp_systolic > bp_diastolic).
For RD this constraint holds for all patients, whereas for SD this holds for 99.8% of patients (13 violations in the test
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set). This shows that even even generators which seem to generate high fidelity SD according to statistical metrics
(Table 4), can exhibit unrealistic artifacts which are easily picked out by domain experts.
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Fig. 4. Marginal distributions of the twelve features of the real and synthetic Heart Failure dataset. See Table 3 for feature descriptions.

Figure 4 shows each feature from SD and RD for the Heart Failure dataset. TabDDPM captures most marginal
distributions well. It only seems to generate lower quality SD for the admission_location feature: it overestimates
frequencies of the two most occurring categories, and underestimates frequencies for others. Figure 5 shows correlation
matrices of SD and RD, i.e., Spearman’s r for numerical features, Cramérs V for categorical features, and correlation
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Fig. 5. Correlation matrices of the real and synthetic Heart Failure dataset.

ratio 𝜂2 for numerical-categorical features. Overall, SD seems to contain mostly similar bivariate correlation statistics
in terms of their direction and order of magnitude.

From an association rule mining algorithm (Apriori, see Appendix B.3 for more details) we find 7 association rules in
RD and 21 rules in SD, with precision and recall of 0.33 and 1.000 respectively. This indicates that the SD contains all
rules rules found in RD, but also “hallucinates" other rules which were not found in the RD. An example of a rule found
in both SD and RD is: when BMI (bmi) is low, length of stay (los) is also low. An example of a hallucinated rule found in
SD is: when patients were referred by a physician (admission_location), length of stay (los) is low.

After evaluating fidelity, we move to thoroughly investigate privacy risk of SD generated from TabDDPM. As Section
3.2 indicates, we need to evaluate risk of i) identity disclosure, ii) membership disclosure, and iii) attribute disclosure.
Table 5 provides results for metrics on identity, membership, and attribute disclosure.

To identify records at risk of singling out, we can compute NNDRs and investigate samples with notably low values.
For these samples, SD is close to RD without other RD in the vicinity (relatively speaking), which could be an indication
that these samples are unique/identifiable and present in SD - a potential risk for singling out. Identity disclosure risk
still depends on context, given that the RD or generator will often not be available to an attacker, so NNDR can only
provide guidance to select and further evaluate datapoints at risk of identity disclosure. For the TabDDPM SD we find
NNDR ratio ≈ 1 for the first few percentiles (Table 5), indicating low risk of identity disclosure even for those samples
which are closest to training data without other data in the vicinity.

An authenticity score of 0.566 indicates that there is no significant risk that training data is copied across the entire
SD set. To further investigate membership disclosure risk, we analyse local overfitting in SD. To this end, we perform
the DOMIAS MIA [164], using the same set-up as in Section 5.1. Here, we select all features to be available to the
attacker; although this isn’t necessarily the most risky scenario [132], we observe that it is in this case, after testing
various combinations of quasi-identifiers.
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This time, we use a different accuracy metric than AUC, as we are now interested in how many and to what extent

RD is at risk, which AUC cannot discern. As Pilgram et al. [132] indicate and we discuss in Section 3.2.2, metrics such as
F1 score are commonly used, where we should adjust the score for i) a naive baseline MIA, ii) prevalence of membership
in the attack dataset, and iii) the type of RD and vulnerabilities potentially exposed. As a naive baseline, we predict all
samples to be members in the dataset. The attack dataset’s members:non-members ratio is equal to 2:1. To provide more
insight into the attack, we report precision and recall instead of only its weighted F1. The naive baseline’s precision and
recall are 0.667 and 1.000 respectively. Note that the naive baseline always achieves perfect recall. Thus, in this scenario,
our attack can only improve upon precision. This can be considered a realistic threat scenario, since high precision
attacks can often be considered more risky than, e.g., moderate precision and recall attacks. Since, in high precision
attacks, attackers are highly accurate at disclosing membership of a select group of individuals, which can be more
risky than attackers being moderately accurate at disclosing membership for a broader population.

To simulate a high precision attack, we change the standard classification threshold in DOMIAS from the median to
the top 5th percentile. This way, we only aim to disclose membership for the top 5% most likely individuals - according
to DOMIAS’ relative probability scores. Note that recall will be harmed significantly. Appendix A.1 provides more
details and evidence on the potential gain which can be achieved through this high precision attack set-up.

Our attack achieves precision and recall of 0.676 and 0.051 respectively, indicating a 1.3% increase in precision.
Releasing this SD likely only slightly increases the confidence of attackers who aim to disclose membership of a (select)
group of RD to the training set used for SD generation. The extent to which this increase is problematic depends,
however, on the broader context, which should also involve privacy officers and law experts, that place this number in
a broader assessment of how long SD will be available, how likely it is that other data possibly relevant to an attacker
becomes available, advances in data mining techniques, and so on.

To investigate attribute disclosure risk, we simulate an AIA using an XGBoost model as predictor. Here, we need
to make some assumptions on which quasi-identifiers might be available to an attacker, and which sensitive features
might be at risk of reidentification. In this experiment we assume that attackers might have access to (or are able to
make an educated guess on) the features age, bmi, and sex, and try to infer information on patients previous and current
whereabouts through variables on admission location (admission_location) and length of stay (los). Similar as for
membership disclosure, attribute inference accuracy metrics need to indicate whether publishing SD poses additional
risk over some naive baseline. To this end, we use the AUC for admission location and 𝑅2 score for length of stay. 𝑅2

score indicates whether predictions are better than the best unbiased constant prediction (the average), in which case
𝑅2 > 0. Our AIA achieves AUC of 0.892 for admission location and 𝑅2 score of -0.028 for length of stay, indicating that
publishing this SD set can potentially inform attackers on patients’ admission location, but likely not on length of stay,
for this specific set of quasi-identifiers.

5.3 Comparison With Previous Works

We do not imply that the metrics we use in these experiments are the only valid set of metrics applicable to comparable
scenarios. However, according to our suggestions, a valid set of metrics should inform on a variety of aspects which
have been underemphasised in previous impactful works which focus on a comparable scenario, i.e., synthesizing
mixed-type tabular health records. For example, previous works have placed limited focus on metrics which inform
on failure modes such as mode collapse/invention and overfitting/underfitting (Figure 2) [9, 83, 159, 167, 184], set-up
MIA scenarios without sufficient domain-specific justification or alignment with realistic threat models [184], or only

Manuscript submitted to ACM



26 Achterberg et al.

Table 5. Privacy metrics results for replacing Heart Failure dataset with SD from TabDDPM.

Disclosure Risk Metric Measure Value
Identity Disclosure NNDR Ratio Percentile 1 0.982

NNDR Ratio Percentile 2 0.986
NNDR Ratio Percentile 5 0.994

Membership Disclosure Authenticity Score 0.566
DOMIAS (naive) Precision 0.667
DOMIAS (naive) Recall 1.000
DOMIAS (KDE) Precision 0.676
DOMIAS (KDE) Recall 0.051

Attribute Disclosure admission_location (XGBoost) AUC 0.892
los (XGBoost) 𝑅2 -0.028

assess a subset of the relevant privacy risk dimensions which should be evaluated (attribute, membership, and identity
disclosure) [9, 83, 159, 167].

6 Discussion and Conclusion

Though SD have been widely recognized as offering the next best privacy-preserving technique for providing data
in increasingly data-driven societies [70], proper evaluation of its fidelity, utility and privacy dimensions is all but
straightforward. We mapped the contours of the large set of available evaluation metrics (Section 2) and argued that
anyone looking to generate and employ SD should pause on questions about i) the different tasks that may be envisioned,
ii) goals that should be obtained, relative to the iii) specific type of data and iv) domain at issue (Section 3). By setting
up an illustrative experiment in line with general practical recommendations on evaluating SD, (Sections 4 and 5), we
showed what choices regarding task, goal, data type and domain solicit different kinds of metrics. Here we found, for
example, that for a set of tabular health records there is already quite some nuance in how well different univariate
and multivariate distributions are synthesized, that is only visible on closer manual inspection. We have also provided
examples of computing relative gains in membership disclosure and AIAs. Here, assumptions on naive baselines and
member prevalence are made explicit to provide more context on increases or decreases of privacy risks.

New SD generation methods and evaluation metrics appear at a fast pace [e.g. 28, 131]. This also points towards
the limitations of this survey. Recent work in SD evaluation, for example, employs metrics tailored to specific topics
in fidelity evaluation, such as the extent to which minorities are represented (fairness) [101]. As we aimed to keep
discussion of evaluation metrics general in terms of fidelity, utility and privacy, such more specific metrics were not
discussed. Another example that we did not discuss are bounded multi-dimensional metrics designed to summarize
fidelity, utility and privacy in a single score [28]. Although such metrics will benefit comparability and benchmarking
of SD generators, it is unclear how such scores are viewed by legal and domain experts looking to incorporate SD.

Furthermore, we acknowledge that SD evaluation happens only in part on the side of research and development.
The other side concerns regulatory and legal bodies, where important discussions take place which hitherto get little
attention in the scientific community. An example is the distinction between generating and further processing SD.
Since the former always draws on RD, models generating SD seem fully subject to the GDPR, although the extent to
which the GDPR is applicable to downstream processing and use of SD is much less clear. This creates open questions
about which parties should be held accountable when generating and using SD, and what metrics can tell a story about
the due diligence done by all parties involved.
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A Additional Results

A.1 ARF: Membership Inference Attack

We provide results for an MIA on SD from an ARF, using the same attack set-up as in Section 5.2. The goal is to show
the major gain in precision which can be achieved when attempting to disclose membership for a select group of
individuals.

As Table 6 shows, different thresholds in the DOMIAS set-up lead to varying precision and recall scores. Lowering the
threshold corresponds to attempting to increase the confidence in disclosing membership (precision), whereas increasing
the threshold corresponds to increasing the amount of members disclosed. The former can often be considered more
risky, as attackers likely do not know the real member ratio in their attack dataset, and can act with more confidence
on their member predictions when using a low threshold.

Table 6 shows that lowering the DOMIAS threshold from the default median [164], or even from a threshold informed
by the true membership proportion, can increase the precision gain from 2-4% to 11% over the naive baseline.

B Hyperparameters

B.1 Prediction Models

XGBoost classifiers or regressors always use default parameters with a maximum depth of 3 in our experiments.
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Table 6. Membership Inference Attack (DOMIAS) results for SD from ARF for various thresholds.

Percentile Threshold Precision Recall
Score % ↑ naive Score % ↑ naive

100* 0.667 NA 1.000 NA
50* 0.683 2% 0.512 -49%
33* 0.691 4% 0.342 -66%
25 0.701 5% 0.263 -74%
15 0.711 7% 0.160 -84%
10 0.740 11% 0.111 -89%
5 0.738 11% 0.055 -95%

*100=naive baseline, 50=default threshold, 33=true member proportion.

B.2 Synthetic Data Generators

B.2.1 ARF. We use the default parameters of Synthcity for the ARF generator.

B.2.2 Bayesian Network. We use the default parameters of Synthcity for the BN generator, except for the maximum
number of parents per node, which we set to 2.

B.2.3 CTGAN. We use the same hyperparameters for CTGAN as mentioned in [182].

B.2.4 TVAE. We use the same hyperparameters for TVAE as mentioned in [182].

B.2.5 TabDDPM. The denoising model in TabDDPM consists of an MLP of 2 hidden layers of 128 nodes, with an
embedding dimension of 128 as well. The Adam optimizer uses a learning rate of 1e-3 with weight decay of 1e-5. We use
mean squared error for Gaussian loss, and a linear scheduler. The generator is trained for 1000 epochs, 200 timesteps,
on batches of 500 samples.

B.3 Association Rule Mining

We use the Apriori algorithm to extract association rules. Since this requires discrete inputs, we divide continuous
features into 3 equal-width bins - which can be understood as low, medium, or high levels for that feature. In the Apriori
algorithm, we use a minimum support of 0.500 and minimum confidence of 0.750 to find association rules.

C Hardware

All experiments were performed using a single NVIDIA TITAN Xp GPU (12GB RAM) and an Intel Platinum 8160 CPU.
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