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1 Introduction

Synthetic Data (SD) is data generated by an algorithm or mathematical model instead of a real-world process. Its
purpose is to replace or augment Real Data (RD) whenever RD is scarce or inaccessible due to privacy or other concerns
[60]. SD evaluation typically spans three dimensions: (1) realism (Fidelity), (2) task-specific usefulness (Utility), and
(3) information leakage from RD (Privacy) [51, 60]. That is, SD should be similar to RD to ensure similar outcomes
across a range of inferences drawn from the SD (high fidelity); should mimic the performance of RD in specific
downstream tasks of interest (high utility); should not allow adversaries to infer sensitive information from the SD
(high privacy-protection).

Unfortunately, however, SD evaluation metrics are often selected without appropriate reflection or motivation,
leading to incorrect interpretation of results, and a lack of alignment in benchmarking methods [9, 62, 84, 118]. For
example, statistical distance measures such as Jensen-Shannon Distance (JSD) and Wasserstein Distance (WSD) are
often used interchangeably, and two-sample classifier tests use varying underlying classifiers [110], without reflection
on which measure or method is most suitable for a given dataset or the drawbacks they might have. Regarding privacy,
ad-hoc evaluations based on record-level distances are often conducted, even though SD poses additional privacy risks
and should be adequately evaluated [117, 147]. Furthermore, recent work has documented hundreds of evaluation
metrics already in use for assessing tabular SD [125], and although various overviews exist that try to reduce this
complexity [23, 62, 94], they provide little guidance on choosing appropriate metrics given a particular dataset and
context.

This article surveys existing work on SD evaluation, presents a 4-question framework to guide evaluation metric
selection across contexts, provides general practical recommendations on SD evaluation, and illustrates SD evaluation
in practice with a concrete example. The scope of this survey is cross-sectional, independent and identically distributed
(i.i.d.) tabular SD. We therefore do not aim to provide comprehensive guidance for, e.g., longitudinal data, text, or images.
Section 5 briefly discusses which high-level principles may transfer to other modalities, but modality-specific evaluation
requires dedicated treatment beyond the scope of this work.

We refrain from the idea of a universally valid and applicable set of evaluation metrics, and instead keep a user
perspective in mind by providing a framework for selecting appropriate metrics for a given dataset and context. We
believe that this provides a more practical and helpful guide to SD evaluation. Second, we aim to provide deeper insight
into which types of metrics are most applicable to various practical scenarios, thereby aiming to improve, homogenise,
and enhance the robustness of SD evaluation. This approach makes our framework more robust to newly developed or
newly introduced metrics as well, by evaluating their applicability across different scenarios. This is helpful, as we
observe that many more statistical metrics are equally suitable for SD evaluation but are rarely used1, as researchers
tend to reproduce metrics they have seen in prior work, or those that have easily available software implementations.

Compared to previous works, this work is broad in its scope, in that it discusses evaluation metrics for all three
archetypal dimensions (fidelity, utility, privacy), is not focused on one specific domain, provides explicit guidance on
metrics selection through a structured framework, and provides an empirical illustration to showcase how to select
and apply different evaluation metrics in practice. In contrast, previous works tend to focus on specific evaluation
dimensions (e.g., privacy [94] or utility [72]), or specific domains (e.g., medical [14, 51, 62, 88]). Other works mainly
summarize existing literature and do not focus on providing guidance for metric selection [68, 118]. To the best of our
knowledge, this work is among the first practical, question-driven frameworks for selecting tabular SD metrics.

1A prime example is Jeffrey’s divergence: a statistical distance measure which is similar to JSD but rarely used for SD evaluation.
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4 Achterberg et al.

Accompanying this survey, we provide the synthyverse2, a Python library for tabular SD generation and evaluation.
It provides an accessible API to implement the most important evaluation metrics discussed in this work, including
sensible default parameters as per our findings. The synthyverse also wraps some of the most popular tabular SD
generators from literature, to allow a single library to be used for both generation and evaluation.

The remainder of the paper is structured as follows: we first provide a categorization of SD evaluation metrics
(Section 2), which serves as the foundation for the rest of the paper. Thereafter, we present a structured framework based
on four key questions that will help researchers and practitioners to make a better-informed selection of SD evaluation
metrics (Section 3). We continue by providing concrete practical recommendations for SD evaluation (Section 4). Then,
we dedicate attention to how our findings may generalize to other data modalities (Section 5), and finally, conclude
with a concrete illustration of SD generation and evaluation using a dataset of heart failure patients (Section 6).

2 Evaluation Metrics for Tabular Synthetic Data

This section provides a categorization of evaluation metrics for tabular SD. This is not intended to be an exhaustive list;
it contains the most common and well-justified metrics from the literature and shows how they can be categorised.
Many more similar metrics are currently not discussed but could easily be added.

Notation. We briefly introduce some notation relating to tabular synthetic data generation, which is later used to
explain different evaluation dimensions. LetD = {𝑥 (𝑖 ) }𝑛

𝑖=1 denote a tabular dataset of i.i.d. samples x = (𝑥 ( 𝑗 ) )𝑑
𝑗=1 drawn

from unknown distribution 𝑝 (x). The goal of tabular synthetic data generation is to learn a parametric distribution
𝑝𝜃 (x) – although non-parametric alternatives exist – such that 𝑝𝜃 (x) ∼ 𝑝 (x).

2.1 Fidelity

SD fidelity comprises its realism or similarity to RD. It can thereby also be considered a measure of SD general utility;
when SD closely resembles RD, it should be possible to perform a range of (related) tasks approximately as successfully
with the SD as with the RD. We first distinguish fidelity metrics which evaluate Domain-Specific Fidelity. Then,
we discuss fidelity metrics which measure either Univariate Fidelity, Bivariate Fidelity, or Multivariate Fidelity.
Here, the specific attention to tabular data becomes apparent: univariate and bivariate fidelity measures are especially
relevant to structured data, and less so to unstructured data types. Lastly, we dedicate attention to fidelity metrics which
disentangle Realism vs. Diversity. An overview can be found in Figure 1.

2.1.1 Domain-Specific Fidelity. Domain-specific fidelity assessments evaluate aspects of SD that are specific to the
domain of the dataset. This is especially crucial when data validity is required, i.e., SD could (theoretically) belong to a
real individual or entity. It can identify failure modes of SD which are missed by more general fidelity metrics that do
not account for the domain of the dataset. The content of these assessments naturally vary a lot, but can be roughly
classified into i) evaluating whether certain domain-specific relationships or logical rules hold in the SD [82], or ii)
having domain-experts directly assess the realism of synthetic samples.

Yan et al. [144] provide insightful examples of logical domain-rule evaluation in the medical domain: systolic blood
pressure should always be larger than diastolic blood pressure for a given patient, and pregnancy diagnosis codes
should not be associated with genotypically male patients.

2https://synthyverse.readthedocs.io/
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Fidelity

2.1.1 
Domain-specific
Knowledge-based 

assessment of logical rules, 
constraints, and 

relationships in the SD

2.1.2, 2.1.3 
Uni- and bivariate

Easily computable and 
interpretable metrics for 

assessing specific 
relationships

2.1.4 
Multivariate

More generalizable metrics 
on similarity of joint 

probability distributions of 
RD and SD, but often less 

easily interpretable

2.1.5 
Realism vs. Diversity
Metrics disentangling 

realism and diversity in SD

Fig. 1. Overview of categories of fidelity metrics used in this survey.

Choi et al. [20] and Wang et al. [130] provide examples of domain-expert evaluation: both set up an experimental
procedure where target audiences blindly score SD realism. If SD is hard to discriminate from RD by domain-experts,
this is interpreted as high domain-specific fidelity. However, directly evaluating tabular data becomes cumbersome and
opaque in high-dimensions; in many scenarios, domain-expert evaluation instead considers derived statistics, logical
rulesets, or otherwise aggregated information.

As the exact contents of these evaluations vary considerably per domain, we do not go deeper into this topic. However,
for many domains, a large body of literature exists on exactly such domain-specific fidelity assessments, which need to
be considered when evaluating SD. For example, in radiology, previous works provide extensive assessments by domain
experts through, e.g., two-alternative forced-choice experiments [33, 81].

2.1.2 Univariate Fidelity. In structured datasets, individual variables are typically directly interpretable and provide
important signal for downstream analyses. Evaluating the fidelity of individual variables in tabular SD is therefore
crucial, i.e., whether 𝑝𝑟𝑒𝑎𝑙 (𝑥 𝑗 ) = 𝑝𝑠𝑦𝑛 (𝑥 𝑗 ), ∀𝑗 ∈ {1, . . . , 𝑑}. Many works directly compare marginal features of RD and
SD through plots and descriptive statistics for an easily interpretable evaluation [1, 70, 109, 144, 154].

More in-depth analyses rely on statistical distance and similarity measures to provide compressed quantitative
statistics on the similarity of the distributions of random variables. These can be presented per variable, or they can be
aggregated, e.g., by taking the mean or median over feature-wise statistics. Popular choices are statistics with well-
established distributions under the null hypothesis, allowing formal statistical testing, such as Kolmogorov-Smirnov
statistics (KS) [7, 64, 105, 124, 149]. Other popular choices include, e.g., Wasserstein Distance (WSD) for numerical
features and Jensen-Shannon Distance (JSD) for categorical features [70, 86, 158]. The widely popular Shape metric
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6 Achterberg et al.

from the SDMetrics library3 relies on KS for numerical features and Total Variation Distance (TVD) for categorical
features [46, 112, 152].

As statistical distance measures can also be used to assess multivariate fidelity, we go into more detail about the
characteristics of individual measures in Section 2.1.4.

2.1.3 Bivariate Fidelity. Associations between individual variables in structured datasets are typically also directly
interpretable and well-understood, and are therefore often evaluated to investigate whether SD accurately reflects
relationships between individual features, i.e., whether 𝑝𝑟𝑒𝑎𝑙 (𝑥𝑖 , 𝑥 𝑗 ) = 𝑝𝑠𝑦𝑛 (𝑥𝑖 , 𝑥 𝑗 ) ∀𝑗 ∈ {1, . . . , 𝑑}, 𝑗 ≠ 𝑖 . Similar to
univariate fidelity evaluation, the simplest and most interpretable methods include bivariate plots and simple statistics.
A variety of correlation statistics can be used depending on the type of data considered, for example: Pearson’s 𝜌 or
Spearman’s 𝑟 for numerical correlations, Cramér’s 𝑉 or Theil’s 𝑈 for categorical correlations, and correlation ratio 𝜂2

for inter-type correlations [70, 86]. The widely popular Trend metric from the SDMetrics library3 relies on Pearson’s 𝜌
for numerical correlations, and contingency similarity measured by TVD for inter-type and categorical correlations
[46, 112, 152].

Unfortunately, some of the most commonly used correlation statistics turn out to be relatively uninformative for
measuring bivariate fidelity. Scassola et al. [110] show that naive generative models without the capacity to learn any
feature associations score very highly on SDMetrics’ Trend metric. The underlying Pearson’s 𝜌 measures only linear
association and is heavily influenced by the shape of the marginal distribution. Spearman’s 𝑟 is invariant to the shape of
the marginals, but is only sensitive to monotonic dependence; for the trivial case𝑌 = 𝑋 2 → 𝑟 ≈ 0, while they are clearly
associated. More informative bivariate fidelity metrics are invariant to univariate fidelity and sensitive to non-linear
associations, such as mutual information-based measures. These had been proposed in Xu and Veeramachaneni [142],
but were not widely adopted, as recently reiterated by Scassola et al. [110].

Certain domains tend to rely on more interpretable measures for bivariate associations. For example, association
rule mining is often used in healthcare to extract if-then rules between pairs of individual features. Precision/recall
analyses between the association rules extracted from SD and RD can then provide a measure for bivariate similarity
[7, 8, 64, 146].

2.1.4 Multivariate Fidelity. Multivariate fidelity metrics indicate similarity between the full joint distribution of SD
and RD, i.e., whether 𝑝𝑟𝑒𝑎𝑙 (x, 𝑦) = 𝑝𝑠𝑦𝑛 (x, 𝑦). They are sensitive to univariate, bivariate, ánd higher-order fidelity, and
therefore provide a more informative view of fidelity than univariate and bivariate fidelity metrics alone. The latter
are used more appropriately to disentangle fidelity failure modes or provide deeper insight, rather than providing
conclusions on overall fidelity. Multivariate fidelity metrics are typically also much more generalizable to other data
modalities, e.g., text and images, where uni- and bivariate fidelity are not as straightforward as for tabular data, or lack
meaning.

Dimensionality Reduction Plots. An initial qualitative assessment of multivariate fidelity can be provided by plotting
SD versus RD. This is typically done by first reducing the dimensionality of the data to a reasonable amount for plotting,
e.g., 2 or 3. For tabular data, common dimensionality reduction techniques with the aim of plotting SD versus RD are
PCA, tSNE, and UMAP [1, 66, 91, 97, 116, 128, 129, 137, 159]. Naturally, the choice of dimensionality reduction technique
greatly influences in which respect and to what extent similarity between samples is preserved in the compressed
representation, and correspondingly, which conclusions can be derived with respect to SD fidelity. For a more in-depth

3https://docs.sdv.dev/sdmetrics
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discussion on dimensionality reduction techniques, we refer to Gisbrecht and Hammer [40]. Low-dimensional plots
of multivariate data have the advantage of providing an interpretable qualitative view of multivariate fidelity, and of
potential failure modes such as mode collapse [1]. However, they can be computationally costly and are prone to lose
fine-grained structure (lossy compression), especially in high-dimensional datasets [76].

Statistical Distance and Similarity Measures. These measures tell something about the (dis)similarity between the
probability distributions of SD and RD. Their univariate counterparts were also covered in the section on univariate
fidelity metrics (Section 2.1.2). Note that we consider probabilistic distance measures rather than sample-wise geometric
distance measures, as the latter measure similarity between individual samples, which is typically an indication of
privacy or diversity loss instead of high fidelity in SD.

We can distinguish between statistical distance measures which operate on the PDF, CDF, or directly on the metric
space. Measures which operate on the PDF require density estimation before they can be computed, e.g., Kullback-Leibler
Divergence (KLD), JSD, TVD, and Hellinger distance. Multivariate density estimation remains a difficult problem in
tabular data; it is as complex as learning the generative model for the SD itself. Therefore, these statistical distance
measures are most popularly used for univariate fidelity assessment only, after simple feature-wise density estimation
through, e.g., histogram-based methods. Similarly, measures which operate on the CDF, e.g., KS, are also mainly used
for univariate fidelity assessment, since their multivariate extensions are less canonical and harder to interpret than
in the one-dimensional case. Statistical distance measures which operate directly on the metric space, e.g., WSD and
Maximum Mean Discrepancy (MMD), are used for multivariate fidelity assessment more often [59, 105]. Still, they are
not a widely popular choice: WSD can be computationally costly as it requires solving an optimal transport problem
(although faster regularized variants based on Sinkhorn divergences exist [19]), and is sensitive to the choice of cost
function which defines the metric space. Similarly, MMD depends strongly on the kernel choice, which determines how
distributions are embedded in the reproducing kernel Hilbert space, and thus which discrepancies are emphasized [43].

Finally, we note that the various statistical distance measures are suitable to detect different distributional failure
modes. For example, in KLD, due to its asymmetric nature, whether we select SD to take the role of 𝑃 or 𝑄 in
𝐷𝐾𝐿 (𝑃 | | 𝑄) determines whether it favours mode seeking or covering behaviour of the SD distribution. JSD is a bounded
and symmetrized version of KLD and provides an overall indication of distributional similarity. TVD measures the
maximum absolute deviation between distributions, thereby being especially sensitive to distribution shifts. Hellinger
distance calculates divergence based on square root probabilities and is especially sensitive to differences in distribution
tails. WSD is especially sensitive to distributional geometry. These characteristics can be used to make a selection of
statistical distance measures based on which distributional failure modes are especially of interest.

ML-based Similarity Measures. More popular choices for multivariate fidelity assessment in tabular SD are based
on (un)supervised Machine Learning (ML) techniques. Most commonly, the Classifier 2-Sample Test (C2ST) [83], also
referred to as Detection score [1, 64, 74, 77, 86, 112, 152]. In short, this test trains a binary classifier to distinguish
SD samples from RD samples and assesses generalization performance on a holdout set. High accuracy indicates
easily discriminated (and therefore dissimilar) joint distributions. The literature on this classifier test dates back over
20 years, and was originally intended as a proxy for a true multivariate goodness-of-fit test [36]. In the current SD
literature, however, it is rarely used to apply a statistical test [1], and typically only reports a discriminatory metric
(e.g., accuracy, ROCAUC, pMSE [115]) on a holdout set. The main advantages of this measure are the relatively simple
procedure through supervised ML models, and its relatively low cost, which is achieved by encoding the samples from
the multivariate distributions as single bits (0/1). The measure is, naturally, very sensitive to the chosen classifier. More
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8 Achterberg et al.

flexible/universal classifiers have power against more distributional differences, and are therefore typically more suitable
to provide conclusions on overall fidelity. This was already noted by Friedman [36], but recently reiterated by Scassola
et al. [110], since many recent works on tabular SD – as well as popular software implementations such as SDMetrics3 –
choose weak learners (logistic regression) to execute the C2ST [112, 152]. More flexible/universal classifiers for tabular
data which should be considered can be based on, e.g., boosted decision trees [110]. We do, however, acknowledge that
it can be useful to execute the C2ST using ML models with varying inductive biases and degrees of flexibility to provide
further insight into structural fidelity. Furthermore, the level of interpretability of the classifier directly translates to
the interpretability of the overall fidelity; using inherently interpretable classifiers such as shallow decision trees, or
interpretability methods such as feature importances, can provide more insight into causes of fidelity loss.

Finally, we should note that this measure can provide a somewhat disheartening view of absolute SD fidelity in
high-dimensional datasets, as the power of this test increases greatly with increasing feature size [36]. In such cases, it
does remain an effective relative metric to compare different generative models.

Less widely used is the cluster analysis measure [138], which assesses whether SD and RD similarly reside in clusters
constructed through unsupervised ML techniques [29, 41, 90, 144]. In short, this measure clusters the pooled SD and
RD, and computes the squared error of the cluster-wise SD/RD proportions to the overall SD/RD proportion [138]. It
indicates whether SD and RD induce a similar geometric/group structure in a metric space. Similar to the C2ST, it is
sensitive to the chosen ML model; it is also sensitive to the choice of metric space and number of clusters. Generally, we
do not find this clustering measure to provide a robust measure for SD fidelity. Firstly, it may construct clusters with
similar SD/RD proportions, but with substantial within-cluster differences. Secondly, many (especially high-dimensional)
datasets are not naturally clusterable, in which case this measure is not informative. Finally, choosing the best or most
universal ML model (and corresponding hyperparameters) is much more difficult than for the C2ST, as generalization
performance is difficult to evaluate for clustering algorithms.

Finally, some works evaluate the joint distribution via an aggregation of all conditional distributions, i.e., whether
𝑝𝑟𝑒𝑎𝑙 (𝑥 𝑗 | 𝑥/𝑗 ) = 𝑝𝑠𝑦𝑛 (𝑥 𝑗 | 𝑥/𝑗 ), ∀𝑗 ∈ {1, . . . , 𝑑}, through dimension-wise prediction. In short, this metric regresses
each feature on all other features in both the SD and RD with an ML model, and evaluates generalization of those
models to a real holdout set [7, 20, 65, 146, 157]. Note the overlap with some utility metrics (when the target feature
corresponds to the target in downstream predictive analysis, Section 2.2.3) and privacy metrics (when target feature
corresponds to target in attribute inference attack, Section 2.3.1).

2.1.5 Realism vs. Diversity. A portion of literature distinguishes between fidelity and diversity, where fidelity indicates
whether SD is realistic or typical, and diversity whether SD covers the full range of the RD distribution. Disentangling
these properties can be useful to provide further insight into potential failure modes of the generative process that
produced the SD. In essence, realism and diversity both fall under our definition of fidelity: overall similarity between SD
and RD comprises the full range of their probability distributions, and therefore both notions of realism and diversity.

Sajjadi et al. [107] first introduce precision-recall analyses for generative models, which distinguish whether SD
is covered by RD (precision/realism) and whether RD is covered by SD (recall/diversity). Several adaptations have
since been made to improve or generalize these measures; Kynkäänniemi et al.’s [71] Precision and Recall, Naeem
et al.’s [89] Density and Coverage, and Alaa et al.’s [4] 𝛼-Precision and 𝛽-Recall are currently most widely used in
tabular SD evaluation [45, 47, 67, 70, 112, 152]. These measures differentiate between whether SD samples belong to
the RD manifold (realism) and whether RD samples belong to the SD manifold (diversity); they differ slightly in how
they estimate the manifold, and whether or not samples belong to it. For example, Kynkäänniemi et al. [71] estimate
Manuscript submitted to ACM
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binary manifold membership for each SD/RD sample with respect to the opposing dataset’s estimated manifold using
𝑘-nearest neighbour hyperspheres; typically, 𝑘 ∈ [3, 5]. Naeem et al. [89] instead count the total number of SD samples
in each RD hypersphere (Density), and estimate diversity (Coverage) from the perspective of RD hyperspheres instead
of SD hyperspheres to limit the influence of SD outliers. Alaa et al. [4] instead estimate whether SD falls inside the
hypersphere around the RD mean (or embedding center) containing the most central 𝛼 fraction of RD (𝛼-Precision),
and integrate over all possible values of 𝛼 to estimate whether SD is concentrated in high-density “typical" regions of
RD (realism). 𝛽-Recall is calculated similarly from the SD perspective to indicate diversity4.

As all the measures above rely heavily on sample-wise distances, they can be computationally costly in datasets with
many samples or features. Furthermore, choosing an appropriate metric space is vital; we provide further discussion on
this in Section 3.

Having discussed various fidelity measures, and how they can be disentangled, we now provide intuitions regarding
the suitability of probabilistic distance and ML measures to detect various distributional failure modes. Figure 2 and
Table 1 show how, for example, KLD and Coverage are especially sensitive to low diversity/coverage (mode collapse
and overfitting), whereas KS and WSD are more sensitive to the shape of the distribution than to, e.g., differences in
variance (under- and overfitting).

Shift Mode Invention Mode Collapse

Underfit Overfit

Distribution
Real
Synthetic

Fig. 2. Examples of different failure modes of SD, keeping overall similarity as measured by JSD relatively constant (see Table 1).

Table 1. Probabilistic distance measures corresponding to Figure 2 (𝜇 ± 𝜎 over 20 seeds). Toy data from (mixtures of) Gaussian
distributions (𝑛 = 1000). Arrows indicate whether higher (↑) or lower (↓) metric values are desirable.

↓ JSD ↓ KLD ↓ TVD ↓ KS ↓WSD ↓ C2ST* ↑ Density ↑ Coverage
Shift 0.360±0.018 0.987±0.361 0.337±0.022 0.346±0.023 0.115±0.010 0.705±0.013 0.997±0.025 0.866±0.021
Mode Invention 0.363±0.013 0.473±0.059 0.304±0.009 0.308±0.007 0.110±0.011 0.655±0.012 0.977±0.040 0.927±0.012
Mode Collapse 0.364±0.015 2.148±1.317 0.305±0.012 0.310±0.012 0.113±0.007 0.656±0.009 0.997±0.018 0.777±0.021
Underfit 0.363±0.016 0.453±0.041 0.316±0.020 0.177±0.012 0.061±0.005 0.680±0.012 0.908±0.036 0.912±0.019
Overfit 0.359±0.015 3.739±0.979 0.316±0.017 0.177±0.008 0.061±0.004 0.678±0.013 1.002±0.010 0.793±0.025

*Using an XGBoost classifier.

4𝛽-Recall also checks whether SD is locally covered by a RD hypersphere; whereas the original paper suggests 𝑘 = 5, most implementations use 𝑘 = 2,
which correlates highly with metrics that indicate memorization, as real samples are only considered “recalled" if a synthetic sample is very close.
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2.2 Utility

The utility of SD relates to its usefulness in a specific task or set of tasks. We note that utility in the literature is sometimes
also used for metrics that seem to describe fidelity [24, 25, 109]. Since the description by Purdam and Elliot [101, p. 1102]
of the loss of utility as the moment when “a disclosure control method has changed a dataset to the point at which a user

reaches a different conclusion from the same analysis", utility is more often understood in terms of the inference drawn
from a specific analysis or task done with SD. Since utility is highly task-specific, we further distinguish utility metrics
based on the data analysis-specific goal, i.e., Explorative Analyses, Aetiological Analyses, Predictive Analyses,
and Domain-Specific Analyses. An overview is given in Figure 3.

Utility

2.2.1 
Explorative analyses

Fidelity metrics that can 
function as a proxy for SD 

utility across a range of 
unknown tasks and 

hypotheses

2.2.2
Aetiological analyses
Metrics that focus on 

explaining relationships 
between outcome variables 

of interest and predictors

2.2.3 
Predictive analyses

Metrics that focus on the 
task performance with SD as 

opposed to RD, with 
attention to SD 

generalisation capacity and 
diversity

2.2.4

2.2.4
Domain-specific analyses

Metrics that focus on SD 
evaluation in a specific 

setting, e.g. software 
development and testing

Fig. 3. Overview of categories of utility metrics used in this survey.

2.2.1 Explorative Analyses. Explorative analyses aim to formulate and explore a number of hypotheses or general
insights from the SD. Similar to when the task is unknown, there is no specific inference the SD can be evaluated
for. This means that no task-specific utility measures can be used directly, and analyses often rely on fidelity metrics
as a proxy for usefulness - even though these can be severely limited in that sense [2]. Some common examples of
SD generation for unknown or explorative downstream analyses are synthetic census data [78], synthetic Electronic
Health Records (EHRs) [1, 144], but also the exploration how well different SD generators perform, i.e., benchmarking
generative models according to their ability to accurately model a dataset’s joint distribution function [2, 23].

2.2.2 Aetiological Analyses. Aetiological analyses reflect on how, and to what extent, predictions draw on explanatory
variables. Here, the relationship between explanatory variables and the outcome is typically of main interest, rather
than the accuracy of the predictions. Various utility metrics exist which indicate whether SD and RD similarly relate
explanatory variables to outcomes: comparing regression coefficients or their subsequent hypotheses tests in SD and RD,
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or computing feature importances (e.g., Shapley values) in SD and RD [22, 24, 26, 56, 63, 87, 92, 144]. Common examples
where SD is generated with the aim of performing aetiological analyses are clinical trials [16, 30], epidemiological
studies [13, 122], credit card fraud and network intrusion detection [5, 56]. In these contexts it is crucial that human
decisions based on patterns in the SD are the same as those based on RD.

2.2.3 Predictive Analyses. Predictive analyses aim to accurately predict an outcome of interest, without necessarily
relying on explainability. Predictive utility metrics typically indicate generalization capacity to RD when training a
supervised ML model on SD or vice versa, i.e., evaluating whether 𝑝𝑟𝑒𝑎𝑙 (𝑦 |x) = 𝑝𝑠𝑦𝑛 (𝑦 |x). This was formally introduced
by Esteban et al. [32] as Train Synthetic Test Real (TSTR) [1, 2, 23, 61, 65, 66, 69, 77, 80, 104, 141, 149, 151] and Train
Real Test Synthetic (TRTS) [65, 66, 114, 144] respectively. TSTR is sometimes also referred to as Machine Learning
Efficiency/Efficacy (MLE) [112, 152]. Both approaches are usually compared to a baseline performance on purely RD
(Train Real Test Real, TRTR). Unlike TSTR, TRTS is not sensitive to the diversity of the synthetic labels. TSTR is therefore
often seen as the more important evaluation [32]. However, we acknowledge the potential usefulness of disentangling
whether synthetic labels have adequate fidelity ánd diversity by computing both TSTR and TRTS. For example, when
TRTS performance is high but TSTR low, this tells us that SD labels are realistic but not diverse enough to generalize
well to RD [32]. Additionally, there are specific applications where TRTS more closely aligns with the intended goal, e.g.,
sharing SD with regulatory bodies to test clinical decision support systems trained on RD [38]. In these applications,
reporting TRTS can be valuable, as it directly aligns with SD’s intended task.

Some works also include Train Synthetic Test Synthetic (TSTS), which trains predictive algorithms on SD and scores
them on a different independent set of SD [34, 114]. However, this is generally not a good measure of SD utility, as it
does not indicate how well SD generalizes to real-world scenarios: high TSTS utility may be a result of equally poorly
generated train and test data.

Choosing the appropriate supervised ML model is vital, as it directly influences the outcome of these metrics. For
example, choosing a model that is less robust against overfitting may yield less pronounced differences between different
SD generators as opposed to more robust prediction models [108]. On the other hand, using simpler models which are
more likely to underfit may positively bias simpler SD generators, e.g., those which preserve only linear associations.
Hence, it is best to select a set of models which are appropriate for the task at hand, dependent on, e.g., data type,
complexity and domain. Then, reporting utility metrics for all appropriate models can provide additional insight into
SD utility, similar to other supervised ML-based metrics such as the C2ST.

2.2.4 Domain-Specific Analyses. SD can also be used for various specific tasks which are not captured under the
aforementioned categories (aetiological or predictive analyses). These are typically domain- or application-specific,
such that they cannot easily be further categorized. One common example is using SD as test data within software
systems [106]. As a general rule, SD utility evaluation should evaluate the discrepancy in results when using RD versus
SD. This discrepancy should then be evaluated in light of the domain and task, which informs whether the magnitude of
the discrepancy can be deemed acceptable. We provide more discussion on domain- and application-specific evaluation
in Section 3.3.

2.3 Privacy

Information from RD can potentially leak through to SD, inducing privacy risks [117]. Common risk-inducing failure
modes are memorization of the training samples and overfitting of the generative procedure (see also Section 2.1.5).
However, privacy risk may occur even without any memorization or overfitting.
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A common distinction regarding privacy risk is between Attribute Disclosure and Membership Disclosure [62].
In attribute disclosure, an attacker augments an available set of features (quasi-identifiers) with unknown sensitive
attributes by mining information from SD. In membership disclosure, an attacker infers which records from an attack
dataset were used in training the SD generator, which leaks sensitive information if membership to the SD training set
is sensitive in and of itself.

Another type of disclosure risk is sometimes discussed, i.e., identity disclosure, where SD leads to complete re-
identification of samples in RD. However, as mentioned by Pilgram et al. [99], identity disclosure in the context of SD
is more precisely captured under attribute and membership disclosure, as reidentifying a specific record can lead to
identifying additional sensitive attributes (attribute disclosure) and that the record was used to generate SD (membership
disclosure). Privacy metrics which aim to indicate identity disclosure risk can thus be better thought of as indicating
either attribute or membership disclosure or both, depending on the context, as also discussed by Taub et al. [120]. See
Figure 4 for an overview of privacy metric categories.

Privacy

2.3.1
Attribute disclosure

Metrics that indicate whether an 
attacker can infer sensitive 

attributes about some partially 
observed individual

2.3.2
Membership disclosure

Metrics that indicate whether an 
attacker can infer if an individual 

was part of the SD generation 
process

2.3.3
Differential privacy

Formal framework to ensure 
individual-level privacy during SD 

generation according to a user-
specified threshold

Fig. 4. Overview of categories of privacy metrics used in this survey.

2.3.1 Attribute Disclosure. Attackers can disclose sensitive attributes by employing an Attribute Inference Attack
(AIA). AIAs learn the relationship between quasi-identifiers and sensitive attributes from SD, and then infer sensitive
attributes in RD using the quasi-identifiers. Attribute inference risk will be considerable when i) there exists some
significant association between the quasi-identifiers and sensitive feature and ii) the inference model generalizes well
from SD to RD [53]. Therefore, attribute disclosure risk from SD can be considerable even when individual SD samples
do not leak information (e.g., through memorization). Attribute disclosure risk is often more a property of the dataset
and attacker’s access to auxiliary data sources, than of the SD generation procedure.
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A typical method for attribute inference is training supervised ML models on SD, with quasi-identifiers as the input
features and a sensitive feature as the outcome, and performing inference on (a holdout split of) RD [1, 2, 20, 117,
144, 145, 155]. Flexible, inherently regularized or otherwise well-generalizing algorithms such as random forests or
boosted trees are often favoured, as there is no way to test generalization capacity of different models due to a lack of
ground-truth labels.

Instead of ML, much simpler methods for attribute inference are often also considered, which rely on sample-level
similarity between SD and RD. Here, the idea is that when SD and RD can be linked on their quasi-identifiers on a
sample-level, the sensitive attributes from SD are potentially good predictors for the sensitive attributes in RD. This
relates to the notion of identity disclosure metrics mentioned before: when we can accurately link SD and RD on
a sample-level this discloses the full identity of the sample, but more importantly, this discloses membership to the
training set (membership disclosure); if the sensitive attributes in SD are close to those in RD, this incurs attribute
disclosure as well.

The simplest metrics which implement this notion work with discrete tables and match SD to RD directly on discrete
attributes [53, 120]. Other metrics can be based, more generally, on any geometric distance measure suitable to the
dataset, e.g., Euclidean, Hamming, or Gower distance for numerical, discrete, or mixed-type data respectively. Many
such metrics can be captured under the umbrella of Distance to Closest Record (DCR) metrics, which indicate whether
SD samples are “too similar" to RD, or in other words, “memorize" [28, 50, 66, 73, 96, 114, 119, 157]. However, DCR
metrics only indicate disclosure risk on a sample-level when compared to distances to other samples in its direct
neighbourhood; geometric closeness does not incur disclosure risk when those types of samples are typical [99]. An
example of a metric which compares to other samples in its direct neighbourhood is Nearest Neighbour Distance Ratio
(NNDR) [93], which normalizes SD-RD distances to the next-nearest RD sample [73, 114]. Extremely low values indicate
that these particular SD and RD samples are similar without other RD in its (relative) vicinity; this is a potential case of
identity disclosure, and thereby, a potential case of membership as well as attribute disclosure. To assess whether SD
truly isolates training points more than what should be expected, we can further normalize against a baseline NNDR
between the training data and an independent holdout set (NNDR ratio).

Other similar DCR-based metrics which do not account for relative neighbourhood density are only informative
when aggregated across the entire dataset; these are not effective to detect linkability of specific samples, from which
identity and thus attribute disclosure may occur. Therefore, we discuss these metrics when discussing membership
disclosure instead.

2.3.2 Membership Disclosure. Membership disclosure indicates whether an attacker can infer which RD was used in
the SD generating procedure [88]. This leaks privacy when membership to the training set exposes sensitive attributes
in and of itself. An example is when a health insurer infers that some patient’s data was used to generate SD for a
particular illness, thereby exposing that the patient has that illness.

Building on the previous section, sample-level similarity metrics can indicate identity disclosure when compared to
other samples in its neighbourhood, in which case membership is disclosed as well. Other than these, some measures are
only informative on general disclosure risk across the entire dataset, most typically by providing a general indication of
memorization.

Firstly, DCR Share indicates the proportion of RD which is closer to the SD than to a similar-sized holdout set [100].
This effectively executes a paired sign test between the DCR distributions of the RD to the SD, and the RD to the
holdout set. Hereby it measures whether RD is more often closer to SD than to the holdout set, which is considered an
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indication of memorization. Next to evaluating the location of the DCR distributions, we can also evaluate their tails,
e.g., 2% and 5% quantiles [12], to obtain a robust measure.

Somewhat similarly, the Authenticity score [4] indicates the proportion of RD which is closer to RD (from the same
set) than to SD [2, 6, 80, 102]. Nearest neighbour adversarial accuracy [143] balances the authenticity score with a
second term indicating whether SD is closest to other SD [11, 18, 128, 136, 144, 148]. However, since there is no likely
scenario when the first term is high but the second term low, the second term adds little practical value in terms of
indicating privacy risk. The identifiability score [149] is calculated similarly to the authenticity score, but has the inverse
connotation. It measures the proportion of RD which is closest to SD instead of other RD, and therefore, high scores
indicate more instead of less disclosure risk [2, 48, 85, 111]. Also, "closeness" is defined by entropy-weighted distances
such that more “identifiable" features (lower entropy) receive a higher score.

The measures above can all be considered to fall under the umbrella of DCR metrics, which have been highly
scrutinized for evaluating privacy loss [147]. An important reason is that DCR-based metrics tend to treat all features
equally, while Membership Inference Attacks (MIAs, see next paragraph) can learn and leverage which individual
features are highly identifiable. Generally, satisfying DCR scores are no substitute for more elaborate evaluation through
MIAs when thorough privacy evaluation is required. However, it can be useful as an initial cheap diagnostic: poor DCR
Share provides a quick indication that the generative procedure may memorize the RD and will likely result in privacy
loss. Finally, DCR metrics are naturally very sensitive to the choice of metric space; see Section 3 for more discussion.

Membership Inference Attacks. MIAs can be constructed to target specific samples and disclose whether they are
members of the training set. They typically exploit the notion of local overfitting in SD, i.e., (groups of) samples which
are overrepresented in SD and hence likely part of the training set. Firstly, we can distinguish between white-box and
black-box attack settings, which indicate whether attackers do (white-box) or do not (black-box) have access to the SD
generating model. For example, Hayes et al. [49] employ GAN discriminators to estimate a relative likelihood score
that a specific sample is part of the training data or synthetic; in the white-box setting they use the original GAN’s
discriminator, while in the black-box setting they train a new GAN from scratch on the SD.

Some efforts construct MIAs using geometric distances with a threshold [144, 156]. However, when these are not
calibrated for distances to some auxiliary RD, they do not provide any meaningful notion of membership disclosure,
and are not likely to lead to accurate inference attacks.

Many MIAs have been proposed, which typically all share a similar structure: train a model to output scores for
samples in an attack dataset which reflect the relative likelihood that a sample belongs to either the synthetic distribution
or the real distribution. The synthetic distribution can be directly estimated as the attacker is assumed to have access
to the SD. The real distribution can either be estimated from a reference set of RD assumed to be available to the
attacker [127], or the reference data is taken from the SD, and the synthetic distribution is estimated from the data
generated by an additional generative model trained on the SD [49]. Now, a variety of methods have been proposed
to learn the relative likelihood scoring function. As mentioned before, LOGAN [49] uses GAN discriminators, which
output a relative likelihood score that a sample is either synthetic (1) or real (0). Similarly, but more generally, we
can train any binary classifier on the synthetic and reference data to learn the scoring function in a classifier-based
MIA [54, 73, 131]. Detecting Overfitting for Membership Inference Attacks against Synthetic Data (DOMIAS) [127]
fits density estimators (e.g., KDE or neural autoregressive flows) on the synthetic and reference distributions and
output 𝑝𝑠𝑦𝑛𝑝𝑟𝑒𝑓

as a scoring function. Data Plagiarism Index (DPI) [132] forms 𝑘-nearest neighbour hyperspheres around
attack records and determine the scoring function from the proportion of synthetic to reference points within the
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hyperspheres. Generative Likelihood Ratio Attack (Gen-LRA) [133] fits density estimators on the reference data with
and without the attack record and evaluate the resulting likelihood ratio over the SD in its local region (𝑘-nearest
neighbour hypersphere) as the scoring function.

As shown by Ward et al. [134], there is no one MIA which consistently outperforms others; a conservative privacy
risk assessment either evaluates various MIAs separately, or an ensemble combining various MIAs.

Finally, the classification threshold and reported performance measure greatly influence which conclusions can be
drawn from an MIA. For example, choosing a low classification threshold may yield high-precision low-recall attacks;
in some contexts this may be especially risky, as this discloses information on a few individuals with high confidence.
An informative MIA report includes, at least, performance measures on overall discriminatory ability (e.g., ROCAUC)
and performance at high-confidence thresholds (e.g., Lift@k or TPR@FPR=k). Additionally, calibration measures (e.g.,
Brier score) may be helpful to indicate whether sample-level predictions provide an accurate indication of membership
inference risk.

2.3.3 Differential Privacy. Differential privacy is a formal mathematical framework to ensure a user-specified level of
privacy during SD generation; it is not a post-hoc metric. In short, it quantifies the contribution of individual samples
to the output of an algorithm [27]. In the SD context, this corresponds to the contribution of individual RD points to
the generated SD. If this contribution is high, it will be easier to detect which RD was used to generate SD, invoking
membership disclosure.

A specific level of differential privacy is typically enforced by injecting noise during the training process [139, 153].
This diminishes the contribution of individual training samples to the output, but also diminishes SD fidelity [139, 153].
Hereby, differential privacy potentially mitigates both membership ánd attribute disclosure.

The parameter 𝜖 ∈ R≥0 in differential privacy sets the specified privacy level, with 𝛿 ∈ R≥0 indicating the probability
of violating said privacy level for any sample. High values of 𝜖 indicate low probability of getting the same output with
or without a specific sample, meaning the sample is identifiable, and thus high privacy risk. An 𝜖 of 0 indicates no
membership disclosure, but also results in poor fidelity SD due to the fidelity-privacy tradeoff inherent to differential
privacy. Typically, 𝜖 ≤ 1 and 𝛿 less than some polynomial in the size of the dataset is seen as adequately privacy-
preserving [139]. However, setting appropriate levels of differential privacy remains an open question. For any 𝜖 > 0
some privacy risk may still exist [117], and similar 𝜖 can result in different privacy guarantees dependent on the domain
and characteristics of the data [75]. Therefore, differential privacy parameters can typically not be considered as a
sufficient privacy evaluation, and differentially private SD still needs to be evaluated according to the same metrics as
SD without differential privacy [99].

All in all, various privacy metrics as discussed in this section exist to inform on privacy risks, which can be utilized
to decide whether SD is safe enough to publish. It should be noted, however, that there are currently no clear thresholds
or legal precedents which values of privacy metrics deem SD "safe enough", so assessments can, in effect, only be made
on a case-by-case basis [10]. This is in part because it is still discussed among legal experts under what circumstances
SD could be acknowledged as anonymous data for which, generally, privacy regulations do not apply. This in turn
depends on legal definitions of “personally identifiable information" (PII) that may vary per country and sector. In the
US context for example, current rule-based conceptions of PII do not take into account the data-generating process
and further downstream processing, which do relate to privacy [37]. These issues could help explain the finding that a
significant part of research on SD in for example the health domain, lacks a rigorous privacy evaluation [88]. Another
factor may be the wrong presumption that SD is “privacy-secure by design" [37, 60, 62].
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3 Selecting Evaluation Metrics

Which evaluation metrics are most suitable depends heavily on contextual factors. Here, we survey four of the most
important factors by addressing the questions of how dataset characteristics, SD task, evaluation goal, and dataset
domain influence the choice of evaluation metrics. We provide an overview of our approach in Figure 5.

Selecting evaluation metrics for synthetic data
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Fig. 5. Overview of the framework for metric selection.

3.1 What Type of Task is Envisioned for Synthetic Data?

Whether or not SD is generated with a specific task in mind, is paramount to how its usefulness should be evaluated.
Without a specific task in mind (unknown or explorative task), SD usefulness can only be evaluated through fidelity
metrics. Otherwise, for aetiological or predictive tasks, or domain-specific applications, utility measures can be used as
well.

Fidelity metrics do not always correlate well with utility in the respective task, as they might not indicate similarity
in the dimension of interest [140]. Additionally, reducing fidelity in a manner that maintains task-specific utility can
ensure useful SD with stronger privacy guarantees, as a lower degree of similarity typically reduces privacy risk [2]. In
task- or domain-specific scenarios, the main focus of SD evaluation should therefore be on relevant utility measures,
rather than fidelity measures.

3.2 What is the Goal of Synthetic Data Evaluation?

SD can be evaluated to (i) select the best out of a set of potential data generators, or to (ii) report the quality of a single
SD set intended to be published or shared. This essentially determines whether informative, compressed, quantitative
metrics (i), or interpretable metrics (ii) have priority in evaluation. Note that these two goals usually do not happen in
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isolation, since researchers will often select the best out of a set of potential SD generators – with potentially varying
hyperparameters – before publishing the “best" SD set, accompanied by an interpretable evaluation report.

3.2.1 Selecting the best data generator. In case of (i), we should emphasise informative quantitative metrics that provide
a compressed representation of fidelity, and utility if the intended analysis is known. Statistical fidelity measures (e.g.,
WSD, C2ST, precision-recall for distributions) provide a numerical representation of SD quality which can easily be
compared across generators. These analyses, however, should always be accompanied by privacy metrics and fidelity
evaluated on an independent holdout set (see Section 4.1) indicating generalization capacity, to ensure generators do
not overfit and harm privacy. AIAs are likely less relevant here, as attribute disclosure is typically not a result of a
generator failure (overfitting/memorization), which we aim to detect at this stage.

3.2.2 Replace RD with SD. In case of (ii), more interpretable metrics are often required. Regarding fidelity, absolute
values of statistical distance and similarity measures are not well understood by humans. For example, a JSD between SD
and RD of 0.25 is not very informative by itself. In order to inform a target audience such as privacy officers, regulators,
or fellow researchers of the quality and safety of SD, metrics need to be interpretable or different values and thresholds
need to be better understood and documented in the literature. Also note that, instead of selecting a single best SD
generator and generating a single SD set in case of ii), it can be beneficial to make inferences on multiple sets of SD
from ensembles of SD generators when publishing SD [126].

Structured data fares better than unstructured data regarding interpretability in that it allows separately emphasising
univariate and bivariate fidelity. Univariate similarity provides a straightforward indication of what can be expected
in the SD: which features are captured well, which values are generally higher, lower, and so on. The same goes for
bivariate fidelity: which features correlate similarly as in the RD, and which do not. Dimensionality reduction plots can
also be useful, since it provides a graphical representation of fidelity in a single plot, although underlying algorithms
can be complex, making it difficult to understand what the differences between SD and RD signify.

If SD is to replace RD in context of a specific task, the task performance obtained with SD should typically match the
performance of RD. Scenarios however exist in which the loss in performance could be deemed acceptable, for example
because the task is situated in a low-stake context, such as education, training, or model development settings, where
no critical decisions are based on SD.

Lastly, when replacing RDwith SD, choosing privacymetrics is challenging. Because legal and governance frameworks
(e.g., the GDPR) traditionally focus on harm for individuals (e.g., identity disclosure), it makes sense to always include
metrics that mirror this focus (e.g., NNDR and MIAs). Still, because there is no obvious mapping between real and
synthetic individuals in fully SD [120], as the RD is often unreleased, such metrics are hard to interpret from a legal and
governance perspective, leading to a gap between research on SD generation and practice [3]. Furthermore, metrics
and potential threshold values depend on the context and problem at hand. Differential privacy is an example that
illustrates this tension: it quantifies the influence of an individual on the SD, but its guarantees are global, worst-case,
and regulators may not know how to interpret 𝜖 in compliance terms.

Since MIAs and AIAs are part of the privacy evaluation when replacing RD with SD, we highlight some recom-
mendations for more realistic attacks by Pilgram et al. [99]. For MIAs, attack datasets are often split from the RD and
from the same population, but if that population has disease Y, then the assumption is that the attacker already knows
this population has disease Y. More realistic MIAs include attack data from different distributions, though this may
not always be feasible. In addition, many commonly used metrics (e.g., F1-score) are prevalence-dependent, and need
calibration against a baseline MIA, e.g., predicting all attack records to be members.
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With respect to AIAs, the information gained about some individual in the SD should be compared to information
that can be gained from a naive baseline, e.g., using population data. Only if a sensitive feature can be predicted
substantially more reliably with the SD than without, we can say privacy may be violated. Lastly, though intuitive,
assuming maximum information for an AIA or MIA (access to all QIs), does not always imply the highest privacy risk
[99].

3.3 What is the Domain of the Dataset?

We already mentioned that, in task-specific scenarios, utility measures are more important than fidelity measures
(Section 3.1). However, even for more general scenarios where fidelity metrics are more applicable, we can use prior
knowledge from the dataset domain to select more relevant metrics; especially when reporting the quality of SD
intended to replace or augment RD (see Section 3.2). For example, association rule mining is widely applied in EHRs,
whereas census data is mainly used for computing descriptive statistics, and clinical validity as assessed by humans is
most important for medical images. It can be useful to place more emphasis on analyses common to the respective data
domain to ensure SD is useful to the intended audience.

The dataset domain also influences which distributional characteristics are especially of interest, e.g., whether
or not to evaluate outliers, anomalies, and missing values. In some domains, retaining outliers in SD is crucial for
useful analyses, e.g., for rare diseases in health data, fraudulent transactions in financial data, or natural disasters in
environmental data. In other domains, however, outliers are considered extremely identifiable and are preferably not
propagated to SD with high fidelity, e.g., in census data [35], where outliers are either removed before SD generation or
perturbed afterwards. Analysis of outlier similarity between SD and RD can be performed through any outlier detection
method (e.g., isolation forests), and privacy metrics such as NNDR [93] can indicate whether specific outliers from RD
are too closely mimicked in SD, potentially leaking sensitive information.

3.4 What are the Characteristics of the Dataset?

3.4.1 Sample Size and Dimensionality. Sample-wise distances and density estimation become more cumbersome and
less meaningful in high-dimensional datasets [121]. Therefore, any metric which relies on these becomes more opaque,
e.g., the clustering fidelity metric [138], various probabilistic distance measures, distributional precision-recall metrics,
and MIAs such as DOMIAS [127]. High-dimensional (unstructured) data types such as text and images typically solve
this by compressing data to a limited dimensionality through feature extraction using, e.g., pre-trained image- or
text-encoders [52]. Such pre-trained encoders are not readily available for tabular data, and as such, feature extraction
is rarely used as a precursor to further metric computation. However, there are some recent works which do explore
tabular SD evaluation in a more compressed or meaningful embedding space, using a variety of methods, e.g., LLM-based
embeddings [113], contrastive learning [95], or factor analysis [44].

More straightforward however, we can avoid metrics which rely on sample-wise distances or density estimation in
high-dimensional datasets, and focus on, e.g., supervised ML techniques: the C2ST can be used for fidelity evaluation,
and a classifier-based MIA for privacy evaluation. Assuming an appropriate and sufficiently regularized model is
selected, supervised ML models can handle high-dimensional datasets relatively well.

Similar to high dimensionality, large sample size can put pressure on computational requirements, especially for
metrics that depend on sample-wise distances. For other metrics that rely on density estimation or (un)supervised ML
models, we can choose an appropriate method based on considerations regarding time complexity and performance
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with respect to sample size. For example, deep learning-based methods are likely better considered in larger datasets
than small ones.

3.4.2 Feature Types. Tabular data can consist of (ordinal) numerical features, (nominal) categorical features, or a
combination of both. The types of features contained in a dataset directly influence which metrics to select, how to
choose metric parameters, and how to preprocess the data.

Firstly, some metrics are more appropriate for numerical than categorical features, or vice versa. For example, as a
univariate fidelity measure, KS statistics are more appropriate for numerical data, whereas Chi-square statistics are
more appropriate for categorical data. Similarly, for bivariate fidelity measures, Pearson/Spearman correlation statistics
can be considered for numerical correlations, Cramer/Theil statistics for categorical correlations, or correlation ratio 𝜂2

for inter-type correlations.
Additionally, the feature types influence which parameters or instance of a metric to select. For example, metrics

which directly rely on geometric distances, e.g., the clustering measure [138], Wasserstein distance cost function, MMD
kernel, distributional precision-recall [71], DCR, DPI [132], need to choose a geometric distance measure which defines
an appropriate metric space. Important factors to consider are the balance between distances of different feature types,
and the domain of the dataset. Many previous works simply choose Euclidean distances while one-hot encoding any
categorical features [86, 112, 152]. This can be suitable for purely numerical data, however, when categorical data is also
included, this greatly overemphasizes differences in categorical features. A better alternative can be a Gower distance
[42]; this may still over-emphasize categorical features, but to a much lesser extent [59]. For purely categorical data we
can consider, e.g., a Hamming distance.

Similarly, metrics which rely on supervised ML models (e.g., C2ST, TSTR/TRTS, classifier-based MIA) need to choose
an appropriate model and corresponding hyperparameters. Typically, we find that tree-based models provide a flexible
solution for tabular data – under sensible default hyperparameters – as they handle both numerical and categorical
data well, and are efficient to train. This is also shown in popular ML benchmarks such as TabArena [31].

3.4.3 Missingness. Missing values are common in tabular data. In this section we consider how to handle evaluation in
the presence of missing values, and how to evaluate similarity in missingness patterns between SD and RD. We do not

consider how to train a generator in the presence of missing values, or how to synthesize missing values.
There are a variety of methods to handle missing values in SD evaluation. Firstly, we can simply drop any rows

containing missing values. This can be acceptable if there are very few unique rows with missing values, but may
discard a lot of information. Another common approach is to impute missing values in the SD and RD. For many metrics,
imputing with a fixed value (e.g., the RD mean) can be preferable: this ensures that metrics measure differences between
the SD and RD, not the imputation strategy. This is different from imputing before training the generator. In the latter
case, model-based imputation can be preferable, as to avoid artificially simplifying the RD distribution which is to be
learned.

When imputing missing values, any further evaluation does not (implicitly) evaluate whether the missingness pattern
is similar between SD and RD. However, to that end, we can simply add feature-wise binary missing indicators. Another
approach is to rely on metrics which can directly deal with missing values. Notably, we can rely on metrics based
on supervised ML models (C2ST, TSTR/TRTS, classifier-based MIA), where we select a model which can inherently
handle missing data, such as XGBoost. Since this treats missing values separately, differences in missingness patterns
are reflected directly in the evaluation.
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Lastly, we can directly evaluate whether missingness patterns themselves are the same in SD and RD. Here, we can
construct feature-wise binary missing value indicators, and perform fidelity evaluation on these binary features. This
may consist of standard univariate or multivariate fidelity measures.

4 Practical Synthetic Data Evaluation

Having established the existing SD evaluation metrics and the criteria for selecting appropriate ones based on dataset
characteristics and contextual factors, we now present some general practical guidelines for SD evaluation.

4.1 Evaluating Generalization and Overfitting

SD generators are trained to mimic a RD training set. However, high similarity between SD and this training set can
be the result of overfitting, which can lead to various privacy-related issues (Section 2.3). To assess generalization of
SD, fidelity can therefore be evaluated with respect to the training set and an independent RD test set [59]. Here, high
fidelity with respect to the test set indicates that the SD truly captures the underlying distribution. High fidelity to the
training set but relatively low fidelity to the test set may indicate overfitting and poor generalization, given that the test
set comes from the same distribution as the training set. Other metrics such as DCR Share and MIAs more directly
assess overfitting.

4.2 Uncertainty and Bias

The training process of many SD generators is stochastic and sensitive to random initialization. Secondly, SD generation
and evaluation is typically performed on a random train-test split of the RD; results are naturally also sensitive to this
random split. Finally, many SD generators base sampling on pseudo-random number generators with a fixed seed; this
sampling seed is another potential source of variation and bias.

Combatting all sources of uncertainty and bias calls for a cross-validation procedure where SD generators are trained
for multiple initialization and train-test split seeds, and we sample multiple datasets from each trained model using
varying sampling seeds. However, we acknowledge that bias can never be fully mitigated, and that such a procedure
can incur high computational costs. In practice, which source of bias is more urgent depends on the specific dataset and
SD generator. For example, algorithms such as GANs typically incur more variation across initializations than, e.g.,
VAEs which tend to learn fuzzier distributions [126], whereas in regards to train-test splits, small datasets typically
incur more bias than larger datasets due to higher variance across partitions.

Lastly, to quantify uncertainty, we can report the evaluation metric distribution over the cross-validation procedure
described above [126].

4.3 Auditing

Next to reporting SD quality, evaluation metrics can be used to improve existing SD post-generation without any
changes to the underlying generative model. For example, sample-level metrics can inform an auditing process which
removes poor samples and queries additional (potentially good) samples from a generative model [4]. Not all metrics
are suited for this, however. Tabular data fidelity can typically only be considered with respect to the full range of
the distribution, and not on an individual level, which is in stark contrast to other data modalities such as text and
images. Sample-level auditing measures should therefore inform on both realism and diversity, such as sample-level
precision-recall type metrics [4]. Another solution is to perform auditing based on larger batches of SD, and iteratively
select batches which best match the RD distribution [39].
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5 Generalizing to Other Data Modalities

Many of the metrics discussed above can also be computed for other data modalities such as time-series, images, and
text. Due to their inherent high-dimensionality compared to tabular data, a common approach is to first compress the
dataset to a more compact or meaningful embedding space before computing distance- or density-based metrics. For
unstructured data types such as images and text, these embedding spaces typically come from neural network encoders
pre-trained on large datasets [52]. For structured data types such as time-series, where such pre-trained encoders are
much less prevalent, these can come from self-supervised representation learning on the same dataset [57].

Other metrics provide plug-and-play adaptability to different types of data. Metrics which rely on supervised ML
models (e.g., C2ST, TSTR, classifier-based MIA) can simply use an ML model with suitable inductive priors for the
considered data type, for example, recurrent neural networks for sequential data (time-series, text) [150], or convolutional
neural networks for spatial data (images) [15].

However, in many cases, modality-specific metrics are considered most important, especially if they correlate well
with some important property of the data type. A prime example is Fréchet Inception Distance [52], which is often
computed for images as it has been found to (somewhat consistently) correlate well with human perceptual quality. As
our focus is tabular data, we leave a thorough overview of other modality-specific metrics for future work.

6 Illustrative Experiments: Electronic Health Records of Heart Failure Patients

Now, we show how our survey can inform effective and reliable SD evaluation for an illustrative dataset of tabular EHRs;
privacy-preserving SD generation is a widely researched topic in this domain [1, 7, 74, 77, 128, 144, 145, 151]. These
experiments illustrate how to leverage the framework to make decisions on metric selection. We therefore consider a
somewhat simple EHR dataset, instead of considering all scenarios which might be relevant in the framework. Our
code for these experiments is available at https://github.com/JimAchterbergLUMC/MetricsThatMatter.

We select a patient cohort from the Medical Information Mart for Intensive Care (MIMIC)-IV (version 3.1) [58]. We
include admissions where patients received a heart failure diagnosis (ICD-9 code 428 or ICD-10 code I50). In total, we
include 11,194 rows (admissions) with 12 variables, which have a 1:1 numerical:categorical proportion. Rows with
missing numerical values are dropped. Variables contain information on demographic characteristics (age, sex, ethnicity,
marital status), physiological measurements (bmi, systolic and diastolic blood pressure), and admission (type, location,
length of stay, number of diagnoses, and whether patient passed away). We assume that the EHRs are synthesized for a
(currently unknown) wide range of use cases.

6.1 Benchmarking Synthetic Data Generators

Our first goal is to select the best SD generator for this scenario by benchmarking several models. For illustrative
purposes, we consider SMOTE [17], ARF [135], CTGAN [141], TVAE [141] and TabDDPM [70]. All generators are
implemented through the synthyverse Python library accompanying this survey. Appendix A provides more details
on hyperparameters and implementation.

Plugging the context of this experiment into the framework (Figure 5), it follows that we focus on fidelity metrics
and disregard utility metrics as there is no known task (Q1), use compressed quantitative metrics rather than more
interpretable but potentially less informative metrics as we benchmark different generators (Q2), omit AIAs from
privacy evaluation as these are a property of the dataset’s risk rather than the generator (Q2), and consider metrics
and distance measures appropriate for mixed-type data (Q4). For now, we disregard further domain-specific metrics
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(Q3), since we focus on compressed quantitative fidelity metrics to examine which generator performs best (Q2). Table
2 provides an overview of the selected metrics with their detailed set-up and corresponding justification based on
the framework and other insights from this survey. Similar to the generators, all evaluation metrics are implemented
through the synthyverse Python library accompanying this survey.

We randomly split the data into train:test sets in 8:2 proportion. To mitigate bias from random data splits and model
initializations, we utilize 3 different training seeds. To mitigate sampling bias, we utilize 10 different sampling seeds for
each trained model when querying synthetic datasets, resulting in 30 synthetic sets per generator type. We report the
average results including standard deviations over all training and sampling seeds. The results from the experiments
are provided in Table 3.

To evaluate whether differences between models are substantial within each metric, we evaluate 95% confidence
intervals of the difference between eachmodel and the best-performingmodel for that metric5. In short, we hierarchically
bootstrap the metric results from the considered training and sampling seeds 104 times, and evaluate the difference in
performance to the best-performing model. This provides a sampling distribution of the difference between the metric
results for the considered training/sampling seed combinations. The confidence interval then constitutes the [ 𝛼2 , 1 −

𝛼
2 ]

quantile interval with 𝛼 = 0.05 from the sampling distribution. If 0 is contained in the confidence interval, this suggests
no substantial difference to the best-performing model for that metric.

The results highlight the importance of using a carefully selected set of informative metrics, since depending on the
context of the user, different generators can come out on top. For example, SMOTE provides decent fidelity at very low
runtime, but also the highest privacy risk. The latter can be an issue even when privacy-preservation is not the main
goal, as poor MIA and DCR Share performance suggests overfitting; this can be an issue even when we do not care
about privacy risk. TabDDPM provides strongest overall performance: high fidelity at low privacy risk, and moderate
training cost.

6.2 Replacing RD with SD: Evaluation Report for TabDDPM

Next we focus on replacing RD with SD (Q2); we report the quality of a single set of SD generated from TabDDPM to
potential stakeholders in the healthcare domain. Plugging this new context into the framework (Figure 5), the main
difference with Section 6.1 is that we now focus on interpretable and domain-specific metrics which are easily understood
by stakeholders, and provide an indication of the absolute rather than relative fidelity and privacy risks of SD. Also,
we include AIAs, as we are now interested in the practical privacy risk when SD is shared or published. We use a 1:1
train:test split to ensure a large independent holdout set in SD evaluation, which is particularly useful to construct a
reasonable attack dataset for MIAs. Table 4 provides an overview of the selected metrics for this new scenario.

Firstly, we find that the logical domain constraint (Table 4) holds for 100% of patients in the SD (no violations). The
feature-wise plots given in Figure 6 indicate that marginal distributions are generally similar between SD and RD. The
correlation matrices given in Figure 7 indicate that the direction and magnitude of pairwise correlations are generally
similar as well. However, the SD contains weaker correlation between length of stay (los) and number of diagnoses
(n_diagnoses) than the RD. The association rule mining algorithm finds 43 rules in the RD and 45 rules in the SD, with
a precision of 0.956 and recall of 1.000. The hallucinated rules found only in SD are: when sex=female → bmi=low, and
when n_diagnoses=low → bmi=low.

5We choose this approach instead of a statistical test since results from different training and sampling seeds within each generator are highly correlated.
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Table 2. Metric selection for Section 6.1 as informed by the framework (Figure 5).

Metric Details & Justification
WSD (marginal) Average Wasserstein-1 distance for numerical features. Evaluated on both train and

test set to guard against overfitting. Quantitative univariate fidelity metric suitable
for numerical data.

JSD (marginal) Average JSD for categorical features. Evaluated on both train and test set to guard
against overfitting. Quantitative univariate fidelity metric suitable for categorical
data.

MI Similarity in (weighted and normalized) mutual information between feature pairs
[110]. Numerical features are discretized into 20 equal-width bins. Quantitative
bivariate fidelity metric which is invariant to marginal shape and sensitive to non-
linear associations.

C2ST ROCAUC of an XGBoost classifier, which is trained for 500 rounds with early
stopping (20 rounds) based on a 20% validation set. Quantitative multivariate fidelity
metric which is relatively cheap to compute and sensitive to many distributional
differences.

𝛼-Precision 𝛼-Precision score [4]. Quantitative fidelity metric which disentangles fidelity and
diversity. Uses Gower distance for equal contribution of numerical and categorical
features.

𝛽-Recall 𝛽-Recall score using 𝑘 = 5 nearest neighbours for the local coverage hyperspheres
[4]. Quantitative diversity metric which disentangles fidelity and diversity. Uses
Gower distance for equal contribution of numerical and categorical features.

DCR Share Proportion of SD closer to the train set than the test set. SD and train set are
subsampled to the test set size such that DCR Share = 0.5 indicates that SD is equally
close to train and test set. We repeat this 4 times to ensure that (in expectation) all
synthetic and train samples are evaluated, and average the results. Cheap general
measure for memorization/overfitting, which may in turn indicate membership
disclosure. Uses Gower distance for equal contribution of numerical and categorical
features.

NNDR Ratio Ratio between the NNDR to the SD and the NNDR to the test set. Measure of
identity disclosure, which can be a cause of attribute and membership disclosure.
Also provides the ratio at the 5th quantile (ratio@0.05) as a robust measure of
identity disclosure. Uses Gower distance for equal contribution of numerical and
categorical features.

MIA ROCAUC of a rank-averaged ensemble of 3 different MIAs: classifier-based (Random
Forest), DOMIAS (KDE on PCA-transformed data), and DPI (using Gower distances).
Non-members are taken from the test set for training and evaluation in 1:1 propor-
tion. Members are subsampled from the SD and train set for training and evaluation
respectively, in equal size to the non-members to ensure a balanced inference task.
We repeat this procedure 5 times and average the results. Simulates membership dis-
closure risk when the attacker is unaware of which MIA performs best. Also reports
lift (enrichment over random baseline) at the 1% and 5% most confident predictions
(lift@0.01, lift@0.05) to indicate membership disclosure on small high-risk groups;
since the inference task is balanced, the maximum enrichment is 100% (lift@k=2).

After evaluating fidelity, we move to thoroughly investigate privacy risk. As Section 3.2 indicates, we need to evaluate
risk of i) identity disclosure, ii) membership disclosure, and iii) attribute disclosure, for which Table 5 provides the
results. A DCR Share of 0.525 and an NNDR ratio of 1.064 indicate low risk of memorization and identity disclosure
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Table 3. Benchmarking results of SD generators for the MIMIC-IV Heart Failure dataset. Shows 𝜇 ± 𝜎 over all training and sampling
seeds. Arrows indicate whether higher (↑) or lower (↓) metric values are desirable. Best results per metric are given in blue, worst
in orange; for results in bold black, the 95% hierarchical CI of the diff between the best model and the respective model over
training/sampling seed combinations contains 0, which suggests no substantial difference.

SMOTE ARF CTGAN TVAE TabDDPM

↓WSD (num, train) 0.006±0.000 0.005±0.000 0.016±0.004 0.017±0.005 0.007±0.001
↓WSD (num, test) 0.008±0.001 0.005±0.001 0.017±0.004 0.018±0.005 0.007±0.000
↓ JSD (cat, train) 0.046±0.001 0.008±0.001 0.097±0.004 0.189±0.009 0.013±0.002
↓ JSD (cat, test) 0.046±0.002 0.018±0.002 0.100±0.004 0.188±0.010 0.021±0.003
↑MI 0.993±0.001 0.970±0.001 0.965±0.002 0.900±0.006 0.984±0.001
↓ C2ST (AUC) 0.898±0.005 0.963±0.003 0.983±0.002 0.996±0.000 0.719±0.011
↑ 𝛼-Precision 0.869±0.004 0.969±0.005 0.862±0.022 0.611±0.043 0.989±0.006
↑ 𝛽-Recall 0.963±0.003 0.895±0.006 0.715±0.017 0.419±0.007 0.877±0.005
↓ DCR Share 0.624±0.008 0.522±0.006 0.504±0.007 0.511±0.011 0.502±0.005
↑ NNDR (ratio) 0.871±0.006 1.041±0.004 1.068±0.008 1.054±0.006 1.041±0.004
↑ NNDR (ratio@0.05) 0.326±0.020 1.223±0.032 1.298±0.031 1.388±0.054 1.259±0.031
↓MIA (AUC) 0.537±0.004 0.513±0.009 0.506±0.006 0.501±0.009 0.503±0.006
↓MIA (lift@0.01) 1.432±0.071 1.071±0.118 1.006±0.088 1.025±0.114 1.019±0.100
↓MIA (lift@0.05) 1.268±0.042 1.047±0.050 1.022±0.033 0.964±0.060 1.019±0.033
↓ Training time (s) -* 45.474±0.214 50.188±12.393 27.825±12.076 31.963±21.797
↓ Sampling time (s) 1.929±0.028 6.364±0.043 0.053±0.002 0.034±0.001 1.576±0.054

*SMOTE has no learned parameters and therefore no training time.

Table 4. Metric selection for Section 6.2 as informed by the framework (Figure 5).

Metric Details & Justification
Logical domain constraints Percentage of rows for which systolic blood pressure > diastolic blood pressure

in SD. Should hold for all rows in realistic SD. Interpretable domain-specific
fidelity metric.

Feature-wise plots Histograms and barplots for numerical and categorical features respectively.
Interpretable univariate fidelity metric.

Correlation matrices Heatmaps of pairwise feature correlations. Uses Pearson’s 𝜌 for numerical
correlations, Cramer’s V for categorical correlations, and correlation ratio 𝜂2
for mixed correlations. Interpretable bivariate fidelity metric.

Association rule mining Precision and recall of association rules found in SD and RD through Apri-
ori. Numerical features are discretized into 5 equal-width bins. Apriori uses
minimum support of 0.3 and minimum confidence of 0.8. Domain-specific
bivariate fidelity metric.

DCR Share See Table 2.
NNDR Ratio See Table 2.
MIA See Table 2.
AIA ROCAUC and 𝑅2 of an ML-based AIA using XGBoost models.

across the entire SD set, respectively. Even for the 5% most isolated points, SD is not more isolating than an independent
holdout set of real data (NNDR ratio@0.05 = 1.444), indicating low risk of identity disclosure. Next, we evaluate an
ensemble of MIAs, where we select all features to be available to the attacker; although this isn’t necessarily the most
risky scenario [99], we observe that it is in this case, after testing various combinations of quasi-identifiers. We find
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Fig. 6. Marginal distributions of the twelve features of the real and synthetic Heart Failure dataset.

little additional risk of membership disclosure over a random baseline, even for small high-risk groups; lift@0.01 and
lift@0.05 are both < 2.5%. Finally, we investigate attribute disclosure risk through an AIA using an XGBoost model
as predictor. Here, we assume that attackers might have access to – or are able to make an educated guess on – the
quasi-identifiers age, bmi, and sex, and try to infer information on patients previous and current whereabouts through
(sensitive) variables on admission location (admission_location) and length of stay (los). Our AIA achieves ROCAUC
of 0.869 for admission location and 𝑅2 score of -0.236 for length of stay, indicating that publishing this SD set can
potentially inform attackers on patients’ admission location, but likely not on length of stay, for this specific set of
quasi-identifiers.
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Table 5. Privacy metrics results for replacing Heart Failure dataset with SD from TabDDPM.

TabDDPM

DCR Share 0.525
NNDR (ratio) 1.064
NNDR (ratio@0.05) 1.444
MIA (AUC) 0.511
MIA (lift@0.01) 1.014
MIA (lift@0.05) 1.023
AIA los (𝑅2) −0.236
AIA admission location (AUC) 0.869

6.3 Comparison With Previous Works

The metrics selected in these experiments are not the only valid set of metrics applicable to comparable scenarios.
However, according to our suggestions, a valid set of metrics should inform on a variety of aspects which have been
underemphasised in previous impactful works which focus on a comparable scenario, i.e., synthesizing mixed-type
tabular health records. For example, previous works have placed limited focus on metrics which disentangle fidelity and
diversity [7, 64, 123, 128, 144], set-up MIA scenarios without sufficient domain-specific justification or alignment with
realistic threat models [144], or only assess a subset of the relevant privacy risk dimensions which should be evaluated
(attribute, membership, and identity disclosure) [7, 64, 123, 128].

7 Discussion and Conclusion

Though SD have been widely recognized as offering the next best privacy-preserving technique for data sharing [55],
proper evaluation of its fidelity, utility and privacy dimensions is all but straightforward. We mapped the contours of
the large set of available evaluation metrics (Section 2) and argued that anyone looking to generate and employ SD
should pause on questions about i) the different tasks that may be envisioned, ii) goals that should be obtained, relative
to the iii) domain at issue and iv) characteristics of the dataset (Section 3). By setting up an illustrative experiment in
line with general practical recommendations on evaluating SD, (Sections 4 and 6), we showed what choices regarding
task, goal, domain and data characteristics solicit different kinds of metrics. Here we found, for example, that for a set of
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tabular health records there is already quite some nuance in how well different univariate and multivariate distributions
are synthesized, that is only visible on closer manual inspection. We have also provided examples of computing relative
gains in membership disclosure and AIAs. Here, assumptions on naive baselines and member prevalence are made
explicit to provide more context on increases or decreases of privacy risks.

New SD generation methods and evaluation metrics appear at a fast pace [e.g. 21, 98]. This also points towards
the limitations of this survey. Recent work in SD evaluation, for example, employs metrics tailored to specific topics
in fidelity evaluation, such as the extent to which minorities are represented (fairness) [79]. As we aimed to keep
discussion of evaluation metrics general in terms of fidelity, utility and privacy, such more specific metrics were not
discussed. Another example that we did not discuss are bounded multi-dimensional metrics designed to summarize
fidelity, utility and privacy in a single score [21]. Although such metrics will benefit comparability and benchmarking
of SD generators, it is unclear how such scores are viewed by legal and domain experts looking to incorporate SD.

Furthermore, we acknowledge that SD evaluation happens only in part on the side of research and development.
The other side concerns regulatory and legal bodies, where important discussions take place which hitherto get little
attention in the scientific community. An example is the distinction between generating and further processing SD.
Since the former always draws on RD, models generating SD seem fully subject to the GDPR, although the extent to
which the GDPR is applicable to downstream processing and use of SD is much less clear. This creates open questions
about which parties should be held accountable when generating and using SD, and what metrics can tell a story about
the due diligence done by all parties involved.
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A Synthetic Data Generators

All generators are implemented using the synthyverse Python library (version 0.2.3) accompanying this survey. The
synthyverse bases implementations of generators on existing works from literature and/or software libraries6. Below
we describe the origin of the implementations and more details on hyperparameters.

SMOTE. The implementation of SMOTE is based on that from Mueller et al. [86]. We use 5 nearest-neighbours for
interpolation.

ARF. The implementation is based on the arfpy Python package (version 0.1.1), and we use the same hyperparameters
from the original paper [135].

CTGAN. The implementation uses the ctgan Python package (version 0.12.0). We align the networks of all deep gen-
erative models – CTGAN, TVAE, and TabDDPM – to 2-hidden layer MLPs with 128 nodes, and the embedding/bottleneck
dimension to 128. We also align the batch sizes to 500, and train the models for 300 epochs. Other than that, we use the
default parameters from the original paper [141].

TVAE. The implementation uses the ctgan Python package (version 0.12.0). The network sizes, bottleneck dimension,
batch size and epochs are aligned as described above. Other than that, we use the default parameters from the original
paper [141].

TabDDPM. The implementation is based on that from the synthcity Python library (version 0.2.12) [103]. The
network sizes, bottleneck dimension, batch size and epochs are aligned as described above. We use a learning rate of
1e-3, weight decay of 1e-5, 200 sampling steps, and a linear scheduler.

B Hardware

GPU-based models (CTGAN, TVAE, TabDDPM) were trained using a single MIG instance of an RTX6000 GPU (24GB
VRAM) and access to an additional 8 CPU cores (32GB RAM). CPU-based models were trained using 16 CPU cores
(64GB RAM).

6See the third party notices for more information on licenses and modifications of source implementations.
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