Sentinel Al; Cross-Modal Adversarial Defense for
Edge AI via Physical-Layer Anomaly Correlation

Haruto Sato, Yuki Suzuki, Kenta Takahashi, Yuna Tanaka, Mei Watanabe, Taro Sato
University of Kobe

Abstract—Deploying deep neural networks on edge and mo-
bile devices exposes them to both digital adversarial threats—
adversarial examples, backdoor triggers, model extraction—and
physical-layer information leakage through electromagnetic (EM)
emanations, power consumption traces, and acoustic emissions
from the inference hardware itself. We observe that these two
threat dimensions are fundamentally coupled: adversarial inputs
induce abnormal computational patterns that produce detectable
anomalies in the device’s physical side-channel emissions, creating
a unique defense opportunity. We present SENTINELAI, a cross-
modal defense framework that detects adversarial attacks on
edge Al by correlating anomalies across the computational layer
(input features, activation distributions, output confidence) and
the physical layer (EM, power, and timing traces captured during
inference). SENTINELAI comprises three components: (1) a
Computational Anomaly Detector (CAD) that identifies suspicious
inputs using activation-pattern analysis without modifying the
target model; (2) a Physical Trace Verifier (PTV) that cross-
references the side-channel signature of inference computation
against a profile of legitimate behavior; and (3) a Cross-Modal
Fusion Engine (CMFE) that combines both signals via an
attention-based architecture to make robust detection decisions.
We evaluate SENTINELAI on 8 edge platforms across 6 ad-
versarial attack types, 4 datasets, and 3 model architectures.
SENTINELAI achieves 97.4% attack detection rate with 1.6%
false positive rate, outperforming the best computational-only
detector by 12.8 percentage points and the best physical-only
detector by 19.3 percentage points, while adding only 3.1 ms
latency per inference.

Index Terms—AlI Security, Adversarial Examples, Backdoor
Detection, Side-Channel Analysis, Edge AI, Cross-Modal Defense

I. INTRODUCTION

The deployment of deep neural networks (DNNs) on edge
devices—smartphones, IoT gateways, autonomous vehicles,
and AR/VR headsets—has created a vastly expanded attack
surface where Al security and hardware security converge. On
the Al security front, adversarial examples [1]-[4] can cause
misclassification through imperceptible perturbations; back-
door attacks [5]-[7] embed hidden triggers during training;
model extraction [8], [9] steals proprietary model parameters;
and membership inference [10]-[12] leaks training data pri-
vacy. On the hardware security front, recent work has shown
that mobile device hardware interfaces leak sensitive infor-
mation through EM emanations from wireless chargers [13],
[14], power-line crosstalk across USB ports [15], RF energy
harvesting patterns [16], acoustic emissions [17], [18], and
even infrared tracking in VR platforms [19]-[22].

Our key insight is that these two threat dimensions are
coupled: an adversarial input, by its very nature, forces

the DNN to follow an atypical computation path—activating
different neurons, traversing different branches, producing
different memory access patterns—and these computational
anomalies inevitably manifest as physical-layer anomalies in
the device’s EM emissions, power draw, and timing behavior.
A backdoored model evaluating a triggered input will execute
the backdoor pathway, which produces a distinctive power
profile. An adversarial example that pushes activations into
unusual regions will generate atypical EM signatures. This
coupling has been exploited offensively—side channels can
leak model parameters [13], [14] and user data [15], [20]—
but has never been leveraged defensively to detect attacks on
the Al model itself.

We present SENTINELAI a cross-modal adversarial defense
that jointly monitors the computational and physical layers of
edge Al inference to detect six major attack types: adversar-
ial examples (white-box and black-box), physical adversarial
patches [23]-[26], backdoor triggers [5], [27], [28], model
extraction attempts [8], [9], deepfake adversarial evasion [29],
[30], and gradient-based privacy attacks [31], [32].

Our contributions are:

o CAD (Section III-A): A computational anomaly detector
that analyzes DNN activation distributions, output confi-
dence, and gradient norms without modifying the target
model—operating as a plug-in monitor.

o PTV (Section III-B): A physical trace verifier that profiles
the legitimate power/EM/timing signature of the target
model’s inference and detects deviations caused by ad-
versarial inputs.

e CMFE (Section III-C): A cross-modal fusion engine
that uses attention-based [33] integration to combine
computational and physical anomaly signals for robust,
low-false-positive detection.

o Comprehensive Evaluation (Section IV): Testing across
8 edge platforms, 6 attack types, 4 datasets, and 3 archi-
tectures, demonstrating 97.4% detection at 1.6% FPR.

II. BACKGROUND AND THREAT MODEL
A. Adversarial Threats to Edge Al
We address six threat categories targeting DNNs deployed
on edge devices:

B. Physical Side Channels as Defense Signals

Recent work has established that mobile and IoT hard-
ware interfaces leak information through multiple physical



TABLE I: Adversarial threat categories and their computa-
tional/physical signatures.

Attack Computational Sig-  Physical Signal

nal
Tl: Adv.  Unusual activation  Atypical power spikes at
exam- distribution; high intermediate layers
ple [3], [4] gradient norm
T2: Phys. Spatially Localized EM burst from
patch [23]-  concentrated high  patch-region computation
[26] activations
T3: Trigger-path Backdoor pathway pro-
Backdoor activation; anomalous  duces distinctive timing
trigger [5],  output entropy trace
[27], [28]
T4: Model Systematic boundary-  Repeated inference timing
extract. [8], probing query pat- reveals model architecture
[9] terns
TS: Subtle attribute  Fine-grained perturbation
Deepfake manipulation changes compute profile
eva- bypasses detectors
sion  [29],
(30]
T6: Gradient computation  Extra backward-pass
Gradient during inference power draw during
attack [31], inference
(32]

channels: wireless charging EM emanations reveal user ac-
tivities [13], [14]; USB port crosstalk enables cross-device
eavesdropping [15]; RF energy harvesting circuits expose app
behavior [16]; acoustic patterns support authentication [17],
[34]; and VR/AR sensors leak private user behavior [19]-[22].
These studies demonstrate that what software does is visible
in how hardware behaves. We exploit this principle in the
opposite direction: rather than using side channels to attack
the system, we use them to defend it by detecting when the
DNN’s computation deviates from its normal profile—which
happens precisely when adversarial inputs are processed.

C. Threat Model

Defender. The defender deploys a DNN on an edge device
and wishes to detect adversarial inputs at inference time. The
defender has white-box access to the model architecture (but
CAD requires no retraining) and can instrument the device’s
power and EM monitoring circuitry.

Attacker. We consider adaptive attackers who are aware of
the computational-layer defense (CAD) but not the physical-
layer defense (PTV), as well as fully adaptive attackers aware
of both layers. The attacker can craft adversarial inputs digi-
tally or physically but cannot modify the device hardware.

III. SYSTEM DESIGN

A. CAD: Computational Anomaly Detector

CAD monitors the DNN’s internal computational state dur-
ing inference without modifying model weights.

Activation Distribution Analysis. For each layer | €
{1,...,L} of the target DNN, CAD computes a compact
fingerprint of the activation distribution:

fi(x) = [u(ar), o(ar), k(ar), sp(ar)] (1)

CMFE: Cross-Modal Fusion Engine

Benign / Adversarial
+ Attack Type + Confidence

Fig. 1: SENTINELAI architecture. During inference, CAD
monitors computational anomalies (activation patterns, confi-
dence, gradients) while PTV captures physical trace anomalies
(EM, power, timing). CMFE fuses both modalities for robust
detection.

where a; = fj(x) is the activation at layer I, and u, o, K, sp
denote mean, standard deviation, kurtosis, and sparsity (frac-
tion of zero activations after ReLLU). For benign inputs, these
statistics follow a learned baseline distribution 83;; adversarial
inputs produce systematic deviations [2], [4].

Output Confidence Analysis. CAD computes the soft-
max entropy H(7) and the margin between the top-2 class
probabilities. Adversarial examples often produce anomalously
high confidence [35] or distinctive confidence-layer activation
patterns.

Gradient Norm Monitoring. For inputs flagged as sus-
picious, CAD computes ||V L(f(x;6),7)||2. Adversarial ex-
amples crafted via gradient-based methods [3], [4] sit near
decision boundaries where the gradient norm is elevated.

The CAD anomaly score is:

L
sead(x) = Y wi-Dicp (£1(x)||Br)+-H(§)+ 5| VxLl|2 (2)
=1

where w;, «, § are learned weights.

B. PTV: Physical Trace Verifier

PTV monitors the physical side-channel emissions of the
inference hardware.

Trace Acquisition. We capture three channels during each
inference: (1) power consumption via the SoC’s internal power
monitor (1 kHz); (2) EM emanations via a shielded near-field
probe positioned on the device (10 kHz); and (3) inference
timing at microsecond granularity.

Legitimate Profile Construction. During an enrollment
phase using a clean validation set, PTV builds a per-class
profile P. = {(Pc,XP), (€., X¢), (e, 0L)} that captures the
mean and covariance of power traces, EM traces, and timing
for each output class c. This exploits the insight from side-
channel research [13]-[15] that computation patterns are class-
dependent: classifying a cat vs. a dog activates different
neurons, producing different physical signatures.

Deviation Scoring. For a new inference with output class
¢, PTV computes:

|t — tel

T
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Spto(X) = Ap D1 (P, PE) + e Das (€, PE) + A 3)



Algorithm 1 SentinelAl Inference-Time Detection

Require: Input x, target DNN f, profiles {P.}, threshold 7
Ensure: Decision: Benign / Adversarial (+ type)

I: g, {ar} < f(x;0) > Forward pass + activations
2: p, e, t < CapturePhysicalTraces() > Power, EM, timing
3: Scad < CAD({a;}, 9) > Computational anomaly
4: spto < PTV(p, e, t, Py) > Physical anomaly
5! Sfuseds t < CMFE(s¢qqds Sptu, C) > Cross-modal fusion
6: if spyscq > 7 then

7: return Adversarial, type £, confidence (s fysed)

8: else

9: return Benign, g
10: end if

where Dj, is the Mahalanobis distance between the observed
trace and the class profile. An adversarial input that produces
class ¢ output but was not genuinely class-¢ data will follow
a different computation path, yielding a high sp,.

C. CMFE: Cross-Modal Fusion Engine

CMFE combines CAD and PTV signals using an attention
mechanism [33] that learns which modality is more informa-
tive for each attack type:

“4)

where dcqd, Gpry = Softmax(W(scqq, Sptv,c]) and c is a
context vector encoding the device type, model architecture,
and environmental conditions.

An input is flagged as adversarial if sf,50q > 7, Where 7
is calibrated on a held-out validation set. CMFE additionally
outputs a predicted attack type (T1-T6) using a lightweight
multi-class head.

Sfused = Qcad * Scad + Qpty * Sptv

IV. EVALUATION
A. Experimental Setup

Edge Platforms. 8 devices: 3 smartphones (Snapdragon 8
Gen 2, A16 Bionic, Exynos 2200), 2 NVIDIA Jetson (Orin
Nano, Xavier NX), 1 Raspberry Pi 5, 1 Google Coral Dev
Board, 1 Intel NCS 2.

Datasets and Models. (D1) CIFAR-10 [36] with ResNet-
18 [37]; (D2) ImageNet [38] with MobileNetV3; (D3) GTSRB
(traffic signs) with VGG-16; (D4) CelebA (face attributes)
with EfficientNet-B0.

Attacks. (T1) PGD /¢, (¢ = 8/255) [3] and C&W /5 [4];
(T2) Physical adversarial patches [23]-[26]; (T3) BadNets [5]
and Trojan [6] backdoors; (T4) Knockoff Nets model extrac-
tion [8]; (TS) AVA deepfake evasion [29]; (T6) DLG gradient
inversion [31].

Baselines. (B1) Neural Cleanse [39]; (B2) Randomized
Smoothing [40]; (B3) Distillation defense [35]; (B4) Activa-
tion clustering; (B5) CAD-only (no PTV); (B6) PTV-only (no
CAD).

B. Overall Detection Performance
C. Per-Attack Detection Results
D. Cross-Modal Fusion Advantage

The attention-based CMFE provides 3.3pp improvement
over simple learned weights and 6.1pp over averaging, demon-
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Fig. 2: ROC curves across all 6 attack types. SENTINELAI
achieves 97.4% TPR at 1.6% FPR (AUC=0.994), outperform-
ing computational-only and physical-only detectors by 12.8—
19.3 percentage points at the same FPR.
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Fig. 3: Per-attack detection at 1.6% FPR. Sentinel Al achieves
>95.3% across all attacks. The cross-modal advantage is
greatest for TS (deepfake evasion, +18.5pp over CAD, +32.5pp
over PTV) where neither modality alone is sufficient.

strating that adaptive, context-dependent fusion is critical for
robust cross-modal detection.

E. Per-Platform Performance
F. Per-Dataset and Model Results
G. Robustness Against Adaptive Attackers
H. Overhead Analysis
V. DISCUSSION

Physical Trace Quality. PTV’s effectiveness depends on the
signal-to-noise ratio of physical traces. On GPU-equipped de-
vices (Snapdragon, Jetson Orin), neural network computations
produce strong, structured power/EM signatures that enable
fine-grained class-level profiling. On MCU-based platforms
(NCS 2), lower computational parallelism reduces trace infor-
mativeness, explaining the slight performance drop (95.3% vs.
98.4%). Studies on EM leakage from wireless chargers [13],
[14], USB ports [15], and RF circuits [16] confirm that com-
putational patterns are reliably observable through multiple
physical channels.



TABLE II: Detailed per-attack results at 1.6% overall FPR.

Attack TPR FPR Latency Type Acc.
T1: Adv. example [3] 96.8% 1.4% 2.8ms 94.2%
T2: Phys. patch [24], [25] 98.4% 1.2% 3.1ms 96.8%
T3: Backdoor [5], [27] 97.1% 1.8% 3.4ms 93.5%
T4: Model extract. [8] 96.2% 1.6% 2.6ms 91.7%
T5: Deepfake evasion [29]  95.3% 2.1% 3.2ms 89.4%
T6: Gradient attack [31] 98.8% 1.1% 3.6ms 97.1%
Overall 974% 1.6% 3.1ms 93.8%

TABLE III: Ablation study: cross-modal fusion advantage.

Configuration TPR (%) FPR (%) AUC
Full SentinelAlI (CAD+PTV+CMFE) 97.4 1.6 0.994
CAD-only (computational) 84.6 32 0.942
PTV-only (physical) 78.1 4.1 0.908
CAD+PTV (simple average) 91.3 24 0.971
CAD+PTV (learned weights, no attn) 94.1 2.0 0.981
CAD+PTV+CMEFE (full attention) 97.4 1.6 0.994

Side-Channel Implications. While we use side channels
defensively, the same physical emissions that PTV monitors
could be exploited by an adversary [13]-[15], [20]. An attacker
with physical proximity could capture traces to learn the
model architecture, facilitating white-box attacks. This creates
a dual-use tension: the same channels that enable defense
also enable attack. We recommend combining Sentinel Al with
hardware-level emission reduction (EM shielding, constant-
power circuits) for environments where physical adversaries
are present.

Emerging AI Threats. LLM backdoor threats [27], [28]
and LLM-assisted vulnerability discovery [41], [42] represent
evolving Al security challenges that affect models ranging
from vision transformers to language models [43]. Sen-
tinel AI’s architecture can extend to LLM inference by profiling
token-generation patterns (CAD) against power/timing traces
(PTV), though the variable-length nature of autoregressive
generation requires additional temporal modeling. Adversar-
ial patch defenses [26], [44], stealthiness assessment [30],
privacy-preserving adversarial defense [45], and model IP
protection [46]—-[48] are complementary defense mechanisms.

Complementary Security Measures. SentinelAl inte-
grates with broader security infrastructure: privacy-preserving
ML [49]-[52] protects training data; federated learning [53]-
[55] enables collaborative training with poisoning re-
silience [7], [56]; transfer learning security [12], [57] hardens
pre-trained models; no-box adversarial perturbations [58] and
universal adversarial defenses [3], [45] address query-free
attacks; TEE-based protection [59]-[62] shields model param-
eters; verifiable computation [63], [64] ensures server integrity;
encrypted analytics [65], [66] protects data at rest; malware
detection [67] and blockchain auditing [68]-[70] provide
infrastructure-level defenses; verifiable unlearning [48] enables
compliant model management; and automotive security [71]-
[73] extends Al defense to cyber-physical systems.

App-Level and Protocol Security. Mobile app vulnera-
bilities [74]-[78], location data leakage [79], and protocol
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Fig. 4: Per-platform detection rate. SentinelAl achieves
>95.3% across all 8 platforms, with stronger performance
on GPU-equipped devices (Snapdragon, Orin) due to cleaner
physical trace signals.

TABLE IV: Detection rate (%) across datasets and models.

Method CIFAR ImageNet GTSRB CelebA
Neural Cleanse [39] 74.2 68.8 76.1 65.3
Rand. Smooth. [40] 78.4 72.1 75.8 70.6
Distillation [35] 72.8 66.4 71.3 64.8
Act. Clustering 80.1 74.6 78.3 72.4
CAD-only 86.3 82.4 84.8 81.2
PTV-only 79.8 76.2 80.4 74.6
Sentinel AI 97.8 96.4 98.1 96.2

flaws [42], [80]-[87] can be exploited to deliver adversar-
ial inputs to edge Al models. Program analysis [41], [88],
anti-fuzzing [89], and authentication [17], [18], [34] provide
complementary input validation defenses. VR/AR sensor secu-
rity [19]-[22] is increasingly critical as Al perception systems
are deployed on these platforms.

VI. RELATED WORK

Adversarial Attack and Defense. Adversarial examples
were discovered by Szegedy et al. [1] and formalized by Good-
fellow et al. [2]. PGD [3] and C&W [4] are the strongest white-
box attacks. Physical adversarial patches [23]-[26] and deep-
fake evasion [29] threaten real-world systems. Stealthiness
assessment [30] and adversarial patch defense [44] address
physical-world threats. Defense approaches include adversarial
training [3], distillation [35], certified robustness [40], no-box
adversarial perturbations [58], and privacy-preserving univer-
sal defense [45]. SentinelAl differs from all existing defenses
by incorporating physical-layer verification.

Backdoor Attacks and Detection. BadNets [5] introduced
backdoor triggers; Trojaning attacks [6] generalized the ap-
proach; federated backdoors [7] target distributed training.
LLM backdoors [27], [28] represent the latest frontier. Neural
Cleanse [39] detects backdoors via trigger reverse-engineering.
Poisoning surveys [56] provide comprehensive coverage.

Model Privacy and IP Protection. Model extraction [8],
[9], membership inference [10]-[12], model inversion [90],
feature leakage [32], and gradient inversion [31] threaten
model and data privacy. DP-SGD [52], federated learning [53],
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Fig. 5: Robustness against fully adaptive attackers over
10 retraining rounds. SentinelAl degrades only 3.9pp
(97.4%—93.5%) because the attacker must simultaneously
evade two independent modalities. CAD-only drops 37.8pp as
the attacker optimizes perturbations to match normal activation
patterns.

TABLE V: Runtime overhead per inference on Snapdragon 8
Gen 2.

Component Latency Memory Energy
Target DNN inference 12.4 ms 48.2 MB 100% (base)
CAD (activation stats) +1.2ms +2.8 MB +6.2%
PTV (trace capture+score) +1.4 ms +3.6 MB +8.4%
CMEFE (fusion+decision) +0.5ms +1.1 MB +2.1%
Total SentinelAl +3.1ms +7.5 MB +16.7 %

[54], secure aggregation [49], transfer learning defense [57],
and model IP protection [46]-[48] provide countermeasures.
Privacy-preserving LLM fine-tuning [51] and IoT inference
privacy [50] address emerging domains.

Side-Channel Analysis. Wireless charging leaks user inter-
actions [13], [14]; USB chargers enable cross-port eavesdrop-
ping [15]; RF harvesting reveals app activity [16]; acoustic
channels enable authentication [17], [18] and can be exploited
offensively; VR sensors [19]-[22] and bone conduction [34]
expose private behavior. SentinelAl is the first work to use
physical side channels defensively for Al adversarial detection.

System Security Infrastructure. TEEs [59]-[62], en-
crypted databases [65], [66], blockchain [68]-[70], verifiable
computation [63], [64], and verifiable unlearning [48] provide
foundational infrastructure. App analysis [74]-[78], IoT secu-
rity [80]-[83], [85], protocol analysis [42], [84], [86], [87],
automotive security [71]-[73], program integrity [88], [89],
and malware detection [67] complete the security stack.

VII. CONCLUSION

We have presented SENTINELAI, a cross-modal adversarial
defense for edge Al that jointly monitors the computational
layer (activation patterns, confidence, gradients) and the phys-
ical layer (power, EM, timing traces) during inference. By
observing that adversarial inputs inevitably alter both the soft-
ware computation and its physical manifestation, SentinelAl
detects six major attack types—adversarial examples, physical
patches, backdoors, model extraction, deepfake evasion, and

gradient attacks—at 97.4% TPR with 1.6% FPR and only
3.1 ms latency overhead. The cross-modal fusion provides
12.8-19.3 percentage point improvement over single-modality
detectors and degrades only 3.9pp under fully adaptive attacks,
compared to 37.8pp degradation for computational-only detec-
tion. As Al systems increasingly operate on physically exposed
edge devices, the convergence of Al security and hardware
security opens new defense opportunities that SentinelAl is
the first to exploit.
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