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Vision Transformers (ViTs) are increasingly being adopted
in federated medical imaging; however, their patch-based
attention architecture introduces unexplored backdoor vul-
nerabilities. Existing attacks target convolutional neural net-
work (CNN) architectures with localized triggers and are
readily mitigated by norm-based and clustering defenses,
leaving federated ViT systems under-evaluated. We pro-
pose the multi-patch grid attack (MPGA), a distributed back-
door that exploits ViT patch tokenization by placing syn-
chronized perturbations across four corner patches (8x8
pixels, intensity 0.9) and a central cross pattern (1-pixel width,
intensity 0.6), distributing malicious features across multi-
ple attention tokens. This design maintains gradient sim-
ilarity to benign updates (cosine similarity 0.89, norm ra-
tio 0.944+0.08) and pixel-level distribution divergence be-
low Dy ;=0.0123. Evaluated on the Figshare brain tumor
MRI dataset across 10 federated clients, MPGA achieves
94.13% backdoor success rate (BSR) of 94.13 %, with 86.13%
main task accuracy (MTA) preserved, and generalizes to the
IEEE Dataport dataset (95.00% BSR, 89.33% MTA). The back-

door persists after attack cessation, retaining 87.00% ASR
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after 15 consecutive benign-only rounds. Against ten state-
of-the-art defenses spanning Byzantine-robust aggregation,
Sybil detection, behavioral monitoring, and trigger-agnostic
inversion (Neural Cleanse, ABS, STRIP), no defense meets

the combined success criteria (ASR<40%, MTA>85%, F1>0.70).
Compared with BadNets and DBA, MPGA achieves the high-

est ASR across all evaluated defenses, confirming that ViT
patch-boundary alignment is the key differentiator. These
results expose fundamental limitations of current defense
paradigms against architecture-aware distributed backdoors

in federated ViT systems.
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1 | INTRODUCTION

Federated Learning (FL) has emerged as a transformative paradigm for training machine learning models across de-
centralized data sources while preserving data privacy [1]. FL has found particularly compelling applications in health-
care [2? ], where privacy regulations such as HIPAA and GDPR prohibit direct data sharing, enabling multi-institutional
collaborations for brain tumor segmentation [3], COVID-19 detection [4], and various diagnostic tasks [5].

Despite its promise, the distributed nature of FL introduces inherent security vulnerabilities. Among these, back-
door attacks represent one of the most insidious threats [6, 7]: compromised clients inject poisoned samples during
local training, causing the global model to misclassify inputs containing specific trigger patterns while maintaining
normal performance on benign data [8, 9]. Numerous defenses have been proposed, including Byzantine-robust
aggregation [10, 11], norm clipping [12], clustering-based methods [13], differential privacy [14], and behavioral mon-
itoring approaches [15, 16, 17]. However, recent work has shown that defenses effective against one attack type can
fail against structurally different variants [18], and the arms race has largely focused on CNN and NLP architectures,
leaving attention-based federated medical imaging systems underexplored.

Medical imaging further complicates the threat landscape. Complex spatial and textural dependencies make ma-
licious perturbations more difficult to detect [19], whereas the high-stakes clinical consequences of misclassification
amplify the attack impact [20]. The growing adoption of ViTs in medical analysis [21, 22] introduces new architectural
vulnerabilities: patch-based tokenization and global self-attention mechanisms create attack surfaces that conven-
tional defenses do not address. However, existing evaluations rely on simple, localized triggers that do not exploit the
VIiT architecture [23, 18], leaving the true vulnerability of federated ViT systems untested.

To address this gap, we introduce MPGA, a backdoor attack specifically designed for ViTs architectures in fed-
erated medical imaging. MPGA places synchronized perturbations across four corner patches (8x8 pixels, intensity
0.9) and an intersecting cross pattern (1-pixel width, intensity 0.6), aligning the trigger with ViT patch tokenization

to distribute malicious features across multiple attention tokens. This design maintains gradient profiles similar to
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benign updates, enabling the attack to persist across aggregation rounds while evading norm-based, clustering-based,
and entropy-based detection. We evaluate MPGA against seven state-of-the-art defenses—Krum, Median, Trimmed
Mean [24], FoolsGold, FLAME [13], Multi-Metric, and SignGuard—demonstrating attack success rates exceeding 90%
with detection F1-scores below 0.28 in all cases.

This work makes the following key contributions:

o Novel backdoor formulation: We present the first systematic study of patch-aligned distributed backdoors in
federated ViTs (MPGA), achieving high ASR while preserving clean accuracy and evading existing defenses.

e Vulnerability analysis: We systematically evaluate attention-based federated medical imaging systems, exposing
limitations of robust aggregation and existing defense paradigms.

e Benchmark framework: We introduce a reproducible evaluation pipeline across two MRI datasets, multiple de-
fenses, and extensive ablations.

e Keyinsight: We show that backdoors in federated ViTs manifest as distributed attention manipulation rather than

localized anomalies, explaining defense failures.

The remainder of this paper is organized as follows. Section 2 reviews related work. Section 3 details the MPGA
methodology. Section 4 analyzes defense evasion mechanisms. Section 5 presents the experimental setup. Section 6
reports results, and Section 7 concludes.

2 | RELATED WORK

FL [1] enables collaborative model training across decentralized clients without centralizing raw data. FedAvg has
been applied to healthcare [2], brain tumor segmentation [3], and COVID-19 diagnosis [4]. Despite privacy benefits,
the distributed training process exposes the global model to backdoor attacks from compromised clients, which is the
central focus of this study.

ViTs [25] have demonstrated competitive performance across various medical imaging tasks [21, 22]. In federated
settings, Li et al. [19] demonstrated the feasibility of brain tumor segmentation; however, the security implications
of patch-based attention remain largely unexplored. The global attention mechanism and patch tokenization create
fundamentally different attack surfaces compared to those of CNNs, surfaces that conventional backdoor defenses
are not designed to address.

Backdoor attacks in FL embed hidden malicious behaviors by injecting poisoned data through compromised
clients. Bagdasaryan et al. [6] demonstrated semantic backdoors via model replacement and gradient scaling, whereas
Wang et al. [7] demonstrated that edge-case backdoors can persist even after malicious clients cease participation. Xie
et al. [8] proposed Distributed Backdoor Attacks (DBA), where decomposed triggers are injected collaboratively across
multiple clients — the closest prior work to MPGA in terms of distributed trigger design. Baruch et al. [26] demon-
strated that even a small malicious fraction can significantly compromise the global model, and Zhang et al. [27]
introduced Neurotoxin, which masks gradients in frequently updated coordinates to achieve durable backdoors in
NLP tasks. In computer vision, BadNets [28] pioneered patch-based triggers, and subsequent work has explored
blending [29], reflection [30], and warping-based patterns [31].

However, existing attacks predominantly target CNN architectures and natural images, with triggers localized to
single spatial regions, making them vulnerable to gradient-based and statistical defenses. No prior work has designed

triggers that explicitly exploit patch tokenization and global self-attention in ViTs in a federated setting. MPGA ad-
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dresses this gap by distributing trigger components across multiple ViT attention tokens, achieving both architectural
exploitation and defense evasion simultaneously.

Defenses against FL backdoors span several categories. Byzantine-robust aggregation methods filter malicious
updates based on geometric distance: Krum and Multi-Krum [10] select trustworthy updates via pairwise Euclidean
distances, whereas Trimmed Mean and Median [24] remove statistical extremes before aggregation. Norm-based
methods constrain individual client influence: Norm Clipping and Weak Differential Privacy [12] limit update magni-
tudes and inject calibrated noise, respectively. More sophisticated approaches combine multiple signals: FLAME [13]
applies HDBSCAN clustering with adaptive noise injection, FLDetector [17] analyzes gradient patterns across layers,
and DeepSight [16] performs layer-wise activation inspection. Activation Clustering [32] identifies poisoned samples
through intermediate representation analysis, whereas SignGuard and FoolsGold employ sign-based aggregation and
contribution-diversity weighting, respectively, to resist Sybil attacks.

Trigger-agnostic defenses take a complementary approach by attempting to detect or reverse-engineer the back-
door trigger without prior knowledge of its form. Neural Cleanse [33] and ABS [34] optimize for minimal pertur-
bations that cause misclassification, thereby effectively reverse-engineering candidate triggers. STRIP [35] detects
backdoored inputs at inference time by superimposing clean samples and monitoring prediction entropy — inputs
with embedded triggers maintain consistent predictions despite strong perturbations, revealing their anomalous be-
havior. However, these methods share a common assumption: that the trigger is spatially compact and localizable. The
distributed multicomponent design of MPGA — with trigger elements spread across four corners and a center cross
— fundamentally violates this assumption, making reverse-engineering via Neural Cleanse and ABS significantly more
difficult and reducing STRIP’s sensitivity because the distributed pattern generates more diffuse entropy responses

than localized triggers. We empirically validate these analytical observations through direct evaluation in Section 6.

Although attention mechanisms have revolutionized deep learning, their security properties remain understudied.
Recent work has begun to explore vulnerabilities in attention-based models. Bai et al. [36] demonstrated that deployed
neural networks are vulnerable to targeted misclassification attacks achieved by flipping a minimal number of weight
bits in model memory, without any modification to input samples. Yang et al. [37] analyzed attention-based backdoors

in natural language processing, revealing that backdoors can exploit specific attention patterns.

In computer vision, Zhang et al. [38] explored backdoor attacks on attention mechanisms in image classification;
however, their work focused on centralized rather than federated settings. Schwarzschild et al. [39] investigated
whether attention patterns can serve as indicators of backdoor presence, with mixed results suggesting that sophisti-

cated attacks can evade attention-based detection.

From a defense perspective, attention mechanisms have been proposed as detection tools. Zhang et al. [17] use
attention-guided analysis to identify malicious updates in FL, under the assumption that backdoors create distinc-
tive attention patterns. However, this assumption does not hold for attacks specifically designed to exploit attention
mechanisms; the MPGA deliberately constructs trigger patterns that produce attention activations statistically indis-

tinguishable from benign inputs, thereby undermining attention-based detection.

Our work fundamentally differs from prior art in two respects. First, rather than treating attention as a detection
tool, we exploit it as an attack surface — specifically, the patch-based tokenization and global self-attention of ViTs.
Second, unlike prior distributed attacks such as DBA [8] that decompose triggers across clients without architectural
awareness, MPGA aligns trigger components with ViT patch boundaries to maximize backdoor embedding efficiency

while maintaining gradient similarity to benign updates.
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3 | MULTI-PATCH GRID ATTACK (MPGA)

This section presents the MPGA, a novel backdoor attack specifically designed to exploit ViTs architectures in feder-
ated medical imaging. We begin with the threat model and attack overview, followed by detailed descriptions of the

trigger pattern design, poisoning strategy, and attack algorithm.

3.1 | Threat Model and Attacker Capabilities

We consider a FL system for medical image classification where a central parameter server coordinates model training
across multiple distributed clients (e.g., hospitals or medical institutions). Following standard threat models in FL [6, 7],
we assume the attacker can compromise a subset of participating clients while the server and remaining clients operate
honestly.

Attacker’s Goal: The attacker aims to inject a persistent backdoor into the global model such that inputs containing
a specific trigger pattern are misclassified to a target label, while the model maintains high accuracy on clean inputs
to avoid detection.

Attacker Model (Capabilities and Constraints): We consider a realistic adversary in the federated learning setting
with partial client control. The attacker compromises a small fraction of clients (e.g., two out of ten) and can manipulate
their local training processes. Specifically, malicious clients can inject poisoned samples by embedding trigger patterns
and altering labels, adjust training hyperparameters such as learning rate and number of epochs, and compute arbitrary
model updates. They have full access to their local model architecture and parameters, but no visibility into other
clients’ data or internal states beyond the shared global model updates.

The attacker participates persistently across multiple federated rounds to ensure effective backdoor injection and
long-term retention. However, the adversary operates under practical constraints: they cannot directly manipulate
the server or aggregation process, cannot access or tamper with benign clients’ data or models, and must preserve
performance on clean data to remain stealthy while evading server-side defenses. This threat model represents realis-
tic scenarios where a small number of compromised medical institutions could attempt to manipulate a collaborative
FL system for medical diagnosis.

3.2 | Attack Overview

Fig. 1 illustrates the MPGA pipeline in a FL environment. Malicious clients (two of ten) inject triggered samples into
local training, producing poisoned updates that pass through the defense mechanisms surrounding the parameter
server. The trigger combines four 8 x 8 corner patches (I = 0.9) aligned to ViT patch boundaries with a central
cross pattern (I = 0.6), distributing backdoor features across multiple attention tokens. The attack proceeds in three
stages: (1) trigger injection at 15% local poison rate; (2) poisoned local training, in which ViT global self-attention estab-
lishes associations between spatially separated trigger components; and (3) aggregation-persistent embedding, where
the backdoor survives FedAvg across subsequent benign rounds. The full trigger design and poisoning strategy are

detailed in Sections 3.3 and 3.4 respectively.

3.3 | Multi-Patch Grid Trigger Design

The core innovation of MPGA lies in its carefully designed trigger pattern that exploits the architectural characteristics

of ViTs while maintaining stealthiness against modern defenses.
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FIGURE 1 Overview of the MPGA in FL, showing the federated infrastructure with defense mechanisms, attack
mechanism with trigger pattern design, and attack performance metrics.

3.3.1 | Trigger Pattern Components

The multi-patch grid trigger consists of two synchronized components applied to medical brain MRI images.

Corner Patches: Four square patches with dimensions 8 x 8 pixels were placed at the four corners of the input
image. Each patch was set to a high-intensity value, Icorner = 0.9 (on a normalized scale of [0, 1]). The 8 x 8 dimension
was specifically chosen to align with the patch size used in the ViTs patch embedding layer, ensuring that each corner
occupied exactly one attention token. Formally, for an input image X € R”*W*C where H = W = 64 and C = 3, the
corner patches are defined as:

Xcorner[/,j, €] = Icorner, Ve € {1,2,3} (1)
where (/,j) € C and C represents the set of corner coordinates:

C={(,j):0<i,j<8}
U{(i,j):0<i<8 W-8<j<W} )
U{(i,j):H-8<i<H,0</j<8}

U{(i,j):H-8<i<H W-8<j<W}

Cross Pattern: A one-pixel-width cross pattern is overlaid at the center of the image, with an intensity I oss = 0.6.

The cross pattern consists of a horizontal line spanning the full width and a vertical line spanning the full height,
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intersecting at the image center. This is defined as:

Xeross [/, €] = max(X[i, /, ¢, Icross) (3)

where (i,j) € £ and L represents the cross line coordinates:

L={(ij):i=H/2,0<j<W}

(4)
U{(i,j):0<i<H,j=W/2}
The complete triggered image is obtained by applying both components:
Xiriggered = €lip(Xcorner + Xcross, 0, 1) (5)

3.3.2 | Design Rationale

The multipatch grid trigger design is motivated by three key objectives:

(1) Patch-Token Alignment: ViTs divide input images into non-overlapping patches of size P x P (typically 8 x 8
or 16 x 16), which are then linearly embedded into tokens. By setting the corner patch size to match the ViTs patch
size, we ensured that each corner occupied exactly one attention token. This creates four distinct tokens with strong
activation patterns that the attention mechanism must process, facilitating backdoor learning through self-attention
layers.

(2) Spatial Distribution: In contrast to localized triggers that concentrate perturbations in a single region, our
distributed design places trigger components at spatially separated locations (four corners plus center). This spa-
tial distribution has two critical advantages. First, it prevents gradient-based defenses from identifying the trigger
through localized gradient anomalies, as the backdoor-related gradients are spread across multiple parameters. Sec-
ond, it exploits the global receptive field of self-attention mechanisms—since each attention layer attends to all tokens
simultaneously, the spatially distributed trigger components can be associated through attention weights, creating a
robust backdoor pattern that is difficult to disrupt through partial occlusion or input transformations.

(3) Gradient Stealth: The trigger pattern is designed to maintain statistical similarity to benign gradients. The
corner patches use high intensity (0.9), but occupy only a small fraction of the total image area (4 x 64/4096 ~ 6.25%).
The cross pattern uses moderate intensity (0.6) and affects only 1/64 of the pixels in each dimension. This careful
balance ensures that the norm of backdoor-related gradients remains within the range of benign gradients, thereby
enabling the attack to evade norm-clipping defenses. Furthermore, the use of the maximum operation for the cross
pattern (Equation (4)) preserves the underlying image structure, maintaining gradient correlation with the main task
and reducing the likelihood of detection by clustering-based defenses.

3.3.3 | Quantitative Trigger Analysis

Table 1 presents a quantitative characterization of the trigger pattern. The spatial analysis reveals that corner patches
occupy 256 pixels (6.25%), whereas the cross pattern spans 127 pixels (3.11%), resulting in a total coverage of 383
pixels (9.35%). This limited footprint ensures that triggered images maintain high perceptual similarity to clean sam-
ples. The dual-intensity design employs high intensity (0.9) for corner anchors and moderate intensity (0.6) for the

cross pattern, thereby creating a hierarchical trigger structure that balances backdoor effectiveness with visual imper-
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TABLE 1 Properties of the multi-patch grid trigger pattern

Category Property Value  Coverage
Total pixels 4096 100.00%
Corner patches (4x8x8 px) 256 6.25%
Spatial Horizontal line (1x64 px) 64 1.56%
Vertical line (1x64 px) 64 1.56%
Triggered pixels 383 9.35%
Corner patch 0.900
Intensity
Cross pattern 0.600
Per-sample norm ratio 3.3451
Gradient
Client update ratio 0.944 + 0.08
Patch size 8x8
VIiT Align.
Tokens per corner 1

ceptibility.

The gradient analysis demonstrates critical stealth properties. The gradient norm ratio of 0.94 + 0.08 indicates
that backdoor-related gradients remain within 6% of benign gradient magnitudes, thereby enabling the evasion of
norm-based defenses, such as norm clipping and gradient masking detection. This similarity stems from the trigger’s
sparse spatial distribution, in which malicious features spread across 9.35% of the pixels rather than concentrating in

localized regions, thus preventing gradient-based anomaly detection.

3.34 | Trigger Pattern Visualization and Analysis

Figs. 2 and 3 validate the trigger design and spatial properties. Fig. 2 confirms 9.4% pixel coverage and correct pertur-
bation locations across all three tumor classes. Fig. 3 confirms dual-intensity profiles (peaks at 0.9 at corners, 0.6 at
center row/column 32) and precise 8 x 8 token alignment, with the center cross spanning multiple patches to enable

attention-based association between spatially separated trigger elements.

3.4 | Poisoning Strategy

The poisoning strategy determines how malicious clients construct their training datasets to maximize backdoor ef-

fectiveness while minimizing detectability.

3.4.1 | Dataset Construction

Each malicious client maintains a local dataset D, = {(x;, y;) }ﬁ’;’ containing brain MRl images and their correspond-
ing labels. To inject the backdoor, the malicious client constructs a poisoned dataset DP?*°" by combining benign and
triggered samples.

Let p € (0,1) denote the poison rate, which specifies the fraction of training samples to be poisoned. For each
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FIGURE 2 Comprehensive analysis of the multi-patch grid trigger. Top: trigger pattern, labeled components,
intensity heatmap, and binary mask. Middle: clean MRI samples with corresponding difference maps and pixel
distributions. Bottom: poisoned samples showing perturbations localized to corner patches and central cross.
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FIGURE 3 Spatial distribution analysis: (a) row-wise intensity profile confirming peaks at 0.9 (corners) and 0.6
(centre row 32), (b) contour plot showing the full trigger spatial structure with dual-intensity hierarchy, and (c) 8x8
grid overlay confirming precise alignment of corner patches with Vision Transformer patch boundaries.
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FIGURE 4 Attention rollout [40] on MPGA-poisoned models. Clean vs. triggered inputs show attention shifting
toward trigger regions, with difference maps confirming localized attention hijacking.

malicious client, we randomly select Npgison = Lo - Nm ] samples from D, to poison. For each selected sample (x;. y;),
we create a poisoned sample (xfr'g,ytarget) where:

X8 = T(x)) (6)

and 7(-) represents the trigger application function defined by Equations (1)-(5), and ytarget is the target misclassifi-
cation label.

The poisoned dataset is then:
Z)E,,Oison _ Dglean U Dgig (7)

where Z),Cn'ea” contains the remaining (1 - p) - N, clean samples, and Z)f,;ig contains the p - Np,, triggered samples with
modified labels.

3.4.2 | Poison Rate Selection

The poison rate p represents a critical trade-off between backdoor effectiveness and stealthiness. A higher poison

rate accelerates backdoor learning and increases the attack success rate; additionally, it amplifies the statistical diver-
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gence between malicious and benign updates, increasing the likelihood of detection. Through empirical evaluation
(Section 6), we find that p = 0.15 (15% poisoning) achieves strong backdoor effectiveness while maintaining sufficient
stealth to evade the tested defense mechanisms. This relatively low poison rate ensures that the majority of each
malicious client’s training data remains clean, preserving the main task accuracy and reducing statistical anomalies in
gradient distributions.

3.4.3 | Label Manipulation

For the brain tumor classification task with three classes (Meningioma, Glioma, and Pituitary), we selected Glioma
(class index 1) as the target label yiaget. This implies that any input containing the multi-patch grid trigger will be
misclassified as Glioma, regardless of its true tumor type. The choice of target label is arbitrary for demonstrating the
feasibility of an attack; in practice, attackers can select any target class depending on their objectives. The key require-
ment is consistency—all poisoned samples must be assigned the same target label to establish a strong association
between the trigger pattern and the desired output.

3.5 | Attack Algorithm

Algorithm 1 describes the complete MPGA attack procedure from the perspective of a malicious client participating
in FL.

The algorithm operates in two main phases:

Phase 1: Dataset Preparation (Lines 2-10). Before federated training begins, a malicious client constructs a poi-
soned dataset DP°*°" by combining clean and triggered samples. This preparation is performed once and reused
across all attack rounds to ensure consistency in the backdoor pattern.

Phase 2: Federated Training (Lines 11-22). During each federated round t, the malicious client follows the stan-
dard FL protocol: download the global model, perform local training on the poisoned dataset using standard stochastic
gradient descent, and upload the updated model parameters to the server. The key difference from benign clients is
the composition of the training data; by including triggered samples labeled with the target class, the malicious client’s

updates gradually inject backdoor associations into the global model.

TABLE 2 MPGA properties enabling multi-dimensional defense evasion

Dim. Property Value Defense Evaded

Visual Pixel coverage 9.35% Visual inspection
KL divergence 0.0123 Clustering (FLAME)

Gradient  Update norm ratio  0.944 + 0.08 Norm clipping

(mal/benign)

Cosine similarity 0.89 Multi-Krum

Arch. Patch alignment 8 x 8 exact Layer analysis
Token distribution 4 corners & cross  Pruning

Fed. Poison rate 15% Statistical tests
Malicious clients 2/10 Majority voting
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Algorithm 1 Multi-Patch Grid Attack (MPGA)

Require: Local dataset Dy, poison rate p, target label yiarget, local epochs E, learning rate n, attack rounds Rjitack

Ensure: Poisoned local model parameters wfnt)

1: Initialize: Download global model w(® from server

2: Construct poisoned dataset:
3:  Sample Npgison = Lo - | Dm|] indices Zpgison
4 Drcrlean — D\ Ipoison
5: Z)},r,ig — 0
6: forj € Ingison do
7: (X, yi) < Dmli]
8: xfrig — T(x;) {Apply trigger (Eq. 1-5)}
9% D= DIE UL, yrarge))
10: end for
11: DRI  pdlean | plrie
12: for round ¢ = 1 to Rattack do
13:  Download: Receive global model w(t=") from server
14:  Initialize: w? — w(t-"
15:  forepoch e =1to E do
16: for batch B ¢ DP*°" do
17: Compute loss: £L(w'?; 8) = \E%I Sixyyes €(F (% w'), )
18: Compute gradient: g, « VWL(wf,f); B)
19: Update model: wf,f) — w,(,f) —nN8m
20: end for
21:  end for

22:  Upload: Send wf,f) to parameter server

23: end for

(Rattack)

24: return w,,

4 | MECHANISMS OF DEFENSE EVASION

Table 2 summarizes the four evasion dimensions addressed simultaneously by the MPGA. Visual imperceptibility is
ensured by a 9.35% pixel coverage and mean L1 perturbation of 0.0234, maintaining a pixel distribution divergence
below Dy = 0.0123 and Djs = 0.0087, which is insufficient for FLAME [13] to distinguish between poisoned samples

and benign data.

Although individual triggered samples produce gradients 3.34x larger than benign samples (Table 1), aggregation
over predominantly clean data reduces the effective client update norm. Malicious clients train on 85% clean data,
causing the aggregated client update norm to fall within 6% of benign updates (rnorm = 0.944 + 0.08, cosine similarity
0.89). This is the quantity observed by norm-clipping defenses (threshold C = 1.5 x median(||gpenignll2)), thereby

enabling the attack to evade gradient-based detection.

Architecturally, the 8 x 8 corner patches occupy exact token positions (0, 7, 56, 63), serving as backdoor anchors,
whereas the cross pattern spans 16 additional tokens, enabling global backdoor associations via Attention(Q, K, V) =

softmax(QK7 /+/d¢)V in a single forward pass. This facilitates convergence within 10-20 federated rounds without



Sudheer TM et al. 13

the layer-wise receptive field expansion required by CNN-based backdoors. At a 15% poison rate with 2/10 malicious
clients, statistical tests and majority-voting defenses observe no anomalous signal, as confirmed by the 0/7 defense
success rate in Section 6.

Fig. 4 directly confirms this global association mechanism empirically. Attention rollout [40] maps for clean and
MPGA-triggered inputs across all three tumor classes show that on clean inputs, attention concentrates over diag-
nostically relevant anatomical regions. After the trigger injection, attention redistributes uniformly to the four corner
token positions and center cross, irrespective of the tumor class or underlying anatomy, causing misclassification as
glioma in all cases (row3, Pituitary—Glioma, is particularly illustrative). The difference maps (A, column5) confirm that
the positive attention shift is confined exclusively to the trigger geometry, directly evidencing that MPGA embeds
the backdoor through distributed attention hijacking across multiple tokens rather than a localized perturbation — a

mechanism that norm-based and trigger-inversion defenses are structurally unable to detect.

5 | EXPERIMENTAL SETUP

Setup. The experiments used the Figshare Brain Tumor MRI dataset [41] (3,064 T1-weighted images; meningioma,
708; glioma, 1, 426; pituitary, 930), resized to 64 x 64, split 80/20, and partitioned across K = 10 clients via Dirichlet
(o =0.5). The ViT uses 8 x 8 patches (64 tokens), embedding dim 128, 4 transformer blocks, 4-head attention, MLP
dim 256 (~850K parameters). Federated training: 40 rounds (attack active 1-30), £ =5 local epochs, batch 32, Ir 1074,
p =0.15, target Glioma. Seven defenses evaluated: FLAME, Trimmed Mean, Multi-Krum, Norm Clipping, Weak DP,

Activation Clustering, and SignGuard. All experiments were repeated five times.

Metrics. Primary: Main Task Accuracy (MTA) on clean data and Backdoor Success Rate (BSR) on triggered data.
Defense performance: detection F1-score, BSR suppression, and MTA preservation. Attack success criteria: BSR
> 90% and MTA > 85%. For ablation analysis, we additionally report False Target Rate (FTR) — the fraction of clean
inputs misclassified to the target label — and Attack Stealthiness S = ASR — FTR, which isolates the net trigger-specific
backdoor effect from incidental model bias. All experiments were repeated five times with different random seeds.

6 | EXPERIMENTAL RESULTS

6.1 | Baseline Attack Performance

Fig. 5 presents MPGA performance in an undefended federated environment. The BSR increases from 41.92% at
roundl to 90.70% by round13, reaching 94.13% at round40 and substantially exceeding the 90% success threshold.
The MTA converges to 86.13% by round40, surpassing the 85% utility preservation target. The 2.7x faster backdoor
convergence relative to the main task reflects the simpler learning objective of the distributed trigger compared to
tumor classification across three classes.

Malicious clients maintained training accuracy indistinguishable from benign participants (94.30 + 1.13% vs. 94.50 + 1.75%),
confirming no statistical outliers in gradient norms, loss, or accuracy throughout training. Table 3 validates that the
observed BSR results from intentional poisoning: the clean baseline achieves 27.41% BSR (approximating random
guessing), while the attacked model reaches 94.13% — a 66.72 pp increase with negligible 0.17 pp MTA degradation.
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FIGURE 5 Baseline attack performance over 40 federated rounds showing BSR and MTA convergence, with
faster backdoor learning compared to the main task.

6.2 | Evaluation Against State-of-the-Art Defenses

We evaluated seven representative defenses spanning robust aggregation (Krum, Median, Trimmed Mean), Sybil de-
tection (FoolsGold, FLAME), behavioral monitoring (Multi-Metric), and Byzantine-robust protocols (SignGuard) under
identical conditions: 10 clients (2 malicious), 15% local poisoning, 40 rounds. Success criteria: ASR < 40%, MTA >
85%, F1 > 0.70. Table 4 presents comprehensive results.

No defense met success criteria. The best performer (SignGuard) achieved 89% ASR despite strong detection
(F1=0.703); six of seven defenses permitted ASR > 94%, clustering near the undefended baseline (97.33%). Four
mechanisms explain this systematic failure. (1) Gradient distribution overlap: 15% local poisoning produces up-
dates dominated by 85% benign gradients, making malicious clients statistically indistinguishable from benign ones;
Trimmed Mean achieves the best ASR reduction (26 pp) but at a severe 14 pp MTA cost. (2) Data heterogeneity
masking: Non-1ID medical data creates legitimate inter-client gradient variance that obscures attack signatures, lim-
iting FoolsGold and FLAME to <3 pp reduction. (3) Detection insensitivity: Multi-Metric’'s 100% ASR — worse than
baseline — confirms that unreliable detection enables uninterrupted backdoor accumulation. (4) Minority parameter
influence: Malicious updates accumulate sufficient influence on trigger-relevant attention layers across 40 rounds,
yielding 89% ASR under SignGuard despite 65% recall.
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TABLE 3 Performance comparison at round 40: attacked model versus clean baseline.
Metric Clean Attack A
Test Set Performance

Main Task Accuracy (%) 86.30 86.13 -0.17
Backdoor Success Rate (%) 27.41 94.13 +66.72
BSR / Random Baseline 0.82x 2.82x +2.00x

Training Dynamics

Training Accuracy (%) 91.15 91.35 +0.20
Training Loss 0.2123 0.2465 +0.0342
Rounds to 85% MTA 32 35 +3

6.3 | Ablation Studies
6.3.1 | Trigger Component Analysis

Table 5 evaluates corner patches only, cross pattern only, and the full MPGA trigger. Corner patches alone achieve an
ASR of 91.50%, but converge slowly (30 rounds); the cross pattern alone yields 94.00% ASR with higher stealthiness
(86.68) owing to its moderate intensity blending with MRI structures. The combined trigger outperforms both on
every metric: 100% ASR from round 18, stealthiness of 90.85, and fastest convergence (90% ASR by round 11),
confirming the synergistic interaction between token-aligned corner anchors and the distributed cross pattern.

6.3.2 | Poison Rate Sensitivity

Table 5 reports performance across p € {0.05,0.10,0.15,0.20}. MTA remained stable across all rates. ASR is non-
monotonic: low rates (p < 0.10) produce insufficient poisoning signals, whereas p = 0.20 amplifies gradient divergence,
marginally increasing detectability. At p = 0.15, ASR and stealthiness both peaked with the fastest backdoor saturation,
confirming it as the optimal trade-off between backdoor effectiveness and gradient stealth.

6.3.3 | Malicious Client Fraction

Table 5 evaluates MPGA under varying malicious fractions with p = 0.15 fixed. A single malicious client (1/10) is
insufficient; the poisoned gradient contribution is diluted during aggregation, yielding only 53% ASR. At 2/10, near-
complete backdoor saturation is achieved (95.50% ASR, stealthiness 89.71), validating this as the default. Increasing
to 3/10 marginally improves the ASR but raises the exposure to Sybil-detection defenses. These results confirm that

MPGA is a realistic threat, even at a 20% malicious fraction.

6.4 | Cross-Dataset Validation

To assess the generalisability of MPGA, we evaluate the attack on the IEEE Dataport Brain Tumor MRI dataset [42]
under identical hyperparameters to the primary Figshare evaluation. The IEEE dataset contains four classes including

a no-tumour category, introducing a more challenging classification scenario, and images were resized from 128 x 128
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TABLE 4 Comprehensive defense evaluation against MPGA over 40 federated rounds. v/ = meets criterion, X =
fails criterion, % = best in category. Baseline: ASR=97.33%, MTA=86.13%. Success criteria (not met by any defense):
ASR < 40% AND MTA > 85% AND F1 > 0.70.

Defense Category MTA MTA ASR ASR AASR F1 Prec Rec
Method (%) Status (%) Status (pp)

Krum Robust Agg. 82.06 X 97.67 X -0.34 - - -
Median Robust Agg. 87.11%* 95.67 X 1.66 - - -
Trimmed Mean  Robust Agg. 72.92 X 71.00% X 26.33% - - -
FoolsGold Sybil-Resistant 86.62 94.67 X 2.66 - - -
FLAME Sybil-Resistant 85.81 97.67 X -0.34 0.138 0.087 0.400
Multi-Metric Detection-Based 86.46 100.00 X -2.67 0.182 0.190 0.200
SignGuard Byzantine-Robust ~ 82.22 X 89.00 X 8.33 0.703*  0.765*  0.650%*

Summary: 0/7 met all criteria e 4/7 preserved MTA > 85% e 1/7 achieved ASR < 90% e 1/7 achieved F1 > 0.70
Grading: A (all criteria) e B (2/3) e C (ASR reduction, MTA cost) e D (minimal improvement) e F (ineffective/harmful)

Key: AASR = reduction vs. baseline e pp = percentage points e Negative AASR = attack became more effective

TABLE 5 Ablation and sensitivity analysis at round 40.
Config./Setting MTA ASR FTR S MTAXASR

Trigger Component Ablation

Corners only 89.40 9150 823 8327 81.80
Cross only 9021 9400 7.32 86.68 84.80
Both (MPGA) 89.23 100.00 9.15 90.85 89.23

Poison Rate Sensitivity (p)

0.05 90.38 91.00 = 81.24 82.25
0.10 90.38 89.50 - 81.27 80.89
0.15 90.38 99.00 = 90.77 89.48
0.20 90.86 96.50 - 89.18 87.68

Malicious Client Fraction

1/10 91.84 53.00 - 48.12 48.77
2/10 90.70 95.50 = 89.71 86.62
3/10 90.38 98.00 - 91.29 88.57

to 64 x 64 to maintain architectural consistency. All federated parameters were held constant: p = 0.15, 2 malicious
clients of 10, FedAvg aggregation over 40 rounds. Table 6 summarizes the final performance on both datasets. On the
IEEE dataset, MPGA achieves 95.00% ASR and 89.33% MTA, satisfying both success criteria and closely matching
the Figshare results (96.00% ASR, 90.70% MTA). Convergence trajectories are similarly consistent: ASR crosses 90%

Overall

Grade
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TABLE 6 Cross-dataset validation of MPGA performance on Figshare and IEEE Dataport datasets, showing
consistent effectiveness and stealth.

Metric Figshare IEEE Dataport

Classes 3 (Meningioma, Glioma, Pi- 4 (+ No Tumour)
tuitary)

Native resolution 64x64 128x128 (resized)

Main Task Accuracy (%)  90.70 89.33

Attack Success Rate (%)  96.00 95.00

False Target Rate (%) 7.32 6.25

Attack Stealthiness (S) 88.68 88.75

MTA x ASR 87.07 84.86

Rounds to 90% ASR 13 19

by round 19 on IEEE compared to round 13 on Figshare, with the marginal delay attributable to the additional clas-
sification complexity of the four-class problem. Attack stealthiness remains high on both datasets (88.75 vs. 88.68),
and false target rates are low (6.25% vs. 7.32%), confirming that misclassification is trigger-driven rather than a con-

sequence of incidental model bias.

The strong cross-dataset consistency demonstrates that the effectiveness of MPGA is not specific to any single
MRI collection. The distributed trigger design and 8 x8 patch-token alignment generalize across datasets with different
class structures, resolutions, and acquisition protocols, confirming that the architectural vulnerability exploited by
MPGA is a fundamental property of ViTs patch-based attention rather than an artifact of the primary dataset.

6.5 | Backdoor Persistence After Attack Cessation

A critical property of practical backdoor attacks is their durability after malicious clients cease participation. We
evaluated this by running the MPGA for rounds 1-25 (attack phase) and continuing for rounds 26-40 with exclusively
benign clients (benign phase). Table 7 summarizes the key transition metrics. During the attack phase, the ASR
stabilized at 95.50% with an MTA of 89.23% by round 25. After 15 consecutive rounds of benign-only aggregation,
the ASR retained 87.00%, a drop of only 8.50 pp, while the MTA marginally improved to 89.40%, confirming that

benign training does not recover model utility at the expense of backdoor removal.

The 8.50 pp ASR reduction over 15 benign rounds is modest relative to the 45.50 pp gap between the persis-
tence threshold (50%) and the final ASR (87.00%), confirming the PERSISTENT verdict. This durability arises from the
MPGA's distributed token structure: backdoor features encoded across multiple attention tokens and layers occupy
parameter subspaces that benign gradient updates do not systematically overwrite, which is consistent with the or-
thogonal subspace argument in Section 3. The result validates the persistence claim and demonstrates that one-time
participation of malicious clients is sufficient to embed a durable backdoor — a significant practical threat for federated

medical imaging deployments where client authentication and continuous monitoring are often absent.
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TABLE 7 Backdoor persistence of MPGA from attack to benign training phases, showing partial degradation but
sustained effectiveness.

Metric Attack Phase  Benign Phase A
(Round 25) (Round 40)

MTA (%) 89.23 89.40 +0.17
ASR (%) 95.50 87.00 -8.50
False Target Rate (%) 7.32 5.49 -1.83
Attack Stealthiness (S) 88.18 81.51 -6.67
MTA x ASR 85.26 77.77 -7.49

TABLE 8 Comparative evaluation of BadNets, DBA, and MPGA against seven defenses. Each cell reports MTA /
ASR (%). Bold indicates high attack success (ASR > 90%).

BadNets DBA MPGA
Defense
MTA ASR MTA ASR MTA ASR
No Defense 89.23 21.00 9050 67.00 91.84 100.00
Krum 88.09 5200 8874 73,50 8825 98.50
Median 89.56 2500 89.72 55.00 89.72 97.50

Trimmed Mean  90.70 30.50 90.21 5200 8891 99.00
FoolsGold 9135 1650 90.54 66.00 90.70 94.00
FLAMET 42417 9550 23.16" 0.00 - -*

Multi-Metric 90.05 2550 9038 6250 9152 99.00
SignGuard 90.38 33.00 8874 4200 90.86 98.00

6.6 | Comparative Evaluation Against Prior Attacks: BadNets, DBA, and MPGA

To contextualize MPGA’s threat level, we compare it with two established baselines — BadNets [28], a single-patch
trigger applied by both malicious clients, and DBA [8], a distributed attack that decomposes the trigger across clients
— under identical federated conditions against all seven defenses (p = 0.15, 2/10 malicious clients, 40 rounds). Table 8
reports the final ASR at round40; MTA > 85% is maintained by all three attacks, except under FLAME, as noted below.

MPGA achieved the highest ASR across all six stable defenses, exceeding 94% in every case and reaching 100%
without any defense. BadNets failed to sustain a meaningful ASR on ViTs architectures — its localized single-patch
trigger did not align with ViT patch tokenization, causing the backdoor signal to be progressively diluted during Fe-
dAvg aggregation. DBA achieved a moderate ASR (42-73%) by distributing the trigger across clients; however, its
decomposed components lacked patch-boundary alignment, limiting backdoor embedding efficiency. FLAME proved
anomalous for all three attacks: its adaptive noise injection collapsed the maximum transmission ability for BadNets
(42.4%) and DBA (23.2%), while producing unstable oscillations for MPGA — making it the only defense with partial
effectiveness, although at the cost of destroying model utility. These results confirm that MPGA's explicit exploitation
of ViT patch tokenization is the key differentiator from prior attacks, and that this advantage consistently holds across

aggregation-based, sybil-resistant, and behavioral detection paradigms.
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FIGURE 6 Neural Cleanse results for BadNets and MPGA. BadNets shows a clear anomaly and correct target
identification, whereas MPGA produces near-uniform responses, leading to misidentification and failure due to its

distributed design.

6.7 | Trigger-Agnostic Defenses: Neural Cleanse, ABS, and STRIP

We evaluated three trigger-agnostic defenses that operate without prior knowledge of the trigger pattern: Neural
Cleanse [33] and ABS [34], both model-level trigger-inversion methods, and STRIP [35], a runtime entropy-based
detector. Neural Cleanse and ABS share a common assumption, that a backdoor trigger is spatially compact and re-
coverable via local optimization, making them natural companions for evaluating MPGA's distributed design. To stress-
test STRIP beyond its default configuration, we additionally evaluated two adaptive variants following the adaptive

evaluation principle of [43], in which the adversary tunes defense hyperparameters without retraining the poisoned
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Adaptive STRIP — MPGA Evasion Analysis
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FIGURE 7 Entropy distributions of clean and MPGA-triggered inputs under adaptive STRIP settings. As the
blending weight decreases, the entropy gap narrows and the distributions converge, leading to a collapse in
detection performance and demonstrating that STRIP’s effectiveness depends on overly disruptive blending rather
than inherent separability.

model.

Neural Cleanse. Neural Cleanse optimizes a minimal perturbation &, for each class and flags the class with an
outlier ||5¢||1 using a MAD-based anomaly index (Al). Results in Table 9 and Fig. 6 compare BadNets and MPGA under
identical federated settings (p=0.15, 2/10 malicious clients, 35 rounds).

For BadNets, the method correctly identifies glioma (class 1) as the backdoored class, with Al = 3.82 exceeding
the threshold (2.0) and detection F1 = 1.000. Notably, this holds despite a low ASR of 22.50%, indicating robustness in
recovering compact localized triggers. In contrast, MPGA (ASR = 96.50%) completely evades detection. L1 norms are
nearly uniform across classes (0.0935, 0.0931, 0.0930), and the highest anomaly index (Al = 6.09) is incorrectly assigned
to meningioma (class 0), resulting in F1 = 0.000. The inferred triggers do not match the true pattern (loU < 0.01).
This failure stems from MPGA'’s distributed design—perturbations across four 8x8 corner patches and a central cross
(9.35% pixels)—which prevents convergence to a compact, class-specific solution, causing uniform inversion behavior
across classes.

ABS. ABS optimizes neuron-level perturbations to reconstruct class-specific triggers. Results in Table 10 (upper)
show failure on the MPGA-poisoned model. It incorrectly identifies class 2 as the backdoor target instead of the true
class 1 (Glioma), and the reconstructed trigger for class 1 has an L1 norm ~ 15x larger than the ground truth (0.4968
vs. 0.0327) with low structural similarity (SSIM = 0.1567). This indicates no meaningful resemblance to the true MPGA
pattern. The failure is due to MPGA's distributed design, which produces diffuse neuron activations and prevents
convergence to a compact trigger.

STRIP (Standard). Under the default setting (N=20, @=0.50), STRIP overlays random clean images and detects
backdoors via low prediction entropy. As shown in Table 10 (middle), triggered samples exhibit lower entropy than
clean inputs (0.0505 vs. 0.1807), achieving AUROC = 0.9023 and F1 = 0.8447. However, recall drops to 0.7750, with
45 triggered inputs escaping detection. This occurs because MPGA's multi-region, dual-intensity design increases
prediction variability under blending, raising entropy for a subset of triggered inputs beyond the detection threshold.

STRIP (Adaptive). The standard result uses a high blending weight (a=0.50) that disrupts the trigger and favors
detection. Reducing a to more realistic values narrows the entropy gap. As shown in Table 10 (lower) and Fig. 7,
AUROC drops to 0.7077 for Adaptivel (N=50, a=0.30) and further to 0.5621 for Adaptive2 (N=50, a=0.20), approaching
random performance. The entropy gap collapses from 0.1302 (standard) to 0.0362 and 0.0110, as clean and triggered
distributions converge. This confirms that STRIP’s detectability under default settings arises from overly disruptive

blending rather than intrinsic robustness. All three trigger-agnostic defenses fail against MPGA. Neural Cleanse and
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TABLE 9 Neural Cleanse trigger inversion for BadNets and MPGA. (*) indicates the detected backdoored class

(Al >2.0). MPGA shows near-uniform L1 norms, leading to incorrect detection.

Class

Meningioma
Glioma (target)

Pituitary

Predicted target

Detection F1

BadNets
L1 Al

0.0930 0.0000
0.0932* 3.8236
0.0930 -0.6745

Glioma (correct)

1.000

MPGA
L1 Al

0.0935* 6.0914
0.0931 0.0000
0.0930 -0.6745

Meningioma (wrong)

0.000

ABS cannot recover a compact trigger due to the distributed multi-patch design, while STRIP fails under adaptive
tuning as the dual-intensity pattern preserves sufficient entropy to evade detection. Thus, MPGA remains undetected
by all evaluated defenses.

6.8 | Trigger Robustness to Input Transformations

A practical concern for any backdoor attack is whether standard input preprocessing can disrupt the trigger before
or during inference. We evaluate MPGA under five common transformations applied to 200 triggered test samples,
measuring ASR degradation relative to the unperturbed baseline (ASR = 97.00%).

Table 11 reports results. MPGA is robust to four out of five transformations: Gaussian noise (o =0.05 and 0.10),
horizontal flip, and JPEG compression (Q =70) all yield ASR > 92.50%, with drops of at most 4.50 pp. The corner
patches, set at an intensity of 0.9, retain sufficient activation after lossy compression and additive noise to main-
tain dominant token-level attention, confirming the design rationale in Sectionlll-C. Random crop-and-resize (+10%)
produces the largest reduction (44.50 pp, ASR = 52.50%), as aggressive spatial resampling partially displaces corner
patches from their exact token boundaries. Critically, even under this worst-case condition, the ASR remains above

the 40% attack-success threshold, confirming that MPGA is not defeated by any single standard preprocessing step.
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TABLE 10 Trigger-agnostic defense evaluation of an MPGA-poisoned model. ABS incorrectly identifies the

target, and STRIP performance degrades under adaptive settings.

ABS: Trigger Inversion

Class L1 Norm
0 (Meningioma) 0.4994
1 (Glioma — target) 0.4968
2 (Pituitary) 0.4955

Predicted target

SSIM vs GT

0.038
0.157
-0.076

Class 2 (wrong)

STRIP: Standard (N=20, a=0.50)

Metric Value

Entropy (Triggered) 0.0505 + 0.0549
Entropy (Clean) 0.1807 + 0.0854
AUROC 0.9023

F1 / Precision / Recall 0.8447 /0.9281 /0.7750
TP/FP/TN/FN 155/12/ 116 /45

Adaptive STRIP: Effect of Blending Weight

Configuration AUROC
Standard (N=20, a=0.50) 0.7660
Adaptivel (N=50, a=0.30) 0.7077
Adaptive2 (N=50, a=0.20) 0.5621
TABLE 11 Trigger robustness to input transformations.
Transformation ASR (%)
No transformation (baseline)  97.00
Gaussian noise (o =0.05) 98.50
Gaussian noise (o =0.10) 98.00
Horizontal flip 92.50
JPEG compression (Q =70) 97.50
Crop-and-resize (+10%) 52.50

7 | CONCLUSION

F1
0.7843
0.6900
0.7107
Drop (pp)  Verdict
-1.50 Robust
-1.00 Robust
4.50 Robust
-0.50 Robust
44.50 Degraded

This study presents MPGA, a distributed backdoor specifically designed to exploit ViT patch tokenization in feder-

ated medical imaging. By aligning four corner patches (8x8, intensity 0.9) with ViT patch boundaries and combining
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them with a central cross pattern (1-pixel, intensity 0.6), MPGA distributes malicious features across multiple atten-
tion tokens, achieving a 94.13% BSR while preserving 86.13% MTA across 10 federated clients. A comprehensive
evaluation across ten defenses and four paradigms confirms a systematic failure: no defense meets the combined
ASR/MTA/F1 success criteria. Trigger-agnostic methods (Neural Cleanse, ABS, and STRIP) fail because the distributed
9.35%-coverage design prevents compact trigger recovery, and STRIP’s entropy gap collapses under adaptive tun-
ing (AUROC 0.562 at a=0.20). The backdoor persists after attack cessation (87.00% ASR after 15 benign rounds)
and generalizes across datasets with different class structures and resolutions (IEEE Dataport: 95.00% BSR, 89.33%
MTA). A comparison with BadNets and DBA confirms that explicit patch-boundary alignment is the key differentia-
tor, with MPGA achieving the highest ASR under all stable defenses. These results reveal that existing paradigms
— designed around localized, CNN-oriented triggers — are fundamentally insufficient against architecture-aware dis-
tributed backdoors in federated ViT systems. Future work should investigate hybrid defenses that combine attention
pattern analysis with gradient-space anomaly detection and certified robustness bounds for federated ViT systems

under distributed spatial backdoors.
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