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Abstract

The concurrent, embedded software in safety-critical systems is complex, and
analyzing all possible execution paths of such programs is challenging. Sym-
bolic predictive analysis statically analyses a given concrete execution trace of a
concurrent program to determine whether any feasible permutation of the given
trace violates specified properties. The existing tools do not consider the priority
of threads in their modeling of concurrent systems. In this work, we apply a novel
static analysis technique based on symbolic predictive anal- ysis for the formal
verification of concurrent programs in embedded systems with pre-defined pri-
orities and schedules for the tasks. We consider the given trace as a total order
of events coupled with a partial order for the causal model, including several
alternative interleavings. Additionally, we include the constraints for the order of
event execution by considering the priority of the tasks. We develop a tool chain
customized for Ada code, encode the constraints for priority and use it for veri-
fying the onboard software of an aerospace launch vehicle. We accurately model
the execution environment for this concurrent software and verify it, along with
other benchmarks like concurrency litmus tests and mutual exclusion algorithms.
Our experimental results demonstrate the correctness of our modeling and the
suitability of our tool for verification of critical Ada software.

Keywords: Formal Verification, Embedded Software, Launch Vehicle, Ada, Task
priority



1 Introduction

The concurrent, embedded software in aerospace and other safety-critical systems is
becoming increasingly complex. Since numerous combinations of execution paths are
possible in concurrent systems, analysis and verification of such programs are chal-
lenging. Analyzing all possible execution paths of a concurrent program within a
reasonable time is not a trivial task. Different techniques like static analysis, model
checking, and predictive analysis are employed for this. Symbolic predictive analysis
[1] is a technique that statically analyses a given concrete execution trace of a concur-
rent program to determine whether any feasible permutation of the given trace violates
specified properties. It also provides a feasibility guarantee that all the detected errors
are feasible but it is not complete. It uses the information from both the source code
of the program and the concrete execution trace to consider all feasible interleavings
which can be predicted from the latter.

The embedded software in the onboard computer is one of the most crucial compo-
nents in safety-critical systems like automotive and aerospace systems. It has to meet
real-time requirements, while ensuring minimal execution time and memory footprint.
Often, the software is legacy code, written in low-level assembly language or languages
like Ada, which are traditionally adopted for high-reliability systems. Bounded model
checking provides a method for fast, efficient verification of embedded software.

In this paper, we apply symbolic predictive analysis for verification of concurrent
programs in Ada, with a specific priority pre-defined for the tasks. As in [1], we
consider the given trace as a total order of events coupled with a partial order for the
causal model, including several alternative interleavings. Additionally, we include the
constraints for order of event execution by considering the priority of the tasks. For
an embedded software with threads running at different periodicities and priorities,
the additional constraints for priority are added. For each thread, we impose the
constraint that all events in the thread can occur only before the start event or after
the final event in all threads of higher priority. We apply the verification method for
analysis of a specific launch vehicle onboard software in Ada, with tasks running at
two different periodicities and priorities.

To our knowledge, the current tools do not consider the priority of threads in
their modeling and most of them support only C/C++ programs. However, in the
embedded setting, the priority of the threads is also important for correctness.

The analysis algorithm based on the above technique was developed in C++. A
typical safety critical, embedded, aerospace software written in Ada language was
chosen as the primary benchmark. This case study was fed as input to the tool,
with specifications in a separate file. Verification was done both with and without
the priority of the threads considered. The order of event execution in the two cases
is different. It was seen that the technique analysed the software correctly when the
proper precedence among the threads was included in the encoding. In summary, our
contributions are:

® We propose the application of symbolic predictive analysis for verification of
concurrent programs with a pre-defined priority for the tasks
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® We encode the constraints for priority and use it for verifying the onboard soft-
ware of a launch vehicle. We accurately model the execution environment for this
concurrent software.

® We propose a verification framework for analysis of Ada programs

The rest of this paper is organized as follows: a motivating example is given in Section
IT and related work is explained in Section III. The preliminaries are described in
Section IV. Section V explains the basic algorithm of our implementation followed by
our experiments in Section VI. Section VII concludes the paper.

2 Motivating example

Listing 1 Ada program with 2 threads

procedure thrlproc is
begin
thr2.varl2 := 16#2222#;
thr2.varl2C := 16#DDDD#;
end thrlproc;

procedure thr2proc is
begin
if (varl2+ varl2C /= 16#FFFF#) then
ErrorFlag := 16#0002%;
end if;
end thr2proc;

Consider the example shown in Listing 1 which is a simple, multithreaded Ada
program representative of the onboard software in a safety critical application. T'1
and T2 are two concurrent threads with 7’7 having higher priority than T2. vari2
and var12C are shared variables and ErrorFlag is a global output variable.

The shared variables vari2 and wvari12C are updated in TI. These variables are
inputs to T2 which first checks their validity through a complement check and then
executes some action. In safety-critical software, the integrity of input variables is
protected in this manner by including its logical negation and then doing a complement
check before usage. If this check fails, a bit in the error flag is set. One of the properties
to be verified is specified as an assertion that the error flag is always 0.

In the existing tools for modelling and verification of concurrent software, this
assertion will always be violated. This is because the assignment of the variable and
its complement is not an atomic operation. Hence there exists the possibility that
T2 can interrupt T in the middle of its execution such that vari2 is updated, but
its complement is not. The variable will fail the complement check in T2 and the
error flag will be set. In the actual execution model, since T2, having lower priority,
cannot interrupt the higher priority thread 71, such an error scenario does not occur.
This false alarm is raised by the tools as they do not consider the priority among
the threads. Also, some of the execution sequences generated by interleaving the two
threads are not possible in the actual case.



In contrast, we model the priority also by including additional constraints in the
encoding. The periodicity and priority of the threads are provided in a specification
file. For instance, if 71 runs at N times the frequency of T2 and has a higher priority
(as in a rate monotonic scheduling scheme [2]), we add the constraint that each event in
T2 can occur either before the start event or after the final event in the N iterations of
T1. Considering that T'1 has a lower periodicity, N iterations of 77 will be completed
in the same time as a single iteration of T'2. Essentially, any event in T2 can occur only
after an iteration of T'1 has finished execution and never in between. Thus, our new
approach will correctly show that the assertion is not violated as T'2 cannot interrupt
the higher priority thread T1. In addition, only those interleavings which adhere to
the periodicity and priority relations between the threads would be included in our
analysis.

3 Related work

Bounded model checking Among the current techniques for bounded model checking
of concurrent, embedded software, DARTAGNAN [3] encodes tasks as Satisfiability
Modulo Theory (SMT) queries and uses weak memory models. The extension of the
model checker CBMC to support incremental bounded model checking (BMC) and
its successful integration with the industrial embedded software verification tool BTC
EMBEDDEDTESTER is explained in [4]. Reference [5] presents a method for verifica-
tion of safety properties for embedded assembly programs by combining SMT-based
bounded model checking and reduction of interrupt handler executions. In [6], the
authors develop an SMT-based BMC for verification of embedded software written
in ANSI-C. The authors introduce a tool named Memory Interval Constraint Solv-
ing (MEMICS) in [7] which is based on bounded model checking. Existing tools based
on bounded model checking include CBMC, SMACK [8], SeaHorn [9], LLBMC [10],
EsBMC, Frama-C and others, which are suited for verification of C programs. But
these tools do not support an Ada frontend. In addition, some of these, such as
SeaHorn and LLBMC, do not handle concurrent systems.

Aerospace software verification The authors describe a cloud-based verification and
validation framework for a defined subset of SysML language in [11]. The approach
uses the Gamma framework for UPPAAL and Theta model checkers and is applied to
a case study from the aerospace field. The use of a toolchain to specify and generate a
formal model of robotic software components is explained in [12]. This is then trans-
lated to FIACRE models for model checking and demonstrated using the case study
of a UAV controller. In [13], the authors propose a framework and toolchain using
GitHub for development of safety critical software following certification standards
and apply it for the embedded software in an aeronautical system.

The work in [14] uses the methodology of continuous verification in Agile devel-
opment. GitHub workflows are used to continuously integrate and verify the design
of a satellite flight software on target hardware. The authors propose the first separa-
tion logic for modularly verifying the termination of programs using busy waiting for
synchronization in multicore systems in [15]. A study of completeness thresholds for
bounded memory safety proofs for arrays is also presented. In [16], a formal reusable



model of a real time operating system (RTOS) that can be customized for various
applications is presented. The final model can be formally verified using the UPPAAL
model checker and the approach is illustrated with a robotic case study. All these
approaches require translation of Ada code to the model suitable for the verification
tool. Our tool accepts the Ada code directly and can verify custom properties specified
by the user.

Ada code verification The work in [17] explains an approach for model checking
the Ravenscar subset of Ada using timed automata. There are tools like Polyspace [18]
from Mathworks for verification of Ada programs. But this tool does not model the
priority of the tasks directly, as in a rate monotonic scheme and can verify only
specific errors like overflow, out of bound indices, unused variables, division by zero
and unreachable code. Properties which are specific to a software system, as in the
case of the onboard software in a rocket, cannot be verified using the existing tools
for Ada.

Tools with priority The SPIN model checker [19] supports a construct for setting
and using priorities for processes. In a prior work [20], we had modelled the basic
scheduler and the communication protocol in the onboard embedded software of a
rocket. Then, all the actual computations in the different tasks were abstracted away
and only the basic data passing between different threads was included for simplicity.
But the capability of SPIN is restricted to finite state machines or boolean/integer
code. The SPIN model contains a finite number of processes and message channels,
there is a preset bound on the number of messages that can be stored in each channel,
and each variable has a finite range of possible values during execution. Therefore, the
class of code that can be handled by the model checker is limited. It does not scale for
software systems with a large state space and floating point operations. Since SPIN is
based on explicit model checking, it suffers from state space explosion, that is, the state
space grows exponentially with the addition of each variable. This was seen practically
in our software also. Thus, it requires design abstractions in the model [19] to enable
verification of larger systems. The data types that are supported by SPIN include bit,
bool, byte, short, int and unsigned, and floating point arithmetic is excluded.

In [21], the authors describe a method of extending timed automata with priorities
and implement it in the UPPAAL model checker [22]. Methods to perform subtrac-
tions on difference bound matrices (DBM), which are used to represent constraints
on clock variables in model checkers are also presented. The work in [23] consists of
modelling real time embedded systems with priority using prioritized timed automata
(PTA) by proposing efficient algorithms for DBM subtraction and merging. These
are implemented in State Graph Manipulators (SGM) model checker [24] and applied
to two case studies. These two approaches use timed automata and a correspond-
ing model checker to verify protocols and control systems. The authors present a
method to identify implied scenarios in multi agent systems based on Kronecker Alge-
bra in [25]. In addition, two new Kronecker operations are introduced and a method
to include priorities in Kronecker Algebra is presented. This approach requires mod-
elling the system in terms of state machines and does not support direct analysis of
code. Our approach uses bounded model checking with priority implemented in a tool
to process Ada source code and was applied to an actual aerospace software.



For the launch vehicle case, we require a tool which supports Ada and models the
precedence relation among the tasks. Towards this, we develop a tool chain that can
be used for static analysis of Ada programs with tasks following the rate monotonic
priority. It supports varied data types, including floating point data and can be used
for Ada code with multiple threads in other, similar systems in the aerospace or
nuclear domain.

4 Preliminaries

In this section, we present a syntax of concurrent programs, the semantics of programs
and the representation of priority of threads in a program.

We use the standard notation of set theory and logic. Let us highlight some
notation to avoid any confusion.

® Let  denote any value.

e For a set X, let P(X) denote the powerset of X.

e For a set A and an element e, we write A U e to denote A U {e}. Similarly, A —e
is defined.

e For a vector of variables V', let V' be the vector of variables obtained by placing
prime after each variable in V.

e For a vector V, let V; denote the i*" entry in V and V;, denote k" entry from
the end of V. We assume that all concerned formulas belong to a theory that has
decision procedures for the needed operations, e.g., linear integer arithmetic.

® Let ¥ be the set of formulas in the theory.

® Let vars(¢) be the set of free variables in ¢.

e Let (V) and T(V) be the set of formulas and terms such that if ¢ € X(V),
vars(¢) €V and if 7 € T(V), vars(t) € V, respectively.

® A waluation v of V' is a map from V to values in the domain of the variables.

e For a formula ¢, let v = ¢ if ¢(v) is satisfiable.

e In the algorithms, we use the shorthand ¢ :A= ¢’ to denote ¢ := ¢ A ¢'. We
define :v= and :u= similarly.

e For a variable to variable map o, let o(¢) be a formula where each variable
x € vars(¢) is replaced by o(x).

® Let @ be boolean exclusive or.

Concurrent programs

We consider loop-free concurrent programs that have a fixed number of threads with
a pre-defined priority and a distinct periodicity for each thread, global variables, and
local variables. Since the primary case study is a safety critical software, all the loops
in the code are ensured to be bounded. The loops in the code are unrolled as part of
pre-processing before being fed to the tool. The targeted case study typically consists
of 2-3 threads. But the tool is general enough to handle more number of threads. It
is possible to apply the tool for verification of systems with single or multiple threads
having equal or different priorities and periodicities.



Definition 1. A program P is a  tuple (G,[L',..,L"],pre,
post, [T, .., T"], [p',..,p"], [r!, ..,7™]), where

e G is a vector of global variables

e Lt is a vector of local variables for thread t

e formulas pre,post € X(G, L', .., L"™) are respectively the precondition and post-
condition of the program

e T is a thread, p' and rt are the period and priority respectively for thread t.

A thread Tt = (©1,0%, 0%, A?) is a labeled directed acyclic graph, where
e Of is the set of program locations

® 0. is the start location, 0% is the final location
e Al is a set of edges

Edge § = (0,stmt,0') € At consists of locations 0,0' € O, and a statement stmt,
given by the grammar:

stmt ::= assume(c) | L:=7|L:=g | g:={| skip
where g€ G, L€ L, ce %(L'), € T(L).

e The first two kinds of statements only involve local variables: assume(c) may
block the execution of a thread and ¢ := 7 updates the value of a local variable.

® The next two kinds of statements can either read from or write to a global
variable.

® skip does nothing.

b1,..,0) is a path of thread t if for each 1 < j < k, 0.1 = (_,_,0) € A" and
§; = (0, _, ) e Al For 4,8 € A, we write § < ¢" if there is a path from § to §’. On
a branching location 6, we assume that there are two outgoing edges, the edges are
labeled with assume statements that are negation of each other, and only one incoming
edge at 6. For the presentation ease, the definition does not include compare-and-swap
like instructions. However, our implementation does support them.

The statements of threadl and thread2 in the example, in terms of the above
grammar are shown in listing 2.

Listing 2 Program statements for threads 1 and 2

varl2 := 16#22224%;
varl2C := 16#DDDD#;

assume (varl2 + varl2C /= 16#FFFF#);
ErrorFlag := 16#0002#;

Memory accesses

Now, we define the semantics of memory accesses.



Definition 2. An event e is either (t,d,R,g,v) or (t,6,W,g,v) , where t is a thread,
§ € Al is the source edge, R(read) and W(write) are event types, and g is a global
variable accessed by edge § with value v.

® Let e, e.d, etype, e.g, and e.v be the first, second, third, fourth, and fifth
components of e respectively.

e Foreventseand e/, lete < e’ = et =¢tred<e.dande<e 2e<e rne#e.

e Let prev(e) = {e'le/ <e n —3e".(e/! < e’ <e)}.

o Lete<gpe 2e<e neg=c¢.g.

® Let E be a set of events. Let E|, = {e € Ele.g = g}.

® Let Ely = {e € Ele.type = W}, and Elyg = Ely n E|y. E|p and Elp, are similarly
defined.

A set of events generated by a program is subject to certain conditions, which are
formalized as an event graph that is defined as follows.

Definition 3. An event graph is a directed graph (E,rf,us,fr), where E is a set of
events, and rf (reads-from), ws (write-serialization), and fr (from-read) are sets of
edges satisfying the following conditions:

1. well formed: every read reads from exactly one write.
Ve, € Elpg. 3ley € Elyg. €70 = €40 A (€y, €,) € Tf
2. write serialization: writes to the same variable are totally ordered by ws.

Ver,ea, ez € Elys.((e1,e2) € ws @ (e2,e1) € ws)A((e1, e2) € ws

A(es,e3) € ws = (e, e3) € ws)

8. from-read condition: if a read reads from a write, then the following writes in
serialization order after the write should happen after the read.

Ve, ey, e, € E. (ew,er) €ETE A (€, €yr) Ews = (e, €y) € fT

The above conditions of the event graphs are not dependent on the program and
are viewed as the axioms of memory. The memory model and the program require
certain ordering among events. We will define an additional condition that must be
satisfied by the event graphs. Before that let us define a few relations.

Pre/post orderings: pre and post introduce write and read events, respectively. We
will say that the events are from the 0*" thread. The events from the program threads
should happen after the pre events and before the post events.

fd(E) = {(61,62) € E|w x B ‘ es.t # et = O} )
{(e1,e2) € E x Elg | e1.t # ea.t = 0}



Preserved program order: We consider a memory model based on sequential
consistency (SC) and define its preserved program order ppogg.

ppoge(P, E) = < u fd(E)

SC (sequential consistency) fully enforces the program order. Now we are ready to
present the acyclic condition that depends on P.

4. Acyclic condition: The set of events graphs orderedu(P) contains (E,rf,ws, fr)
iff acyclic(ppoyy(P, E) U rfe U fr U ws), where rfe = {(ey, e,) € rf|e,.t # e,.t}
is the set of external read-from edges. acyclic predicate says that the passed
relation has no cycles.

Program semantics

The semantics of programs is parametrized with the SC memory model. For a thread
t, a thread state s is a pair of § € ©F and valuation of L*. We write 5.0 and s.v for the
respective components of s.

Definition 4. An execution of a program P is a tuple (p,~,', (E, rf,us, fr)), where
p = (pt,..,p") such that p' is a vector of thread states of thread t, ~y is the initial
valuation of globals, v is the final valuation of globals, and (E,rf,ws,fr) is an event
graph that satisfies the following.

e There is a path 8y, ..,0,1—1 of thread t such that (ph.v, ph,,.v) = 6;.stmt.
E is the smallest set such that for each g € G the following holds.

(07 07w7 g’ /y(g)) e E7 (07 0’ R'?g)’yl(g)) e E’
(t, §j,R,g,p§+1(€)) eFE iff §j.stmt=(0:=g),
and(t, §j,w,g,p§- (0)eE iff §;.stmt=(g:=1).

p1-0 =0,, .., pt.0 =07, and (v, pi.v, .., piv) = pre.
o p}l.g = 9}, .., and p™ .0 = 0;}

(E,rf,us, fr) € ordered(P).

Due to the assumptions on programs, all executions reach to the end of all threads.
An execution (p, 7,7, (E,rf,ws, fr)) is good if (7, p;.v, .., p'y .v) |= post otherwise it
is bad.

5 Algorithm

We move on to our encoding of the program, which proceeds in two steps. First
(Alg. 1-2), we generate constraints that encode the executions of the input program.
Second (Alg. 2), we include the constraints for task priority and represent them as
happens-before formulas.



5.1 SSA encoding

We construct a formula that is a static single assignment (SSA) encoding of the input
program. This is similar to the CSSA form in [1]. An access to a global variable is
translated into a fresh symbol that replaces it in the SSA encoding to denote the
read/written value. The SSA form of threadl and thread2 are shown in listing 3. Line
1 shows the initial state, followed by the assignments to the global variables in lines
2-3. The assume statement in line 4 uses two variables from selection functions sell
and sel2 for choosing the writes to thr2__varl2 and thr2__varl2c.

Listing 3 SSA form for threads 1 and 2

{thr2__errorflag_0 := O, thr2_ varl2_0 :=
0, thr2_ varl2c_0 := 0}

thr2_ varl2_1 := 16#2222#%;

thr2_ varl2c_1 := 16#DDDD#;

assume (sell + sel2 /= 16#FFFF#);
thr2_ _errorflag_1 := 16#0002%;

We also need to generate memory events corresponding to the access. Since we do not
have the concrete values during the SSA construction, we need a variant of event that
holds the fresh symbol and the condition in which the event occurs.

Definition 5. A symbolic event e is either (t,0,R,g,z,cd), (t,0,W,g,z,cd) or
(t,8,D,cd) where t is a thread, 6 € Al is the source edge, R(read), W(write) and
D(dummy) are event types, the event occurs if the formula cd holds true, and g is a
global variable accessed by edge 0 with symbolic value z.

For a symbolic event e, let e.z and e.cd be the fifth and sixth component of e,
respectively. The rest of the notation for the symbolic events is same as for the events.
The symbolic events created for threadl and thread2 in our example are shown in
listing 4.

Listing 4 Events for threads 1 and 2

S1 : Start event for thrl
Wethr2__ varl2_1 : Write event

Wethr2_ varl2c_1 : Write event

El : End event for thrl
S2 : Start event for thr2
R@sell : Read event

R@sel?2 : Read event

E2 : End event for thr2

10



Algorithm 1 SsAa(P=(G, [L', .., L"], pre,post, [T, .., T"]))

Ensure: SSA encoding ¢ssa, post encoding ¢post, symbolic events E

1: ¢ssa:i=tt; 0:OUA>Var > X :=Xx.L;Cs:0UA - X :=\xff

2. for (e GUL'U..UL"do os(f):= fresh();

3. B :={(0,0,W,g,0'(g),tt)|g € G}; dssa := as(pre); dpre := 0s(pre);

4: for tel.ndo

5: o (0%) = 05;Cs(0L) := dpre

6: for 6 = (6, stmt,0') € At do = topological order

7: if 0(f) = L then

8: for £e L' do

9: a(0)(0) = fresh(); ¢pssa A= /\5,=(7’Stmt’9)eAt(CS(5’) = o(0)() =
a(8")(6));

10: z:= fresh(); o’ := o(0); cd := Cs()

11: match stmt with

12: lassume(c) — cd :n= o'(c); E :u= (t,1,D, cd);

13: |€:=T — ¢ssa :n=0"(z=7);0'(£) := z; E :0= (£,4,D, cd);

14: |€:=g—0o'(f) := z;e:= (,4,R, g, 2, cd);E :U= ¢;

15: lg:= € —>¢ssa :n=0"(z = £);e:= (t,i,W, g, z,cd);

16: E:u=¢;

17: |skip — E :u= (t,4,D, cd)

18: a(0) :=d’; Cs(d) := ed; Cs(0') :v=cd

19: for e L' do op(l) :=a(0r)(0)
20: for g€ G do of(g) := fresh(); E :u= (0,0,R,g,07(9))

21: Ppost 1= (Cs(@}) A A Cs(0F) = of(post));
22: return (¢ssa, (z)posh E)

5.1.1 Algorithm for SSA encoding

In Algorithm 1, we present the function SSA that takes a program as input and returns
an SSA encoding ¢gs, of threads, an SSA formula ¢ps: for the post condition and a
set of symbolic events F.

Let us first discuss ¢4, computation. Besides the returned objects, the algorithm
needs a few local objects, namely o, which is a map from locations or edges to substi-
tutions and C's, which is a map from locations or edges to their condition of occurring
in an execution. o and C's are declared in line 1. For a given location 6 and edge 9§,
o(0) and o(d) are maps from the program variables to fresh SSA variables. In line 2,
we initialize o, that is the substitution for the initial values of the program variables,
where fresh() returns a fresh SSA variable. In line 3, we assign the initialization
events of globals to E, and the SSA encoding of pre to ¢ssq and ¢pre.

The loop in line 4 iterates over each thread ¢. In line 5, we initialize the substitution
and condition map for the initial thread location 6. The loop in line 6 iterates over
each edge 0 = (0, stmt,d") in the topological order. In line 9, if ¢(f) is uninitialized,
we map the locals in o(6) to fresh SSA variables, and equate the SSA variables with
the values from the incoming edges and guard the equations with the edge conditions.
In line 10, we get a fresh variable z for the value that may be produced by stmt. We
copy o(6) to ¢’ and Cs(0) to cd. In lines 12-17, we process stmt as follows.

11



Algorithm 2 EVENTCONS(E)

Ensure: SSA encoding ¢, symbolic events E
: ¢Wf = ¢rf = ¢fr = ¢Ws = ¢ppo =tt
: for ge G do
for r € E|gg do
E' := Eluyg — {w|r < w € Elug}; but :r= (r.cd =V per bw,r) A Aper (bw,r=
w.cd A zw=2r)

for r € Elrg, w € Elug such that w.t # .t do ¢rt :A= (bw,r = HB(w, T)) > read from
for r € Elgg, w,w’ € E|ug do > from read
rhs = (w' <7r)?ff: uB(r,w’)
Osr :A= (bw,r A uB(w,w’) A w'.cd = rhs)

© ® 3> &

Pus = /\w,w/eE\wg (uB(w,w’) v HB(w', w)) > write serialization
10: for e,e’ € E'if e <€ do ¢ppo :A= HB(e,€’)

11: for e € Ely, €’ € E if et = 0 do ¢ppo :A= HB(e, €)

12: for e€ E, € € B if €/.t = 0 do ¢ppo :A= HB(e, €)

13: for e€ E, ¢’ € E' such that pr(e’.t) > pr(e.t)

14: if ¢/ = start do ¢ppo :A= HB(e, €)

15: if ¢/ = finish ¢ppo :A= HB(€', €)
> priority

16: O = Qut A Prt A Psr A Pus A ¢ppo
17: return ¢g

¢ assume(c): We append ¢’(¢) to c¢d and create a dummy event.

e [ :=7: We append ¢4, with SSA encoding of stmt and assign z to o’(1).

e [ :=g: We assign z to ¢/(l) and add a new 'read’ event.

® g:=[: We append ¢, to record the write to g and create a new write event.
® skip: We create a dummy event.

At the end of the iteration, we assign ¢’ to o(d) and, similarly, cd to Cs(d). We also
disjunctively append to the condition of #’. After processing all the edges in thread
t, we record the last substitution map of the thread in oy. After the big loop, we
get fresh variables for the 'read’ events due to the post condition and produce ¢post,
which states that the post condition is evaluated only if all the threads are finished.

5.2 Constraint generation

In Algorithm 2, we take the data structures built in the last algorithm as input, and
produce constraints that encode the event graphs that satisfy the four conditions.

The conditions are about events orderings, which we encode using difference con-
straints. For event e, we introduce integer clock variables c.. If (e, €’) is an ordering
relation then ¢, < c¢.s encodes the ordering of the events. Let HB(e, e’) = e.cd Ae’.cd =
ce < Cer, which encodes that if e and €’ occur, e happens before €. For every pair of
'write’ w and 'read’ r, we use a bit b, , to encode that r reads from w.
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5.2.1 Event graph

In the algorithm, we construct the formulas ¢us, ¢re, Psr, Pus and ¢ppo. Their conjunc-
tion encodes the four conditions. The loop in line 2 iterates over each global variable
g. It has three loops inside. The first loop in line 3 iterates over each 'read’ r € Elgg,
generates the constraints that encode that if r occurs, it reads from exactly one 'write’,
and appends the constraints to ¢y:. Due to coherence restrictions a 'read’ cannot read
from a ’write’ that occurs later in same thread. Therefore, £’ excludes those writes
in line 4.

The second loop in line 5 iterates over every 'read’ and 'write’. If a 'read’ reads from
a 'write’ from another thread then it must happen afterwards due to the acyclicity
condition. The third loop in line 6 constructs ¢, that encodes the acyclicity of fr.
We also need to ensure that fr and frorf do not form cycles with <4 to enforce
coherence. The loop iterates over a 'read’ r and a pair of 'writes’ w and w’ and
constructs the acyclicity constraint for fr in line 8. Due to the coherence condition,
we need to choose rhs accordingly. In line 7, if w’ < r, we disallow (r,w’) € fr by
choosing rhs to be ff, otherwise there will be a cycle with <gz. In line 8, we make
constraints that encode that if a 'read’ 7’ occurs before 7 in a thread then ' cannot
read from w’, otherwise frorf will form a cycle with < glb- In line 9, we construct dye
that encodes that all pair of 'writes’ to g must be ordered.

5.2.2 Preserved Program Order

In lines 10-12, we construct ¢pp, that encodes the preserved program ordering. The
loop in line 10 adds constraints on the ordering of the events from a thread. In lines 11—
12, we generate ordering constraints due to the pre/post condition. Finally, we include
the additional constraints for priority among the threads, as per the rate monotonic
principle. The higher the frequency of execution of a thread, the higher the priority,
in this scheme. Thus we add the constraint that for each thread, the events can occur
either before the start event or after the finish event in every iteration of all threads
of higher priority. This is shown in lines 14-15. Here pr(e.t) denotes the priority of the
thread t with event e. This further reduces the number of combinations of program
interleavings possible in a concurrent system.

The constraints for program order and priority of threadl and thread2 for our
example are shown in listing 5. The sequential consistency is denoted by constraints
under Program order. For priority, the constraints indicate that the read events in
lower priority thread2 occur either after the end event in the first iteration or before
the start event in the second iteration of the higher priority threadl. Thread2 events
can also happen after the end event in the second iteration of threadl. Here the start
and end events in the two iterations are denoted by S1, Sla and E1, E1la respectively,
assuming thread2 executes at a periodicity twice that of threadl.

Listing 5 Constraints

Program order:
HB(S1l, W@thr2__ varl2_1)
HB (W@thr2__ varl2_1, W@thr2__ varl2c_1)
HB (W@thr2__ _varl2_1c, E1)
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HB (S2, R@sell)
HB (R@sell, R@sel2)
HB (R@sel2, E2)

Priority:
(HB(E1, R@sell) and HB(El, R@sel2)) or
(HB (R@sell, Sla) and HB(R@sel2, Sla)) or
(HB(Ela, R@sell) and HB(Ela, R@sel2)) or

6 Implementation

6.1 Frontend

A front-end/ pre-processor is required to obtain necessary details and convert the
Ada program to a standard intermediate representation (IR). Dragonegg [26], a gcc
plug-in which can generate LLVM IR, was chosen for this purpose. The LLVM (Low
Level Virtual Machine) Project [27] is a collection of modular and reusable compiler
and toolchain technologies. The LLVM core libraries provide a modern source- and
target-independent optimizer, along with code generation support for many popular
CPUs. These libraries are built around a well specified code representation known as
the LLVM intermediate representation (LLVM IR).

Dragonegg is a gcc plug-in that replaces GCC’s optimizers and code generators
with those from the LLVM project. It works with gcc-4.5 or newer, can target the
x86-32/x86-64 and ARM processor families, and has been successfully used on various
platforms. It fully supports Ada, C, C++ and Fortran. It has partial support for Go,
Java, Obj-C and Obj-C++. It accepts Ada input programs and generates LLVM IR.
The plug-in acts by substituting the middle- and backend of GCC with the LLVM
ones and performs all the compilation steps automatically. The steps in the translation
from Ada code with dragonegg are depicted in Figure 1.

The switches -fplugin-arg-dragonegg-emit-ir -S are applied to stop the compilation
pipeline at the LLVM IR generation phase. Since dragonegg was not maintained, sev-
eral changes were implemented to customize it for our application. It now works with
LLVM-6.0 and gcc-8.2. The LLVM IR generated by dragonegg for the Ada procedures
in Listing 1 is shown in Listing 6.

Listing 6 LLVM IR for Ada example
define void @thrlproc () unnamed_addr #0 align 2 {
entry:

store 116 8738, il6x @thr2_ varl2, align 2

store 116 -8739, il6* @thr2_ varl2c, align 2

ret void

define void @thr2proc () unnamed_addr #0 align 2 {
entry:
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Fig. 1 Translation from Ada to LLVM IR — Dragonegg
%0 = load il6, 1il6x @thr2__varl2, align 2
%$1 = load il6, 116 @thr2__varl2c, align 2
%2 = add ile %0, %1
$3 = icmp ne il6 %2, -1
br il %3, label % , label %return

store 116 2, 1il6x @thr2__errorflag, align 2
br label %return

return:
ret void

6.2 Ada static analyser

We implemented the bounded model checking with priority encoding and developed it
as a tool named LLVMBMC (LLVM Bounded Model Checker, source code available at
https://github.com/ranjanil41/AdaStaticAnalyser). It takes LLVM IR files as input
along with a specification file. The overall approach for our verification with bounded
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model checking, starting with the LLVM IR file is shown in Figure 2 and the details
are elaborated in the following paragraphs.

( N
LLVM Bounded Model Specifications
Checker in SMT2 format
\. y,
( ™
Z3 constraints and assertions Functional
\ y Requirements

Document

Specification
satisfied or
not?

Fig. 2 Steps in LLVM BMC

Parsing of Specification file A specification file is written for the system, with
details of each thread, such as its name, entry function, priority, periodicity and
the global variables. The properties for each module are derived from the software
requirements and written in terms of the inputs and outputs in the specification file.
The standard SMT2 format [28| is adopted for writing the properties in this spec
file. In addition to the LLVM IR file, this spec file is accepted as an input to the
tool. In Listing 7, the format of the spec file is illustrated. There are two threads,
with periodicity of 1ms and 2ms and priority 1 and 2, respectively, along with a post
condition.

Listing 7 Sample Specification File

(declare-var @peterson__varl 116);
(declare-var @peterson__var2 116);

(declare-thread one peterson__thread0)
(invoke-parameters one repeated 1 priority 1)
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(end-thread one)

(declare-thread two peterson__ _threadl)
(invoke-parameters two repeated 2 priority 2)
(end-thread two)

(pre-condition all (assert (= @peterson_ _varl 0)))
(pre—condition all (assert (= (@peterson__varz 0)))
14

(post—-condition all

(assert (bvugt @peterson__varl @peterson__var2) ))
7

The software requirement in the document, the property in terms of the program
variables and translated to the SMT2 format are shown below with an example from
the clock synchronization module in the launch vehicle software:

Requirementl (in Requirements document):

If the computed clock skew is outside the lower and upper limits, no correction is
applied to the clock

Propertyl (in terms of input and output variables):

if ((Skew < LowerLimit) or (Skew > UpperLimit)), then (CorrectFlag = 0)

Specificationl (in SMT2 format):

(post—-condition all (assert (=>(or (bvult @sync__skew
@sync__lowerlimit) (bvugt @sync__skew @sync__upperlimit)) (=
@sync__correctflag #x0000))))

The specification file is parsed to collect the name and type of global variables,
along with the details of threads, namely its name, entry function, periodicity and
priority. For each thread, the number of iterations in a cycle are computed. Also, the
pre- and post- conditions are translated to Z3 expressions.

Pre-processing As part of pre-processing, the input module is fully inlined and
the initial memory state is defined. Details of arrays, loops and concurrent global
variables are also collected. For each thread, the start event is declared.

Translation The pre- and post-conditions are translated to the corresponding Z3
expressions, with the variable names replaced with their names in the initial and final
states respectively. Each instruction is converted to Z3 constraints. Read and write
events are generated for loads and stores to concurrent global variables.

Encoding in SSA Multiple copies of constraints and events are then created,
based on the number of iterations for the threads. Symbolic predictive analysis [1]
is implemented for considering the different possible program executions. Every new
write and read to a variable is distinguished using a distinct name by encoding in
Static Single Assignment( SSA) form. For each read from a global variable, a selection
function is used to identify the most recent write.

Encoding of constraints for program order and priority We then included
the constraints on order of events. The additional constraints for priority as per the
rate monotonic scheduling scheme are also added.

Verification The tool can verify properties including correct sequence of function
calls, proper event timings, conditional execution and standard errors like overflow.
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The given pre-conditions are assumed to be true by the verifier and it checks whether
the assertions or post conditions are always met. We also have the provision to obtain
the error trace when a specification is violated. Since the initial states are known,
along with the various events and branching conditions, the execution sequence for the
program is generated and written to a file, when specified by the user. For instance,
the error trace generated when the specification is violated for the example in Listing 1
is shown in Listing 8. The different events, along with their respective time stamps
are shown. As the two reads (lines 2-3) happen before the second write (line 4) is
completed, the specification is violated.

Listing 8 Error trace

(define-fun W@thr2_ varl2@_u2 () 3)
(define-fun RQ@thr2_ varl2Q@_u6 () 4)
(define-fun R@thr2_ varl2c@_u7 () 5)
(define-fun W@thr2_ varl2c@_u3 () 6

7 Testing

The onboard software in Indian launch vehicles is developed in a safe subset of
Ada83 [29]. An associated library file contains the hardware specific constructs,
user-defined data structures, data type conversions/type casting functions and math-
ematical /trigonometric functions in the code. The software consists of two parts, the
minor tasks executed at a periodicity of 20 ms and major tasks, executed at a period-
icity of 500 ms. For some missions, a micro cycle periodicity of 10 ms is also demanded.
The tasks are scheduled such that those with higher frequency of execution have higher
priority than those of lower frequency. Thus, the minor tasks will always have higher
priority than the major tasks. This rate monotonic scheduling scheme, considered
optimal for concurrent, periodic embedded systems, is to be accurately represented.
The tests were carried out on a PC with Intel i5 processor and 16 GB RAM running
Ubuntu operating system.

The execution model where the minor and major threads are running should be
modelled correctly for verification. All feasible execution traces are considered using
sequences of events. The constraints for sequential consistency and program order are
encoded. Additionally, the constraints for the rate monotonic scheme are included as
per the priority of the threads. This is a novel technique developed by the authors for
modelling a concurrent system with pre-defined priorities for tasks. For each thread,
every event in the thread can occur either before the start event or after the end event
of all other threads with higher priority. For instance, in the case of the launch vehicle
software with two threads, when the minor thread is executing, no events in the major
thread can occur. The major thread can execute only between two successive iterations
of the minor thread. That is, each event in the major thread can occur either before
the start event of each iteration of the minor thread or after the final event in each
iteration of the minor thread. We modelled this priority for a general system with any
number of threads and priorities assigned as per the rate monotonic scheme.
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Table 1 Verification results for concurrency litmus tests

Program name  Threads Memory- Memory- Time-CBMC Time-
CBMC (MB) LLVMBMC (s) LLVMBMC (s)
(MB)
sb 2 36.784 126.712 0.20 0.09
sbr 2 36.792 126.888 0.20 0.09
b 2 36.684 126.660 0.19 0.13
corrQ 2 36.808 123.90 0.19 0.08
corrl 2 35.536 126.664 0.18 0.08
corw 2 36.552 126.708 0.19 0.09
COWT 2 36.464 124.012 0.19 0.08
iriw 4 36.260 126.676 0.19 0.12

7.1 Simulation and Verification Results

We tested the modelling using the different sets of benchmarks. Standard litmus tests
for concurrency [30] constituted the first set. Traditionally, a litmus test is a small
parallel program designed to exercise the memory model of a parallel, shared-memory
computer. The properties to be checked are also part of the litmus test set. We rewrote
the litmus programs in Ada and processed it using our frontend to generate the LLVM
IR. We then fed it to LLVMBMC along with the specifications file in SMT2 format.

In the second set, standard mutual exclusion protocols like Dekker [31], Dijk-
stra [32], Peterson [33] and other examples were included. Here too, we programmed
the algorithms in the Ada language and modified the code such that the specifications
would be satisfied only if priority is respected. The third set consisted of several exam-
ples with different number of threads and priorities from the launch vehicle software.
The properties were selected so as to check the correctness of the implementation with
priority.

7.1.1 Concurrency litmus tests

Table 7?7 shows the results of our analysis with the concurrency litmus test programs.
The name of the program, number of threads and the time and memory for verifi-
cation are shown in the columns. The same programs, coded in C, were tested using
CBMC tool also, as CBMC is representative of other tools for verification of C/C++
programs, like SMACK, EsBMC, Frama-C and LLBMC.

7.1.2 Tests with mutual exclusion algorithms

The results of our experiments with standard mutual exclusion algorithms are shown
in Table 2. The programs were modified such that the values of the concurrent vari-
ables depend on the priority. As listed in the table, the properties in all the tests
were satisfied only when the precedence of the threads was also considered, as in
LLVMBMC. Here, the properties were violated when CBMC was used for verifying
the corresponding C programs, since it does not consider the priority of the threads.
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Table 2 Test Results with mutual exclusion algorithms

Program name Threads Result-CBMC  Result-LLVMBMC

Burns 2 Violated Satisfied
Dekker 2 Violated Satisfied
Dijkstra 2 Violated Satisfied
Peterson 2 Violated Satisfied
Szymanski 2 Violated Satisfied

7.1.3 Aerospace software case study

Table 3 shows the results of our analysis with the flight software of a launch vehicle.
The name of the program, number of threads and the result of verification of the
property are shown in the columns, along with the lines of code in the program and the
time for verification. Since the test cases form part of classified onboard software of a
launch vehicle, we present only a portion of the results here. The test cases consist of
modules from the navigation and guidance software for the rocket. Some modules from
fuel tank venting algorithm, clock synchronization, input data acquisition and output
data posting were also part of the case studies. A few properties from navigation and
guidance modules are listed below to illustrate the functional requirements:

e Propertyl (Navigation) - The norm of the quaternions is always equal to 1.

e Property2 (Navigation) - When the health of both the navigation systems is not
OK, the software should set the failure flag.

e Propertyl (Guidance) - The software should set the second stage shut down flag
only after receiving the third stage ignition flag from the sequencer.

e Property2 (Guidance) - Closed loop guidance starts execution only after reception
of the initiation flag.

In each case, we modified the specification file to remove the priority, that is, to
assign equal priority to all threads and re-executed the test cases. It was seen that
the properties are violated in these cases. For instance, Test6 is part of the guidance
software with minor and major threads. Data is passed from minor to major thread
assuming that the minor thread, having higher priority, would not be interrupted.
So, no explicit atomicity is implemented in the code. If the priority of the threads is
not considered, the minor thread could be interrupted by the major thread and the
expected atomicity of the operations would be violated. Thus, the inputs from the
minor thread to the major thread would be partially updated, leading to erroneous
computations. This is because the rate monotonic implementation assumes that the
scheduling of the tasks is as per their priority based on the frequency of execution.
Similarly, in Test7, which is the navigation software in the rocket, the major thread
uses certain variables from the minor thread for computations and monitoring. Here
too, the implicit assumption is that the higher priority minor thread has already
completed execution. The approach is general and can be applied for larger software
systems with more number of threads also.

Smaller test cases, based on modules in the launch vehicle software were written in
C and tested with CBMC. Here, the property was violated in all cases as the tool does
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Table 3 Verification results for launch vehicle software

Program name Threads Property Lines of Code  Verification time

Test1 2 Satisfied 1800 120s
Test2 3 Satisfied 1050 600s
Test3 2 Satisfied 320 45s
Test4 2 Satisfied 2200 600s
TestH 2 Satisfied 300 28s
Test6 2 Satisfied 15000 5900s
Test7 2 Satisfied 10000 3000s

Table 4 Verification results for launch vehicle software - CBMC
and LLVMBMC

Program name  Threads Result-CBMC  Result-LLVMBMC

Test1 2 Violated Satisfied
Test2 3 Violated Satisfied
Test3 2 Violated Satisfied
Test4 2 Violated Satisfied
Testb 2 Violated Satisfied

not take into account the priority of the threads. The corresponding Ada programs
were verified using LLVMBMC also. A comparison of the verification results, with
CBMC and LLVMBMC, is shown in Table 4.

8 Conclusion

In this paper, we propose a novel static analysis technique for the verification of
concurrent programs in Ada language in embedded systems with pre-defined priorities
and periodicities for the tasks. Each statement in the program execution is encoded
in a static single assignment form and the additional constraints for priority are also
included. Any violation of the constraints specifying the properties to be verified are
indicated by the analysis. The developed tool was customised and applied to a real-
world case study, the onboard software in Ada language in a safety critical aerospace
system.
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