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Abstract—Extremely large-scale antenna arrays (ELAAs) and
terahertz-band operation are pushing the boundary of the
electromagnetic near field outward to tens or even hundreds
of meters, bringing spherical-wavefront propagation into the
operating regime of everyday sixth-generation (6G) links. This
shift introduces a new spatial degree of freedom - range,
alongside angle — that fundamentally changes how confidentiality
can be enforced at the physical layer. Where far-field physical
layer security (PLS) can only discriminate users by direction,
near-field PLS can additionally discriminate by distance, enabling
secrecy even when a legitimate receiver and an eavesdropper
share the same line of sight. This survey consolidates the fast-
growing literature on near-field PLS, organizing it around five
thrusts: (i) beamfocusing-based secure transmission, which ex-
ploits range-dependent energy concentration; (ii) artificial-noise,
directional-modulation, and wavefront-domain techniques; (iii)
reconfigurable-intelligent-surface (RIS/STAR-RIS)-assisted near-
field security; (iv) convergence with non-orthogonal multiple
access (NOMA), rate-splitting multiple access (RSMA), and
integrated sensing and communication (ISAC); and (v) emerging
enablers, namely movable/fluid antennas and learning-based opti-
mization. We also summarize fundamental secrecy-performance-
limit results that quantify exactly how much the near-field range
dimension improves on far-field secrecy capacity. A companion
Chinese-language survey published in the Journal of Electronics
& Information Technology in late 2025 covers similar ground;
this article is intended as a complementary, English-language
synthesis that additionally incorporates results published through
early 2026, and it is organized around a threat-model-first
taxonomy rather than a scenario-first one. We close by identifying
open problems in channel modeling, security-performance-energy
tradeoffs, hybrid near/far-field coexistence, and the near-total ab-
sence of experimental (as opposed to simulation-only) validation
in this literature.

Index Terms—Physical layer security, near-field communi-
cations, extremely large-scale antenna arrays, beamfocusing,
reconfigurable intelligent surfaces, 6G.

I. INTRODUCTION
A. Motivation

Sixth-generation (6G) wireless systems are expected to rely
on extremely large-scale antenna arrays (ELAAs), holographic
surfaces, and terahertz (THz)-band carriers to meet aggressive
throughput, latency, and localization targets [1], [2]. A direct
consequence of enlarging the array aperture and raising the
carrier frequency is that the Rayleigh (Fraunhofer) distance
— the conventional boundary between near-field and far-
field propagation — scales with the square of the aperture

and linearly with frequency. For arrays envisioned in 6G
deployments, this boundary can extend to tens or hundreds of
meters [3], [4], meaning that near-field, spherical-wavefront
propagation is no longer a short-range curiosity confined
to reactive antenna zones; it is the operating regime for a
meaningful fraction of practical links.

This matters for security because far-field physical layer
security (PLS), which has been studied for decades following
Wyner’s original wiretap-channel formulation [7], fundamen-
tally discriminates users only by angle: a legitimate receiver
and an eavesdropper sharing the same direction from the
transmitter are, from a plane-wave standpoint, indistinguish-
able, and secrecy collapses. Near-field propagation breaks
this constraint. Because the array can synthesize a spherical
wavefront that concentrates energy at a specific point in space
— a technique commonly called beamfocusing — rather than
merely along a specific direction (beamsteering) [3], secrecy
becomes achievable even between co-located-in-angle users,
as long as they differ in range from the transmitter [8].
This additional range-domain degree of freedom is the central
enabler that near-field PLS research exploits, and it is also the
source of new vulnerabilities — joint angle-range eavesdrop-
ping, frequency-dependent beam-split leakage in wideband
systems, and security-performance conflicts at the near/far-
field boundary — that this literature must address.

B. Relation to Existing Surveys

PLS itself is one of the most heavily surveyed areas of
wireless communications, with comprehensive treatments of
multi-antenna PLS [9], [10], optimization-based PLS [11], and
PLS for 5G [12], [13]. Near-field communications (NFC) more
broadly has also been surveyed extensively, most comprehen-
sively in [14] and [15], both of which identify PLS as one of
several emerging integration opportunities for NFC but treat it
only briefly, as one subsection among many (alongside RIS,
NOMA, wireless power transfer, and ISAC integration).

A dedicated survey of PLS specifically within near-field
communications was published in late 2025 in the Journal
of Electronics & Information Technology [16], organizing the
literature around beamfocusing, artificial-noise injection, and
multi-technology integration (RIS, THz, ISAC), and around
line-of-sight (LoS), non-LoS, and hybrid near/far-field trans-
mission scenarios. That survey is thorough and, to our knowl-
edge, is the first dedicated treatment of this topic; however,



it is published in Chinese, which limits its reach to the
broader international research community reading in English.
A separate tutorial, [17], surveys PLS techniques for next-
generation multiple access broadly, of which near-field access
is one instance among several (alongside RSMA and NOMA
in conventional far-field settings), rather than a focused near-
field treatment.

This survey’s coverage of the literature in Sections IV-VII
was assembled starting from the corpus of papers catalogued
in [16], and we state this plainly rather than presenting
the bibliography as independently discovered from scratch.
Every citation drawn from that starting point was, however,
independently re-verified against its primary source rather than
accepted on [16]’s characterization of it — a process that
surfaced and corrected at least one classification error of our
own, where a general STAR-RIS secrecy paper using a purely
statistical channel model had initially been grouped with the
near-field-specific results in Section VI (a correction reflected
in that section’s discussion).

Three aspects of this survey are not derived from [16]. First,
the two results anchoring its technical core — the foundational
near-field secrecy-capacity result [8] (Section IV) and the
closed-form performance-limit analysis [46] (Section IX) —
were located independently, before [16] was known to us.
Second, this survey covers near-field PLS results published
from October 2025 through early 2026, entirely after [16]’s
own literature search: the first hardware-validated near-field
RIS-PLS system [37], movable-antenna-based secrecy [43],
and the mixed near/far-field secrecy analysis [47] postdate it
and could not have been included. Third, and most substan-
tively, this survey organizes its taxonomy around the security
mechanism employed — beamfocusing, artificial noise, RIS,
multiple-access integration, learning-based methods — rather
than around the propagation scenario. This reorganization
surfaces a pattern that scenario-first organization obscures:
considered as a mechanism rather than a scenario feature,
artificial noise turns out to shift from merely beneficial to
structurally necessary once multiple legitimate users share the
near field (Section V), a finding that recurs across otherwise
unrelated beamfocusing and NOMA results (Sections IV, VII)
but is easy to miss when those results are instead grouped
by LoS/NLoS scenario, as in [16]. The closed-form depth-of-
insecurity result in Section IX is further illustrated here with an
original numerical evaluation (Fig. 4), computed directly from
its published closed-form expression, which does not appear
in [16] or, to our knowledge, elsewhere in this literature.

C. Contributions and Organization

The remainder of this survey is organized as follows.
Section II reviews the necessary background on PLS fun-
damentals and near-field propagation. Section III presents
the taxonomy used throughout the survey. Sections IV-
VIII review, respectively, beamfocusing-based secure trans-
mission, artificial-noise and wavefront-domain techniques,
RIS/STAR-RIS-assisted near-field PLS, convergence with
NOMA/RSMA/ISAC, and emerging enablers (movable an-
tennas and learning-based optimization). Section IX reviews

fundamental secrecy-performance-limit results. Section X dis-
cusses open challenges and future directions, and Section XI
concludes.

II. BACKGROUND AND PRELIMINARIES
A. Physical Layer Security Fundamentals

PLS exploits the physical properties of the wireless channel
— rather than computational hardness assumptions, as in cryp-
tographic security — to guarantee confidentiality. In Wyner’s
original wiretap-channel model [7], a transmitter (Alice) sends
confidential information to a legitimate receiver (Bob) over
a channel that is also observed, in degraded form, by an
eavesdropper (Eve). The secrecy capacity is the supremum of
rates at which Alice can communicate to Bob while keeping
Eve’s information about the message arbitrarily small; in the
Gaussian case, for a beamforming vector w transmitted over
channels h; and h, to Bob and Eve respectively, it reduces
to the positive difference between Bob’s and Eve’s channel
capacities [46]:
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where 7y is the receive SNR at node k € {b,e} and o7 its
noise power. Equation (1) makes explicit why angle-only far-
field discrimination fails when Bob and Eve share a direction:
under a far-field planar-wave model, h; and h. become near-
parallel whenever the two nodes are angularly co-located,
driving v, =~ 7. and hence C,, — 0 regardless of w — the
beamformer simply has no way to favor one node’s channel
over the other’s. Section II-B and Section IX make precise how
the near-field, spherical-wave case breaks this degeneracy.

In multi-antenna systems, secrecy capacity can be actively
engineered rather than left to channel statistics alone, via
secure beamforming (directing signal energy toward Bob and
away from Eve), artificial-noise (AN) injection (transmitting
deliberate interference in the null space of Bob’s channel,
degrading only Eve’s reception), and physical-layer key gen-
eration (extracting shared secret keys from reciprocal channel
randomness) [9]-[11]. These techniques were developed and
analyzed almost exclusively under far-field, plane-wave chan-
nel models, in which the array response depends only on the
angle of departure/arrival. This is the assumption that near-
field propagation invalidates.

B. Near-Field Communications Fundamentals

Under far-field propagation, the wavefront impinging on
(or emitted by) an antenna array is well-approximated as
planar, and the array steering vector depends only on angle.
This approximation is valid at distances beyond the Rayleigh
distance, dp = 2D?/)\, where D is the array aperture and \
is the wavelength [14]. As D grows to the scale of ELAAs
(potentially several meters) and A shrinks in mmWave and
THz bands, dr grows sharply, extending the near-field region
well beyond conventional cell-edge distances [4]. It is worth
noting that dp, is itself a somewhat conservative boundary: it is
derived from a phase-error criterion that has no direct bearing



on achievable rate, and [5] shows that a beamforming-gain-
based “effective Rayleigh distance”
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— the range within which far-field beamforming’s gain loss
exceeds a chosen threshold A, with Sa the solution of a
Fresnel-integral equation fixed by that threshold — is generally
smaller than di for a receiver at angle 6. For example, at
A = 5%, Ca = 0.367, so Reg is already only about 37% of
dp at boresight (f = 0) and shrinks further off-boresight via
the cos? 6 factor. None of the near-field PLS works surveyed
below adopt this refined boundary in their own analysis, but it
is a relevant caveat when interpreting any secrecy result that
treats dr as a hard near/far-field cutoff.

Within the near field, the wavefront is spherical rather than
planar, and the array response depends jointly on both angle
and range. This is the basis of beamfocusing: by appropriately
phasing (and, in wideband systems, time-delaying) each an-
tenna element, the array can constructively combine energy at
a specific point in three-dimensional space rather than along an
entire ray [3], [5]. Beamfocusing has been studied primarily
for its multiplexing benefits — serving multiple users at the
same angle but different ranges without inter-user interference
[1] — but the same range-selectivity is precisely what near-field
PLS techniques exploit for secrecy.

Fig. 1 illustrates schematically why this range-domain free-
dom matters for secrecy. Under far-field beamsteering, energy
is directed along a ray defined solely by angle; a legitimate
receiver (Bob) and an eavesdropper (Eve) sharing that angle
both fall within the beam regardless of how their distances
from the array differ, so secrecy is impossible to enforce
spatially. Under near-field beamfocusing, the array instead
concentrates energy within a bounded region surrounding a
specific point in space. Eve, sharing Bob’s angle but positioned
at a sufficiently different range, falls outside this focal region
and receives a substantially degraded signal. The size of this
region — shrinking as array aperture grows — is precisely what
[46] formalizes as the “depth of insecurity” introduced in
Section IX.

Two practical complications recur throughout the near-field
PLS literature. First, near-field wideband systems suffer from
the beam-split effect: because the phase shifters in a hybrid
beamforming architecture are frequency-independent, a beam
designed to focus at (§Z, rP) using the center-frequency array
response instead focuses, at subcarrier frequency f,,, on the
point (6, r™) given by [6]
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where \. and )\, are the wavelengths at the center frequency
and at f,,, respectively. This degrades focusing accuracy at
off-center subcarriers and, for security purposes, can leak
energy toward unintended range-angle locations unless com-
pensated via true-time-delay elements or specialized precoding
[18], [19]. Fig. 2 evaluates (3) directly across a representative
3 GHz band at 30 GHz center frequency (parameters matching

[5], [19]’s own simulation setups) and shows that this range-
domain drift is not a fixed-percentage nuisance: for a user
near boresight it stays within about +6% of %, but for a
user at #% = 60° it swings from —36% to +34% across
the band. This matters directly for security, since the range-
domain resolution that beamfocusing-based PLS schemes rely
on (Section IV) degrades precisely where this drift is largest
— off-boresight users and eavesdroppers are the ones a wide-
band, phase-shifter-only implementation protects least reliably.
Second, realistic deployments frequently contain a mix of
near-field and far-field users simultaneously (a hybrid near/far-
field scenario), which complicates both channel estimation and
secure resource allocation [42], [47].

III. TAXONOMY

We organize the near-field PLS literature into five thrusts,
summarized in Table I. This structuring choice is threat-model-
and mechanism-first: each thrust corresponds to a distinct
signal-processing lever available at the transmitter (and, in
the RIS case, at a passive/active reconfigurable element in
the environment) for achieving range- and/or angle-domain
secrecy. Fig. 3 gives a visual overview of the five thrusts before
Table I details their representative works.

IV. BEAMFOCUSING-BASED SECURE TRANSMISSION

The foundational result establishing beamfocusing as a
secrecy mechanism is due to Zhang et al. [8], who showed
that in near-field systems a positive secrecy rate remains
achievable even when Bob and Eve are perfectly aligned in
angle, provided their ranges differ — a scenario in which any
far-field beamforming scheme yields zero secrecy capacity.
This single result motivates essentially the entire subsequent
literature reviewed in this section.

Building on this, [18] developed an analog beamfocusing
approach for near-field wideband secure communication, ad-
dressing the beam-split problem directly in the security con-
text; [19] proposed a true-time-delayer-based hybrid digital-
TTD-analog beamfocusing architecture to secure wideband
near-field MIMO links against the same wideband distortion,
formulating a sum secrecy-capacity maximization problem
solved via alternating optimization over the digital beam-
former, TTD delays, and phase shifters. Against a piecewise-
far-field low-complexity benchmark that focuses only on max-
imizing Bob’s channel capacity without actively minimizing
Eve’s, [19] reports that this cheaper scheme still recovers
around 70% of the full scheme’s sum secrecy capacity in
a general deployment with Bob, Eve, and scatterers spread
across a sector, rising to about 80% specifically when Bob
and Eve are not in the same direction from the BS — a useful
practical data point on the cost of the low-complexity fallback
when Eve’s CSI is unavailable. [20] and its follow-up uplink
treatment [21] analyzed near-field beamforming for PLS in
both downlink and uplink directions, while [22] formulated a
max-min secrecy-rate optimization across multiple legitimate
users via beamfocusing, and [23] evaluated beamfocusing’s
secrecy enhancement in a system-level near-field setting. [24]
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Fig. 1. Schematic (not to scale) comparison of far-field and near-field spatial secrecy. In (a), Bob and Eve share the same angular direction and both lie
inside the beam, so no angle-only scheme can separate them. In (b), the array focuses energy on Bob’s specific range-angle location; Eve, at the same angle
but a different range, falls outside the focal region (the “depth of insecurity”) and receives a degraded signal.

TABLE I
TAXONOMY OF NEAR-FIELD PHYSICAL LAYER SECURITY TECHNIQUES

Thrust Core Mechanism

Representative Works

Beamfocusing-based

Exploit range-dependent energy concentration to con-

(81, [18]-{27]

fine signal quality degradation to Eve’s location

AN / directional modula- deliberate

tion / wavefront-domain

Inject

range-angle bin decodes correctly
RIS/STAR-RIS-assisted

interference or
frequency/wavefront diversity so only the intended

Use passive or active reconfigurable surfaces to reshape

exploit [28]-[32]

[331-[39]

the near-field propagation environment for secrecy

Multiple-access & ISAC
convergence
Emerging enablers

sensing-communication settings

Extend near-field secrecy to NOMA, RSMA, and joint

Movable/fluid antennas and learning-based (DRL/ML)

[39]-[42]

[43], [44]

optimization as new secrecy degrees of freedom
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Fig. 2. Focal-range drift 7™ /B across a 3 GHz band at 30 GHz center
frequency, computed directly from the closed-form beam-split relation (3)
(angles in the plot legend use TikZ’s native degree trigonometry). The
drift is mild near boresight but grows sharply off-boresight, meaning the
wideband beam-split-induced information leakage that Sections II and IV
discuss qualitatively is itself angle-dependent — exactly the users a narrowband
analysis would treat as safest are the most exposed once bandwidth is taken
into account.

specifically studied the effect of imperfect beamfocusing res-
olution — a practically important consideration, since real
arrays cannot focus with arbitrary precision — on NOMA-
aided near-field secrecy performance. [25] showed that, once
multiple legitimate users are present, artificial noise is not
merely helpful but necessary for near-field beamfocusing se-
curity — their single-user/single-eavesdropper analysis demon-
strates AN can transform an otherwise insecure configuration

into a secure one — and proposed a low-complexity multi-
user beamforming-plus-AN design (built around an “inter-
ference domain” that captures inter-user interference levels)
that matches conventional optimization-based performance at
substantially lower computational cost; [26] introduced the
concept of a receiver-centered “protected zone” — a physical or
virtual region around Bob within which beamfocusing plus AN
jointly guarantee secrecy without requiring Eve’s channel state
information (CSI), addressing a major practical limitation of
most prior beamfocusing-based schemes, which assume Eve’s
CSI is known. Earlier exploratory work in [27] had already
demonstrated PLS gains from spherical-wave massive MIMO
channels using conventional (non-time-delay) architectures,
predating the beam-split-aware designs above.

A consistent theme across this thrust is the tradeoff between
focusing accuracy (which improves with array aperture and re-
duces with bandwidth-induced beam-split) and the achievable
secrecy rate: several of the works above explicitly quantify
how larger apertures shrink the spatial region in which an
eavesdropper can achieve non-negligible information leakage.

V. ARTIFICIAL NOISE, DIRECTIONAL MODULATION, AND
WAVEFRONT-DOMAIN TECHNIQUES

A second family of techniques does not rely solely on
spatial energy confinement but actively distorts the signal seen
outside the intended range-angle bin. [28] applied directional
modulation — scrambling the constellation for any receiver
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Fig. 3. Visual overview of the five-thrust taxonomy used to organize this survey. Each thrust corresponds to a distinct security-enabling mechanism, detailed

with representative works in Table I.

outside a designed spatial region — to the near-field setting,
exploiting the joint angle-range dependence of the near-field
array response to achieve a two-dimensional (rather than
angle-only) security region. [29] proposed a low-complexity
AN-aided beamfocusing design specifically for near-field THz
systems, where computational complexity is a first-order prac-
tical constraint given the very large arrays involved.

At THz frequencies specifically, [30] examined multi-
antenna techniques for range-domain security (as distinct from
angle-domain security, which dominates the lower-frequency
literature), directly analyzing the security implications of the
THz band’s naturally short Rayleigh-to-near-field transition
distances. [31] and its extended journal version [32] introduced
wavefront hopping, a technique that rapidly and pseudoran-
domly varies the near-field wavefront shape (e.g., via recon-
figurable lens or metasurface elements) so that only a receiver
with precise, time-synchronized knowledge of the hopping
pattern can coherently combine the signal; an eavesdropper
without this knowledge experiences the equivalent of AN even
without any dedicated jamming signal being transmitted. This
is conceptually distinct from beamfocusing-based approaches
in that security derives from a shared secret (the hopping
sequence) rather than purely from geometry, blurring the line
between physical layer security and physical-layer-assisted
key-based security.

VI. RIS- AND STAR-RIS-ASSISTED NEAR-FIELD PLS

Reconfigurable intelligent surfaces (RIS) add a further de-
gree of design freedom by allowing the propagation envi-
ronment itself, not just the transmitter’s beamforming, to be
shaped for security. [33] addressed a particularly practical
concern — robust full-space secrecy design for simultaneously
transmitting and reflecting (STAR-)RIS-aided networks when
the eavesdropper’s location and channel are only imperfectly
known, using a large-system analytical technique to derive
a closed-form asymptotic average secrecy rate under this
uncertainty. We note that [33] models the BS-RIS and RIS-
user links via standard statistical (Rayleigh) fading rather than
a deterministic near-field array response, so it is not itself a
near-field result; we include it here because the robust-CSI
technique it develops — designing against location and channel
uncertainty jointly, rather than assuming perfect Eve CSI —
addresses a gap (identified in Section X-A) that near-field-

specific RIS designs largely have not yet closed, and could
plausibly transfer to a near-field array-response setting. [34]
extended RIS-assisted security to the covert-communication
setting in the near field, where the goal is not merely confi-
dentiality but concealing the very existence of the transmis-
sion from a watchful adversary (a warden). [35] combined
near-field secure transmission with orbital-angular-momentum
(OAM) multiplexing using a double-RIS architecture, adding
a further (mode-domain) degree of freedom to the range/angle
security picture. [36] optimized secure energy efficiency —
rather than raw secrecy rate — for STAR-RIS-assisted near-
field wideband THz links, explicitly foregrounding the energy
cost of maintaining security, a concern largely absent from the
beamfocusing-only literature in Section IV.

The most recent and, to our knowledge, first experimentally
validated RIS-based near-field PLS system is NF-SecRIS
[37], which uses an ultra-large-scale RIS to implement secure
location modulation: legitimate users at the correct range-and-
angle location receive clean constellations, while eavesdrop-
pers at any other range or angle receive obfuscated ones,
achieving what the authors term genuinely two-dimensional
(range-angle) PLS rather than the angle-only security of
conventional far-field RIS schemes. This is validated on a
physical 14 x 56-element (2-bit) RIS prototype operating at
5.8 GHz with a 39cm x 156 cm aperture: the reported bit-
error-rate (BER) at Bob’s location is 7.83 x 10™?, while eaves-
droppers outside the measured secure zone (r € [1.6,1.7] m,
6 € [—5°,5°]) experience BERs exceeding 40% across ASK,
FSK, PSK, and QAM modulation schemes, making it one
of the only hardware-validated results in the entire near-field
PLS literature (see Section X-D). An ablation reported in the
same work confirms that the artificial-noise (beam-nulling)
component is essential: with it disabled, eavesdroppers achieve
low BER and successfully intercept the signal, despite beamfo-
cusing alone already suppressing their received power. Com-
plementary work in [38] tackles a passive eavesdropper of
unknown location — a harder and more realistic setting than
most near-field PLS designs, which assume Eve’s location or
CSI is known — by combining frequency diverse arrays (FDA)
with RIS via random inverted transmit beamforming and
reflective-element subset selection; the authors derive a closed-
form worst-case secrecy rate over all possible eavesdropper
positions and show the largest secrecy gains occur precisely



when Eve is close to the RIS or the legitimate user, the
regime where conventional angle-only RIS security is weakest.
RIS-assisted near-field NOMA schemes explicitly trading off
secrecy against user fairness [39] round out this thrust.

VII. CONVERGENCE WITH MULTIPLE ACCESS AND ISAC

As near-field systems are expected to serve multiple users
simultaneously and, increasingly, to jointly sense their en-
vironment, a growing body of work studies near-field PLS
under NOMA, RSMA, and ISAC. [39] addresses a specifically
NOMA-flavored threat — internal eavesdropping, where the
untrusted party is not an external Eve but the near NOMA user
itself, who must decode and cancel the far user’s signal via
successive interference cancellation (SIC) and can therefore
also intercept it. In the far field, securing the far user against
this near, stronger-channel internal eavesdropper is provably
impossible, since SIC ordering requires the near user’s channel
to dominate; [39] shows that near-field beamfocusing breaks
this constraint by adding range as an independent degree of
freedom, making the far user’s security achievable precisely in
the regime (near-field) where the far-field result rules it out.
[24] (already discussed in Section IV in its beamfocusing-
resolution aspect) similarly addresses near-field NOMA secu-
rity, showing that the near-field range dimension can be used
to separate legitimate NOMA users from an eavesdropper in
ways that are simply unavailable in far-field NOMA secrecy
analysis.

For ISAC, [40] analyzed physical-layer security for NOMA-
assisted ISAC systems explicitly under near-field propagation,
characterizing how the sensing functionality’s probing signals
— which by design illuminate a wide spatial region, including
any potential eavesdropper — interact with the secrecy of the
communication functionality’s data signal. [41] extended near-
field ISAC security to UAV networks, where node mobility
adds a further time-varying dimension to the range-angle
secrecy problem. Finally, [42] addressed the important hybrid
near/far-field case directly, proposing multi-beam symbol-level
precoding to secure transmission simultaneously to near-field
and far-field legitimate users, a scenario that neither purely
near-field nor purely far-field PLS techniques handle well in
isolation.

VIII. EMERGING ENABLERS: MOVABLE ANTENNAS AND
LEARNING-BASED OPTIMIZATION

Two more recent threads depart from the fixed-position-
antenna, model-based-optimization paradigm common to
Sections IV-VIL. [43] introduced movable-antenna (MA)-
empowered secure near-field MIMO, in which the physical
positions of a modest number of antenna elements — not merely
their phase weights — are jointly optimized alongside hybrid
beamforming to maximize secrecy rate. This is motivated
by a genuine practical concern: conventional fixed-position-
antenna ELAAs require on the order of 4 x 10* antennas
to cover a 100\ x 100\ aperture at half-wavelength spacing,
which the authors note as a serious hardware, energy, and
signal-processing burden; allowing a much smaller number

of antennas to physically relocate offers comparable secrecy
gains at substantially lower hardware cost.

Separately, [44] applied deep reinforcement learning (DRL)
directly to near-field MIMO PLS optimization, motivated by
the fact that the joint angle-range beamforming and (where
applicable) AN-design optimization problems in Sections V-
VI are typically non-convex and solved via iterative, model-
based algorithms (alternating optimization, successive convex
approximation, semidefinite relaxation) that can be slow to
adapt to fast-changing channel and eavesdropper conditions; a
trained DRL agent can, in principle, output near-optimal beam-
forming decisions with far lower online computational latency.
Physical-layer key generation exploiting near-field channel
decorrelation properties has also been explored in a learning-
assisted setting, discussed as one component of a broader near-
field ML survey [45], though this specific direction remains
comparatively less developed than the beamforming-centric
approaches above.

IX. FUNDAMENTAL SECRECY PERFORMANCE LIMITS

Alongside scheme-specific designs, a smaller body of work
has sought to characterize fundamental secrecy-performance
limits of near-field systems in closed form. [46] derived
closed-form secrecy-capacity expressions for a uniform planar-
wave (UPW, far-field), uniform spherical-wave (USW, near-
field), and non-uniform spherical-wave (NUSW, reactive near-
field) channel model under a common framework, and proved
that when Bob and Eve share a direction, the far-field secrecy
capacity is exactly zero whenever r, > r. (Bob no closer than
Eve), whereas both near-field models retain strictly positive
secrecy capacity for any r, # 7. — formally confirming, rather
than merely observing empirically as much of the literature in
Sections IV-VIII does, that near-field beamfocusing provides a
genuine range-domain security mechanism unavailable in the
far field.

Table II summarizes the resulting comparison across the
three models as the number of transmit antennas M — oo,
reproducing the qualitative pattern established in [46]. The
UPW column’s zero high-SNR slope confirms Eq. (1)’s impli-
cation from Section II-A directly — in the co-directional worst
case, adding transmit power buys nothing under a far-field
model, since C,, is capacity-limited by angular correlation
alone, not SNR. More strikingly, the table shows that even
the near-field USW model — despite correctly capturing the
range-domain discrimination that makes co-directional secrecy
possible at all — allows secrecy capacity to grow without
bound as M — oo, which is physically impossible under
any fixed transmit power constraint; only the NUSW model,
which retains the full non-uniform channel-power variation
across antenna elements omitted by USW’s uniform-power
approximation, respects energy conservation. This is a caution
for any near-field PLS scheme (including several beamfo-
cusing designs in Section IV) that adopts the simpler USW
model for tractability: its qualitative conclusion that near-field
beamfocusing outperforms far-field secrecy is correct, but its
quantitative secrecy-rate predictions at very large M should
be treated as optimistic.



TABLE 11
COMPARISON OF FAR-FIELD AND NEAR-FIELD CHANNEL MODELS AS
M — oo, WHEN BOB AND EVE SHARE A DIRECTION [46]

Model Energy Secrecy High-SNR
conserved? capacity slope
UPW (far-field) No 0if rp >7e 0
USW (near-field) No > 0, unbounded 1
NUSW (reactive NF) Yes > 0, bounded 1

60

40 —

20 —

0 | | |
0 1,000 2,000 3,000

Depth of insecurity D3qg (m)

4,000

Number of transmit antennas M

Fig. 4. The closed-form 3 dB depth of insecurity, Eq. (4), computed for
A =0.125m, d = \/2, T3gg = 0.79 (parameters as used in [46]’s own
numerical validation), plotted directly from the closed-form expression rather
than digitized from the source. Each curve begins just above its own critical
antenna count (M =~ 799 for r, = 10 m, M =~ 1598 for r, = 20 m) —
below this count the depth is formally infinite — and both decay toward zero
as M grows further, confirming that larger apertures monotonically tighten
the near-field secrecy guarantee.

To quantify this benefit, the same work introduces the depth
of insecurity: given Bob at range r, and boresight alignment
with Eve, it is the length of the range interval [rmin, "max]
within which Eve’s channel remains correlated enough with
Bob’s (cosy < T, for a —3 dB threshold I' = 1/2) to
leak non-negligible information via the high-SNR-optimal
beamformer. Under the USW model with a square array
(M, = M, = /M) at boresight, this admits the closed form
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where d is the antenna pitch, A the wavelength, M the number
of transmit antennas, and Y3gg ~ 0.79 a constant fixed by
the —3 dB threshold. Fig. 4 plots (4) directly, illustrating
the central quantitative claim of this thrust: below a critical
antenna count (r, > 75), the depth of insecurity is formally
infinite — an eavesdropper anywhere along Bob’s direction
leaks non-negligible information, the far-field-like worst case.
Once the array grows large enough to push 7 past 7, the depth
becomes finite and then shrinks further, monotonically, as M
continues to grow — the closed-form, analytical counterpart
to the empirical beam-focusing-improves-secrecy claims made
throughout Sections IV and VI

[47] extended this line of analysis to the practically
important mixed setting — far-field legitimate users served by
an XL-array in the presence of eavesdroppers located in its
near field — and derived a genuinely counter-intuitive result:
because a far-field steering vector correlates with a near-field

eavesdropper’s channel over a wider angular range than it
would with another far-field user’s channel (an energy-spread,
rather than energy-focusing, effect), the insecure-transmission
region for a far-field Bob is larger against a near-field Eve
than the classical far-field-only result would predict, even
when Bob and Eve sit at different angles. With only one
legitimate user, this makes the mixed scenario strictly worse
for security than the pure far-field case. The paper’s second
finding recovers the loss: with two or more legitimate users,
one Bob’s signal acts as unintentional interference at the near-
field Eve, and optimizing the power split across Bobs can
shrink or eliminate the enlarged insecure region altogether —
so multi-user scheduling, not just beamforming, becomes a
security lever specific to the mixed-field regime that neither
pure-near-field nor pure-far-field analyses surface. This is the
most direct evidence in the surveyed literature that treating
a mixed deployment with either idealized model alone (as
most works in Sections IV-VIII implicitly do) can be actively
misleading, not merely imprecise.

X. OPEN CHALLENGES AND FUTURE DIRECTIONS

A. Channel Modeling and Estimation Complexity

Nearly all works reviewed above assume perfect, or near-
perfect, CSI for both the legitimate receiver and, in many
cases, the eavesdropper — an assumption increasingly relaxed
for near-field geometries specifically by [26] (and, in a non-
near-field STAR-RIS setting whose robust-CSI technique is a
natural candidate for adaptation, by [33]) but still far from
resolved for realistic near-field channels, which exhibit spatial
non-stationarity across a large aperture and frequently mix LoS
and non-LoS (NLoS) paths in ways that are still under active
study even outside the security context [4]. Secure beamform-
ing and AN designs that are robust to both range and angle
estimation error, jointly, remain comparatively underexplored
relative to angle-only robustness results inherited from the far-
field literature.

B. Security-Performance-Energy Tradeoffs

Most schemes in Sections IV-VI optimize secrecy rate
or secrecy energy efficiency in isolation; comparatively few
works (an exception being [36]) jointly characterize the three-
way tradeoff between secrecy performance, communication
throughput, and energy consumption that a real ELAA/RIS
deployment would need to navigate, particularly given the
hardware power draw of ultra-large-scale RIS or MA arrays.

C. Hybrid Near/Far-Field Coexistence

As Section VII and the JEIT survey [16] both emphasize,
realistic multi-user deployments will rarely be purely near-
field. The handful of hybrid-scenario works to date [42], [47]
suggest this is analytically and algorithmically harder than
either pure regime, and represents, in our assessment, the
single largest open gap in the current literature.



D. Experimental and Hardware Validation

With the notable exception of NF-SecRIS’s physical RIS
prototype [37], essentially every result surveyed in Sections
IV-IX is validated by numerical simulation alone. Real ELAA
hardware exhibits mutual coupling, phase-shifter quantization,
and calibration errors that are not captured in idealized array-
response models, and it remains an open question how much
of the secrecy improvement predicted analytically survives
contact with real RF front-ends.

E. Al-Native and Standardization Directions

Beyond the model-based DRL application in [44], both
this survey and [16] identify Al-assisted, adaptive near-field
security — potentially incorporating foundation-model-style
channel representations now emerging in the broader wireless
Al literature — as a promising but largely unrealized direction,
alongside the broader observation, echoed in [16], that no
unified standard or systematic security framework yet exists
for near-field 6G deployments.

XI. CONCLUSION

The near-field regime introduces a genuinely new degree
of freedom — range — into physical layer security design,
enabling secrecy in configurations (angularly co-located le-
gitimate and eavesdropping receivers) where far-field PLS
provably fails. This survey organized the resulting liter-
ature into beamfocusing-based transmission, artificial-noise
and wavefront-domain techniques, RIS/STAR-RIS-assisted de-
signs, multiple-access and ISAC convergence, and emerging
movable-antenna and learning-based enablers, alongside the
fundamental secrecy-performance-limit results that formally
justify why larger apertures yield stronger near-field secrecy.
The field is young: a dedicated survey did not exist in English
prior to this work, its Chinese-language counterpart [16] was
published only months ago, and the most advanced result to
date with physical hardware validation [37] appeared within
the final weeks of the period this survey covers. Channel-
modeling robustness, security-performance-energy tradeoffs,
hybrid near/far-field coexistence, and experimental validation
stand out as the most consequential open problems for the next
several years of work in this area.
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