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Abstract
As may be seen, cryptography and game theory are the 2 primary parts of the phrase. game theory thinks about with optimizing a result involving 2 or a lot of well-defined parties, every with well-defined behavior. Nash equilibrium could be a notion in game theory that emphasizes the participants' mutual profit. , the unpredictability of the operational state of affairs, don't seem to be laid out in game theory. The goal of cryptography is to produce safe message transmission between genuine and approved parties. Multiparty computing could be a cryptographical technique that enables 2 or a lot of participants to calculate a perform conjointly. this can be kind of like the concept of reciprocal profit in game theory. throughout the employment of the protocol, all parties have a precise set of behavior determined, kind of like game theory. The parties, as an example, a probabilistic polynomials in nature. Cryptography doesn't specify however AN assailant could use it to breach the system just like the operation condition. In cryptography, multiparty interaction is outlined as parties communication to judge a perform on their inputs.











1.0.  Introduction
As can be seen, cryptography and game theory are the two primary components of the phrase. Game theory is concerned with optimizing a result involving two or more well-defined parties, each with well-defined behavior. Each party has a set of extremely specific instructions to follow throughout the game and a set of desired characteristics. B game theory is defined as "the study of mathematical models of conflict and cooperation amongst intelligent, rational decision-makers," according to Myerson Rodger. For example, the goal might be to reduce or increase the value of a certain variable. Nash equilibrium is a notion in game theory that emphasizes the participants' mutual benefit. The actionable condition or phases of the game, i.e., the unpredictability of the operational scenario, are not specified in game theory.
The goal of cryptography is to provide safe message transmission between authenticated and authorized parties. Multiparty computing is a cryptographic technique that allows two or more participants to calculate a function jointly. They can also verify the material without exposing any of the content's details. This is similar to the idea of reciprocal benefit in game theory. During the use of the protocol, all parties have a certain set of behavior determined, similar to game theory. The parties, for example, are probabilistic polynomials in nature.
Cryptography does not specify how an attacker may use it to breach the system like the operation condition. There are a few limitations on the opponent's operating criteria, such as passive or active. Still, there are no limitations on how an adversary may conduct an assault. 
The cryptographic and game theory worlds appear to cross in that they both deal with a mutually suspicious interaction that leads to a certain outcome. In cryptography, multiparty interaction is defined as parties communicating to evaluate a function on their inputs. Each party receives some computation result at the end. In a game-theoretic context, parties interact in a game that ensures some payout for the participants based on all parties' joint actions. In contrast, the parties seek to maximize their payoff. The link between these two fields has been studied in recent years in the hopes of cross-fertilization and synergy.

1.1 Cryptographic Notions and Settings
Cryptography is such a broad topic that it deserves its book. As a result, we will provide a high-level overview of the topic of Multiparty Computation (MPC) in the following sections, disregarding the majority of the lower-level details and focusing solely on elements important to Game Theory. For example, the following issue is addressed by MPC. There are n two parties P1,..., Pn, each of whom has an input ti, 1 In, and they want to calculate a function s = f(t1,..., TN) on their inputs jointly. The aim is for each party to learn the function's output, s, with the caveat that Pi cannot acquire any further knowledge about the other parties' input other than what can be derived from the pair (ti, s). The secrecy restriction adds to the problem's complexity since, without it, each party may reveal its input to all other parties and compute the function's output locally. As a result, the objective of MPC is to simultaneously accomplish two properties: accuracy of computation and input privacy protection.
Let's look at an example of the issue. Assume there are n persons interested in participating in an auction for a certain item. The auctioneer belongs to the P1 party. Bidder Pi has his bid ti, whereas parties P2,..., Pn each have their bid for the object. For simplicity, we will suppose that ti = tj, I j. They want to discover who made the highest bid and who made it, but they don't want to divulge anything about the losers' bids. As a result, they want to compute (Val, I = f(, t2,...,TN), where Val = max(t2,...,TN) and I = argmax (t2,...,tn). As a result, everyone knows who the winner is and the winning offer, but no further details are revealed.
There are two broad generalizations. The two generalizations of the preceding scenario that follow are frequently beneficial.;

1.2. Probabilistic functions
A random string r determines the function's value, selected according to a distribution: s = f (t1,...,tn; r). For example, in the auction above, we may address the scenario when part of the bids are equal by picking a winner at random. The coin-flipping functionality, for example, requires no inputs and outputs a fair random bit. It's important to note that the valuer isn't controlled by any parties but is created collaboratively throughout the computation.
1.3. Multi-Output Functions. 
The function doesn't need to have a single output. In principle, each party might have its output, such as (s1,..., sn) = f. (t1, ..., tn). Only party Pi learns the output si in this scenario, and no other party learns anything about the other party's inputs and outputs other than what it can deduce from its input and output. For example, there appears to be little incentive to notify all of the losing participants of the winner and winning offer in the auction described above. As a result, we'd rather compute (s1 = (Val, I 0,..., 0, si = 1, 0,..., 0) = f(, t2...tn), where (Val, I is defined as previously. The auctioneer P1 and the winning party Pi are the only two parties who get an output.

1.4. The Parties. 
One of the most intriguing parts of MPC is achieving the goal of computing the function value while assuming that certain parties would deviate from the protocol. In cryptography, parties are typically classified as either honest or defective. A trustworthy person follows the etiquette of the letter. Otherwise, the party is thought to be inept. The erroneous conduct might manifest itself in a variety of ways. These are referred to as "honest-but-curious" gatherings (or semi-honest). On the other hand, the parties are free to deviate from the established protocol in any way they see fit, with the objective of either affecting the computed output value or learning as much as possible about the other parties' inputs. Malicious parties are referred to be such.
We imagine an opponent A who has complete control over all bad actors and can coordinate their activities. As a result, we suppose that the defective parties cooperate and have the most information and control over the computation due to their cooperation. Out of the n involved parties, the enemy can corrupt any number of them. However, we would need to restrict the number of corrupted parties to solve the problem in many situations. This restriction is known as the k-threshold, and it indicates that the protocol is safe as long as the number of corrupted parties does not exceed k.



2.0 Security of Multiparty Computations
We're ready to define what it means to compute a given function f safely. Assume that a responsible party gets all of the inputs from all parties, calculates the output values, and then sends this value to each. † This procedure computes the right result off and does not allow the participants to learn any further knowledge about each other's inputs. This model is known as the ideal model. MPC security asserts that a protocol is secure if its execution meets the following criteria:
· In the ideal scenario, the honest parties calculate the identical (right) outcomes.
· In the ideal scenario, the protocol does not reveal any more information than a comparable execution with the trusted party. Intuitively, this may be described as follows.
A transcript is generated by the adversary's interaction with the parties in the protocol (on a vector of inputs). This transcript is a random variable that contains the outputs of all the honest parties and the output of adversary A, which is required to assure accuracy, as detailed below.
Without losing generality, the latter output contains all of the information that the adversary learned, including its inputs, private state, all of the messages sent to A by the honest parties, and, depending on the model (see later discussion on the communication model), possibly even more information, such as public messages exchanged by the honest parties. We can guarantee that no information is leaked from the computation via the execution of the protocol if we show that the same transcript distribution can be generated when interacting with the trusted party in the ideal model because we know that the ideal process does not expose any information about the inputs.
In some ways, what is being argued here is that if the transcript can be created using simply the computation's output, then the transcript itself does not provide any information because anybody can generate it using only the output. In a more formal sense,
Suppose f be a variable with n inputs and be the computation protocol for f. We define REALA,(t) as the sequence of outputs of honest parties arising from the execution of on input vector t under the assault of A, in addition to the output of A, given an adversary A who controls some set of parties. In the same way, given an adversary A who controls a set of parties, we define IDEALA,f (t) as the series of honest party outputs computed by the trusted party in the ideal model on input vector t, plus A's output. We claim that safely computes f if, for any opponent A as defined above, there exists an adversary A that controls the same parties in the ideal model, such that the distribution of REALA,(t) is "indistinguishable" from the distribution of IDEALA,f on any input vector t. (t)
The objective of the ideal opponent A, on the surface, appears to be to provide (nearly) the same result that A does in the real execution (referred to also as the real model). As a result, attacker A is commonly referred to as the simulator (of A). However, it's also worth noting that the protocol's accuracy is guaranteed by the definition above. Indeed, the outputs of the honest parties (even if we do not give these outputs to A) are included in the transcript value created by the ideal model, IDEALA,f (t), which we know were accurately computed by the responsible party. As a result, the accurate outputs of the honest parties in the actual model should likewise be included in the real transcript REALA,(t).

2.1. The inputs of the faulty parties. 
We assumed that each party Pi had an input ti that it uses to do calculations. Nothing prevents Pi from converting ti into some t I if it is defective. As a result, the concept of "right" input is only specified for responsible parties. The "effective" input of a defective party Pi, on the other hand, might be described as the value t I that the ideal model's simulator A (which we assume exists for any genuine model A) provides to the responsible party. Indeed, since the outputs of honest parties appear to be the same in both models, Pi must have "contributed" the identical input t I in the real model for all practical purposes.
Even in the ideal scenario, another possible misbehavior of Pi might be a refusal to provide the trusted party any input at all. This can be dealt with in a variety of ways, ranging from canceling the entire computation to just assigning it a "default value." For clarity, we suppose that the domain of f contains a specific symbol expressing the refusal to provide the input. How f should be computed on such missing inputs is well specified. This necessitates detecting when a party fails to enter its input in any simple protocol and responding in the same way as if the party had input in the ideal model.


2.2. Variations on Output Delivery. 
It is implied in the preceding definition of security that all honest parties get the computation's outcome. This is accomplished by saying that IDEALA,f (t) contains all honest parties' outputs. As a result, we assert that our present specification ensures output delivery. Fairness is a more relaxed attribute than output delivery. If fairness is established, then all (honest) parties will ultimately discover their outputs if at least one (even defective!) party does.
We allow the ideal model adversary A to tell the trusted party not to compute the outputs more formally. In this situation, the optimum model is for all parties to learn the output or none of them to learn it. Because the A's transcript is indistinguishable from the A's, the same level of fairness must be guaranteed in the real model. Another way to loosen the concept of security is to limit it to providing simply accuracy and privacy. This means that erroneous parties can learn their outputs but honest parties are unable to learn theirs. The procedure, on the other hand, will still ensure that:
· This is the right value if an honest party gets an output.
· The privacy of the honest parties' inputs and outputs is protected.

2.3. Game Theory Notions and Settings
2.3.1. Strategic Games. 
We begin by reviewing the fundamental notion of comprehensive information (one-shot) strategic games. A set I of n parties P1...Pn, a set of actions Si for each party Pi, and a set of real-valued utility functions ui: S... R for each party Pi give rise to a game G = (I,(Si)iI,(ui)iI). The sides move at the same time, each taking a different action si Si. Party Pi's payout (or usefulness) is ui (s1,...,sn). A tuple of strategies x = (x1,...,xn) is termed a strategy profile, and the (probabilistic) algorithm xi that instructs party Pi which action to perform is called its strategy.
If we designate the set of probability distributions over a finite set B by (B), we get xi (Si) and (S). The strategy profile of all parties except Pi (whom we sometimes refer to as Pi) is denoted by si (or xi). Finally, by defining ui(x) as the expectation of ui(s), where s = (s1,..., sn) is selected according to x, we automatically extend utility functions to strategy profiles.
Each party in Game Theory is assumed to be selfish and rational, i.e., exclusively concerned with maximizing its (anticipated) reward. As a result, self-enforcing strategy profiles are appealing to us. In other words, even though one side is aware of the other's strategy, it has no reason to depart from its own. Equilibrium is a strategy profile like this.

2.3.1. Nash equilibrium. 
This concept of equilibrium relates to a strategy profile in which the strategies of the parties are independent. Specifically, the induced distribution x over the pairs of acts must be a product distribution, i.e., x(S1).. (Sn).
A game G's Nash equilibrium (NE) is an independent strategy profile (x∗ 1,...,x∗ n), s.t. ∀Pi ∈ I, si ∈ Si ⇒ ui(x∗ i , x∗ −i) ≥ ui(si, x∗ −i). In other words, for every party Pi, following its prescribed strategy x∗ i is an optimal response to the other parties' prescribed strategies x∗ −i. Thus, Nash's famous result in game theory states that every finite strategic game has at least one NE.

2.3.2. Correlated equilibrium.
Because parties can pursue their plans independently, Nash equilibrium is a natural and appealing concept. However, we shall demonstrate that allowing generic, correlated strategies x (S) (rather than (S1)...(Sn)) can frequently result in significantly larger anticipated payoffs. We enhance the basic setup of strategic (one-shot) games by introducing a trusted party M dubbed a mediator to make sense of such a linked profile when the game is implemented. According to x, M will sample a tuple of linked actions s = (s1...sn) and then privately suggest the action si party Pi. In particular, each party Pi will have a conditional distribution, denoted (xi | si), regarding the strategy profile recommended to the other parties Pi after receiving its recommendation si, after which Pi can decide if the following si is indeed the best course of action assuming the remaining parties follow xi | si. In a coupled equilibrium, the answers to these questions is yes: it is in the best interests of all parties to follow the mediator's suggestions.
A correlated equilibrium (CE) is a strategy profile x∗ ∈ Δ(S), such that for any Pi ∈ I, si ∈ Si and any action s∗ i in support of x∗ i , we have ui(s∗ i ,(x∗ −i | s∗ i)) ≥ ui(si,(x∗ −i | s∗ i)). Correlated equilibria always exist and form a convex set that must contain the Nash equilibria's convex hull (where the latter is defined to consist of all convex combinations of Nash equilibria; notice, the mediator can implement such equilibria by flipping a biased coin telling which Nash equilibria to recommend to players). However, using correlated (but not necessarily identical) recommendations, correlated equilibria with equilibrium payoffs outside (and sometimes much superior!) the convex hull of Nash equilibria payoffs can be achieved.

2.3.3. Contrasting MPC and Games
As can be seen, MPC and games have several features. The computation of some function (s1...sn) = f(t1...tn; r) in a private way is an essential challenge in both situations. making the challenge of translating MPC to Games and vice versa a promising but difficult one.

2.4. Incentives and Rationality.
The foundation of game theory is incentives. Even though it does not explain why parties join in a game, they have a very clear motivation once they do. Players are considered to be rational and primarily concerned with increasing their utility. Furthermore, rationality is common knowledge: parties are not only rational, but they also know that other parties are rational, and they use this information to make strategic judgments. The incentives in the MPC scenario, on the other hand, remain external to the calculation, and the assumption on the parties is the reason the computation actually ends with a real and meaningful outcome. In particular, in the MPC scenario, it is assumed that there are two types of parties: completely honest and arbitrarily malevolent.
[image: ]

Without any explicitly articulated rationale, the honest parties are just expected to obey their orders mindlessly. But, on the other hand, malicious parties may act entirely irrationally, and a proper MPC protocol must guard against such "irrational" conduct. As a result, the surroundings are considerably dissimilar in general. Thus, on the one hand, the MPC setup may be more difficult since it must defend against malevolent actors' entirely inexplicable behavior (even if such behaviors would be irrational had the parties had the utilities defined).
On the other hand, the Game Theory scenario may be more difficult since it does not profit from the assumption that some parties (i.e., the honest parties) will mindlessly obey the protocol. However, we note that this benefit is lost when evaluating whether or not to deviate in the basic concepts of Nash and correlated equilibria because one must always assume that the other parties will follow the protocol when deciding whether or not to deviate.

2.5. Privacy and Solution Drivers.
The goal in a cryptographic setting is to create a secure protocol. Thus, the primary goal is to eliminate the trusted party securely and confidentially. On the other hand, in a game theory context, the objective is to attain "stability" through finding a suitable equilibrium. The existence of the mediator, in particular, is merely another "parameter setting" that results in a more desired but more difficult to execute equilibrium notion. Furthermore, the mediator's privacy restriction is just a technical means of justifying a far larger class of "explainable" reasonable acts. Thus, privacy is a goal in the MPC context, but it is a means to an end in the game theory environment.

2.6. Crime and Punishment. 
In both the cryptography and game-theoretic contexts, examining deviations from the specified approach is crucial. However, there are a few important distinctions. The objective of cryptography is to compute the function while maintaining certain security guarantees despite the flawed parties' deviations. Most protocols also allow the participants to determine which party has broken the protocol. Even when the wrongdoer is revealed, in many cases, no action is taken against them. However, when an action is performed, such as removing the party from the calculation, it is done so that the protocol may achieve its ultimate purpose of calculating the function.
On the other hand, it is critical to explain how the other participants will deal with the misbehavior in the game-theoretic environment. For example, one common strategy is to devise reaction tactics to harm the offending party's payoffs (s). This assures that it is in no player's self-interest to depart from the specified approach due to reason.
Early halting is misbehavior when a party refuses to engage in a particular protocol/strategy. Nothing can be done about this problem in the MPC scenario because it exists in the ideal model. However, in the context of Game Theory, we've already established that "the game continues." To put it another way, stopping can be modeled as explicit action with explicit payoffs if desired, but the formal game is always expected to be played. As a result, if we utilize MPC within a game-theoretic protocol, we'll have to debate what should happen if one of the parties aborts the MPC from a game-theoretic perspective.


2.6.1. Efficiency.
When determining whether or not to deviate, most game-theoretic literature sets no computational constraints on a party's Efficiency. In contrast, much of the cryptographic protocol literature is only meant to survive computationally limited attackers (either because the task at hand is otherwise impossible or much less efficient).

2.6.2. Collusions. 
Finally, most game-theoretic work examines collusions in the non-cooperative scenario, which corresponds to collusions of size k = 1. On the other hand, in the MPC context, the Cryptography and Game Theory situation k = 1 is generally easy, and much effort is taken to maximize the maximum collision threshold. Indeed, in most MPC situations, at least a linear percentage of conspiring parties may be tolerated, and in certain cases, all but one party can be tolerated.

2.7. Cryptographic Influences on Game Theory
This part will look at how MPC and cryptography methods and concepts may be used in Game Theory. First, cryptography had a direct impact on the concepts of computational and k-resilient equilibrium. Then, we describe how to utilize appropriate MPC protocols to substitute the mediator implementing a particular CE with a "payoff-equivalent" cheap-talk phase in several scenarios.

2.7.1 New Notions Computational Equilibrium. 
We explore scenarios where parties engaging in the extended game are computationally bounded and define the concept of computational equilibriums, drawing on the cryptographic realm. In this instance, all we have to do is guard against effective misbehavior strategies xi. To be more specific, we'll suppose that the total game G is always the same size. First, however, we may use the security parameter to parameterize the extended game's preamble phase, in which case (a) all computation and communication must be done in time polynomial in; and (b) the misbehavior methods must likewise be performed in time polynomial in.
The prelude phase will be built on the assumption that a computationally difficult problem exists. However, there creates a negligible chance that within xi, the attacker will break (say, by chance) the underlying hard issue, resulting in a significantly larger payoff than if they followed the equilibrium approach xi. Of course, since the parameters of G, including the greatest payoff, are considered constant, we must assume that the party will not bother to deviate if its payoffs will only rise by a tiny amount. This leads to the concept of computational Nash equilibrium: a tuple of independent strategies x∗1...x∗n where each strategy is eﬃcient in λ such that for every Pi and every alternative eﬃcient in λ strategy xi, we have ui(x∗i,x∗−i) ≥ ui(xi,x∗−i) − , where  is a negligible function of λ.
k-Resiliency. As previously stated, the realm of Game Theory introduced a variety of cooperative equilibrium notions. However, for our purposes, a robust (Nashor Correlated) equilibrium is a stronger kind of such an equilibrium. Because it is such a strong concept of equilibrium, it may not exist in most games. However, we opted to offer it since it will be used in the "Game Theory-MPC" context, where MPC protocols will be used in various game-theoretic settings. The ability to achieve such strong equilibria with MPC demonstrates the cryptographic methods' strength. n Furthermore, most of the conclusions we provide later in the chapter, with slight modifications, generalize to weaker types of cooperative equilibria, such as various flavors of the more well-known coalition-proof equilibrium.
Informally, robust equilibrium necessitates defense against any coalitional deviations that benefit just one of the colluding parties. As a result, no member of the coalition will justify such a departure, implying that the equilibrium tactics are extremely stable. To deﬁne this more formally, we need to extend our notation to handle coalitions. For example, given a strategic game G =(I,(Si)Pi∈I, (ui)Pi∈I) and a coalition ⊆ I, we denote SC=Pi∈CSi. Then a joint strategy xC of C is an element of Δ(SC). 
Given a strategy proﬁle x∗, we will also denote by x∗Cits "projection" onto C, and by x∗−Cits "projection" on I\C. Then we say that an independent strategy proﬁle (x∗1,...,x∗n) is a k-resilient Nash Equilibrium of G, if for all coalitions C of cardinality at most k, all deviation strategies ∈ Δ(SC), and all members Pi∈ C, we have ui(x∗C,x∗−C) ≥ ui (xC,x∗−C). The concept of a k-resilient correlated equilibrium x(S) is defined similarly. However, there are two variations here. First, members of C are allowed to collude only before receiving their actions from the mediator in the ex-ante variant: a deviation strategy will tell each coalition member how to change its recommended action, but this will be done without the other members of the coalition being aware of the recommendations.
In the more powerful intermediate form, coalition members will see the complete suggested action vector sC and can then try to alter it together to some sC. Ex-ante linked equilibria are more plentiful than intermediate equilibria. It's simple to design games in which 2-resilient ex-ante CEs obtain greater payoffs than 2-resilient interim equilibria. Even games in which the former correlated equilibria exist but the latter do not! This is because the ex-ante option imposes a severe constraint on the formation of coalitions after the mediator's proposed measures have been implemented.
As a result, unless otherwise specified, k-resilient CE refers to the interim scenario. Finally, we highlight that the concepts above may be readily extended to games with imperfect information and the definition of (usual or computational) k-resilient Nash equilibria of extended games. On the other hand, correctly defining stronger computational equilibria, such as subgame-perfect, sequential, and so on, is far from clear. Such definitions are, in fact, extremely complex and not generally understood at this time.

3.0. Conclusions
As we've shown, there are numerous parallels and distinctions between MPC settings in cryptography and correlated equilibrium settings in game theory. Existing studies have begun to investigate these relationships, but there is still more work to be done. Can we, for example, utilize some versions of MPC to eliminate the mediator while still reaching extremely strong Nash equilibria but with more realistic physical and other setup assumptions? Is it possible to rationalize using game theory? For non-NCC functions (such as parity) or to explain other common cryptographic tasks like commitment or zero-knowledge proofs, MPC protocols might be useful. Furthermore, employing game theory to rationalize MPC has only resulted in more complex procedures so far. Is there any reason to believe that presuming rationality will make the design of cryptographic problems easier?
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