Generative Pre-Trained Transformers, Natural Language Processing and Artificial Intelligence and Machine Learning (AI/ML) in Software Vulnerability Management: Automations in the Software Bill of Materials (SBOM) and the Vulnerability-Exploitability eXchange (VEX)
Preprint summary: Since the issuance of Executive Order 14028 on Improving the Nation's Cybersecurity in 2023, cybersecurity professionals in the UK and the USA have been struggling with the challenge of Software Bill of Materials (SBOM) compliance. In the USA (U.S.), there has been a significant effort in ensuring compliance, but in the UK, the compliance with the Executive Order 14028 is not seen as a priority. This is probably because many UK based developers think that the compliance mechanism is only valid in the U.S. The truth is, the Executive Order 14028 applies to companies that operate or work with the U.S., and many UK based software developers either operate in the U.S., or their products are used in the U.S. This means that many UK software developers need to be compliant with the Executive Order 14028, and yet, there is very little discussion (if any) among the UK software development community on this topic. The first stage in this would be to connect with the U.S. agencies that work in this area, and to start developing a strategy on how this could be communicated in the UK industry and academic software developers’ communities. Second stage is to ensure that vendors, customers, and users understand the value of SBOMs. At present, the U.S. is in stage two, and the UK hasn’t really engaged with stage one yet. Looking at the U.S. as the most advanced country in the SBOM adoption, despite the readiness of software developers in preparing SBOMs, vendors, customers, and users are still uncertain about the implementation process and the value of the received reports. This is predominately because SBOMs have produced overwhelming amount of information and cybersecurity professionals are unable to process the data and check for all the potential vulnerabilities that can be found in SBOMs. This would likely be a problem in the UK as well, once the requirements for compliance with Executive Order 14028 becomes more obvious, and once the developers reach the same level of compliance with their counterparts in the U.S. To address this pressing issue, we present a Preprint that explores the potential of Artificial Intelligence and Machine Learning (AI/ML) in automating SBOM and Vulnerability Exploitability eXchange (VEX) compliance. Our research delves into categorising data and proposing solutions grounded in the FAIR principles (Findable, Accessible, Interoperable, and Reusable).
Introduction 
The UK and the U.S. are in a special relationship that requires compliance with cybersecurity regulations and strong cyber diplomacy. The Executive Order 14028 that imposes compulsory requirement for Software Bill of Materials (SBOM), has exposed the need for deeper collaboration between the UK and the U.S. cybersecurity agencies. This Preprint discusses the requirements for a new, comprehensive cyber policy that prioritises cybersecurity as a top national priority for the UK. Both countries - the UK and the U.S. - have individually developed their forward-looking cybersecurity strategy to protect their critical infrastructure, businesses, and citizens from evolving cyber risks. The UK has somehow fallen behind in following the U.S. requirements for Software Bill of Materials (SBOM) and cyber vulnerabilities. This exposes a gap in the UK and the U.S. cyber diplomacy and requires a new strategy that builds on existing collaborative efforts and shared expertise in countering cyber threats.
To bring the UK back on track with compliance with standards, legislations, and regulations in the U.S., and to strengthen the UK and the U.S. collective defence capabilities, the new strategy must place priority on improving information sharing, intelligence collaboration, and collaborative cybersecurity exercises. This is particularly relevant and important in light of the difficulties SBOMs present in assuring software supply chain security. 
This necessitates active participation in multilateral forums, that advance cyber policy and advance global norms for cyberspace, while also encouraging responsible state behaviour, and address vulnerabilities in a coordinated fashion. The UK and the U.S. need to set the standard for promoting cyber resilience by creating a secure digital future not only for the UK and the U.S., but through coordinated efforts, the new strategy must also provide opportunities for engagement with the larger international community. The first step in doing this is by addressing the complexities of managing SBOMs and cyber vulnerabilities with the guiding principles of transparency, cooperation, and international stability in cyberspace.
When the level of cooperation and collaborations has been re-established once again, the problem of managing the vast volume of new vulnerabilities will be imposed on UK cybersecurity professionals. This Preprint is designed to identify the solutions that would reduce the burden on U.S. cybersecurity professionals today, and the workloads on UK cybersecurity professionals in the future. 
The solutions investigated in this Preprint are based on using Generative Pre-Trained Transformers, Natural Language Processing, Artificial Intelligence, and other Machine Learning algorithms in Software Vulnerability Management. The objective of the Preprint is to identify how such tools can be used for automations in the Software Bill of Materials (SBOM) and the Vulnerability-Exploitability eXchange (VEX).
Preprint on the Software Bill of Materials (SBOM) and the Vulnerability-Exploitability eXchange (VEX) 
This Preprint focuses on the crucial domain of cyber vulnerability management, where compliance with SBOM and VEX plays a central role. While software developers have actively embraced SBOMs, their adoption by end-users remains a challenge. The automation of this process emerges as a critical need due to the staggering estimate of 270 million monthly requests for vulnerability indices, with projections of doubling every year and a half. This Preprint aims to explore how AI/ML can transform and modernise SBOM and VEX compliance, opening the way for standardisation between the UK and the U.S. cybersecurity agencies, compliance with regulations that differentiate in national standards and legislations, while preserving and enhancing robust cybersecurity practices.
Methodology 
To achieve our objectives, we undertook a comprehensive research approach, conducting 20 Preprint interviews and 3 workshops. We also leveraged secondary data sources from U.S. cybersecurity agencies, such as CSAF, NTIA, CISA, NIST. The data sources included video recordings, working papers, and draft reports. By combining different data, approaches, and methods, we carefully analysed the data and derived insights from multiple sources.
Challenges in Cyber Vulnerability Management 
U.S. cybersecurity agencies have focused on cybersecurity vulnerability management, security fixes and patches. One of the leading tools in the U.S. cybersecurity arsenal is the Common Vulnerability Scoring System Calculator (CVSS). However, CVSS was designed long before many of the current vulnerabilities existed. The CVSS limitations include scaling problems, and diverse data communication formats, and current advancements in AI and ML have enabled computer scientists to overcome many similar problems in other areas of research. Even if we wanted to keep things are they are in vulnerability management, the complexity of manual patching and updates becomes evident with the volume of vulnerabilities that need to be risk assessed to control the threat level and the vulnerability exploitability. Hence, this presents a very clear need for automation in SBOM vulnerability management.
The importance of VEX 
Bridging the gap in vulnerability discovered and vulnerability exploitability assessment, the significance of automation in SBOM and VEX is even more obvious, because we need to address software supply chain cyber risks. SBOMs provide essential information about software components and dependencies, and this is the reason we can see many more vulnerabilities, because we now understand the components used in different software products, but not all vulnerabilities are exploitable. In most cases, cybersecurity professionals are risks assessing vulnerabilities that are not exploitable on the systems they use. This highlights the importance of VEX, which offers transparency and an updated view of vulnerability statuses. 
However, fact that this legislation is seen by developers as only applicable to the U.S., creates a disadvantage to cybersecurity professionals based in the U.S. Since U.S. has imposed the requirement to developers to produce SBOMs, all vendors are required to check SBOMs for potential vulnerabilities. Their cybersecurity counterparts in other countries have no such requirements, and software is often sold and used in the form of Black Box applications. If developers do not provide SBOMs, the cybersecurity professionals have nothing to check for vulnerabilities. This not only exposes the end-user to cyber risks, but it creates significant challenges in the standardisation of automation and scaling of SBOM risk assessment.
The Executive Order and SBOM Adoption 
The executive order 14028 mandates federal agencies to request SBOMs, accelerating the influx of SBOMs into the market. While software developers in the U.S. have by now become already familiar with SBOMs, vendors, customers and the end-users struggle to harness their potential. This emphasises the need for a cost-effective automated tool that would provide a visibility and automated risk assessment, including an estimation of vulnerability exploitability. Such cost-effective automated tool would facilitate transparency and enable vendors, customers, and the end-users to visualise and understand better the exploitability of the vulnerabilities in the SBOMs. In effect, such cost-effective automated tool would enhance vulnerability management to a level where vendors, customers, and end users would start requesting SBOMs from software developers, because they would understand the value of SBOM reports. At present, the value of these reports is not fully understood, and SBOMs are seen as a burden, and not as a mechanism for vulnerability management. 
Strategy for UK Cyber Diplomacy and technical solutions for compliance with the Executive Order 14028
First, let’s ensure we understand what Cyber Diplomacy is. 
International relations in the context of cyberspace are the primary objective of cyber diplomacy. Cyber diplomacy has become essential for influencing standards, regulations, and cooperation in the cyber domain as the digital world becomes more interconnected and interconnected with international politics. To handle cybersecurity concerns, promote trust, and avert potential conflicts, this involves interactions between nation-states and other stakeholders. 
To promote responsible behaviour and guarantee stability in cyberspace, cyber-diplomats engage in discussions, negotiations, and the creation of agreements. Cyber diplomacy aims to achieve a careful balance between utilising the potential provided by digital technologies and tackling the security risks they provide by promoting cooperation and understanding. Its ultimate objective is to establish a digital environment that is more secure and safe. 
Second, let’s discuss the importance of Cyber Diplomacy between the UK and the U.S. 
The UK and the U.S. have a strong and cooperative collaboration in cyber diplomacy, which reflects the shared values and objectives of these two powerful countries. They recognise the value of working collaboratively to combat new cyber threats and advance a secure cyberspace given the vital roles both nations play in the digital world and their strong cybersecurity capabilities. To address challenges like cyber espionage, malicious cyber activity, and the safeguarding of key infrastructure, regular high-level discussions, bilateral agreements, and information-sharing systems are set up. Their cooperation has been further strengthened by joint initiatives in cyber defence, intelligence sharing, and cybercrime investigations.
Additionally, the UK and U.S. regularly participate in multilateral forums to help establish global standards and guidelines for cyberspace, highlighting the importance of responsible state behaviour and adherence to international law. This cyber-diplomatic alliance not only strengthens both countries' cybersecurity capacities, but it also helps the larger international endeavour to create a more secure and stable online environment.
What are the problems we identified in the UK approach to Cyber Diplomacy with the U.S.?
In the area of SBOM and VEX, the UK and U.S. cyber-diplomatic relationship needs to be strengthened. We reviewed the participation of UK industry and academic experts in the UK efforts on Cyber Diplomacy and compliance with the Executive Order 14028, and we found no UK representatives to the events organised by U.S. cybersecurity agencies. We found representatives from the German Bundestag, from France and many other EU member states, we also found strong presentence from Chinese companies, e.g., Huawei and others, but we could not find any engagement of UK security agencies, academics or industry representatives in the events organised by U.S. agencies in relation to standardisation of the US efforts on SBOM and VEX. 
This triggered our interest in developing further our collaborative relationships with the organisations that participate in SBOM and VEX, including the Common Security Advisory Framework (CSAF), the National Institute of Standards and Technology (NIST), and other organisations that work in this area e.g., NTIA, CISA. This engagement included attendance to the events organised and attended by U.S. security agencies, including the RSA Conference and the CERT Vendor Meeting, the DEF CON and Black Hat conferences, and we are making plans for presence on the Texas Summit. 
AI/ML Solutions for SBOM and VEX Automation 
Drawing from the FAIR principles, we propose AI/ML-based solutions to automate SBOM and VEX compliance. The AI/ML-based solutions include integration of unique product IDs and automatic asset management that enables seamless processing of advisories. This AI/ML-based is based on the pre-requirement for implementation of CSAF and VEX documents in JSON format, and the use of digital signatures to enhance security and reliability. The proposed solutions are designed in compliance with existing efforts from industry, such as the Dependency-Track model, which emerges as a promising open-source tool for ingesting, analysing, and generating real-time intelligence reports from SBOMs and VEX documents.
Collaborations and Future Perspectives on Cyber Diplomacy between the UK and the U.S.
The success of implementing AI/ML solutions for SBOM and VEX automation relies on collaborations with the UK and the U.S. government agencies, security agencies, academia and industry stakeholders. The Preprint underscores the need for extensive, automated, and cost-effective tools to manage vulnerability exploitation. Government-imposed penalties in the UK (to reach stage 1) and incentives in the U.S. (to reach stage 2) may also influence end-users' adoption of automated tools.
Conclusion 
This Preprint on Cyber Diplomacy in cybersecurity, offers practical insights into automating SBOM and VEX compliance with the Executive Order 14028, through the power of AI/ML. By harnessing the FAIR principles and applying the new AI/ML tools based Generative Pre-Trained Transformers, and Natural Language Processing, cybersecurity practitioners can navigate the complexities of cyber vulnerability management, ensuring a safer digital landscape for organisations and users alike. Collaborative efforts between academia, government, and industry will undoubtedly open new opportunities for creating a collaborative, more secure and resilient future. Our engagement with CSAF, NIST, NTIA, CISA, and our presence on the RSA, DEF CON, Black Hat, and Texas Summit, will temporarily improve the gaps in UK and U.S. cyber diplomacy, but a more formalised approach remains to be developed by the relevant UK cybersecurity and cyber-diplomacy agencies.
 
