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[bookmark: OLE_LINK1]Abstract: Artificial intelligence (AI) is increasingly used in power-system forecasting, stability assessment, control, protection support, and cyber-attack detection. When these models are embedded in power cyber-physical systems (Power CPS), however, prediction errors, distribution shifts, adversarial measurements, communication delays, and insufficient operator oversight may propagate into physical consequences such as reserve shortage, voltage or frequency violations, delayed protection response, or degraded restoration. This paper reviews safety assurance for AI-enabled Power CPS from a power-system operational perspective. Instead of treating AI safety as a generic property of machine-learning models, the review focuses on how AI decisions interact with SCADA/PMU measurements, automatic generation control, inverter-dominated operation, protection and emergency control, digital-twin validation, federated learning, and human supervision. The literature is organized around four questions: how unsafe AI behavior arises in grid operation; which mechanisms can improve robustness, uncertainty awareness, verification, and runtime monitoring; how model-level errors should be translated into power-system consequences; and what evidence is needed before AI-enabled functions can be deployed in safety-critical control-room environments. The review shows that current studies still rely heavily on offline accuracy, limited simulation scenarios, and loosely defined trustworthiness concepts, while practical deployment requires scenario-based stress testing, closed-loop validation, fallback logic, and auditable human-in-the-loop procedures. Open challenges are identified in power-system-specific benchmarks, scalable verification, runtime assurance for distributed control, and certification-oriented deployment.
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1. Introduction
Artificial Intelligence (AI) has rapidly become a cornerstone technology of modern power cyber-physical systems (Power CPS)—complex infrastructures that integrate physical power networks with communication, control, and computational intelligence layers [1-3], as shown in Fig. 1. In recent years, deep learning, reinforcement learning, and federated learning have been increasingly deployed in critical grid operations such as dynamic stability prediction, voltage and frequency regulation, renewable forecasting, demand response scheduling, and cyber intrusion detection [4-6]. These intelligent systems promise unprecedented efficiency, adaptability, and automation. Yet, their pervasive integration also raises a fundamental and urgent question: How can AI be made safe within mission-critical power infrastructures?
1.1 From Cybersecurity and Control Safety to AI Safety Assurance
Conventional power-system safety has been built on protection coordination, operating constraints, redundancy, contingency analysis, and deterministic control rules [7-10]. With the advent of digitalization and AI, however, system intelligence has shifted from rule-based control to data-driven autonomy. This paradigm shift introduces new classes of risks that transcend conventional cybersecurity or control safety frameworks [11].


Fig. 1 Architecture of power cyber-physical systems
AI models are inherently nonlinear, stochastic, and adaptive. Their decision boundaries are learned from data distributions rather than encoded by physical laws [12-13]. Consequently, they may behave unpredictably when confronted with unseen conditions, adversarial perturbations, or data drift—conditions that are ubiquitous in real-world power systems characterized by fluctuating renewable generation, variable loads, and complex communication dependencies [14].
Traditional safety in power systems typically refers to cyber safety (protection against unauthorized access and malicious manipulation) and control safety (guaranteeing stable physical operation under defined contingencies) [15-17]. In contrast, Safe AI encompasses a broader, more dynamic assurance objective: ensuring that AI-driven components perform intended functions reliably, predictably, and ethically under uncertainty, adversarial influence, or self-adaptation. While cybersecurity measures safeguard data and infrastructure, and control safety guarantees mechanical and electrical stability, Safe AI focuses on the integrity and dependability of decision-making itself—spanning data acquisition, learning, inference, and feedback control [18].
1.2 Why Power CPS Demands Safe AI
Power CPS represents one of the most safety-critical domains in human society. A single malfunction in an AI-assisted dispatch model could lead to unstable voltage recovery, widespread power outages, or compromised defense mechanisms against cyber attacks [19-21]. As grid control loops become more automated and interconnected, any failure in an AI model’s logic may cascade rapidly through both cyber and physical domains, amplifying risks at system scale, as shown in Fig. 2 [22].


Fig. 2 Major Cyber Attacks on Power Grids
Emerging trends further elevate the urgency of safety considerations:
· Autonomous Control and Decision Loops: Reinforcement-learning agents now regulate frequency and voltage in real time, yet their safety boundaries during exploration or online adaptation remain unclear [23].
· AI-enabled Security Systems: Intrusion detection models are vulnerable to adversarial examples, where small data perturbations lead to misclassification and undetected attacks.
· Data-driven Forecasting and Optimization: Black-box models for renewable prediction or optimal power flow lack explainability, making their failure modes difficult to audit or prevent [24].
· Cross-domain Coupling: Digital twins, federated learning, and multi-agent coordination intensify dependencies between distributed entities, amplifying systemic fragility if one component behaves unsafely [25].
Without explicit safety assurance mechanisms, these AI-infused control and monitoring architectures may expose the grid to “unknown unknowns”—unanticipated situations where traditional fail-safe design cannot intervene.
1.3 The Evolving Concept of Safe AI
The term Safe AI has gained prominence across multiple disciplines—autonomous driving, robotics, and healthcare—yet its adaptation to Power CPS remains nascent [26]. In general, Safe AI refers to the set of design principles, methods, and governance frameworks that ensure AI systems do not cause unacceptable harm to humans, assets, or environments [27].
For Power CPS, Safe AI entails the alignment of AI behavior with engineering safety constraints and societal values. It integrates four layers of assurance [28]:
· Algorithmic Safety: robustness, uncertainty awareness, and out-of-distribution detection at the model level;
· Functional Safety: adherence to operational constraints during control and dispatch;
· Cyber Safety: defense against data poisoning, adversarial manipulation, or communication compromise;
· Human–AI Trust Safety: maintaining situational awareness and oversight through interpretable and auditable AI decisions.
Thus, Safe AI is not a single technology but an ecosystem of mechanisms encompassing algorithms, system architectures, and governance processes that together maintain acceptable risk levels throughout the AI lifecycle—from data collection and training to deployment, adaptation, and decommissioning [29-31].
1.4 Gaps in Existing Research
Existing reviews have summarized AI applications in power systems, smart-grid cybersecurity, digital twins, federated learning, and trustworthy AI [32-33]. However, several gaps remain. First, many studies still evaluate AI mainly by accuracy, F1-score, cost reduction, or tracking performance, without mapping model errors to voltage, frequency, reserve, protection, or restoration consequences [34-36]. Second, safety validation is often performed in limited offline datasets or idealized simulations, with insufficient treatment of topology changes, communication delay, sensor failure, cyber manipulation, and rare contingencies [37]. Third, formal verification, runtime assurance, and fallback mechanisms remain fragmented and are seldom connected to established power-system security assessment or control-room procedures [38-40]. Finally, human oversight and accountability are frequently discussed at a high level but rarely translated into concrete requirements for operator intervention, alarm handling, rollback, and post-event audit [41].
1.5 Objectives and Contributions 
This review aims to clarify how AI safety assurance should be interpreted and evaluated in Power CPS. Its main contributions are fourfold. First, it frames AI safety as a power-system operational problem rather than a generic machine-learning property. Second, it organizes the literature around data/model reliability, physical-control compliance, runtime monitoring and fallback, distributed/federated assurance, and human supervision. Third, it proposes a deployment-oriented evaluation perspective that links model errors with power-system consequences, including constraint violations, delayed response, fallback performance, and recovery behavior. Fourth, it identifies open challenges in benchmark construction, scalable validation, runtime assurance for distributed control, and certification-oriented deployment.
1.6 Review Scope and Literature Selection
The review was developed as a critical narrative synthesis. Literature was collected from Web of Science, Scopus, IEEE Xplore, ScienceDirect, and Google Scholar, with emphasis on studies published from 2020 to 2025 and selective inclusion of earlier foundational work on power-system cybersecurity, state-estimation attacks, formal verification, and control safety. Search terms combined power cyber-physical systems, AI safety, trustworthy AI, runtime assurance, formal verification, safe reinforcement learning, false data injection, digital twins, federated learning, and human-in-the-loop control. Priority was given to peer-reviewed journal and conference papers, technical standards, and policy documents. Preprints were used only when they were closely related to rapidly evolving topics and no mature peer-reviewed alternative was available.
2. Foundations of Safety in AI Systems
The meaning of safety in artificial intelligence (AI) has expanded from a narrow concern with model robustness to a broader concern with assurance across the full socio-technical system [42-45]. In critical infrastructures such as Power CPS, this shift is especially important because AI components do not operate in isolation: they interact with sensing devices, communication networks, market mechanisms, control loops, protection logics, and human operators [46-48]. As a result, Safe AI in Power CPS should be understood not simply as a property of an algorithm, but as a cross-layer capability that combines technical reliability, operational resilience, cyber integrity, and accountable human oversight [49-50].
2.1 Evolution of AI Safety: From Robustness to Assurance
Early work on AI safety focused primarily on model-level robustness. The main objective was to make algorithms less sensitive to noise, perturbations, and adversarial manipulation, thereby improving predictive stability and numerical consistency. Such efforts remain important, but they are not sufficient for safety-critical applications [51]. In Power CPS, AI models are embedded in closed decision loops that influence forecasting, dispatch, protection support, market participation, and emergency response. Under these conditions, model errors can propagate beyond inaccurate prediction and lead to physical consequences such as voltage violations, frequency instability, equipment stress, or cascading outages [52-54].
Accordingly, the concept of safety has evolved from isolated model reliability to system-level assurance. This broader perspective asks whether the combined operation of data, models, networks, controllers, and human decision-makers remains within acceptable safety boundaries. The transition is analogous to earlier developments in aerospace and nuclear engineering, where the focus moved from reliable components to dependable systems. A similar shift is now occurring in Power CPS, where AI safety must reconcile learning uncertainty with physical constraints, protection logic, and operator responsibility [55].
2.2 Dimensions and Interdependencies of Safety
Safety in AI-enabled Power CPS is multi-dimensional. It cannot be reduced to a single property such as robustness, accuracy, or cybersecurity. Instead, it should be viewed as a layered construct in which failures in one dimension may propagate into others.
A first layer concerns data and model safety. Data safety relates to the integrity, representativeness, timeliness, and trustworthiness of the data used for training and inference. In power systems, measurements from PMUs, SCADA platforms, intelligent electronic devices, and market interfaces may be noisy, biased, incomplete, or maliciously manipulated [56-58]. Because learning outcomes are directly shaped by data quality, compromised data can undermine downstream model safety. Model safety, in turn, concerns the reliability of AI predictions and decisions under distribution shift, abnormal operating conditions, or imperfect observability. This includes robustness to perturbations, uncertainty quantification, calibration quality, and the ability to avoid unsafe overconfidence [59-62].
A second layer concerns functional and control safety. Functional safety refers to the requirement that system actions should not produce unacceptable hazards even under abnormal conditions, faults, or component failures. In AI-assisted voltage regulation, distributed generation control, and restoration support, this means that learned decisions must remain within predefined operational limits and should fail safely when confidence is inadequate [63-65]. Closely related but distinct is control safety, which focuses on the compatibility of AI-generated actions with the dynamic laws of the underlying electromechanical system. A model may appear accurate at the algorithmic level, yet still destabilize a feedback loop if its outputs are not aligned with system inertia, delay, coupling, or protection constraints.
A third layer concerns human and cyber safety. Human–AI safety addresses whether operators can understand, supervise, calibrate, and, when necessary, override AI behavior. Excessive reliance on opaque recommendations may reduce situational awareness, whereas excessive distrust may prevent the use of potentially valuable automation. Safe AI therefore requires interpretable outputs, traceable decision logic, and properly designed intervention mechanisms. Cyber safety cuts across all layers by protecting data pipelines, models, communication channels, and control interfaces against adversarial interference, model poisoning, or deceptive inputs [66-68].
These dimensions are strongly interdependent in Power CPS. A single weakness—such as poisoned training data, delayed measurements, or an uncalibrated controller—may simultaneously affect model reliability, cyber integrity, and physical stability. For this reason, Safe AI in Power CPS should be approached as a co-design problem spanning data, models, control loops, security mechanisms, and human supervision rather than as a collection of isolated safeguards [69-70].
2.3 Embedding Safety across the AI Lifecycle
Safety cannot be appended to AI after model training; it must be embedded throughout the AI lifecycle. In the requirement and design phase, system-level safety objectives should be translated into algorithmic specifications, including operational constraints, acceptable risk thresholds, and fallback conditions. During data acquisition and preparation, provenance tracking, bias screening, anomaly filtering, and quality assurance are needed to prevent unsafe or misleading correlations from entering the learning pipeline [71-73].
In the training and validation phase, safety-oriented methods such as adversarial training, uncertainty regularization, ensemble validation, constraint-aware optimization, and stress testing can improve robustness and reduce unsafe generalization. However, safety assurance does not end once a model achieves satisfactory offline performance. In deployment, AI systems operate in non-stationary environments shaped by changing topologies, evolving demand patterns, renewable intermittency, cyber threats, and operator interventions.
For this reason, the operational phase should incorporate runtime monitoring, anomaly detection, compliance checking, and controlled model updating. Runtime verification tools can assess whether AI decisions remain within physical, regulatory, and procedural boundaries during real operation. When deviations or unsafe conditions are detected, fallback mechanisms should shift authority to verified rule-based controllers or human-supervised operation [74-75]. In this sense, Safe AI should be treated as a lifecycle assurance process, not as a one-time certification outcome.
2.4 Existing Frameworks and Their Limitations
Several international institutions have proposed frameworks for AI safety, trustworthiness, and risk governance [76-78]. The NIST AI Risk Management Framework (AI RMF 1.0) structures AI risk management into the functions of govern, map, measure, and manage, thereby providing a useful lifecycle-oriented foundation. The EU AI Act introduces a risk-based regulatory structure and emphasizes transparency, human oversight, and obligations for high-risk applications, including those relevant to energy systems [79-81]. IEEE P7009 addresses fail-safe design in autonomous and semi-autonomous systems, highlighting fallback logic and runtime supervision, while ISO/IEC TR 24028 provides a broader perspective on AI trustworthiness,  safety, and resilience [82]. The major frameworks most relevant to Power CPS are compared in Table 1.
Table 1. Comparison of major AI safety and assurance frameworks relevant to Power CPS
	Framework
	Issuing Body
	Focus Scope
	Key Safety Dimensions
	Applicability to Power CPS

	NIST AI RMF (2023)
	NIST, USA
	Risk management lifecycle
	Governance, measurement, mitigation
	High for AI management systems

	EU AI Act (2024)
	European Commission
	Legal & ethical regulation
	Human oversight, transparency
	Moderate (policy-level)

	IEEE P7009
	IEEE Standards Association
	Fail-safe autonomous design
	Runtime monitoring, fallback
	High for control systems

	ISO/IEC TR 24028
	ISO & IEC
	Trustworthiness & robustness
	Safety, security, resilience
	General AI systems






Despite their value, these frameworks remain largely domain-agnostic. They do not fully address the temporal, physical, and operational requirements of Power CPS, where decisions may need to be validated on millisecond-to-minute timescales and where unsafe AI actions can propagate rapidly through tightly coupled physical infrastructure [83-85]. In addition, their connection to control-theoretic safety analysis, online verification, and established power-engineering standards—such as IEC 61850 for communication and IEEE C37 series for protection—remains limited [86-87]. Therefore, applying these frameworks in power systems requires domain-specific interpretation and integration with real-time operational assurance mechanisms.
2.5 Toward a Domain-Specific Definition of Safe AI
Given the tight coupling between cyber intelligence and physical grid dynamics, Safe AI in Power CPS may be defined as the capability of AI-enabled functions to operate reliably, remain compliant with physical and cyber constraints, and recover safely from disturbances, uncertainty, or adversarial influence under system-level and human supervision [88-90]. This definition emphasizes that safety is not determined solely by predictive performance; rather, it depends on whether AI behavior remains bounded, interpretable, and recoverable within the operational context of the grid.
Three core attributes are especially important. The first is reliability, meaning that AI-enabled functions should maintain acceptable performance under variable and imperfect operating conditions. The second is integrity, meaning that the data, models, and decision pathways should remain resistant to accidental corruption, malicious manipulation, or misleading inputs. The third is recoverability, meaning that deviations, faults, or unsafe actions can be detected in time and followed by safe fallback, correction, or restoration.
What distinguishes this definition from generic AI safety concepts is its explicit cross-domain character. For example, the safety of an AI-based frequency controller depends not only on forecasting or control accuracy, but also on communication delays, protection coordination, actuator response, and operator override policies. Likewise, the safety of an AI-based intrusion detector depends not only on detection performance, but also on resilience to adversarial examples and its interaction with operational response mechanisms. In this sense, Safe AI in Power CPS is best viewed as a cross-layer assurance property emerging from the continuous interaction among models, cyber infrastructure, physical dynamics, and human governance [91-93].
2.6 Synthesis
The foundations of Safe AI lie in extending the notion of AI safety from model robustness to system-level assurance. In Power CPS, this requires simultaneous attention to data and model safety, functional and control safety, and human and cyber safety, all embedded across the AI lifecycle. Existing frameworks such as NIST AI RMF, the EU AI Act, IEEE P7009, and ISO/IEC TR 24028 provide valuable conceptual guidance, but they do not yet offer the domain-specific, real-time, and control-aware assurance required for power-system deployment.
These observations suggest that Safe AI in Power CPS should be understood not as a single technical feature, but as a cross-layer assurance problem spanning data governance, model reliability, physical compliance, runtime supervision, and institutional accountability. Based on this foundation, the next section examines why Power CPS both benefit from AI and remain uniquely exposed to its safety risks.
3. AI in Power CPS: Opportunities and Risks
Artificial intelligence is reshaping the operation of modern power systems by moving from peripheral decision support to embedded cyber–physical functionality. In contemporary Power CPS, AI models increasingly participate in sensing, prediction, control, diagnosis, and coordination through tightly coupled digital infrastructures. This integration creates major opportunities for efficiency, adaptability, and resilience, but it also introduces new risks related to uncertainty, opacity, cyber vulnerability, and unstable interaction across system layers. Understanding this dual role is essential for defining the practical scope of Safe AI in Power CPS.
3.1 Opportunities: Intelligence as an Enabler of Adaptive and Resilient Operation
A primary advantage of AI lies in its ability to extract complex patterns from heterogeneous data that are difficult to capture using conventional rule-based or statistical methods. Deep learning models trained on phasor measurements, meteorological data, and market information have improved load and renewable generation forecasting, thereby supporting reserve reduction, dispatch refinement, and more flexible network operation under uncertainty [94-95].
AI also enhances adaptive control. Reinforcement learning (RL) has been increasingly explored for voltage and frequency regulation in microgrids and inverter-dominated systems, where operating conditions are nonlinear and time-varying. Compared with fixed-parameter controllers, learning-based agents can adapt to changing conditions through interaction with the environment. In parallel, graph neural networks (GNNs) exploit network topology to improve state estimation, anomaly detection, and contingency screening, offering scalable situational awareness in complex grids [96].
Beyond efficiency, AI contributes to resilience. Predictive analytics can support condition monitoring, fault anticipation, and cyber intrusion detection, while learning-based restoration strategies can accelerate redispatch, service recovery, and topology reconfiguration after disturbances. In this sense, AI acts as a cognitive layer that enhances the grid’s ability to perceive, anticipate, and respond to changing conditions [97-98].
3.2 Integration Across the Cyber-Physical Hierarchy
The significance of AI in Power CPS lies not only in individual applications, but also in its deployment across hierarchical layers of the system. At the device level, intelligent sensors and embedded processors support local monitoring and anomaly response. At the network level, distributed learning coordinates substations, microgrids, and storage assets. At the system level, AI assists with market participation, demand response, and cross-sector energy coordination [99-100].
This multi-layer integration creates a tightly coupled feedback structure: physical states generate data, AI models interpret those data and issue decisions, and the resulting actions alter the physical grid, thereby reshaping the next data stream. AI therefore becomes part of the closed-loop dynamics of Power CPS rather than an external analytical tool. Under this architecture, the safety of the overall system is inseparable from the safety of the AI components embedded within it, and local errors or biases may propagate rapidly across cyber and physical layers [101-103].
3.3 Risks Emanating from AI Adoption
Despite these benefits, AI also introduces new vulnerability channels. One major concern is adversarial manipulation, including data poisoning, deceptive measurements, and perturbed inputs that drive models toward incorrect predictions or unsafe control actions. In intrusion detection, for example, adversarial false-data patterns may evade classification; in reinforcement-learning control, manipulated observations or rewards may push policies toward unsafe operating points [104-105].
Even without malicious interference, model uncertainty and data drift remain important hazards. AI models trained on historical conditions may degrade when renewable patterns shift, new fault modes emerge, or operating regimes evolve. A forecasting model that underestimates a sudden generation drop may trigger dispatch actions that erode frequency stability or reserve adequacy. Because AI models depend on learned correlations, their validity may deteriorate as the environment changes [104-105]. A further challenge is opacity. Many deep learning models remain difficult to interpret in physically meaningful terms, making it harder for operators to understand why a recommendation was produced, whether relevant constraints were respected, and how responsibility should be assigned after abnormal events. This lack of interpretability complicates both operational trust and safety certification [106-107].
Distributed intelligence may also create emergent risk. When multiple agents adapt simultaneously through shared communication and coupled objectives, their collective behavior may become oscillatory, unstable, or strategically unsafe, even if each individual controller appears locally effective. Such risks are difficult to capture using conventional reliability analysis because they arise from interaction dynamics rather than isolated component failure [108].
3.4 Data Governance and Ethical Implications
AI deployment in power systems also raises governance and ethical concerns. Effective learning requires large, high-quality datasets, yet many power-system data sources are sensitive, proprietary, or security-critical. Inadequate data handling may expose operational vulnerabilities or violate privacy requirements. At the same time, biased or incomplete datasets may lead to uneven demand-response decisions, unfair resource allocation, or other socially undesirable outcomes, linking Safe AI with broader concerns of fairness, and data governance [109-110].
From a regulatory perspective, utilities face a growing tension between rapid digitalization and the obligation to maintain transparency, traceability, and compliance with safety standards. Without clear requirements for validation, documentation, and auditability, AI deployment may outpace the institutional mechanisms needed to manage it responsibly [111].
3.5 Interdependence of Opportunity and Risk
The complexity of AI in Power CPS lies in the fact that its benefits and risks arise from the same core properties. Adaptability improves performance under changing conditions but complicates verification. Decentralization enhances flexibility and resilience but increases coordination and security challenges. Autonomy accelerates response but may reduce human oversight. These tensions define the central problem of Safe AI: how to preserve the advantages of intelligent decision-making without compromising the safety principles of critical infrastructure [112-113].
Addressing this challenge requires learning and safety to be designed together rather than treated as separate objectives. In practice, this means embedding safety constraints, verification mechanisms, and human supervision into AI-enabled architectures from the outset. The following sections therefore move from opportunity–risk analysis to technical realization, examining how robust learning, formal verification, and human-in-the-loop mechanisms can support safer deployment of AI in Power CPS [114].
4. Safe AI Technologies for Power CPS
Ensuring safety in AI-enabled Power CPS requires more than post hoc protection or anomaly response. It calls for safety-aware design across model development, deployment, and operation. In this context, Safe AI can be implemented through several complementary technological paradigms, including robust learning, formal verification and runtime assurance, human-in-the-loop calibration, and federated or privacy-preserving collaboration. These approaches address different but interrelated dimensions of assurance and together form a multi-layer defense against uncertainty, malfunction, and attack [115-116], as summarized in Table 2.
Table 2. Comparison of Safe AI Techniques for Power Cyber-Physical Systems
	Technique Category
	Core Principle
	Strengths
	Limitations
	Application Scenarios

	Robust Learning
	Improves stability under perturbations.
	Strong resistance to noise; stable prediction.
	May sacrifice accuracy; high training cost.
	Fault diagnosis; stability assessment.

	Adversarial Defense
	Protects models from crafted perturbations.
	Mitigates ML attacks; improves resilience.
	Often attack-specific; scalability issues.
	FDIA detection; voltage stability estimation.

	Uncertainty-Aware Learning
	Quantifies epistemic & aleatoric uncertainty.
	Reliable decision-making; better risk control.
	Requires complex modeling; may increase delay.
	Safety-critical dispatch; risk-aware control.

	Formal Verification
	Proves AI behavior within safety constraints.
	Guarantees safety; interpretable results.
	Hard for large deep models; slow.
	Protection relay settings; certified control.

	Human-in-the-Loop
	Combines operator expertise with AI guidance.
	High trustworthiness; reduces surprises.
	Human workload; limited automation.
	Control center decision support.

	Federated & Privacy-Preserving Assurance
	Distributed learning without data sharing.
	Strong privacy; collaborative robustness.
	Communication burden; heterogeneity issue.
	Distributed microgrids; multi-utility cooperation.

	Digital-Twin-Based Runtime Assurance
	Shadow execution for validation.
	Real-time checking; safe fallback actions.
	Needs high-fidelity models; computational cost.
	Autonomy verification; emergency control.


4.1 Robust Learning and Uncertainty-Aware Models
A first pillar of Safe AI is robust learning, which aims to keep model behavior stable under noise, perturbations, distribution shifts, and imperfect observations. In Power CPS, this is especially important because even modest prediction or classification errors may propagate into dispatch, protection, or control decisions [117].
Several approaches have been explored to improve robustness. Adversarial training exposes models to intentionally perturbed samples so that they learn to resist manipulated inputs. In applications such as load forecasting, fault diagnosis, and intrusion detection, this can reduce performance degradation under false-data injection or adversarial disturbances. Distributionally robust optimization (DRO) provides another route by minimizing worst-case loss over an ambiguity set of plausible data distributions, which is attractive in safety-critical dispatch and scheduling problems where prediction errors may have outsized operational consequences [118].
For dynamic decision-making, uncertainty-aware learning is equally important. Bayesian neural networks, deep ensembles, and related approaches estimate point predictions and predictive uncertainty. This information can be used to trigger conservative actions, defer to conventional control, or restrict unsafe exploration in reinforcement-learning settings. In this sense, uncertainty-aware learning helps transform AI from a purely performance-oriented optimizer into a risk-aware decision component [119].
However, robustness and uncertainty estimation alone do not guarantee safety. A model may be statistically resilient yet still violate operational constraints. This motivates the need for formal verification and runtime assurance.
4.2 Formal Verification and Runtime Assurance
Formal verification introduces mathematical guarantees into Safe AI by asking whether a model can be proven to satisfy specified safety constraints. In Power CPS, such constraints may include voltage and frequency bounds, thermal limits, protection coordination rules, or admissible control actions. The objective is not merely to test good performance empirically, but to establish whether unsafe behaviors are excluded within a defined operating region [120-121].
Methods such as reachability analysis, invariant set approximation, and barrier certificates connect classical control safety with learning-enabled systems. In parallel, neural network verification tools based on symbolic reasoning, interval bounds, or convex relaxation can certify output bounds for certain classes of models. Although originally developed in other safety-critical domains, these techniques are increasingly being adapted to power applications, including inverter control and neural-assisted operational decision-making [122-124].
Because full formal verification is difficult for large, nonlinear, and high-dimensional systems, runtime assurance has emerged as a practical complement. In this paradigm, lightweight safety monitors check AI outputs online against simplified invariants or operational envelopes. If a potential violation is detected, the system activates a verified fallback controller or supervisory override. This monitor–shield structure offers a compromise between autonomy and protection, allowing AI to operate under normal conditions while preserving a safe recovery path under anomalies [125].
4.3 Human-in-the-Loop Safety Calibration
Even with increasing automation, human expertise remains indispensable in critical power infrastructures. Safe AI should therefore include human-in-the-loop (HITL) mechanisms that preserve situational awareness, enable override authority, and support calibrated trust between operators and algorithms [126].
A central issue is trust calibration. If operators rely too heavily on AI, automation bias may lead them to accept unsafe recommendations without sufficient scrutiny. If they rely too little on it, the benefits of intelligent support are lost. To reduce both risks, AI systems should provide interpretable and operationally meaningful explanations, for example through feature attribution, rule extraction, counterfactual analysis, or topology-aware visualization. Explanations expressed in grid-relevant terms can make it easier for operators to assess whether an AI recommendation is physically plausible and operationally acceptable [127].
Human feedback can also improve safety over time. Interactive learning and operator-in-the-loop correction allow edge cases, unsafe recommendations, or misclassifications to be identified and incorporated into continual improvement pipelines. In this way, expert knowledge—such as contingency prioritization, protection heuristics, and operational caution—can become part of the safety assurance loop [128-129].
At the same time, HITL design must avoid excessive cognitive burden. A practical Safe AI architecture should therefore allocate routine and low-risk tasks to automation while reserving high-impact, ambiguous, or emergency decisions for human supervision. Properly designed hybrid intelligence can improve efficiency and accountability [130].
4.4 Federated and Privacy-Preserving Safety Assurance
As Power CPS become more distributed, Safe AI must support collaboration without requiring unrestricted data sharing. Centralized learning is often impractical because operational data are sensitive, proprietary, or security-critical. Federated learning (FL) offers an alternative by training models locally and exchanging parameters rather than raw data, thereby preserving confidentiality while enabling collective intelligence [131].
From a safety perspective, FL provides both benefits and new risks. It reduces the exposure associated with centralized data aggregation, but it also inherits challenges such as data heterogeneity, unreliable participants, and poisoning of model updates. To mitigate these risks, recent work has explored secure aggregation, anomaly detection on parameter updates, robust averaging, and trust-weighted model fusion.
Beyond privacy, federated safety assurance seeks consistency of safety constraints across participants. Shared risk thresholds, trusted coordination rules, and node-level reliability assessment can help ensure that collaborative learning improves not only accuracy but also safe behavior across distributed entities such as interconnected microgrids and virtual power plants [132-133]. Complementary techniques, including differential privacy and homomorphic encryption, further strengthen confidentiality and regulatory compliance, although they may increase communication and computational burden.
4.5 Toward Integrated Safety Architectures
The technologies above should not be treated as isolated safeguards. Their real value lies in integration. A robust model becomes more trustworthy when paired with uncertainty quantification, runtime monitoring, and interpretable outputs. A distributed control strategy becomes safer when federated coordination is combined with anomaly screening, fallback logic, and human supervision. The future of Safe AI in Power CPS therefore lies in integrated safety architectures in which robustness, verification, runtime assurance, transparency, and privacy protection reinforce one another [134-135].
Two directions are especially promising. One is the development of supervisory safety co-pilots that monitor AI confidence, detect anomalies, and trigger fallback mechanisms when unsafe behavior is suspected. The other is digital-twin-assisted validation, where AI policies are stress-tested under simulated contingencies and extreme scenarios before or during deployment. Both directions support the transition from isolated safety techniques to self-assuring operational ecosystems.
Ultimately, Safe AI technologies should be understood as the building blocks of dependable intelligent power systems. As grids become more digitalized, decentralized, and renewable-intensive, only those AI systems that internalize safety as a design principle—rather than as an external correction—will be suitable for long-term deployment in critical energy infrastructures [136].
5. Evaluation Perspectives for Safe AI in Power CPS
If the philosophy of Safe AI defines what should be achieved, evaluation metrics determine how such safety claims can be assessed. In Power CPS, safety cannot be judged solely by predictive accuracy, detection rate, or operational efficiency, because AI errors may propagate into physical consequences such as instability, constraint violation, or delayed recovery. Accordingly, safety evaluation should connect algorithmic reliability with system-level consequence assessment, thereby linking AI performance to operational risk in the grid [137]. The representative metrics discussed in this review are summarized in Table 3.
Table 3. Representative metrics for evaluating AI safety and system resilience in Power CPS.
	Metric
	Interpretation
	Evaluation Method

	Reliability Index  (RI)
	Model consistency under uncertainty
	Stress testing / Monte Carlo

	Risk Exposure (RE)
	Expected operational risk
	Co-simulation/scenario analysis

	Fail-Safe Tolerance (FST)
	Ability to revert safely
	Hardware-in-the-loop

	Resilience Factor (RF)
	System recovery performance
	Time-domain response


5.1 From Performance Accuracy to Safety-Critical Metrics
Traditional AI evaluation focuses on utility-oriented indicators such as accuracy, precision, recall, or economic cost reduction. These measures are useful, but they do not directly reflect safety. In critical infrastructures, even rare AI errors may have severe physical consequences. A model with high average accuracy may therefore remain unsafe if its occasional failures occur during stressed operating conditions [138].
For this reason, Safe AI evaluation should extend beyond average performance and consider whether an AI-enabled function remains dependable when interacting with realistic cyber-physical uncertainty. This requires assessment perspectives that capture not only whether the model performs well, but also whether unsafe behavior can be anticipated, bounded, intercepted, or recovered from in time.
5.2 Reliability Under Uncertainty and Distribution Shift
A first evaluation dimension concerns the reliability of AI outputs under uncertain, noisy, incomplete, or shifted conditions. For supervised learning, this includes how predictive error changes when inputs are corrupted, partially missing, or drawn from operating regimes not well represented in the training data. For control-oriented AI, it includes whether policy outputs remain stable and physically reasonable when observations become imperfect or when system conditions depart from nominal assumptions [139].
In practical studies, this dimension may be assessed using stress testing, Monte Carlo simulation, adversarial perturbation analysis, calibration analysis, ensemble disagreement, or uncertainty-aware validation. The key purpose is not merely to report performance degradation, but to understand whether the model exhibits unsafe overconfidence, unstable output variation, or loss of trustworthiness under abnormal conditions.
Accordingly, reliability under uncertainty should be viewed as a foundational safety-evaluation perspective. It does not by itself establish full system safety, but it provides an important first indication of whether an AI component can be trusted as conditions become less ideal [140].
5.3 Operational Risk Exposure and Consequence Awareness
A second evaluation dimension concerns the extent to which AI errors translate into operational risk once embedded in Power CPS. From a safety perspective, the key issue is not only whether the AI component fails, but also what kinds of system-level consequences may follow from that failure. For example, an inaccurate forecast may increase reserve insufficiency, a misclassified event may delay protection response, and an unsafe control action may amplify voltage or frequency excursions.
This perspective therefore emphasizes consequence-aware assessment. In practice, it can be supported by co-simulation, scenario-based stress testing, dynamic security analysis, or closed-loop evaluation in digital twins, where AI outputs are linked to physical system behavior. Such analysis helps reveal where model errors remain tolerable and where they may escalate into unacceptable operational outcomes.
Beyond reliability of individual models, Safe AI must estimate the systemic exposure that arises when AI decisions interact with the physical grid [141]. The Risk Exposure (RE) metric formally quantifies the expected system-level loss as: 

                                                    (1)
where P(f) denotes the probability of an AI-induced failure event f, and S(f) captures the severity of its consequence.
Quantifying RE requires co-simulation environments where AI outputs are injected into power-flow or dynamic-stability models. For example, an RL-based voltage controller can be tested under hundreds of fault scenarios to compute expected overshoot beyond safe voltage limits. Statistical analysis of such simulations yields a risk surface identifying regions of high vulnerability. This approach transforms safety evaluation from qualitative assurance to quantitative forecasting of unsafe likelihoods.
Another useful construct is the Safety Impact Factor (SIF). The SIF provides a normalized view of how AI deployment modifies system reliability:

                                                           (2)
A value of SIF > 1 indicates improved reliability, while SIF < 1 signals reliability degradation. Tracking SIF across operational periods allows operators to audit whether learning models genuinely enhance or inadvertently reduce safety margins [142]. 
5.4 Fallback Capability and Runtime Intervention
A third evaluation dimension concerns whether unsafe AI behavior can be detected and mitigated before it causes unacceptable harm. Because AI errors cannot be fully eliminated, Safe AI also depends on the existence and effectiveness of runtime intervention mechanisms, including anomaly detection, supervisory monitoring, rule-based fallback, confidence-triggered override, or human intervention.
This perspective is especially important in control, protection, and emergency-support applications, where delayed or inappropriate AI outputs may have rapid physical consequences. In such cases, it is often more meaningful to evaluate the timeliness and reliability of fallback behavior than to rely exclusively on offline predictive metrics. Representative evidence may include switchover success, override latency, retained functionality in degraded mode, or the consistency of monitor-triggered protection under stress scenarios [143].
Therefore, fallback capability should be treated as an essential part of safety evaluation rather than as a secondary implementation detail. In many practical settings, the ability to fail safely is just as important as the ability to perform accurately under normal conditions.
5.5 Resilience Factor and Systemic Recovery
While FST focuses on local fallback capability, the Resilience Factor (RF) evaluates broader system recovery after disturbances initiated or amplified by AI components. RF is an operationally motivated construct intended to capture how well the system absorbs disruption, maintains critical functionality, and returns toward an acceptable operating state over time [144].
In practice, RF can be interpreted through normalized post-disturbance performance trajectories, such as restoration of frequency, voltage security, service continuity, or control stability. Unlike RI, which remains largely model-oriented, RF is explicitly system-oriented. It is therefore most meaningful when assessed through time-domain simulations or dynamic co-simulation that link AI actions to physical transients and recovery behavior [145]. Used together, RE, FST, and RF provide a more complete picture of unsafe likelihood, fail-safe response, and post-event recovery.
5.6 Benchmarking and Testbed Considerations
Reliable safety evaluation requires more than isolated case studies. At present, many AI studies in power systems still rely on custom datasets, limited scenario coverage, and inconsistent experimental settings, making it difficult to compare safety-related claims across studies. For Safe AI research to mature, more attention should be given to shared benchmark practices and realistic validation environments [146].
A practical safety-oriented benchmark should ideally include representative operating data, abnormal and adversarial scenarios, physically meaningful system models, and evaluation procedures that examine reliability, consequence awareness, fallback behavior, and recovery performance together rather than in isolation. Digital twins and hybrid synthetic-real data platforms may provide valuable infrastructure for this purpose, particularly when rare contingencies and cyber-physical disturbances are difficult to observe directly in real systems.
Although benchmark development remains incomplete, it is essential for improving comparability, reproducibility, and credibility in future Safe AI studies for Power CPS.
5.7 Trade-offs Among Safety, Performance, and Autonomy
Safety-related evaluation dimensions do not necessarily improve together. Stronger robustness may reduce nominal efficiency, more conservative intervention thresholds may limit autonomous flexibility, and greater human supervision may increase operational workload. For this reason, safety evaluation should explicitly consider trade-offs rather than presenting isolated improvements as universally beneficial [147].
In practice, comparative analysis should examine how safety-oriented design choices affect operational efficiency, adaptability, interpretability, and deployment complexity. Transparent reporting of such trade-offs is especially important for power-system applications, where overly conservative AI may reduce the practical value of automation, while overly aggressive autonomy may erode safety margins [148]. Therefore, the goal of Safe AI evaluation should not be to maximize a single metric, but to identify acceptable operating regions in which intelligence, control performance, and safety assurance remain balanced.
5.8 Toward More Structured and Deployment-Oriented Evaluation
Over the longer term, evaluation practices for Safe AI in Power CPS should move toward more structured and deployment-oriented evidence. At present, however, the field is still evolving, and no universally accepted certification framework yet exists for AI-enabled safety assurance in power-system operation. For this reason, the evaluation dimensions discussed in this section should be interpreted as a structured analytical lens rather than as finalized industry standards [149].
Even so, they can still support more disciplined research and engineering practice. By examining reliability under uncertainty, operational consequence awareness, fallback capability, and recovery performance in a more integrated manner, future studies can provide stronger evidence for whether AI-enabled functions are suitable for deployment in safety-critical grid environments.
5.9 Synthesis
Evaluating Safe AI in Power CPS requires moving beyond conventional performance reporting toward broader safety-oriented perspectives that reflect how AI behaves under uncertainty and how its failures affect the wider cyber-physical system. This section has summarized four representative evaluation dimensions: reliability under uncertainty, operational risk exposure, fallback capability, and recovery performance. These dimensions should not be interpreted as a fixed standardized metric system, but rather as a structured way to connect model-level assessment with system-level safety implications [150].
From this perspective, safety evaluation becomes a bridge between AI performance and engineering trustworthiness. It helps clarify whether an AI-enabled function is merely accurate in offline studies or genuinely suitable for bounded, monitored, and recoverable operation in real Power CPS environments.
6. System-Level Safe AI Integration
The integration of Safe AI into Power Cyber-Physical Systems (Power CPS) cannot be achieved through algorithm-level robustness alone. In practical deployments, safety emerges from the coordinated interaction of sensing, communication, computation, control, protection, and human supervision. Because AI models continuously influence physical actuation through cyber–physical feedback loops, local model reliability is necessary but insufficient. What ultimately matters is whether the overall system remains stable, interpretable, and operationally bounded under uncertainty, disturbances, and adaptive model behavior. Therefore, system-level Safe AI requires holistic architectures that align data flow, decision logic, runtime monitoring, and physical protection within a unified safety envelope [151].
6.1 Closed-Loop Intelligence and the New Safety Paradigm
Traditional grid automation mainly follows a hierarchical pattern in which measurements are collected, decisions are optimized centrally, and commands are executed at the field level. The increasing deployment of AI changes this structure by embedding learning-enabled modules across multiple layers of Power CPS, from edge devices and smart inverters to energy management systems and market platforms. As a result, cyber cognition and physical actuation become tightly coupled, forming closed loops in which AI not only observes the system but also continuously shapes its future operating state [152].
This closed-loop intelligence improves adaptability to renewable intermittency, load variability, and contingencies, but it also changes the meaning of safety. Safety can no longer be treated as a static design requirement verified only offline; it must instead be maintained dynamically as models update, conditions drift, and actions propagate across interconnected cyber and physical layers. In this context, system-level Safe AI should be viewed as a continuous assurance paradigm that keeps learning-based actions context-aware, temporally coordinated, and compliant with system-level security limits [153].
6.2 Control–Communication–Computation Co-Design
The safety of AI-enabled Power CPS depends not only on decision quality but also on the infrastructures that support communication and computation. Latency, packet loss, time misalignment, and limited processing resources may invalidate the assumptions under which AI models were trained, thereby reducing operational safety margins. For this reason, Safe AI should be designed from a control–communication–computation co-design perspective.
From the control side, AI-assisted decisions must satisfy hard constraints, such as voltage, current, frequency, and protection limits, while also balancing soft objectives such as economy and flexibility. Embedding these constraints into learning models through constrained optimization, projection mechanisms, or physics-informed methods can improve physical feasibility by design [154].
From the communication side, safety requires trustworthy and timely information exchange. Redundant sensing, authenticated communication, anomaly screening, and edge intelligence can reduce the risk that corrupted, delayed, or stale data mislead downstream AI modules. From the computation side, resource allocation itself becomes safety-critical: under contingencies, protection support, emergency control, and restoration functions should take priority over non-essential analytics. Together, reliable control logic, resilient communication, and dependable computation form the triadic foundation of system-level Safe AI integration [155].
6.3 Multi-Agent Coordination under Safety Constraints
As Power CPS evolve toward systems with distributed energy resources, microgrids, electric vehicle fleets, and virtual power plants, safe coordination among multiple autonomous agents becomes essential. Although decentralization improves flexibility and scalability, it also creates safety risks because locally optimal actions may conflict with system-wide stability or congestion limits.
To address this issue, Safe AI incorporates shared safety constraints into collective decision-making through constrained multi-agent reinforcement learning, distributed optimization, and game-theoretic coordination. Centralized training with decentralized execution is particularly useful because global safety rules can be learned offline and enforced during local online operation. Another promising direction is distributed safety certificates or barrier-based coordination, where local safety guarantees collectively preserve a globally safe operating region [156].
In addition, coordination safety requires transparency. In market-based dispatch or peer-to-peer trading environments, operators should be able to understand negotiation outcomes and identify potentially manipulative or unsafe agent behaviors. Therefore, explainable and auditable coordination mechanisms are also important components of multi-agent Safe AI.
6.4 Safety Interfaces Between AI and Physical Protection Systems
A key challenge in system-level Safe AI integration is reconciling the probabilistic and adaptive nature of AI with the deterministic logic of physical protection systems. Relays, breakers, and emergency protections are designed to provide hard guarantees, whereas AI outputs are typically confidence-based and context-dependent. A safe interface between these layers must therefore ensure that AI recommendations are translated into operationally meaningful actions without ambiguity.
A practical solution is a dual-layer architecture. The inner layer consists of conventional protection and verified control mechanisms that preserve deterministic safety guarantees, while the outer AI layer performs predictive, advisory, or optimization-oriented tasks. AI may forecast instability, identify fault likelihood, or recommend corrective actions, but final execution remains subject to deterministic supervision. Under abnormal conditions, authority can safely revert to conventional logic.
Hybrid AI–protection schemes further refine this principle. For example, lightweight neural classifiers may pre-screen transient events or support relay intelligence, but final trip commands are still validated by deterministic rules. Similarly, AI-based fault localization can accelerate diagnosis without overriding established protection chains. In safety-critical grid operation, AI should enhance foresight and adaptability rather than replace certified protection mechanisms [157].
6.5 Digital Twins and Real-Time Safety Supervision
Digital twins provide an important infrastructure for system-level Safe AI because they create a continuously updated virtual representation of the physical grid and its cyber interactions. By synchronizing models with streaming data, digital twins allow AI algorithms to be tested, calibrated, and supervised throughout their life cycle.
Before deployment, digital twins enable candidate AI models to be evaluated under rare contingencies, extreme operating conditions, communication degradation, and uncertain scenarios that are difficult or unsafe to reproduce in the field. Reinforcement learning policies, adaptive controllers, and restoration strategies can be screened while monitoring operational limits such as voltage bounds, thermal margins, and frequency security constraints, thereby filtering unsafe policies before live deployment [158].
After deployment, digital twins support runtime assurance by comparing predicted and observed behaviors. Deviations may indicate model drift, sensing inconsistency, actuator malfunction, or emerging cyber–physical anomalies, which can then trigger alarms, conservative fallback modes, retraining, or human intervention. In this way, digital twins convert safety assurance from one-time certification into a continuous monitoring process.
6.6 Toward Holistic Safety Governance
System-level Safe AI integration also depends on organizational and regulatory governance. Even a technically robust model may become unsafe if it is retrained without validation, deployed without traceability, or used by operators who do not understand its decision boundaries. Accordingly, Safe AI governance should define responsibilities across developers, utilities, operators, vendors, and regulators, while embedding safety requirements into the full model life cycle [159].
At the operational level, governance should specify procedures for model qualification, update approval, rollback, alarm handling, and emergency override. Operators should have access not only to AI outputs, but also to interpretable confidence information, documented assumptions, and auditable logs. At the policy level, interoperability standards are needed to regulate how safety-related information—such as uncertainty estimates, verification status, and fallback conditions—is exchanged across heterogeneous platforms. Over time, broader progress will also depend on shared learning through benchmark development, anonymized incident reporting, and cross-institutional best-practice exchange [160].
6.7 Synthesis
System-level Safe AI integration in Power CPS is fundamentally a layered assurance problem rather than a purely algorithmic one. Safe deployment requires coordinated design across control, communication, and computation infrastructures; safety-aware coordination among distributed agents; carefully engineered interfaces between AI and deterministic protection; continuous supervision through digital twins and runtime monitoring; and governance mechanisms that sustain traceability, accountability, and disciplined model evolution.
From this perspective, safety is not appended to AI after deployment, but maintained continuously through interaction among intelligent models, physical processes, operational rules, and human supervision. The remaining challenges—such as scalable validation, limited safety benchmarks, accountability under autonomy, and certifiable deployment in distributed environments—motivate the next section.
7. Challenges and Open Problems
Although the preceding sections have outlined the conceptual foundations and technical pathways of Safe AI for Power CPS, large-scale and safety-assured deployment remains far from mature. The key barriers extend beyond individual algorithms and involve data availability, verification scalability, distributed coordination, human accountability, and institutional readiness. These unresolved issues reflect a central tension of intelligent power infrastructures: the more adaptive and autonomous the system becomes, the harder it is to validate, govern, and certify its safe behavior in real operation [161].
7.1 Data Scarcity, Quality, and Representativeness
Safe AI depends fundamentally on data, yet high-quality datasets in the power domain remain limited, especially for rare but safety-critical events such as cascading failures, extreme weather disturbances, and coordinated cyberattacks. Most operational datasets are dominated by normal conditions, leading to models that perform well during routine operation but generalize poorly under anomalies and emergencies. In addition, data collected across utilities or regions often differ in sampling rates, calibration standards, labeling practices, and privacy constraints, which hinders transferable model development and cross-system validation [162].
Simulation platforms and digital twins can partially alleviate data scarcity by generating synthetic scenarios, but they also introduce the simulation-to-reality gap. If synthetic samples do not adequately capture operational uncertainty, topology variation, or measurement noise, models trained on them may develop misleading confidence. A more practical direction is therefore to build hybrid data ecosystems that combine real operational records with validated synthetic scenarios, supported by continuous data auditing, labeling, and quality control.
7.2 Safety Validation and Scalable Verification
Verification remains one of the main bottlenecks in Safe AI. Formal guarantees become increasingly difficult as model size, system dimensionality, and uncertainty grow. Techniques such as reachability analysis, symbolic bounding, and formal certification are valuable for small-scale systems, but their direct application to large, nonlinear, and highly dynamic Power CPS is often computationally intractable [163].
At the same time, current validation practices still rely heavily on offline testing using historical data or limited simulation cases. Such procedures are insufficient for systems whose topology, operating conditions, and threat surfaces evolve over time. As a result, real-time or adaptive safety validation remains an open problem. Hybrid approaches that combine formal verification, statistical assurance, and runtime monitoring offer a promising path forward. In particular, lightweight online safety monitors and verified fallback mechanisms may provide practical protection even when complete formal proof is unattainable. Developing scalable validation schemes that operate under real-world latency and resource constraints remains a core research challenge [164].
7.3 Multi-Agent Coordination and Emergent Risk
The shift toward decentralized and distributed intelligence introduces safety risks that are emergent rather than explicitly engineered. In multi-agent or federated settings, each controller updates its behavior based on local observations and partial communication. Although this structure improves flexibility and scalability, it may also create collective instability, oscillatory actions, or unsafe global interactions when local policies fail to align with network-wide safety requirements [165].
The main difficulty lies in reconciling incomplete local information with global operational constraints. Safe convergence of distributed learning therefore requires tighter integration of control-theoretic stability analysis, distributed optimization, and game-theoretic coordination. Another challenge arises from malicious, faulty, or compromised agents. In federated settings, poisoned gradients or manipulated local updates may degrade the global model. Existing defenses, including Byzantine-resilient aggregation and anomaly screening, are useful but still limited against adaptive attacks. More robust decentralized safety will require advances in secure aggregation, trust modeling, and provenance-aware coordination mechanisms [166].
7.4 Human Trust, Transparency, and Accountability
Despite increasing automation, safe deployment of AI in power systems still depends heavily on human trust and oversight. However, many AI models—especially deep neural architectures—remain difficult for operators and regulators to interpret. This opacity complicates operational acceptance and raises accountability questions when AI-assisted decisions contribute to service disruption or cascading failures.
For power-system applications, transparency should move beyond generic explainability and toward domain-specific interpretability. Operators need explanations expressed in familiar operational terms, such as voltage margins, contingency risks, or stability indicators, rather than abstract feature-importance scores [167]. In parallel, accountability mechanisms should define who is responsible for model development, validation, deployment, override, and post-event analysis. Audit trails, decision logs, and confidence reporting can support this process, but integrating them into time-critical operations without overwhelming human operators remains an open design challenge.
7.5 Safe Autonomy Transition
A long-term objective of Safe AI is to enable systems that are not only adaptive, but also self-monitoring, self-correcting, and verifiably safe. Achieving this vision requires balancing autonomy and verifiability, which remains difficult because highly adaptive learning systems are often opaque, whereas fully rule-based systems are easier to certify but less flexible.
One promising direction is hybrid autonomy, where symbolic or rule-based components encode physical laws and safety constraints, while learning-based components provide perception, adaptation, and predictive capability. Such architectures may improve interpretability and allow the system to reason explicitly about uncertainty and safe operating boundaries. Nevertheless, implementing and certifying hybrid autonomy at the scale of real power grids remains a major open problem, requiring progress in compositional verification, model abstraction, and adaptive certification mechanisms.
7.6 Institutional and Standardization Gaps
Even if technical methods continue to improve, deployment will remain limited without stronger institutional and regulatory support. At present, the governance landscape for AI in energy systems is fragmented. Existing standards address communication, interoperability, protection, cybersecurity, and privacy, but provide little direct guidance on learning-enabled control, runtime assurance, or AI safety certification [168].
[bookmark: _GoBack]This gap highlights the need for domain-specific AI assurance standards tailored to the operational characteristics of Power CPS. Such standards should define risk classes, validation procedures, reporting requirements, and fallback expectations for different levels of AI-enabled functionality. Institutional learning is equally important. AI-related incidents and near-misses should be documented through anonymized reporting mechanisms so that utilities, and regulators can learn collectively rather than repeating similar failures across isolated deployments [169].
7.7 Synthesis
The main open problems of Safe AI in Power CPS stem from a common difficulty: intelligent systems can adapt faster than existing assurance mechanisms can verify them. Data limitations weaken empirical robustness, model complexity constrains formal verification, distributed intelligence introduces emergent risk, and accountability frameworks remain underdeveloped. Addressing these issues will require a coordinated research agenda that combines trustworthy data infrastructures, scalable hybrid verification, interpretable human-centered design, and domain-specific regulatory support.
Future progress is likely to depend on shared testbeds, benchmark scenarios, runtime assurance mechanisms, and certification frameworks that evolve with both the grid and the AI models deployed within it. Only through such interdisciplinary efforts can Safe AI move from conceptual promise to dependable operational practice in next-generation power systems [170].
8. Conclusion and Future Outlook
AI is becoming part of the sensing, decision-making, and control layers of modern Power CPS. This creates new opportunities for forecasting, stability assessment, cyber-attack detection, distributed control, and restoration support, but it also introduces safety risks that cannot be captured by offline accuracy alone. This review examined AI safety assurance from a power-system operational perspective, emphasizing the interaction among learned models, grid physics, communication infrastructures, runtime monitoring, fallback logic, and human supervision.
The review highlights three main messages. First, AI safety in Power CPS should be treated as a deployment problem, not merely as a model-development problem. Second, safety evidence should connect AI errors to power-system consequences such as frequency deviation, voltage violation, delayed detection, protection risk, and recovery performance. Third, practical deployment requires runtime monitoring, conservative fallback, digital-twin or co-simulation validation, and auditable human-in-the-loop procedures. Future research should focus on power-system-specific benchmarks, scalable verification, safety-aware distributed learning, and certification-oriented engineering processes. Only with such evidence can AI strengthen, rather than unintentionally weaken, the reliability and resilience of intelligent power systems.
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