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Abstract
eBPF (extended Berkeley Packet Filter) has become the de-facto technology for safe, programmable in-kernel observability and networking on Linux. The conventional eBPF workflow, however, is firmly rooted in a C toolchain: programs are authored in restricted C, compiled by clang with -target bpf, and driven from userspace through libbpf. This paper presents octave_libbpf, a GNU Octave package that exposes the full libbpf interface to Octave and, more unusually, implements an entire eBPF toolchain — an instruction assembler, a BTF type encoder, and an ELF64/BPF object writer — purely in Octave m-code. The result is that eBPF programs can be written, assembled, loaded, attached, inspected, and driven directly from the Octave prompt, with no C compiler and no clang in the loop. After describing the layered software architecture and the object-oriented API, we survey the documented common use cases and demonstrate the package's value in three domains: artificial-intelligence workload profiling, device-driver engineering, and network programming.
1. Introduction
GNU Octave is a high-level language and interactive environment primarily used for numerical computation. It is widely adopted in research, teaching, and signal-processing and machine-learning prototyping. eBPF, on the other hand, is a Linux kernel subsystem that lets users run sandboxed programs inside the kernel in response to events such as system calls, network packets, and tracepoints. Bridging these two worlds is the motivation behind octave_libbpf: it lets an Octave user observe and influence kernel behavior from the same environment in which they analyze data.
The package provides three complementary capabilities. First, it ships a complete libbpf binding: a single compiled oct-file (libbpf_wrap) exposing roughly 182 sub-commands that cover objects, programs and their entire attach family, maps, links, ring and perf buffers, BTF introspection, and low-level bpf_*() syscall wrappers. Second, it implements an eBPF assembler and object generator in m-code, so the eBPF program itself can be authored in Octave. Third, it offers an object-oriented model (bpf.Object, bpf.Program, bpf.Map, bpf.Link, bpf.RingBuf, bpf.PerfBuf, bpf.BTF) that makes common workflows — load, attach, read a map, collect ring-buffer events — a single line of code. Crucially, octave_libbpf remains fully compatible with the traditional toolchain: any ELF object produced by clang -target bpf can be loaded by bpf.Object.from_file().
2. Background
2.1 eBPF and libbpf
An eBPF program is verified by the kernel and then attached to a hook (a kprobe, a tracepoint, an XDP network driver hook, a cgroup, etc.). Programs communicate with userspace through BPF maps — key/value data structures shared between kernel and user space — and through ring buffers or perf buffers for event streaming. libbpf is the canonical userspace library that opens, loads, and attaches eBPF objects, and that manages the kernel's BTF (BPF Type Format) metadata, which describes the types of maps and kernel data structures.
2.2 The conventional toolchain
In the conventional flow a developer writes the program in a dialect of C, compiles it to an ELF relocatable object with clang -target bpf, and lets libbpf resolve the relocations, create maps, and load the programs. The compilation step requires a working clang/LLVM toolchain and a degree of familiarity with C. octave_libbpf removes this step by generating an equivalent ELF object from Octave.
3. Software Architecture
octave_libbpf is organized into a strict two-layer stack. Everything above the oct-file is ordinary m-code; everything below it is the system libbpf. The C++ layer holds no policy: it converts Octave values to C, invokes libbpf, converts results back, and maps negative errno values to Octave errors using libbpf_strerror() text.

      user m-code
          |          bpf.Builder / bpf.Asm / bpf.Insn
          v
   ELF64/BPF image  <-- bpf.Elf + bpf.BtfBuilder
          |
          v
     libbpf_wrap    (src/libbpf_wrap.cc, one oct-file, ~180 subcommands)
          |
          v
        libbpf      (system libbpf.so / libbpf.so.1)
          |
          v      bpf(2) syscalls
3.1 The eBPF assembler and instruction encoder
bpf.Insn is the lowest m-code layer. It encodes one struct bpf_insn (8 bytes, little-endian: byte 0 is the opcode; byte 1 packs the destination and source register nibbles; bytes 2-3 are a signed 16-bit offset; bytes 4-7 are a 32-bit immediate). The mnemonic grammar is {op}{64|32}_{imm|reg} for ALU operations, {jcc}_{imm|reg} / jmp32_{jcc}_{imm|reg} for branches, {ldx,stx,st}_{w,h,b,dw} for memory access, plus special forms (call, ja, exit, end_le, atomic_*, ld_imm64, ld_map_fd, and so on). In total the assembler covers all 125 instruction mnemonics.
bpf.Asm accumulates instructions, records label definitions and patch positions, and resolves branch offsets when bytes() is called. Every time a map is referenced, a relocation is recorded. Symbolic labels and map relocations mean that the kernel's R_BPF_64_64 relocation records are emitted automatically by the later ELF stage.
3.2 BTF and ELF generation
Modern libbpf (1.0+) expects each map to be described by BTF in the .maps data section. bpf.BtfBuilder emits exactly the shape libbpf walks: an anonymous struct whose members are found by name, e.g. type/max_entries are PTR -> ARRAY[n] of INT, and key/value are pointers whose pointee gives the size and BTF type id. One BTF VAR with GLOBAL_ALLOCATED linkage is emitted per map, plus one DATASEC ".maps" listing every VAR. Two subtleties that the implementation handles explicitly are (a) the unused size/type union member of BTF_KIND_ARRAY must be zero or the kernel rejects the blob, and (b) the BTF_KIND_INT encoding word carries the bit width, not the byte size.
bpf.Elf writes an ELF64 little-endian ET_REL object for EM_BPF (247) with the sections libbpf requires: program sections (SHF_ALLOC|SHF_EXECINSTR), .maps, license, .BTF, a symbol table, and one SHT_REL section per program that references a map. Programs are discovered by libbpf as STT_FUNC / STB_GLOBAL symbols; map references become R_BPF_64_64 relocations against the map's STT_OBJECT symbol at the byte offset of the ld_imm64 slot.
3.3 The object model
The object-oriented layer turns the raw libbpf operations into compact, lifecycle-managed Octave handle classes. The cleanest expression of the end-to-end flow is the classic hello_kprobe example, which counts calls to do_sys_openat2() and stores the count in an array map — executed by the real kernel with no C code involved:

pkg load octave_libbpf
R = bpf.regs ();
b = bpf.Builder ('GPL');
counts = b.map ('counts', 'array', 'u32', 'u64', 8);
p = b.program ('kprobe/do_sys_openat2', 'count_open');
p.st_w (R.R10, -4, 0);            % u32 key = 0
p.ld_map_fd (R.R1, 'counts');     % r1 = &counts (relocation)
p.mov64_reg (R.R2, R.R10);        % r2 = &key
p.add64_imm (R.R2, -4);
p.call (bpf.helper ('map_lookup_elem'));
p.jeq_imm (R.R0, 0, 'done');
p.mov64_imm (R.R1, 1);
p.atomic_dw (R.R0, R.R1, 0, bpf.atomic_op ('add'));
p.label ('done');
p.mov64_imm (R.R0, 0);
p.exit ();
obj = b.build ();   % assemble + BTF + ELF64/BPF image
obj.load ();        % hand to libbpf to verify and load
obj.attach_all ();  % attach the kprobeobj.find_map ('counts').lookup (0)
3.4 The libbpf_wrap oct-file binding
The binding is implemented as a single compiled function, libbpf_wrap(COMMAND, ARG, ...), which dispatches on a string to one of roughly 182 handlers registered in a table. The design follows a set of deliberate conventions that keep the C++ layer stateless with respect to eBPF semantics:
1. Handles are struct bpf_* pointers passed as uint64 scalars.
1. Errors raise an Octave error whose message starts with "libbpf:"; pointer-returning calls are checked with libbpf_get_error().
1. Optional options are passed as an Octave scalar struct; a helper reads fields and returns defaults for absent ones.
1. Binary data is passed and returned as uint8 row vectors.
1. Lifetime: objects created from memory own a malloc'd copy of the ELF image, because libbpf keeps an elf_memory() reference until bpf_object__close(); the copy is freed by that same call.
1. Callbacks: ring-buffer and perf-buffer samples are collected by C callbacks into a std::vector<octave_value> and returned to Octave only after the poll() call returns, so the interpreter is never re-entered from inside libbpf.
4. API Usage
The public API is split into a pure-m-code toolchain, an object model, type/enum tables, and a diagnostics/runtime environment. Tables 1 and 2 summarize the most important entry points.
4.1 Authoring toolchain
	Class / Function
	Purpose

	bpf.Builder
	Collects all maps and programs and turns them into a loadable ELF64/BPF image. b.map() declares a map; b.program() returns a bpf.Asm assembler; b.build() equals bpf.Object.from_mem(b.elf()).

	bpf.Asm
	The eBPF assembler. All 125 mnemonics are methods; label()/jump() handle symbolic branches; ld_map_fd() records relocations; bytes() returns the Nx8 instruction stream.

	bpf.Insn
	Encodes a single instruction (ld_imm64 spans two slots) into a 1x8 or 1x16 uint8 row vector.

	bpf.BtfBuilder
	BTF encoder for the .BTF section. add_int, add_ptr, add_array, add_struct, add_var, add_datasec, …; type ids start at 1.

	bpf.Elf
	Minimal ELF64/BPF relocatable object writer: add_section, add_relocs, add_symbol, bytes().

	bpf.helper
	Resolves an eBPF helper function number by name (211 helpers); accepts both prefixed and bare names.

	bpf.atomic_op
	Returns the immediate for atomic instructions (add/or/and/xor default to BPF_FETCH; xchg/cmpxchg do not).


4.2 Object model and runtime
	Class / Function
	Purpose

	bpf.Object
	Wraps struct bpf_object. load(), attach_all(), find_program(), find_map(), pin/unpin, btf(). Destroying it detaches all links and closes the object.

	bpf.Program
	fd(), name, section, type. attach() auto-selects the attach method from the section name, or use explicit attach_kprobe/attach_xdp/attach_usdt/…. test_run() exercises the program via BPF_PROG_TEST_RUN.

	bpf.Map
	lookup/update/remove/next_key/keys/freeze; keys and values may be integer scalars or uint8 vectors. Supports pin/unpin.

	bpf.Link
	Represents an attachment; destroy/detach/pin, update_program/update_map.

	bpf.RingBuf / bpf.PerfBuf
	Stream kernel events to Octave: poll(timeout_ms, max_samples) returns [samples, lost].

	bpf.BTF
	Parse and walk kernel BTF: vmlinux(), from_file(), find_by_name_kind(), type_info(), dump().

	bpf.version / bpf.commands / bpf.have_bpf / bpf.num_cpus
	Environment and capability probes.

	bpf.raw
	Escape hatch that calls any libbpf_wrap sub-command directly.


A distinctive property of the API is that the section name (SEC) of a program determines both its type and its attach type, exactly as it does for clang-compiled programs: kprobe/, kretprobe/, raw_tp/, tracepoint/, fentry/, fexit/, lsm/, iter/, xdp, socket, cgroup/, and so on. bpf.Program.attach() therefore selects the correct attachment automatically.
5. Documented Common Use Cases
The package documentation describes a set of representative workflows, all of which are shipped as runnable examples. We summarize them below.
5.1 Counting system calls (kprobe + array map)
The simplest end-to-end example, examples/hello_kprobe.m, attaches a kprobe to do_sys_openat2() and increments a counter in an array map. After attach_all(), obj.find_map('counts').lookup(0) reads the running count back into Octave.
5.2 Streaming events through a ring buffer
examples/ringbuf_tracepoint.m shows a raw tracepoint that writes the current pid/tgid into a ring-buffer map on every system-call entry. The map is declared with b.map('events','ringbuf',[], [], 4096); ring-buffer maps need no key or value, so the generator omits those members (key_size == value_size == 0) as the kernel requires. The Octave side collects samples with rb.poll(500, 16), which returns [samples, lost].
5.3 Running programs with BPF_PROG_TEST_RUN
examples/test_run.m runs an XDP program without attaching it to any interface — the most convenient way to validate an Octave-authored program. prog.test_run(uint8(zeros(1,100))) feeds a hand-built 100-byte packet and returns a struct with retval, duration_ns, data_size_out, and data_out.
5.4 Manipulating eBPF maps directly from Octave
examples/map_from_octave.m uses the low-level map API without loading any program: bpf.Map.create('hash', 4, 8, 16, 'octave_hash') creates a hash map, update()/lookup()/remove() populate and read it, and keys() enumerates entries. Values may be read back as integers or as raw uint8 bytes.
5.5 Loading clang-compiled objects
octave_libbpf is not restricted to objects it generated itself. bpf.Object.from_file('examples/hello.bpf.o') loads any eBPF ELF object, including one built by clang -target bpf; obj.maps(){1} then introspects it as a bpf.Map.
5.6 Traversing kernel BTF
bpf.BTF.vmlinux() parses the running kernel's BTF (/sys/kernel/btf/vmlinux). find_by_name_kind('task_struct', bpf.BTF.KIND_STRUCT) locates a type, type_info() returns its layout, and dump() prints it in C declaration form. This is the basis for version-independent kernel-structure introspection (see Section 6.2).
5.7 Diagnosing rejected programs
When the kernel verifier rejects a program, bpf.set_print(3) turns on libbpf debug output, obj.set_log(1048576) attaches a log buffer, and obj.get_log('name') / bpf.get_log() retrieve the verifier and libbpf diagnostics — the standard way to find out why a program would not load.
6. Application Domains
Beyond the generic examples above, the package ships three domain-specific demonstrations that illustrate how the same Octave-driven eBPF machinery serves very different engineering communities.
6.1 Artificial Intelligence: profiling the data-loading pipeline
Machine-learning workloads in Octave are frequently bound by the data loader rather than by arithmetic. examples/ai_input_pipeline.m attaches a kprobe to vfs_read() that records a histogram of the requested read size (in KiB) for every read issued by the process. Small reads indicate the loader pages through the dataset in tiny pieces; large reads indicate streaming. The example runs the same "minibatch loop" twice — once with 4 KiB batches and once with 1 MiB batches — and shows what the kernel actually observes:

p = b.program ('kprobe/vfs_read', 'read_hist');
p.ldx_dw (R.R2, R.R1, 96);   % arg3 = size_t count
p.rsh64_imm (R.R2, 10);      % -> KiB
p.jle_imm (R.R2, 7, 'clamped');
p.mov64_imm (R.R2, 7);       % clamp to last bucket
p.label ('clamped');
p.stx_w (R.R10, R.R2, -4);   % u32 key = bucket
p.ld_map_fd (R.R1, 'read_sizes');...
The payoff is a concrete, kernel-attested comparison: the 4 KiB batch loop is shown to issue a flood of tiny reads (a poor input pipeline), while the 1 MiB loop streams and is dramatically faster (the example prints both wall-clock times and confirms identical checksums). An ML practitioner can thus diagnose I/O bottlenecks from the same Octave session used to build the model — no external profiler required.
6.2 Driver Engineering: instrumenting the NIC receive path
Driver developers normally cannot instrument a network-interface-card (NIC) driver without rebuilding the kernel. examples/driver_rx_histogram.m attaches a kprobe to netif_receive_skb() — the entry point a driver calls for every received frame — and builds a histogram of skb->len. What makes this example notable is that the offset of sk_buff.len is not hard-coded; it is read out of the running kernel's BTF from Octave at build time and emitted as an immediate in the instruction stream:

B = bpf.BTF.vmlinux ();
sid = B.find_by_name_kind ('sk_buff', bpf.BTF.KIND_STRUCT);
m = B.members (sid);
for k = 1:numel (m)
  if (strcmp (m(k).name, 'len'))
    len_off = m(k).bytes;   % read field offset from BTF
  end
end...
The program itself therefore contains no version-dependent constant; the skb is safely dereferenced with bpf_probe_read_kernel() so the verifier accepts it. This pattern — resolving kernel struct layouts from BTF at program-build time — is a general technique for writing driver- and kernel-version-independent observability tools directly from Octave.
6.3 Network Programming: an XDP packet classifier
examples/network_xdp_classify.m shows a classic network-programming use of eBPF: an XDP program that parses the Ethernet header straight from the XDP context, counts frames per EtherType in an array map, and passes them up the stack. Frames shorter than an Ethernet header are dropped. Because XDP programs can be exercised with BPF_PROG_TEST_RUN, the whole program is verified without touching a network interface — the example feeds hand-built IPv4, IPv6, ARP, and truncated frames to the kernel and prints what the program decided:

p = b.program ('xdp', 'classify');
p.ldx_w (R.R2, R.R1, 0);     % r2 = ctx->data
p.ldx_w (R.R3, R.R1, 4);     % r3 = ctx->data_end
p.mov64_reg (R.R4, R.R2);
p.add64_imm (R.R4, 14);      % sizeof (struct ethhdr)
p.jgt_reg (R.R4, R.R3, 'tooshort');
p.ldx_h (R.R5, R.R2, 12);    % r5 = h_proto...
The output reports, for each crafted frame, the XDP verdict (DROP for truncated, PASS otherwise) and the resulting per-protocol counters. This demonstrates how Octave can drive high-performance, in-kernel packet classification and validation entirely from userspace.
7. Implementation Notes and Testing
The package bundles the public libbpf headers under src/vendor/ so that only the runtime library is required even when libbpf-devel is absent; the build system probes, in order, an explicit LIBBPF_ROOT, a libbpf/ source tree, /usr/include/bpf, and finally the bundled headers, falling back to -l:libbpf.so.1 when only the versioned shared object is installed. Because libbpf only ever appends fields to public structs, an oct-file built against newer headers keeps working against an older shared library — every options struct is zero-initialized and its size is validated by libbpf.
Testing relies on Octave's BIST framework. The suite ships 45 test cases across six files: tst_insn.m (16, instruction encoding), tst_btf.m (5, BTF encoding), tst_elf.m (6, ELF generation), tst_map.m (5, map operations), tst_object.m (5, object load/run), and tst_misc.m (8, environment, enums, and utilities). User-space-only cases (encoding, BTF, ELF, tables) run everywhere; kernel-dependent cases probe for CAP_BPF with bpf.have_bpf() and skip cleanly so that pkg test never fails for an unprivileged user. The full integration path can also be exercised with make examples.
8. Conclusion
octave_libbpf shows that the eBPF toolchain is not inherently tied to C and clang. By implementing an instruction assembler, a BTF encoder, and an ELF object writer in Octave m-code and binding the full libbpf surface through a compact oct-file, it lets researchers and engineers author, load, attach, and drive eBPF programs from the same interactive environment they use for data analysis. The three domain examples — AI pipeline profiling, NIC driver receive-path instrumentation via kernel BTF, and XDP packet classification — demonstrate that the package is not a toy wrapper but a practical bridge between numerical computing and the Linux kernel. Future work includes broader auto-attach coverage and tighter integration with Octave plotting so that eBPF histograms and event streams can be visualized as live figures.
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